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Dataset link: https://github.com/okrame/xAl-o Blockchains offer a mechanism for executing code in a credible, transparent and uncensorable way. These
racle characteristics lend themselves to the implementation of applications that guarantee different actors regarding
the credible execution of mechanisms, including insurance and impartial certification. A significant challenge

Keywords:

Blockchain in this domain is enabling smart contracts to reliably access real-world state information. We propose a
Oracle “cognitive” oracle architecture that makes complex and ambiguous conditions — such as identifying specific
Machine learning elements within an image — verifiable on-chain. Unlike traditional oracles that focus on scalar data feeds, our
Snarks oracle integrates machine learning classifiers with SNARK proofs to provide trustworthy semantic evaluations.

To mitigate inaccuracies and faults, the oracle also embeds a jury-based dispute resolution layer supported
by verifiable machine learning explanations. We evaluate this oracle system in the context of a carbon
credit application based on small-size neural network inferences. The results and cost analyses indicate that
the economic viability of such an oracle depends on minimizing dispute frequencies and selecting optimal
configurations. The inclusion of explanation methods adds a layer of game-theoretic complexity but also

enhances the quality of the jury’s work, as well as overall transparency and trust.

1. Introduction

The increasing adoption of blockchain technologies significantly
influences [1] the potential of digital processes. Distributed Applica-
tions, also known as dApps, represent a significant paradigm change,
particularly with respect to the execution guarantees and the neutral
credibility that they offer. While traditional applications utilize central-
ized servers to manage data and execute required programs and pro-
cesses, a dApp employs blockchain as its foundational infrastructure,
ensuring transparent, deterministic, unstoppable and uncensorable ex-
ecution. They are founded upon the usage of self-executing computer
programs or transaction protocols known as smart contracts [2], which
are utilized to automate procedures and transactions in a reliable
and credible way. Such publicly verifiable smart contracts reduce the
need for intermediaries, providing added automation and security for
on-chain executable code across various domains, including finance,
identity management, and insurance contracts. Due to the need for
repeatability, smart contracts can only access the current state of the
blockchain. The use of external data may in fact result in a lack of
consensus on the evolution of the system, thus prompting splits in
network agreement. This would jeopardize repeatable execution of a
smart contract across the entire network, undermining system stability.
Consequently, the imperative for diverse solutions arises to establish
trust in third-party information.

This paper introduces an advancement in oracle systems: a cognitive
oracle that combines smart contract logic with verifiable computation
capabilities. This combination creates a system for evaluating external
data, enabling various dApps to leverage the benefits of Machine Learn-
ing as a Service (MLaaS). We deem this to be timely, as the EU AI Act
and the US Executive Order on Al mandate that Al companies disclose
technical details about their models [3,4]. Nevertheless, compliance is
not easily achievable due to the rapidly evolving Al market, associated
standards, resource constraints, and intellectual property issues. Part of
this rapid regulatory evolution is the key advantage of MLaaS, which
allows access to sophisticated ML models without the need for extensive
infrastructure or expertise.

A significant challenge in deploying ML models is the black box
problem, which refers to the lack of transparency in how they make
decisions once they are in use. Recent studies highlight various ap-
proaches and advancements in making ML more explainable [5,6].
The financial implications of explainability in ML models are also non
trivial. For instance, a study by [7] analyzed the cost of explainability
in credit scoring models, revealing a difference of 15 to 20 basis
points in annual return on investment between the best-performing
black-box models and their explainable counterparts. This indicates a
trade-off where opting for more transparent models may result in a
slight decrease in ROL. In the context of an oracle system, this is crucial
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in guaranteeing that the ML model provider remains incentivized to
adopt explainability measures.

Both private and public organizations consider explainability as a
key requirement for Al systems, positively impacting other essential
qualities such as their reliability and accountability [8]. Given that
these qualities are also fundamental to existing oracle systems for
smart contract data verification [9], incorporating explainable methods
for ML model outputs in oracle inputs becomes a natural extension.
However, explanation methods are susceptible to adversarial attacks.
Research indicates that explainability itself can be manipulated, posing
a risk to the integrity of MLaaS [10,11]. Verifiable computation solu-
tions designed for explainability can help counteract these issues. In
fact, ensuring correct explanations better aligns with the wider concept
of ML verifiability, offering a more practical approach compared to
pursuing complete explainability of inherently complex models [12].
In this regard, this paper draws on recent advancements in succinct ML
verification protocols to prevent adversarial manipulation of the model
during both the inference and post-hoc explanation phases within an
oracle system.

Our contributions

We employ a well-documented methodology for outsourcing the
cost of running ML inference backed by ML explanations in the form of
class activation mapping, while being able to verify such computations
at a variable cost. We discuss the feasibility of such an oracle architec-
ture in orchestrating different economic incentives across various actors
while minimizing opacity and undesired trust assumptions. Sections are
organized as follows: Section 2 describes the state of the art, Section 3
presents our solution, Section 4 presents the experimental results along
with prospective economic analyses, and Section 5 concludes.

2. State of the art
2.1. Background

Decentralized applications

dApps form a vast ecosystem, especially on EVM-compatible
blockchains. Their logic is built using high-level languages like Solidity
or Vyper, compiled into an ABI for interaction and then into EVM byte-
code for execution by blockchain nodes. The applications are typically
served over traditional web2-frontend infrastructure through HTTP
requests, though efforts towards web3-native frontends are emerging.
The organization of this code across multiple smart contracts represents
a complex network underlying these applications, often analogous to
traditional software systems both from an architectural and vulnerabil-
ity perspective [13]. While the decentralized nature of these systems
primarily relies on the consensus layer of the underlying blockchain,
it also depends on other critical infrastructure components like de-
centralized storage systems (e.g., IPFS) and RPC node providers that
are progressively being decentralized [14]. The dApp ecosystem has
seen remarkable growth, expanding from around 2000 dApps in 2019
to over 5000 by August 2022, with daily active users exceeding 1.67
million [15]. This growth spans diverse sectors including decentralized
finance, gaming, non-fungible tokens, data storage and provenance,
privacy protection, and sharing economy applications.

Oracles

Oracles act as intermediaries between on-chain and off-chain en-
vironments, overcoming the limitation of dApps relying solely on
blockchain data. These mechanisms enable smart contracts to inter-
act with real-world information, bridging the gap between isolated
blockchain systems and external events [16]. Data flow direction
and initiation distinguish oracle types: inbound oracles bring external
data to the blockchain, while outbound oracles send it out. Oracles
operate in push mode (initiator sends data) or pull mode (initiator
requests data) [17]. Oracle architectures are either centralized, relying
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on one trusted entity with single points of failure, or decentralized,
using multiple nodes for added resilience but greater complexity [18].
Oracles offer solutions but pose challenges, especially in ensuring
data trustworthiness in decentralized systems. Various data validation
approaches have been introduced over the years:

 Aggregation-based: Implements predefined logic to derive deter-
ministic results from multiple data sources

+ Staking-based: Requires participants to stake assets as collateral
against malicious behavior

+ Game-theory-based: Creates economic incentives for honest behav-
ior

* Reputation-based: Evaluates and tracks the reliability of data
providers over time

Widely known implementations like Chainlink demonstrate the
practical application of these concepts, employing a market-like ap-
proach through a decentralized network of nodes. These nodes compete
to provide reliable data feeds, incentivized by reputation systems and
economic rewards [19]. However, challenges still remain in balancing
efficiency and resistance to various attack vectors like data manipu-
lation [20]. More recent holistic approaches to addressing the oracle
problem have been proposed, such as the Decentralized Truth Discov-
ery Oracle model [21], which combines truth discovery techniques
with Byzantine fault-tolerant consensus to extract data from multiple,
potentially unreliable sources.

ML and blockchain

Machine learning extracts meaning from data using past perfor-
mance to inform current and future decisions [22]. It encompasses
supervised, unsupervised, semi-supervised, and reinforcement learning
methods [23]. The synergy between ML and blockchain has long been
recognized as a disruptive integration, ranging from secure data sharing
marketplaces to data flow for explainable Al [24]. New conceptual
architectures have emerged with promising uses in areas such as public
health emergency management [25]. Many applications have emerged
in federated learning and edge computing, where blockchain’s decen-
tralized nature complements ML’s data processing capabilities while
potentially mitigating centralization tendencies [26]. In Section 2.2, we
explore ML’s role in oracles, particularly in enhancing data veracity and
semantic understanding.

Verifiable computation

Verifiable computation enables a computationally limited client
(verifier) to delegate complex computations to a more powerful but
potentially untrusted server (prover), while maintaining the ability to
efficiently verify the correctness of returned results. This paradigm has
seen renewed interest with the rise of blockchain scaling solutions,
particularly in zk-rollups layer 2, where succinct proofs are used to
verify the validity of batched transactions. Beyond blockchain scaling,
verifiable computation has enabled numerous privacy-preserving appli-
cations like machine learning inference verification, proof-of-identity
systems, and secure electronic voting while protecting sensitive infor-
mation [27]. Our implementation leverages SNARKs (Succinct Non-
interactive ARguments of Knowledge) as the primary cryptographic
mechanism. In SNARK-based protocols, a prover generates a proof =,
demonstrating that applying function f to input x yields output y
(i.e,, f(x) = y). The defining characteristic of these proofs is their
succinctness — verification complexity remains sublinear (sometimes
constant) relative to the original computation time of f(x). Imple-
mentation requires translating computations into arithmetic circuits
composed of polynomial equations over large prime fields [28]. The
number of constraints directly impacts the proof generation time and
required computational resources. We build our oracle system upon
Halo2, a specialized variant within the Polynomial Interactive Ora-
cle Proof-based SNARKs family, which has been employed in various
validity ML frameworks [29].
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2.2. Related work

The majority of existing efforts in the oracle domain have con-
centrated on mechanisms for predicting or reporting data rather than
checking its accuracy [9]. The challenge of verifying complex predi-
cates that are difficult to express algorithmically has led to the devel-
opment of specialized oracle systems with built-in dispute resolution
capabilities.

Kleros [30] pioneered a decentralized justice approach where eco-
nomic incentives and game theory guide juror behavior in resolving
disputes through crowdsourced expertise. Building on this founda-
tion, systems like ASTRAEA [31] and DeepThought [32] introduced
formal frameworks for determining statement truth values through
carefully structured voting mechanisms that combine staked capital
with reputation scores. The need to address the gap between raw data
verification and predicate evaluation is reflected on the thriving market
of oracle platforms. UMA’s optimistic oracle [33] uses a challenge-
response mechanism for disputing semantic assertions. TrueBit [34]
refined this with a verification game for subjective computations, while
Reality.eth [35] introduced a flexible template-based system to stan-
dardize semantic queries. Integrating ML with oracle systems enables
automated decision support with a human fallback. Recent studies have
explored using ML models for initial assessments that can be challenged
through jury-based appeals. For instance, MLBO [36] applies this to
voter authentication with facial recognition as the first step, while
maintaining human oversight for disputes. Similarly, the CONDOR
protocol [37] connects Al oracles to smart contracts, adding an appeals
process for contested algorithmic decisions.

Recent advances in verifiable ML have produced several approaches
for ensuring computational integrity. We recognize their potential as
building blocks for oracle systems tasked with automated semantic
understanding that require verifiable outcomes.

Early work like SafetyNets [38] introduced interactive proof pro-
tocols for verifiable neural network execution. Subsequent approaches
were typically constrained to specific architectures and scopes. For
decision trees, zkDT [39] and Singh et al. [40] developed efficient ver-
ification protocols for model predictions. For convolutional networks,
VvCNN [41] and zkCNN [42] introduced specialized verification meth-
ods, with zkCNN optimizing proof generation through FFT-based pro-
tocols. Similarly, Mystique [43] provided efficient conversions between
arithmetic/boolean circuits for ML, computations, while ZEN [44] en-
abled verification of neural network accuracy through R1CS-friendly
quantization. In contrast to architecture-specific approaches, newer
frameworks like the one we adopted (detailed in Section 4.2) can han-
dle arbitrary ML model types by converting any model’s computational
graph into a set of generic proving constraints [45]. The framework
optimizes complex tensor operations into Einstein summations while
constructing Halo2-compatible proving tables with parallel layouts,
fixed-column lookups, and fixed-point arithmetic optimizations [46].
The setup produces a proving key pk and verification key vk through:
Setup(1%, W, f) — (pk, vk), where W represents model weights and f
denotes the architecture.

Related work specifically on querying oracles that leverage SNARKs
explores batching techniques for general-purpose computation and stor-
age to improve performance compared to monolithic circuit execu-
tion [47]. Another direction is to integrate traditional cloud interfaces
and data processing technologies that combine real-time analytics,
using protocols such as proof of SQL, where smart contracts verify
query execution and data integrity in off-chain databases [48].

In the context of explainable ML, a key aspect is the degree to which
humans can effectively understand and interact with MLaaS through
causal explanations [49]. This human-centric property complements
technical explainability to facilitate human-machine interaction, as
proposed in our hybrid oracle systems. Explainable ML spans multi-
ple dimensions including applicability, data types, and inner mecha-
nisms [6]. Methods include post-hoc explanations for black-box models

Computer Communications 251 (2026) 108467

and inherently interpretable models, often trading accuracy for trans-
parency, though recent work seeks verifiable interpretability without
performance loss [50]. Early post-hoc techniques like LIME [51] and
SHAP [52] approximate complex models with simpler, interpretable
surrogates. In computer vision, methods focused on visualizing CNN
features through deconvolutional networks [53] and gradient-based
approaches [54]. Similar approaches relying on image feature removal
strategies can produce out-of-distribution inputs, complicating the ver-
ification of whether the classifier relies solely on relevant features. For
our image similarity scoring task, we employ a post-hoc visualization
approach using activation maps and confidence scores rather than ar-
bitrary feature removal, ensuring verifiable explanations by preserving
learned representations and data distributions (see Section 3.4).

3. Proposed solution
3.1. Example problem: A hybrid model for carbon credits allocation

In this section, we introduce a novel oracle architecture that lever-
ages verifiable ML to automate conditions typically requiring human
intervention, like image analysis. This hybrid oracle architecture can
be theoretically extended to a plethora of use cases. Healthcare institu-
tions could implement verifiable diagnosis support, where ML models
analyze medical imaging to detect anomalies, with human reviews
available backed by ML explanations in case of disagreement. Similarly,
classifiers could analyze sensor data and camera feeds to investigate
autonomous vehicle incidents, with transportation safety experts re-
viewing the analysis if needed. In all such examples, the convenience of
verifiable ML would be paired with the credibility of human reviewers,
while the oracle’s smart contracts provide the binding mechanism that
makes these outcomes enforceable in a trustless environment.

In the environmental offsetting sector, carbon credits are a key
method for counteracting emissions. Organizations use them to fund
projects aimed at lowering carbon dioxide levels, adopting renewable
energy, and supporting reforestation, which absorbs CO2 and produces
oxygen. An entity can sponsor the planting of a particular area and
receive credits, which may be recorded on a blockchain. To ensure the
ongoing impact of these projects, it is crucial to monitor the growth
and survival of the plants, verifying that the land remains dedicated
to reforestation. This monitoring can be done using satellite imagery
provided by various sources. Suppliers can then use signed, localized,
and timed satellite images to verify vegetation growth and prevent
damage.

The proposed solution leverages an off-chain classifier provided as
a service by an environmental credit organization (Alice in Fig. 1).
This classifier assesses user-submitted (e.g. quarterly) satellite images
to determine eligibility for issuing new carbon credits by verifying
the vegetation status on designated land parcels. Specifically, for each
registered parcel, the classifier processes high-resolution (10m/pixel)
satellite imagery to detect changes in vegetation density, unauthorized
land use modifications, and potential health issues like disease pat-
terns. The system compares these signed satellite images to previously
approved photos (e.g. from past quarters) to confirm that vegetation
levels are maintained or increased, with any detected large decrease
(e.g. above 5%) automatically failing verification. This raises the ques-
tion: where and by whom is the classifier executed? Running it on
private infrastructure reintroduces challenges such as centralization,
single points of failure, and potential manipulation — precisely the
issues that blockchain technology aims to address. However, running
the classifier on-chain is unfeasible due to computational limits and
high costs. To resolve this, we integrate SNARKs into the oracle,
allowing model providers to prove correct inference computations.
Users can then claim carbon credit tokens proportional to their verified
hectares once the classifier validates their submission with proof. In
cases where users disagree with the ML output — for instance when
seasonal variations might be misclassified as vegetation loss — they can
request a jury-based oracle component for an impartial human review.
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Rationale for verifiable ML explanations in dispute resolution

(1) Information asymmetry: The jury lacks direct insight into the
model’s decision-making process, which could lead to suboptimal ver-
dicts. Post-hoc explanations can mitigate this asymmetry.

(2) Strategic Manipulation: The model providers may have incentives
to manipulate explanations in two ways:

« False Reasoning: They could generate explanations that high-
light irrelevant or misleading features to justify an incorrect
classification.

+ Adversarial Explanation: They could intentionally provide expla-
nations showing apparent model bias or unreasonable feature
attribution to discredit a correct classification.

In our cost analysis Section 4.4, we assume that providing ML
explanations is rational to address information asymmetry. However,
our goal is to explore whether it is economically viable for the model
provider to generate a proof with cheap verification, or for each juror
to compute the explanation individually. These are game-theoretical
considerations that should take into account our social oracle compo-
nent, as illustrated in Section 3.3. Overall, in the context of our example
use case, this architecture aims to reduce reliance on external parties,
thereby potentially cutting down both the costs and time involved in
the acquisition or renewal of carbon credits.

3.2. Oracle lifecycle

In a complete scenario, for a landowner user to be rewarded with
carbon credits after a period of vegetation growth, they need to interact
with a web application (see dApps in 2.1) and undergo a verification
process to confirm their eligibility. The oracle will leverage one of
the pre-approved classifiers known to it (e.g., the smart contract com-
ponent may hold cryptographic commitments to the classifiers’ code)
and follow the outlined steps in its lifecycle, including in the event
of a dispute. The reader can refer to Fig. 1, where Bob represents
the landowner user and Alice corresponds to the ML model compute
provider. Their interactions with the oracle are illustrated at a high
level, with the red numbers in the figure corresponding to the section
numbers below. It should be noted that our prototype implementation
in [55] focused primarily on the ML runtime prover and on-chain
verification logic, while keeping the on-chain business smart contract
economics and voting logic at a conceptual level.

3.2.1. Input submission

The user captures a new geotagged, timestamped satellite photo
signed by a trusted source and uploads it to IPFS, obtaining the image’s
content-addressed hash #;,,,. The user then submits this hash and the
trusted source’s signature via the calldata of a designated smart contract
function validateImage (). This function validates the authenticity
of the trusted source’s signature, assigns the hash to a mapping variable
with previously submitted image hashes, and emits an event containing
a unique request identifier and A, for the off-chain classifier and
prover execution.

3.2.2. ML runtime outcome

The user runs the binary classification task through API calls to Al-
ice’s MLaas$ on the certified images corresponding to h;,,, outputting a
similarity score compared to the previous image. Regardless of whether
the score is positive (indicating that the user has maintained vegetation
growth) or negative, the system generates a SNARK of the correct
classifier execution.
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3.2.3. Smart contract verification

The smart contract is equipped to verify the proof with significantly
less complexity than running the classifier itself. The deployed EVM
verifier has the verifying keys baked into its code, enabling efficient
proof verification via inline assembly. Besides the proof, the calldata
of verifySnark() includes the instance, i.e. all the data shared
between the prover and verifier. In the current implementation, the
instance includes the public output similarity score but in a real-case
scenario this would also include the image’s content-addressed hash
himg and the unique request identifier to prevent replay attack or proof
substitution.

3.2.4. Dispute appeal

Even if the proof is accepted by the on-chain verifier, the user
and/or a supervisory entity may still disagree with the final similarity
score. In such cases, a dispute appeal can be initiated by requesting a
subsequent verdict from a jury (e.g. via function call appeal ()), as
described in Section 3.3. To reach an informed decision, the jurors may
also issue an explanation request to the model provider.

3.2.5. ML runtime explanation

The model provider runs an explanation method over the disputed
images using the committed model parameters. This produces a CAM
visualization highlighting influential regions for the similarity score
(Section 3.4). To ensure correct computation, the model provider gen-
erates a second SNARK via an aggregation scheme (see Fig. 4) that
proves:

» The explanation matches the committed model and disputed im-
ages (h,-mg)

+ The explanation was computed according to the Score-CAM algo-
rithm

» The same public parameters used in the original classification

proof are maintained

Once this aggregate proof is submitted on-chain, the jurors can verify
it in a trustless manner.

3.2.6. Verdict issuance

Based on the overall outcome of the votes cast via castVote ()
from both voters and certifiers (Table 1), the verdict execution can be
handled through a governor contract implementation (not shown in the
picture). Only if the jury supports the user’s appeal, i.e. the proposal
reaches TRUE state (see Table 1) by meeting quorum and majority
thresholds, then an execution function mints the approved carbon
credits to the credit issuance contract and marks them as claimable (via
transfer()) by the verified user address.

Now let us consider the two components (social oracle and classi-
fier) in more detail.

3.3. Social oracle

The proposed social oracle is inspired by the idea of ASTRAEA [31]
and DeepThought [32] and has some theoretically researched changes
that better adapt the characteristics of oracles to our context. It consists
of judges who are called upon when a user files an appeal within
the dApp. To ensure honest voting, a commit-reveal scheme is used,
where the vote is secret during the commit phase and cannot be
changed. It is crucial to note that any judge who declines to disclose
their vote in the second phase of this procedure forfeits the complete
stake. Assuming a batch of images submitted to the dApp, judges are
categorized as either voters with randomly selected images, or certifiers
with chosen images (Fig. 2). Both carry varying responsibilities and
rewards: the former face lower risks and earn less, while the latter
experience the opposite. Voters are not at liberty to decide on the
images up for voting, but certifiers are. The stake must be set between
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Fig. 1. High-level workflow of the oracle, combining ML inference and social
dispute resolution.

n | Stake
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Fig. 2. Voter and certifier.
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Fig. 3. Voter Outcome.
Table 1
Oracle outcome.
T ouT, TRUE FALSE Unknown
T
OUT. —
TRUE TRUE Unknown Unknown
FALSE Unknown FALSE Unknown
Unknown TRUE FALSE Unknown

a minimum of min_stake_voter and a maximum of max_stake_voter for
the voter, and between min_stake_certi fier and max_stake_certi fier for
the certifier. It is worth noting that min_stake_certi fier is strictly higher
than max_stake_voter, preventing any judge from filling both roles.

With respect to the considered example, the query pertains to the
suitability of the satellite image submitted by the user. Specifically,
does it portray the land area relevant to the user’s plantation and does
it exhibit an equal or greater amount of vegetation than the user’s pre-
viously approved satellite image? To calculate the voter outcome OUT,
(Fig. 3), we note that SUM,, gy is the total weight of favorable votes
received, while SUM,, r4; s is the aggregate weight of unfavorable
votes. Additionally, the jury can also vote on the similarity between
the two images based on the explanation provided by the explainability
method detailed in Section 3.4.

The outcome of the OUT, certifiers is calculated in the same way.
Therefore, the final grade can be obtained by referring to Table 1.

In the event that the certifiers produce an unknown outcome, the
oracle outcome is decided by the voters alone. As in DeepThought, the
weight assigned to a judge’s vote is determined by both their stake
and reputation. Reputation is an integer ranging from 1 to max_rep
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Fig. 4. Verifiable ML explanations.

and serves to indicate which judge is more trustworthy and therefore
deserves more weight in the vote. The weight of the vote is depicted
using the following formula:

f(s,7) = Vslay/r+ (1 = a)r

where s represents the stake, r indicates reputation and « denotes
a value between 0 and 1 that is determined during the jury setup
phase to decide the weightage of each factor in the overall vote. Unlike
in previous implementations like Deepthougth, for any « value, the
stake’s actual voting contribution is limited by a square root, preventing
individuals with substantial economic resources from dominating the
voting procedure, hence promoting greater decentralization. This func-
tion applies to both voters and certifiers. As far as rewards and penalties
are concerned, there are two types: the first pertains to reputation,
while the second relates to stakes, specifically economic rewards. In
relation to reputation, judges earn a point if they vote correctly, i.e., if
their vote matches the final verdict, but loose a point if they vote
incorrectly. For what concern economic return, rewards and penalties
are influenced by both the judge’s stake and reputation. Whenever there
is a vote, a bounty B is established, which the loser between the two
parties is obliged to pay. Our proposal is that this bounty is initially
split into two parts, B, for the voters and B, for the certifiers, in the
following way:

B,=04-B B.=06-B

v c

This is done to ensure that certifiers receive a greater portion of the
reward, given their increased level of risk. Our proposed rewards and
penalties are expressed in the following manner:

1 s r
p,=s—='B <—+—>
Y 2 " Stot  Ttot

where the voter’s reward, the certifier’s reward, the voter’s penalty,
and the certifier’s penalty are respectively denoted by r,, r., p,, and
p.. A reward differs from a penalty by adding or subtracting the two
values that rely on the stake and reputation weighted against their
totals. As noted earlier, the voter incurs less penalty and reward than
the certifier. Note that the weightings for stake and reputation are equal
in contributing to half the final value, with equal stake and reputation
ratios.
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3.4. Classifier component

We employed a custom SNN (siamese neural network), which is
typically used to compare two images for tasks like signature identifi-
cation and facial recognition. Unlike typical classification, it measures
similarity between images rather than assigning labels. Practically,
there are two identical subnetworks, f(0,x), that share the same pa-
rameters 6. These subnetworks process two input images, x; and x,,
producing feature vectors 4, = f(0,x,) and h, = f(, x,). The similarity
between the images is then measured by a distance function, typically
the absolute distance:

n
d(hy.h) = Y 1y = hyl
i=1

where h; and h,; are the components of the feature vectors 4, and
h,, respectively.

The output of the network is a similarity score ¥ derived from the
distance d(h, h,). This score is passed through fully connected layers
to produce a final output, which is then fed into a sigmoid activation
function to yield a probability ¢(¥) indicating whether the images are
similar. In the one-shot learning setting, the aim is to minimize this
distance for similar images and maximize it for dissimilar ones [56]. In
our case this can be formulated as a binary classification problem using
a Binary Cross-Entropy with Logits Loss:

L£=—[Y-logla(¥))+(1-Y)-log(l — o(¥))]

where: Y is the binary ground truth label (1 for similar images, 0 for
dissimilar images); ¥ is the predicted similarity score before applying
the sigmoid function; (¥) = l_y is the sigmoid function applied
to Y.

Following the training phase, our consideration extends to generat-
ing a SNARK for evaluating model execution and facilitating on-chain
verification. SNARKs are integral to the emerging field of validity
ML [57]. This process necessitates the involvement of two key parties:
the prover, responsible for proof generation, and the verifier, tasked
with validation. This ensures verifiers can validate proofs without
revealing details or needing additional interaction with the prover
post-generation and delivery [58]. In this oracle system, the prover
corresponds to the entity utilizing the ML neural network, represented
by Alice in Fig. 1. On the other hand, the verifier is embodied by a smart
contract equipped with a set of methods triggered by user requests,
specifically for obtaining carbon credits issuance. Additionally, a third
party, typically the development team behind the dApp, plays a role in
the overall setup of the architecture. This includes tasks such as circuit
calibration and the generation of prover and verifier keys.

Class activation mapping

Our adopted method for providing an explanation of the ML infer-
ence process over images belongs to the broader class of CAM (Class
Activation Mapping). These methods consist of visual explanations and
traditionally rely on gradients to weigh the importance of activation
maps. However, computing gradients in SNARKSs, similarly to what is
done in gradient descent during model training, can be rather costly
due to the complexities of representing and verifying backpropagation
operations. Instead, we adapted a method proposed by Wang et al.
[59], where the importance of activation maps is determined without
relying on gradients. This method, known as Score-CAM, computes
the weight of each activation map by evaluating the increase in the
score of the target class when the map is used as a mask on the
input image. To work with our siamese neural network, we modified
Score-CAM by using the similarity score directly as opposed to the
target class score. Moreover, instead of targeting the last convolutional
layer, we selected an earlier layer for lower-level feature extractions
(i.e., basic shapes rather than high-level semantic features). By applying
ReLU, negative values are discarded, making the saliency map more
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Table 2
ML Inference in SNARKs (CPU total time and Keys sizes)

Model parameters Optimized Setup Proving  Verification Vkey  Pkey

23365 Resources 775.63 s 1085.28 s 0.23 6mb 20 gb
Accuracy 117548 s 1895.1s 048 s 12mb 32 gb

463 Resources 44.14 s 56.87 s 0.04 s 339 kb 910 mb
Accuracy 58747 s  1096.52s 0.24 s 5 mb 18 gb

interpretable, namely the highlighted regions correspond to areas that
positively impact the similarity score:

Lgcore-cam = ReLU (Z 0‘1/‘5‘)
X

where A;‘ is the activation map of the kth channel at layer /, and
a, is the weight computed based on the increase in the similarity score
using the softmax function:

exp(S)
Zj exp(S;)

Here, S, is the similarity score obtained by passing the masked
image through the network:

a =

S = f(X; @ Up(A}), Xp) = f (X, X3)

where Up(Aj‘) upsamples the activation map to the input size, X,
and X, are the input image pairs, X, is a baseline image, and ® denotes
element-wise multiplication.

4. Experimental evaluation

This section outlines our setup and the cryptographic protocols
supporting verifiable computations. We evaluate the performance of the
proposed hybrid oracle system by analyzing key performance indicators
across its various architectural components. Traditional metrics, such
as proof generation and on-chain verification costs, are reported in
Section 4.3. Additionally, we present a broader evaluation framework
in Section 4.4, incorporating economic efficiency and game-theoretic
considerations.

4.1. Models configuration

We implemented a specific configuration setup to verify the costs
of using a classifier in the described context [55]. Two custom SNN
(siamese neural networks) were designed for image similarity tasks.
Both networks follow a similar architecture, comprising convolutional
layers followed by pooling layers to learn meaningful image embed-
dings. The feature extraction phase for both models consists of convolu-
tional and max-pooling layers, and the fully connected section includes
a single linear layer with dropout. The two models differ in the number
of convolutional filters and the complexity of their architectures. The
first model contains 23,365 parameters, whereas the second model con-
tains 463 parameters. Given the simplicity of the image similarity task
at hand, they proved to be adequate despite their limited complexity
and parameter count. The training procedure was based on a dataset
of 1000 samples, encompassing pairs of synthesized satellite images,
alongside binary labels indicating the similarity relationship (i.e., 0
= vegetation was altered; 1 = vegetation grew or remained stable).
Both SNNs were trained using binary cross-entropy with logits loss
and stochastic gradient descent, exploring various learning rates. It is
important to note that the primary objective was not to achieve high
model accuracy and reliability, but rather to exemplify and evaluate a
scenario involving two distinct model sizes. This also served to demon-
strate that the overall verifier cost can maintain a relative independence
from the model size.
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Table 3
On-chain verification costs and accuracy.
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Model parameters Optimized Deploy (Gas - Eth) Call method (Gas - Eth) SNN output® Circuit output® Mean percent error®
23365 Resources 2499001 —0.017 746072 — 0.005 0.074 0.0335 0.11

Accuracy 3752940 - 0.026 1120319 - 0.008 0.072 0.0025
463 Resources 2341754 -0.016 682362 — 0.005 0.604 0.599 0.046

Accuracy 3429956 — 0.025 1000685 — 0.007 ’ 0.603 0.029

Note: Resources and Accuracy rows correspond to different circuit logrow parameters (16 and 21, respectively). Larger models incur higher setup and proving times, with a
significant increase in proving key size. Local verification remains efficient (<0.5 s), and on-chain verification, calculated at 7 gwei per gas unit, remains relatively inexpensive
regardless of model size and optimization. Better optimization leads to minimal circuit quantization error, but the storage and communication overhead for the prover is significant

at 32 GB.

@ SN N _output = sigmoid(logit).

b Circuit_output ~ sigmoid(quantized_output J25¢¢le-mutipliery
¢ mean((logit — (raw_output /25¢ale-multivlieryy /1o gjf),

4.2. Verifiable computation protocol

Proving ML inferences

We employed the EZKL framework (version 11.4.1) [60], which
includes tools to generate the zk-SNARK. This framework is specifically
designed for conducting inference on deep learning models within the
Halo2 proof system, implemented in Rust. EZKL allows users to express
computations as a graph, which facilitates the creation of:

1. A prover capable of generating proofs validating that, when
provided with a specific input, the computations yield a predetermined
output; 2. A verifier capable of validating proofs, designed to operate
within an Ethereum Virtual Machine (currently implemented as a
Solidity contract).

The setup involves defining proof criteria, exporting the neural net-
work to an ONNX file (with optional tuning), and using KZG commit-
ments. This process generates circuit settings, proving, and verification
information. Once configured, the neural network circuit requires only
a single setup, making subsequent proof generation a routine task,
including the multiple inferences required for constructing ML visual
explanation (see Section 3.4). Therefore, proving and verifying key
are not tied to individual data points and deploying the generated
Verifier.sol contract is a one-time task for a specific circuit. For a
given model, the proof time complexity is determined by the number
of constraints, n,,,, which generally scales linearly with the number
of operations (e.g., MACs or FLOPs) in the model inference. Thus, the
proof generation complexity can be approximated as O(n,,,) [45]. This
ensures scalability even with larger and different model architectures,
as it has been successfully tested [61]. The EZKL framework provides
both Rust CLI and Python bindings. Here, we utilized the latter in a
Jupyter environment. All computations were performed on a MacBook
M2 (8-core CPU) with 24 GB of RAM.

Proving ML explanations

Checking the correct computation of neural network visual expla-
nations can be conceptualized as a two-step protocol. The cost of both
steps falls on the prover of the original ML inference for carbon credit
issuance, although one could envision an additional actor, an auditor,
whose job can be subsidized by the oracle DAO.

4.2.1. Outside SNARKs

“Activation maps attestation” Hook into the committed target layer
to capture activation maps and resize them to the original input size.
This computation is relatively lightweight (O(s), where s is the size
of the activation maps) and can be easily verified by attesting its
hash on-chain. A commitment to the requested target layer should
correspond to the derived activation maps’ hash. Subsequently, using
the extracted activation maps, generate masked inputs by iterating over
their channels.

Table 4

Explaining ML in SNARK (CPU total time)
Onnx graph Setup®  Proving” Aggr setup Aggr proofs Verification
Multiple inferences n/a 168.57 s 1483.69s  7950.2 s 0.44 s
CAM computation  21.28 s 41.89s n/a n/a 0.09 s

2 New setup keys are only required for CAM computation.
b Proving is cumulative for the Multiple inference SNARKSs.

4.2.2. Inside SNARKs

“Multiple inferences” Perform multiple forward passes with the
perturbed inputs (i.e., masks) through the model to obtain the cor-
responding outputs, technically to obtain the list of logits from the
formula in Section 3.4:

logits = ( Sy | S, = f(X; © Up(A)), X3) = f (X, X3), Vk}

In Halo2, proof aggregation can reduce the size of the aggregated
proof compared to summing all individual proofs. However, the com-
plexity of aggregation time does not scale linearly with the number
of proofs. Instead, it scales with a logarithmic factor relative to the
size of the circuit. So, with the generation of repeated model inference
proofs, the original complexity is O(kmp), where k is the number of
computed masked inputs, m is the number of network layers, and p is
the size of the input per layer. This now turns into O(k PolyLog(mp)). By
using a sufficiently large Common Reference String (CRS), we integrate
everything into a meta-proof IT. As for the final “CAM generation”,
we operate a softmax function over the above list of logits to get the
weights {a;}, and multiply the committed activation maps by these
weights to generate the final CAM. This is a single proof generation
dependent on the size of its inputs (i.e., activation maps and the number
of logits).

The verifier, having access to the meta-proof IT and the proof
# along with their corresponding instances, performs the following
operations either locally or on-chain: (i) checks the validity of the meta-
proof IT; (ii) ensures that the activation map used for = matches the
previously committed activation map. This is done by checking that the
hash of the chosen target layer that extracts the public activation map
found in the proof file corresponds to the hash committed on-chain;
(iii) the verifier also examines the single proof = of CAM generation
to ensure that it incorporates the outputs of the meta-proof IT as well
as the committed activation map as public instances. This involves
ensuring that the final CAM is correctly derived from the weighted
activation maps. The comprehensive verification process can expressed
as:

VUT) AV (x) A (H(T)) = TFommited) = Trye

where V(IT) and V (x) are the verification functions and H(T)) is the
hash of the target layer 7;. A schematic depiction of the verifiable ML
visual explanations can be found in Fig. 4.
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Table 5
Explaining ML in SNARK (Storage overhead)
Onnx graph Vkey Pkey Proofi(s) Aggr Vkey Aggr Pkey Aggr Proof -
Multiple inferences n/a n/a 243 kb 2.11 mb 35.44 gb 18 kb -
CAM computation 223 kb 763.6 mb 2.1 mb n/a n/a n/a -

S¢

T ’.‘-.“ ":.

- T2
P

Fig. 5. Test satellite images with overlaying CAM.

4.3. Execution results

The following results are presented separately for the prover and
the verifier, focusing on three metrics: the trade-off between circuit
accuracy and computational overhead, storage efficiency as reflected
in the sizes of proving and verification keys, and on-chain verifica-
tion costs, which directly impact economic feasibility. Notably, while
higher-precision circuits improve accuracy, they significantly increase
computational and storage demands, making this trade-off crucial for
practical deployments.

The optimization factor primarily depends on the logrows param-
eter, which indicates the number of rows pre-allocated for the Halo2
circuit matrix to represent the neural network. In Table 2 and 3,
resources and accuracy respectively mean that logrows parameters of
16 and 21 were used to calibrate the circuit, resulting in 21°87°%s matrix
rows. The assessments are hence conducted under dual setups, empha-
sizing either CPU and memory optimization or accuracy refinement
through increased precision in fixed-point representation. The setup
phase can be conducted by the prover or the development team, and
then share both the proving pk and verification key vk.

Prover

The input images tested here are an example of two dissimilar rep-
resentations of the vegetation growth, specifically the second image of
Fig. 5 depicts a reduced number of plants. As Table 3 shows, the output
for the larger model correctly identified them as such (i.e. sigmoid logit
< 0.5), whereas the smaller model score was just above the similarity
threshold. The last three columns of Table 3 compare the class proba-
bility figures of the SNN, circuit representation, and the average error
rate of circuit output against class predictions calibrated across 20 input
images. This reflects the average quantization error stemming from
the transition of floating-point to fixed-point representations within the
circuit, as it operates over field elements. Table 2 catalogues the CPU
total time required for keys and proof generation for a singular witness
test. As for the storage requirements these are evidently higher for the
prover especially when creating a proving key of a circuit with more
constraints - i.e. optimized for accuracy.

Verifier

These are the results obtained by cryptographically verifying on-
chain that a specific SNN with fixed model parameters, i.e., committed
for all proofs, and with the output subsequently made public on-chain.

Table 3 displays the costs acquired from testing the smart contracts
deployment and executing a carbon credits claim call with on-chain
verification of the test using a Hardhat local development environment.
The economic evaluation is pegged to a conversion metric of 7 gwei per
gas unit when translating gas into ETH. These costs might be reasonable
with current ETH evaluations, but they are unsustainable in the long
term. However, with EVM compatibility for the verifier contract, they
could be reduced through the use of L2 solutions. Overall, the on-
chain verification process may assure users of the integrity of the ML
service’s output with their image input. However, skepticism may arise
in ambiguous situations, such as the current test inputs. For instance,
the carbon credit issuance smart contract might stipulate that credits
cannot be claimed if the quantization error is below a critical threshold.
When the quantization error is significant, human oracle intervention
along with ML explanations may be necessary for dispute resolution.

CAM generation

For practical purposes, tests were run only on the smaller SNN
optimized for resources. The single convolutional layer present in the
model was the target layer from which to extract a three-channel
activation map. The CPU total time for a complete CAM generation was
around 4 s and this cost is discussed in the next Section 4.4. Fig. 5 shows
our two test inputs with the visual explanation on top, where the pixels
tending to red show the parts of more meaningful feature extraction.
Regarding the costs associated with running the Halo2 proof system, we
observe that the largest computational overhead is contributed by the
proofs aggregation step (Table 4), while the cost of local verification
remains quite low. Table 5 also shows that the proving key size of over
35 GB is the main limiting factor for memory handling and storage.
This size constraint seems to pose a challenge for scaling SNARKs to
accommodate larger neural networks.

4.4. Oracle cost analysis

This section explores how metrics like dispute frequency thresholds
and sunk costs from automated response verification indicate system
viability. Moreover, the game-theoretic analysis of jury composition
and stake-reputation dynamics offers insights into incentive alignment
and risks. Future work should build on these indicators to establish
standardized benchmarks for evaluating hybrid oracles.

To address the economic convenience of using the ML service
instead of a fully jury-based oracle in terms of cost, we can analyze
the following inequality to be true:

n
(k+1)n-j< Y,

1=0

where: - j is the cost (i.e., bounty) for a juror, including both

certifiers and voters as described in Section 3.3, - n is the number of
jurors, - Y, is the cost of running a proof of ML inference at time 7, -
k is the number of disputes resolved by the jury, - Y." | Y, represents
the total cost of generating ML inference proofs over a time period.
Assuming n and j are fixed, using our hybrid oracle will be economi-
cally beneficial only if the frequency of dispute appeals remains under
a certain threshold - i.e., jurors do not need to be rewarded as often,
thereby reducing the overall costs. To put this into perspective, if
disputes are infrequent, the cost incurred from rewarding the jurors
(n - j) will be less than the cumulative cost of having a ML provider
prove the inference (};_, Y,). Therefore, the primary economic benefit
of using an ML-based oracle lies in its ability to reduce the frequency
of costly jury-based dispute resolutions.
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Fig. 6. Break-even cost simulation for proving ML inference versus human
jury costs. The dashed blue line represents decreasing jury costs with im-
proved circuit accuracy. Solid lines show prover costs for two different
model architectures (23,365 and 463 parameters), with red dots indicating
observed measurements (accuracy, cost). The intersections identify accuracy
levels where ML-based verification becomes more cost-effective than jury
verification. Accuracy is shown as the inverse of mean percent error. Cost is
measured in CPU seconds.

While » and j could be thought of as fixed parameters in a DAO, Y,
is likely to vary based on ML provider’s internal decisions to use circuits
with different optimizations. Therefore, a probabilistic model could be
used to estimate the likelihood of disputes as a function of the circuit
accuracy, namely the fidelity of the Halo2 circuit output calculated
as (1 — |mean percent error|). Let P(D|A) represent the probability
of a dispute D given accuracy A. In practice, this estimate would
require sufficient historical data on disputes. Here we simply assume
P(D|A) decrease monotonically with increasing A. Once above a certain
threshold, the left side of the inequality would decrease, representing
fewer jury involvements and hence lower total cost. However, this is
incomplete as it would leave out the increased costs for the prover when
A increases, as shown in Tables 2 and 3. To account for this, we must
use C(A,) as the total cost of proving ML inference over a circuit with
accuracy A, at time ¢. The final inequality would then look like:

n
(N-P(D|A)+1)-n-j< Y C(A)

t=0
where N replaces k as the total number of oracle queries over the
analyzed period. To visualize at what point increasing the accuracy of
the model would be most cost-effective, we can approximate P(D|A)
and C(A) based on our limited data points. For simplicity, C(A) is
linearly interpolated between our known data points. The intersection
of these curves represents the optimal accuracy level where the total
cost for the oracle is minimized. Fig. 6 illustrates these break-even
points with a fixed number of 50 jurors, each costing an equivalent
of 100 CPU seconds, over 5 total individual oracle queries processed.
Notably, having the break-even points within the range of our observed
data means we do not rely on extrapolation, making the estimate
more realistic. However, using a linear model for P(D|A) simplifies the
analysis and may not capture the complexity of real-world scenarios
where such relationship could be non-linear.

Economics of ML explanations

This is the case of a dispute appeal when the jury requests ex-
planation of the model decision to better inform its final verdict. Let
Y’ be the cost of running the proof generation of CAM. Because of
the complexities of generating a SNARK of the model explanations (as
described in the above sections), we can assume Y’ to be always greater
than Y alone. Then AY = |Y’ — Y| will be the added cost borne by the

Computer Communications 251 (2026) 108467

—— Observed Cost Scenario
Hypothetical Cost Scenario (10x)

3000 1

2000

Difference in Sunk Costs (ASC)

1000

e

0 50 100 150 200 250 300
Total Number of Jurors

Fig. 7. Difference in expected sunk costs (45C) between local execution and
SNARK verification as jury size increases. The blue line shows the observed
scenario with local execution cost j, = 4 and proof verification cost j, =
0.5 CPU seconds, while the orange line represents a hypothetical high-cost
scenario (10x higher computational costs). Both scenarios assume a 1:5 voter-
to-certifier ratio and 50% probability of certifiers incurring sunk costs.

prover in the event of a dispute appeal. Let j, be the cost for a juror
to run the ML explanation themselves, and j, be the cost for a juror
to verify a handed proof. Based on our data, j, ~ 4 and j, = 0.5 CPU
seconds. The economic benefit of having the ML provider generate a
SNARK of the visual explanation, rather than having each juror run it
on their devices, becomes more pronounced with an increasing number
of jurors and disputes. This is because the cost of generating a single
SNARK proof can be amortized over all the jurors and over multiple
disputes. Intuitively this should results in:

AY <n-(j,—Jj,)

Considering the cost of aggregating the proof for multiple inferences as
shown in Table 4, and using our estimates of j, and j,, we can calculate
the number of jurors required to make this inequality true:

AY A
J e J v 3.5

For example, if AY = 7883 CPU seconds the number of jurors required
would be approximately 2250. Such a large number of jurors is imprac-
tical for most oracle systems, highlighting the uneconomical nature of
having to compensate the ML provider for explaining ML in SNARK.

n>

Sunk costs and jury composition

It is safe to assume that whether running the ML visual explana-
tion or verifying its proof does not affect the juror’s decision-making
process or the quality of visual information they receive. Regardless
of the method, the ML explanation received could add little to zero
information to their belief system. If so, jurors could have avoided
the associated cost, denoted as j, for running the explanation locally
and j, for proof verification only. Thus, having spent 4 CPU seconds
for j, and not 0.5 CPU seconds for j, represents a sunk cost - i.e., a
hidden economic disadvantage. The difference in potential sunk cost
likely strengthens the case for explaining ML in SNARKSs, as it reduces
the magnitude of the sunk cost when jurors consider the provided
explanation uninformative.

To have a more complete picture of this, we should distinguish
between voters and certifiers, where the latter are assumed to be
more conservative in their behavior (see Section 3.3). Let p. be the
probability that a certifier is convinced by the explanation and decides
to increase their stake, and p, be the probability that a voter makes
a decision based on the explanation. We can reasonably assume that
p. < p, due to the certifiers’ higher stakes and more cautious approach.
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The expected sunk cost for certifiers (.SC,) can be expressed as: SC, =
(1-p,)-(n.-j,) when running the explanation, and SCC’ =-p.)-(n.j,)
when verifying the proof. Similarly for voters (SC,): SC, = (1 — p,) -
(n, - j,) when running the explanation, and SC, = (1 —p,) - (n, - j,)
when verifying the proof. Where n, and n, are the number of certifiers
and voters respectively. The total expected sunk cost for the oracle
system is: SC,,,; = SC, + SC, when running the explanation and
8¢y, = SC.+ SC] when verifying the proof. The difference in total
sunk costs, ASC = SC,,, — SC, , represents the potential savings in
sunk costs by having the jury verify visual explanation proof: ASC =
(I-p)-n.-(Go—j,)+ 1A =p,)-n,-(,—j,). This formula highlights that
the benefit of using SNARKs for ML explanation in terms of reducing
sunk costs is more pronounced when: (i) the proportion of certifiers
(n,.) is higher, as they are less likely to have strategic certainty (p,
is lower); (ii) the difference between local execution cost and SNARK
verification cost (j, —j,) is larger. To better visualize these implications,
Fig. 7 illustrates an observed cost scenario and a hypothetical cost
scenario with 10 times higher computational intensity for both j, and
Jjo- The plot shows that, assuming a 1:5 voter-to-certifier ratio, whereby
certifiers only have a 0.5 chance of incurring sunk costs, the difference
in sunk costs increases linearly with the number of jurors. This growth
is particularly evident because SNARK systems can achieve sublinear
proof verification time, demonstrating significant cost savings even
with a higher computational load.

Overall, these estimates suggest complex and multifaceted economic
dynamics for maintaining a sustainable hybrid oracle system. Several
technical limitations could impact real-world scalability. As model
complexity grows, the computational overhead of generating proofs for
both inference and explanations could become prohibitive, especially
if dispute frequencies remain high. These resource demands may re-
strict ML architectures, requiring trade-offs between model complexity
and oracle efficiency. Future research should explore proof system
optimizations and alternative architectures that can better balance the
computational demands with the need for reliable data verification and
semantic understanding.

5. Conclusions

We addressed the challenge of defining an oracle for applications
requiring the extraction of complex and non-algorithmically definable
features, such as the semantic content of an image. Our focus was
on a realistic application scenario where carbon credit tokens are
awarded for planting trees for CO, capture. We noted the limitations
of current jury-based oracles, which are costly and suited for one-time
evaluations. The proposed oracle design merges a classifier with a social
layer, enabling users to request an informed review if they dispute the
automated decision. Our experimental work investigated employing zk-
SNARKSs to provably preserve the classifier’s integrity. An increasing
number of studies have proposed new paradigms for verifying ML
model inferences [41,43,62,63] and more recently even ML model
training [64-66]. Utilizing the Halo2-based Ezkl toolkit, we confirmed
the feasibility of validating proofs on the Ethereum blockchain at ac-
ceptable gas expenses, consistent with the results achieved in verifying
even larger models in generative Al [61]. Additionally, to date, we are
not aware of studies evaluating verifiable computations for ML expla-
nations. Our findings suggest that current technology, particularly the
aggregating circuit, still requires refinement to be competitive for scal-
able oracle solutions, due to its known higher memory footprint [45].
Future work should explore new approaches to reduce the overhead
of such proofs of explanations and ensure that dispute resolutions can
be informed efficiently by succinct proofs alone. As noted elsewhere,
“Until users have real control over how algorithms behave, something
is missing in current Al solutions. This causes massive distrust in Al,
and apathy towards Al ethics solutions” [67]. On a positive note, con-
sidering ongoing advancements in proof system efficiencies reported in
scholarly research, our oracle’s framework might hold the promise of
practical application in the short-medium term.
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