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Abstract—Postulating the behavior of attackers is important in 

the design of cybersecurity protection measures. Attack graph is a 

technique employed for this purpose, which aids in identifying and 

modeling the potential attack paths an attacker could take to gain 

unauthorized access to a cyber network, exploit vulnerabilities, 

and compromise the system's confidentiality, integrity, and 

availability. In this study, we propose a framework aimed at 

identifying potential attack paths and determining the shortest 

path with the highest probability of a successful attack. Meanwhile, 

based on the attack graph determine the minimum patch sets with 

the most severity to protect the network security. Common 

Vulnerability Scoring System (CVSS) is utilized to quantify the 

exploitability and severity of each vulnerability. The Dijkstra 

algorithm is utilized to calculate the shortest path with the highest 

probability, and the Stoer-Wagner algorithm is utilized to 

calculate the minimum patch sets with the most severity. To 

demonstrate the proposed framework, we apply it to a simplified 

SCADA system within a corporate network susceptible to cyber 

attacks. 

Keywords—cybersecurity, attack graph, attack path, patch set, 

CVSS, Dijkstra algorithm, Stoer-Wagner algorithm 

I. INTRODUCTION 

With the development of the network, the network has more 
and more influence on people. While the Internet brings 
convenience to people's lives, the problem of network security 
is also more and more serious [1]. Whether it is an individual, a 
company or a government agency, they may suffer great losses 
due to cyber attacks, such as the theft or destruction of important 
information, and the paralysis of network systems due to attacks 
[2, 3]. In this case, it is urgent to seek the corresponding 
technical methods to solve the network security problem. 

There are several techniques to protect networks, such as 
firewall, and intrusion detection system (IDS). Firewall 
technology can control network connections to effectively 
prevent network attacks (but in solving application-level 
security problems, there are some limitations). Intrusion 
detection technology finds network attacks by means of 

statistics or abnormal detection rules, and then takes defensive 
measures (but some covert network attacks are difficult to 
identify). Firewall and intrusion detection technology belong to 
the security technology that can be adopted to protect the 
network security when a network attack occurs. If we take 
precautions before the network attack, carry out security 
assessments on the network system, and take some repair and 
defense measures according to the evaluation results, network 
security will be improved to a greater extent. Based on this, 
people can scan the devices (hosts) and applications of the target 
network through the vulnerability scanner to find possible 
vulnerabilities, so that timely measures can be taken to patch or 
reinforce. Network security can be improved by scanning and 
fixing vulnerabilities, but only individual vulnerability 
information can be obtained based on this. In order to analyze 
the correlation between vulnerabilities and the mutual 
exploitation of vulnerabilities among various devices in the 
network system, many security assessment models have been 
proposed. Typical evaluation methods include Fault Tree [4], 
Attack Tree [5, 6], Petri Net [7, 8], Privilege Graph [9], and 
Attack Graph [10]. 

Attack graph has been widely recognized as a very effective 
evaluation model. The attack graph is used to represent the 
vulnerabilities in the evaluated network system, the relationship 
between the vulnerabilities, and the potential attack path for an 
attacker to exploit these vulnerabilities for a one - or multi-step 
attack [10]. To protect the security of the network system and 
prevent the key resources in the network system from being 
attacked, network security defenders need to take some security 
measures to increase the security of the network system. How to 
achieve the purpose of protecting network security with the set 
of security measures at the least cost, the attack graph can 
provide an important reference for solving this problem. There 
are two types of attack graphs: state attack graphs and attribute 
attack graphs. It is difficult to use state attack graphs in large-
scale networks because of the state explosion problem. Now 
more and more researchers have begun to study attribute attack 
graph. 
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After this, there are many researchers to study how to 
generate attack graphs. Ritchey proposed to use SMV (Symbolic 
Model Verifier) method to automate the construction of an 
attack graph [11]. Sheyner and Richard .etl. used model checker 
NuSMV to evaluate the corporate networks [12, 13]. Ammann 
proposed the monotonicity hypothesis of the attack graph, 
reduced the complexity of generating an attack graph from the 
exponential level to the polynomial level, and proposed a graph 
theory-based method to generate an attack graph [14, 15]. 
Lippmann [16] and Ingols [17] et al. also used graph theory to 
generate attack graphs and pruning techniques to reduce the 
complexity of attack graphs. Ou et al. use logic programming to 
generate attack graphs, which further reduces the complexity of 
generating attack graphs, and the computational complexity is 
only O(n2) [18, 19]. The attack graph established based on 
model checking is the state attack graph. Model checking tools 
can be used to automatically generate all possible attack paths, 
so as to automatically construct attack scenarios and generate 
attack graphs. However, the attack graph based on model 
checking has the problem of state explosion, which makes the 
established state attack graph very large when it is applied to 
large-scale networks and has limitations in scalability. The 
monotony hypothesis of the attack graph proposed by Ammann 
is very important [14, 15]. The so-called monotonicity 
assumption refers to the fact that the attacker will not lose the 
conditions gained from the previous attack in a subsequent 
attack. Based on this assumption, the attribute attack graph is 
built, and the complexity of the attack graph is greatly reduced.  

Analyzing attack graphs will help us to obtain qualitative and 
quantitative results. Quantitative evaluation of network security 
is very important. Attack probability, that is, the probability of a 
successful attack, reflects the security condition of a network 
system. There are many researchers have researched how to 
calculate the successful attack probability. Phillips et al. 
proposed to use the vulnerability on the attack path to calculate 
the probability of the attack path by exploiting complexity [10]. 
Jha et al. believe that the attacker's attack selection is Markov 
and calculate the attack probability by using the Markov 
decision model [20]. Mehta et al. calculated the attack 
probability by using the Google Page Rank algorithm [21, 22]. 
These three examples are used to calculate the attack probability 
of the state attack graph. In addition, Bayesian network pages 
are often used to calculate attack probabilities. Dantu et al. 
described the behavior and capability of the attacker and used 
the Bayesian network method to calculate the node attack 
probability [23, 24]. Frigault et al. used Bayesian networks to 
analyze the inherent risks of network systems, and adopted 
dynamic Bayesian networks to integrate the characteristics of 
vulnerability changes over time into the assessment process [25, 
26]. Poolsappasit uses Bayesian attack graphs for static and 
dynamic evaluation of network systems [27]. In these methods 
used to analyze the attack graphs, the graph-based approaches 
(graph path algorithm), such as the Dijkstra algorithm, Bellman-
Ford algorithm, Floyd-Warshall algorithm, and Stoer-Wagner 
algorithms, are often considered simpler and more intuitive 
compared to Bayesian and Markov models. Additionally, the 
graph approach offers advantages in terms of scalability as it 
does not necessitate model training and is minimally affected by 
node modifications. In this study, we integrate graph-based 
approaches and attack graphs to analyse network security. 

In this study, we contribute solutions to the shortest attack 
path problem and the minimum patch set problem based on 
attribute attack graphs. The shortest attack path indicates the 
path an attacker is most likely to take, and the minimum patch 
set can provide an important reference for resource allocation of 
security measures. We aim to use the graph theory algorithm 
applicable to attack graphs to solve the corresponding problems. 

Based on these objectives, part I, is a summary of past 
literature, including Network security technology, attack graph 
generation method, and attack graph analysis method; part II, is 
the basic definition of attack graph and strategy of cyber security 
assessment based on attack graph are introduced; in part III, the 
analysis of attribute attack graph and framework of searching for 
the shortest attack path and minimum patch set are introduced; 
in part IV, a case study is used to illustrate the framework; in 
part V, the possible drawbacks of the framework and future 
research possibilities are introduced. 

II. ATTACK GRAPH  

A. Basic Definition 

When attackers are penetrating the network, a series of 
continuous attacks taken by the attacker is an attack path from 
the attacker node to the target node. An attack graph is a 
representation of all possible paths. Depending on the different 
meanings expressed by the vertices and edges in the attack graph, 
it can be divided into multiple types, mainly including state 
attack graphs and attribute attack graphs [28]. 

In state attack graphs, vertices represent network state 
information such as hostnames and provided services, while 
directed edges represent transitions between states [29]. A state 
attack graph can be represented as AG=(E, V), where E is the 

set of edges or atomic attack sets, and any edge e∈E represents 

the transition of the global state. V represents the set of state 

vertices, and for any vertex v∈V, it can be represented using a 

quadruple <h, srv, vul, x>, where h represents the involved host 
in that state, srv represents the involved service, vul represents 
the vulnerabilities existing in that state, and x represents other 
relevant information that needs to be considered. For large-scale 
network systems, the rapid growth of states during transitions 
leads to an excessively large-scale state attack graph. 

Attribute attack graphs contain two types of vertices and two 
types of edges [30]. The two types of vertices include condition 
vertices and vulnerability vertices. Condition vertices represent 
the permissions currently possessed by the attacker, while 
vulnerability vertices represent existing vulnerabilities and the 
atomic attacks that successfully exploit those vulnerabilities. 
The two types of edges include edges from condition vertices to 
vulnerability vertices, indicating that the vulnerability is 
successfully exploited when all the preconditions are met, and 
edges from vulnerability vertices to condition vertices, 
indicating the postconditions obtained after successfully 
exploiting the vulnerability. An attribute attack graph can be 
represented as AG=(C, V, E), where C represents the set of 
conditions, including preconditions and postconditions, V 
represents the set of vulnerabilities, and E represents the set of 
edges. 
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B. Strategy of Cyber Security Assessment Based on Attack 

Graph 

The overall strategy for utilizing the attack graph method in 
evaluating cyber security is, the first step involves understanding 
the actual system configuration, while the second step entails 
constructing an attack graph based on the network topology. In 
the third step, attack profiles are assigned, with the objective of 
identifying the shortest attack path with the highest probability. 
The fourth step involves assigning attributes to each vertex, 
encompassing vulnerabilities within the network system and the 
conditions necessary for the successful exploitation of these 
vulnerabilities. In the fifth step, the results are evaluated, and if 
they meet the safety requirements, the process concludes; 
otherwise, defenders must undertake enhancements and repeat 
the cybersecurity assessment. 

III. ATTACK GRAPH ANALYSIS  

A. Attribute Attack Graph 

In this study, the attack graph is an attribute attack graph. 
Vulnerabilities are exploitable weaknesses in the design, 
implementation, or management of a system. Preconditions are 
a set of system properties that must exist in the network system, 
so that the exploits can be successful. An initial precondition is 
a system property that exists inherently in a system. 
Preconditions can include three types of preconditions: 
statuses/services, reachability, and perpetrator capability. 
Statuses/services mean the target holds particular operating 
systems, software/applications, services, or is in a particular 
state. Reachability means the target is reachable. Perpetrator 
capability means the perpetrator has the ability to exploit 
vulnerability or privilege levels. 

 

 

(a) Precondition, vulnerability, and postcondition 

 

(b) Multiple preconditions (c) Multiple vulnerabilities 

Fig. 1. Schematic diagram of attack graph. 

Figure 1 depicts the schematic diagram of the attack graph 
employed in this study. In Figure 1 (a), the diagram illustrates 
the elements comprising the graph, namely the precondition, 
vulnerability, and postcondition. Within the attack graph, the 
condition (comprising the precondition and postcondition) is 
represented by an ellipse-shaped vertex, while the vulnerability 
is represented by a rectangular vertex. Figure 1 (b) demonstrates 
that an atomic attack necessitates the fulfillment of multiple 
preconditions. This implies that the successful exploitation of 
the vulnerability entails the satisfaction of all these 

preconditions, establishing a logical relation of conjunction 
(AND). Figure 1 (c) showcases a scenario where a postcondition 
can be triggered by multiple vulnerabilities. This implies that 
various distinct vulnerability attacks can lead to the same 
postcondition, signifying a logical relation of disjunction (OR). 

B. Strategy of Searching for Attack Paths and Patch Sets 

In this study, we integrate the graph theory with an attack 
graph. The objective is to search the potential attack paths and 
patch sets [31, 32]. 

• Attack path: the hackers may take to exploit weaknesses in 
the network systems. An attack graph typically contains 
many attack paths, each representing a series of exploits or 
atomic attacks. 

Shortest path with the highest probability: among all attack 
paths, the path with the highest probability of success and 
the shortest attack steps. 

• Patch set: a set of atomic attacks, patching these attacks can 
make the network system safe. A patch set is critical if and 
only if the attacker cannot reach his goal, removing any one 
of the patch sets is likely to enable an attacker to 
successfully attack. 

Minimum patch set with the most severity: among all patch 
sets, the patch set with the most severity of vulnerabilities 
and the smallest number of vulnerabilities. 

The process of searching for the shortest path with the 
highest probability and minimum patch sets in the attack graph 
is depicted in Figure 2. In an attack graph, it is important to 
determine the potential attack paths and needful patch sets, and 
this is based on the probabilities of successfully attacking nodes 
and the severity of vulnerability nodes. In this case, the Dijkstra 
algorithm [33, 34], a graph theory algorithm, was selected as the 
approach to finding the shortest path with the highest probability; 
the Stoer-Wagner algorithm [35], a graph theory algorithm, was 
selected as the approach to finding the minimum patch sets. 
Regarding the probabilities of the nodes being attacked, it is 
related to vulnerability's exploitability. Regarding the severity of 
vulnerability nodes being attacked, it is related to the 
vulnerability severity. The exploitability and severity of each 
vulnerability are assessed using the Common Vulnerability 
Scoring System (CVSS) [36], which provides a method for 
capturing the fundamental characteristics of a vulnerability and 
assigning it a numerical score that reflects its exploitability and 
severity. 

 

Fig. 2. Strategy of searching for the shortest path with the highest probability 

and minimum patch sets with the most severity. 
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C. Shortest Path with Highest Probability Identification 

When using the Dijkstra algorithm to find the shortest path 
with the highest probability of a successful attack, the steps are: 

1) Assign probabilities to all arcs in the network; 

2) Label arcs and nodes; 

3) Convert probabilities to natural logarithms; 

4) Multiply probabilities by actually adding logs: a*b=c

→ln(ab) = ln(c), ln(a) + ln(b) = ln(c); 

5) Maximize the probability of success by actually 
minimizing the negative probability of success; 

6) Convert all the logs to positive numbers by multiplying 
by (-1); 

7) Give integer arc lengths to the shortest path code; 

8) After the shortest path is obtained, take the total 
distance, multiply by (-1), and raise e to this power to obtain the 
highest probability path length. 

D. Minimum Patch Sets Identification 

When using Stoer-Wagner to find the minimum patch sets 
with the most severity, the steps are: 

1) Assign severities to all arcs in the network; 

2) Label arcs and nodes; 

3) Convert severities to natural logarithms; 

4) Compare severities by adding logs: a<b → -ln(a) > - 

ln(b); 

5) Minimize the patch sets with most severities by 
minimizing the severities of vulnerabilities; 

6) Give integer arc lengths to the minimum patch sets 
code. 

IV. CASE STUDY  

A. Network Structure 

The approach is illustrated as a simplified SCADA 
(supervisory control and data acquisition) [37, 38], as shown in 
Figure 3. There are several components, Firewall1 (F1), 
Firewall2 (F2), Host1 (H1), Host2 (H2), and Internal Sever (S). 
The communication rules (protocol) in this network case are 
shown in Table I. 

This simplified system pertains to the Ukraine power grid 
SCADA system [39]. It involves three types of networks: the 
outer network, which represents the internet, the corporate 
network, and the SCADA network. The attack target is to obtain 
privileges within the SCADA network. To protect the network, 
two firewalls are deployed to separate the different network 
types. Within the corporate network, there exists an internal 
server and two hosts. The vulnerabilities corresponding to CVEs 
(Common Vulnerabilities and Exposures) are shown in Table II 
[40]. In CVSS [36], the Base Score serves as an indicator of the 
severity of a vulnerability based on its intrinsic characteristics, 
which remain constant over time. Moreover, it assumes a 

reasonable worst-case scenario in terms of the impact across 
various deployed environments. The Base Score consists of two 
distinct sets of metrics: Exploitability metrics and Impact 
metrics. The Exploitability metrics aim to gauge the ease and 
technical means through which the vulnerability can be 
exploited. They essentially encapsulate the attributes of the 
vulnerable component, formally referred to as such. On the other 
hand, the Impact metrics focus on the direct consequences 
resulting from a successful exploit. They represent the 
repercussions endured by the impacted component, which is the 
formal terminology used to describe the affected entity. 

Within the given assumption that the administration 
privilege is Host1 < Internal sever < Host2, the attack graph can 
be established accordingly. In this scenario, if hackers 
successfully acquire the privilege of the server initially, they will 
not attempt to obtain the privilege of Host1 but will persist in 
pursuing the privilege of Host2. Based on these preconditions, 
the vulnerability vertex can be conditioned, resulting in the 
following attack graph: 

• Initial Access: Exploit a vulnerability or bypass Firewall1. 

• Privilege Escalation: Attain the privilege of Host1 or sever 
or Host2. 

• Lateral Movement: Transition among Host1, server and 
Host2. 

• Further Access: Exploit a vulnerability or bypass Firewall2. 

This conditioned attack graph delineates the potential attack 
path, where the primary objective is to bypass Firewall1 initially, 
followed by gaining the privilege of Host1 or sever or Host2, 
and ultimately exploiting a vulnerability or bypassing Firewall2. 

 

Fig. 3. Simplified case of network topology [16-17]. 

TABLE I. COMMUNICATION RULES (PROTOCOL) IN THIS CASE 

Source Destination Protocol 

Firewall 1 

Host 1 <F1, H1> 

Host 2 <F1, H2> 

Sever <F1, S> 

Firewall 2 <F1, F2> 

Host 1 

Host 2 <H1, H2> 

Sever <H1, S> 

Firewall 2 <H1, F2> 

Internal server 
Host 2 <S, H2> 

Firewall 2 <S, F2> 

Host 2 Firewall 2 <H2, F2> 
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TABLE II. CORRESPONDING CVES FOR THE CASE 

Components Vulnerabilities 
Base 

Score 

Exploitability 

Score 

Impact 

Score 

Firewall 1 
CVE-2022-3480 7.5 3.9 3.6 

CVE-2022-30276 7.5 3.9 3.6 

Firewall 2 
CVE-2022-47361 7.8 1.8 5.9 

CVE-2019-0039 8.1 2.2 5.9 

Host 1 

CVE-2021-41192 6.5 2.8 3.6 

CVE-2021-22909 7.5 1.6 5.9 

CVE-2021-39155 7.5 3.9 3.6 

CVE-2021-21220 8.8 2.8 5.9 

CVE-2021-35395 9.8 3.9 5.9 

Sever 

CVE-2022-33139 9.8 3.9 5.9 

CVE-2020-4610 7.8 1.8 5.9 

CVE-2020-17533 8.1 2.8 5.2 

CVE-2021-37147 7.5 3.9 3.6 

CVE-2021-29529 7.8 1.8 5.9 

Host 2 

CVE-2021-38759 9.8 3.9 5.9 

CVE-2022-3480 7.5 3.9 3.6 

CVE-2020-3812 5.5 1.8 3.6 

CVE-2020-9054 9.8 3.9 5.9 

CVE-2021-30860 7.8 1.8 5.9 

B. Attack Graph for the Case 

Based on the vulnerabilities, an attack graph has been 
constructed to visually illustrate the potential attack paths and 
their dependencies, as depicted in Figure 4. The attack graph 
serves as a graphical representation of the sequential stages or 
steps that attackers may undertake to exploit the vulnerabilities 
and accomplish their objectives. Within the attack graph, two 
primary types of vertices are present: one represents the 
vulnerabilities inherent in the network system, and the other 
represents the conditions necessary for a successful attack, 
including the statuses/services of network components, 
reachability, and the perpetrator capabilities. Preconditions refer 
to the conditions required for a successful attack on the 
vulnerabilities, while postconditions denote the conditions 
obtained after the successful exploitation of the vulnerabilities. 

 

Fig. 4. Attack graph for the case study. 

C. Results for this Case 

1) Shortest attack path 
Based on Dijkstra algorithm, the qualitative result (the 

shortest attack path) is: ['A', 'B', 'D', 'H', 'e', 'g’], ['A', 'C', 'D', 'H', 
'e', 'g’], ['A', 'B', 'D', 'H', 'f', 'g’], ['A', 'C', 'D', 'H', 'f', 'g'] 

To obtain quantitative results, it is necessary to assign 
exploitability and propensity values to each node. Exploitability 
can be obtained from the Common Vulnerability Scoring 
System (CVSS). At this stage, by solely incorporating CVSS 
exploitability scores into the attack graph, the quantitative 
outcome of the shortest attack path with the highest 
exploitability can be represented consisting of the nodes: 

['A', 'B', 'D', 'H', 'f', 'g’], ['A', 'C', 'D', 'H', 'f', 'g’] 

With an exploitability of 0.564, corresponding to a 2.2 
exploitability score in CVSS. 

Note: A = Attacker, B = Firewall1 (v1), C = Firewall1 (v2), 
D = Firewall1, H = <F1, F2>, e = Firewall2 (v1), f = Firewall2 
(v2), g = Firewall2, herein, “v” represents vulnerability. 

2) Minimum patch sets 
Based on the Stoer-Wagner algorithm, the qualitative result 

(the minimum patch sets) is: {'B', 'C'}, {‘e’, ‘f’} 

To obtain quantitative results, it is necessary to assign the 
severity to each vulnerability node. Severity can be represented 
by the Base Score from the Common Vulnerability Scoring 
System (CVSS). At this stage, by solely incorporating CVSS 
Base scores into the attack graph, the quantitative outcome of 
the minimum patch sets with the most severity can be 
represented consisting of the nodes: {'B', 'C'} 

Note: B = Firewall1 (v1), C = Firewall1 (v2), e = Firewall2 
(v1), f = Firewall2 (v2), g = Firewall2. 

V. CONCLUSIONS 

This study focused on the importance of understanding 
attacker behavior in the context of designing effective 
cybersecurity protection measures. The utilization of attack 
graphs proved to be a valuable technique for identifying and 
modeling potential attack paths that could be exploited by 
unauthorized individuals seeking access to a cyber network. The 
main contribution of this research was the proposal of a 
framework aimed at identifying potential attack paths and 
determining the shortest path with the highest probability of a 
successful attack; identifying possible patch sets and 
determining the minimum patch set with the most severity. By 
leveraging the Common Vulnerability Scoring System (CVSS), 
the framework quantified the exploitability and severity of each 
vulnerability, enabling a more comprehensive analysis. The 
study employed the Dijkstra algorithm to calculate the shortest 
path with the highest probability, thus providing insights into the 
most likely attack routes. Additionally, the Stoer-Wagner 
algorithm was utilized to determine the minimum patch sets with 
the most severity, helping prioritize security measures and 
protect the network effectively. To illustrate the applicability of 
the proposed framework, the study applied it to a simplified 
SCADA system within a corporate network, which is known to 
be vulnerable to cyber attacks. By demonstrating the 
effectiveness of the framework in this specific context, we 
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showcased its potential for enhancing network security and 
mitigating potential threats. 

This study contributes to the field of cybersecurity by 
providing a systematic approach to understanding and 
mitigating potential attack paths, and identifying the possible 
patch sets. The proposed framework, along with the algorithms 
and methodologies employed, offer valuable insights for 
security practitioners and researchers alike, enabling them to 
make informed decisions in protecting critical systems and 
networks from malicious actors.  

At this stage, the main purpose is to study the graph theory 
algorithms that are suitable for analyzing the attack graph to get 
the shortest attack path and the minimum patch set. This study 
has a lot of room for further research. In reality, it is not enough 
to only consider the shortest path and the minimum patch set, 
because many factors in reality will affect the choice of the 
attacker's attack path, which will easily affect the final result. 
Therefore, it is also necessary to consider other relatively short 
paths and relatively serious weaknesses. In addition, it is 
important to allocate resources according to the actual resources 
used for security measures. 
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