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ARTICLE INFO ABSTRACT

Keywords: The rapid advancement of technology has significantly improved the methods for identifying
Non-intrusive and counting individuals in indoor environments. This paper presents a systematic review of
Presence detection existing non-intrusive methods and technologies used for indoor detection, counting and iden-

Single person identification

X tification of people. The review evaluates relevant literature, identifying key technologies that
People counting

Multi-subject environment provide accurate detection and practical applications across various domains. The methods are

Human presence categorized into six groups based on the evaluated parameters: Acoustic-based, Biometric-based,

Smart home environment Body Indices-based, Gait-based, Infrared-based, and Smart Device-based. This categorization
helps understand each method’s strengths and weaknesses, facilitating future research and
development in this field.

1. Introduction

In today’s increasingly interconnected world, advanced technologies are changing how we interact with our environments. Smart
homes, offices, and other environments equipped with various sensors and devices are becoming more common, offering enhanced
convenience, security, and efficiency, while addressing critical needs.

This paper focuses on three levels of monitoring people in indoor environments, depicted in Fig. 1: presence detection, people
counting, and individual identification.

Detection refers to the ability to sense the presence of individuals entering a specific area. This initial level involves recognizing
if a person is present without knowing who they are.

Counting involves quantifying the number of people detected in an environment. This process ensures accurate monitoring of
occupancy levels and movement flow within a space.

Identification goes a step further by recognizing and verifying the identities of detected individuals. This analysis level provides
specific information about each person, enabling personalized interactions and security measures.

This kind of monitoring is needed in several contexts. For example, in healthcare, identification and tracking technologies enable
the monitoring of frail and elderly individuals, detecting abnormal behavior within homes and hospital facilities [1,2]. These systems
enhance patient safety and ensure timely intervention during emergencies. In everyday life, applications include surveillance of
access in private environments, recognition of human activity, and analysis of workers’ habits [3]. These technologies help maintain
security, optimize energy consumption, and improve overall efficiency in smart homes and workplaces [4,5]. In public environments,
such as public transportation systems, urban analytics, building automation, and disaster management, these technologies help
manage crowd flow, enhance security measures, provide valuable data for urban planning, and improve emergency responses [6,7].
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Fig. 1. Three levels of monitoring.

In indoor settings such as homes, hospitals, and workplaces, privacy concerns are essential, making non-intrusive solutions the
preferred choice to safeguard individual privacy. It is worth noting that the essential nature of a non-intrusive approach arises
from the fact that, in the contexts considered, it is not possible to require individuals present in the locations or those entering
occasionally to wear any technological solution that would enable their detection or identification (for example, through RFID tags
or a dedicated app).

In this literature survey, we therefore investigate technologies and methods that allow the identification and counting of
people in indoor environments using only non-intrusive technologies, according to the classification depicted in Fig. 2. Non-Intrusive
technologies minimize the impact on the person by relying on observation and collecting data from sources that operate without
direct interaction with the subject, using sensors or passive devices. They are more privacy-preserving, easier to deploy and better
scalable. On the other hand, intrusive technologies significantly impact or interact directly with the person who is the target of their
action and may involve invasive data collection methods; therefore, intrusive technologies may lead to discomfort or resistance and,
for all these reasons, their adoption should be minimized [8,9].

Notice that, following the definition provided by the conceptual framework for obtrusiveness outlined by Hensel et al. [10] and
in line with previous studies [11], we exclude camera-based systems that operate in the visible spectrum due to their potential to
capture identifiable facial features and personal characteristics, which raises significant privacy concerns [12]. Instead, we include
thermal and infrared (IR) cameras that capture data based on heat emissions and infrared radiation, respectively. Their resolution
is lower compared to visible-light cameras, which limits their ability to capture fine details of individuals (thermal cameras usually
have lower resolutions, around 320 x 240 pixels' - visible-light cameras used in many surveillance and consumer devices 1280 x 720
pixels). These kinds of cameras can still reveal movement patterns or behavior, making them not entirely anonymous, but they are
generally more privacy-preserving than standard visible-light cameras.

Non-intrusive technologies can be further classified into wearable and non-wearable, where wearables include solutions with
specific purposes, specifically designed to detect/count/identify people (e.g., using Radio Frequency Identification (RFID)), and
general purposes, such as smart devices like smartphones, smartwatches, etc. used daily for other activities. To pursue simplicity,
convenience, and scalability, our research focuses on non-worn solutions or possibly worn solutions not specifically used for
detection/identification.

To the best of our knowledge, no recent work has provided a comprehensive review of emerging technologies for detection,
counting, and identification in indoor environments. Past literature reviews have focused on technologies available only up to
2010 [13] or 2016 [14], while others have concentrated specifically on occupancy detection for optimizing energy efficiency and
user comfort [15,16]. In this paper, we expand the scope by covering more recent advancements and a broader range of technologies
for detection, counting, and identification.

The paper is organized as follows: Section 2 describes the process of our literature review; Section 3 presents the identified
papers; Section 4 concludes the paper.

2. Study selection
2.1. Research questions

To conduct a systematic review of existing non-intrusive methods and technologies for the identification and/or counting of
people in indoor environments, we identified a series of research questions to guide our investigation:

» What are the main non-intrusive and non-wearable or general purpose smart device technologies for indoor detection,
identification and counting of people?

1 Higher-resolution thermal cameras are available but they are typically very expensive, unsuitable for domestic use, and, in some countries, commercially
unavailable. Also high-resolution IR camera sensors (above 1024 x 768 pixels) exist but they are often subject to regulatory restrictions in certain countries, as
they can capture detailed images over long distances, making them suitable for military or advanced surveillance applications.



S. Comai et al. Internet of Things 29 (2025) 101466

Technology
Intrusive Non-intrusive
Wearable Non-wearable
Specific purpose Generic purpose

Fig. 2. Categories of technology considered in the paper (in green boxes) and discarded categories (in red boxes).

Table 1
Inclusion criteria based on topic.

A paper to be considered must:

Be related to the identification or counting of people in the domestic environment
Report a method or technology, with related studies, addressing the research questions
Focus on a single type of sensor or in the case of multiple sensors they belong to the same device (e.g., a smart device)

» What are the current research trends for such technologies?
» What are the challenges and limitations of these technologies?

2.2. Paper extraction

To answer these questions, we followed the Preferred Reporting Items for Systematic Review and Meta-Analysis (PRISMA)
guidelines [17,18]. A comprehensive literature search was performed in March 2024 across the following databases: Google Scholar,
IEEE Xplore, ResearchGate, and ACM Digital Library. There were no restrictions set during the search.

» o«

We identified keywords combining terms related to unobtrusive technology (“non-intrusive”, “unobtrusive”) with terms related

to the environment (“smart home”, “indoor”) and our research objectives (“detection”, “counting”, “identification”).
Initially, 765 papers were extracted. After removing 147 duplicate papers, the total number of valid publications was 618.

2.3. Paper selection

The remaining papers were selected through a three-phase process:

1. In the first phase, papers that deviated from the topics listed in Table 1 were excluded, resulting in the elimination of 215
publications.

2. In the second phase, publications that did not meet the inclusion criteria listed in Table 2 were excluded, resulting in a further
elimination of 196 publications.

3. In the third phase, papers presenting technologies that did not meet the criteria specified in Table 3 were excluded. As
previously stated, we only included non-intrusive technologies that are either non-wearable or wearable smart devices with
general purposes, such as smartwatches and smartphones. Technologies that performed significantly with low accuracy as
the number of users increased were also excluded.

As a result, an additional 152 publications were excluded. The final number of papers that passed all selection phases was 50,
as illustrated in Fig. 3.

3. Results

From the analysis of the papers, we identified six different categories of methods, graphically represented in Fig. 4 and detailed
in the next subsections, based on the personal parameter evaluated:

+ Acoustic-based: These methods assess the sounds a person makes, including their voice and the sound of footsteps. Technologies
such as microphones and acoustic sensors are used.
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Table 2
Inclusion and exclusion criteria based on paper characteristics.
Inclusion criteria Exclusion criteria
Papers must: Papers must not:
Be published within January 2008-January 2024 Be published outside the period of time specified
Come from publication venues with a certain relevance (prestigious Come from minor conferences from a scientific point of view

journals, international conferences...)

Have a sustained number of citations in relation to the year of Have a low number of citations in relation to the year of
publication publication
Be a primary study Be a secondary study or review

Be written in a different language than English

Table 3
Inclusion and exclusion criteria based on adopted technology.
Inclusion criteria Exclusion criteria
Technology must be: Technology must not be:
Non-intrusive Intrusive
Non-wearable or general purpose smart device Specific wearable
Sufficiently accurate Inaccurate
| EXTRACTION |Papers extracted | 765
\'%
|Exclusion for Duplication | 765 >>> 147
SCREENING v
|Exclusion for Topic | >>> 215
\'4
[Exclusion for criteria for papers | >>>
SELECTION \%
|Exclusion for criteria for technology | >>> 157
\'%
| FINAL __ [Papers selected |

Fig. 3. Selection phases.

* Biometric-based: These methods evaluate different biometric parameters of the person, such as breathing, heartbeat, electrical
potential, and CO2 produced, using technologies such as passive sensors, radio frequencies, and WiFi.

* Body Indexes-based: These methods evaluate body parameters such as weight, height, shape, and size. Technologies like WiFi,
laser, and radio frequencies are used.

* Gait-based: These methods assess a person’s gait, considering walking style and step characteristics using floor and WiFi sensors.

+ Temperature and Infrared-based: These methods use temperature sensors, thermal cameras or passive infrared sensors.
» Smart Device-based: These methods use everyday wearable devices such as smartwatches and smartphones, employing sensors
mounted on them like microphones, accelerometers, and gyroscopes.

3.1. Acoustic-based methods

Acoustic-based methods leverage sounds produced by individuals, such as voices and footsteps, to detect, count, and identify
people in indoor environments. These methods utilize technologies like microphones and acoustic sensors to capture and analyze
sound patterns. They are particularly valuable due to their non-intrusiveness and ease of deployment in various indoor settings.
Besides, they are relatively low-cost and therefore can be an accessible solution. However, their performance can be affected by
background noise and acoustic interference, and their effectiveness may be limited to specific areas within a room. Initial setup might
therefore include basic calibration for environmental noise. Moreover, sensors like microphones typically have a limited effective
range and may require strategic placement to capture sounds accurately. In larger spaces, multiple sensors might be necessary,
increasing complexity and cost.

Several studies have explored different aspects of acoustic-based methods, summarized in Table 4, which is sorted by the year
of publications.

Different solutions exploit microphones [19-22,25,27] using different techniques.
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Fig. 4. Methods categories.
Table 4
Acoustic-based methods papers.
Paper Technology Objective Year
de Carvalho et al. [19] Microphones (footstep) Identification 2010
Abushariah et al. [20] Microphones (voice) Identification 2012
Kannan et al. [21] Microphones (transmitted tones) Counting 2012
Wang et al. [22] Microphones (footsteps) Identification 2015
Pan et al. [23] Geophone (footsteps) Identification 2015
Vandersmissen et al. [24] FMCW radar Identification 2018
Wei et al. [25] Speaker and microphone (gait from doppler effect) Identification 2019
Clemente et al. [26] Seismic sensor (footsteps) Identification 2019
Chao et al. [27] Microphone (footsteps) Identification 2023
Hou et al. [28] Micro-Doppler radar Detection 2023

Kannan et al. [21] propose a people-counting solution based on audio analysis. The system is low-cost and uses the microphones
and speakers commonly available on mobile phones. Experiments have been done with mobile phones, where each device generates
one or more sample signals, starting with a bit pattern where each bit corresponds to a tone. In each cycle, the device transmits the
tones from its bit pattern and records the received audio samples. It periodically performs FFT calculations to identify tones sent by
other devices. These tones represent received bit patterns. This process of transmitting, receiving, and decoding repeats until counting
is complete. Two counting methods are proposed and tested both indoors in a quiet environment and outdoors at a bus stop and
on a moving bus. The experiments showed an accuracy of 90%.

Abushariah et al. [20] exploit microphones to automatically identify people based on voice biometric technology. The system
records the subjects’ voices through a simple microphone, and subsequent identification is based on the combination of two main
techniques: MFCC (Mel-Frequency Cepstral Coefficients) for feature extraction from voice waveforms and VQ (Vector Quantization)
to generalize the representation of the extracted features and classify them. The proposed method was tested by creating a database
with recordings of 100 people (50 male and 50 female) between the ages of 18 and 37 from 25 different countries. Each person
uttered their preferred usernames 30 times: 20 of these were used as a training set and the remaining 10 as a test set. Overall,
the system achieved an average recognition rate of 92.60% among all individuals, with the voice data of female individuals
demonstrating superior performance compared to the data of male individuals, achieving average recognition rates of 94.20% and
91.00% respectively.

Wang et al. [22], de Carvalho et al. [19], and Chao et al. [27] exploit microphones to detect footsteps and identify a single
individual.

In Wang et al. [22] a microphone records the footsteps; the recording first of all is filtered removing noise with a threshold
mechanism, and then footsteps are identified by measuring duration and interval. They tested their method on 15 subjects, walking
inside an indoor passage where the floor was made of either concrete or wood. They performed roughly 90% accuracy.

de Carvalho et al. [19] evaluate the following parameters: gait frequency, cepstral and mel-cepstral coefficients, loudness, and spectral
envelope. After pre-processing each sequence to get just four middle stimuli, they extract the features applying the Fisher criterion;
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Table 5

Biometric-based methods papers.

Paper Technology Objective Year
Basu et al. [29] Co2 sensors Counting 2015
Grosse-Puppendahl et al. [30] Electric potential sensors Identification 2016
Lin et al. [31] Radar Identification 2017
Tang et al. [32] Electric potential sensors Detection/Counting 2019
Wang et al. [33] Wifi Counting/Identification 2020
Mu et al. [34] Passive radio frequency Identification 2023
Louro da Silva et al. [35] Radar Identification 2024

then, footsteps are classified using the K-NN and K-Means methods. Their method was tested on different subjects wearing different
footwear, obtaining classification rates ranging from 33.5% to 97.5%.

The system proposed by Chao et al. [27] picks up sound from their surroundings, removes the noise using a spectral subtraction
background, and identifies the step by analyzing the energy change with an audio classifier. The step is isolated from the rest of the
audio, and using a neural network, it identifies the person taking those steps. Their system was tested with 20 users, demonstrating
an accuracy of up to 90%.

Wei et al. [25] suggest a method that uses a speaker that continuously emits a signal and a microphone at the same location
to evaluate the reflected signal on a moving person, which changes due to the Doppler effect. These variations are used to evaluate
the gait of a person, which is unique for every individual. They formulate identity recognition as binary classification (using SVM -
Support Vector Machine) rather than multi-class classification: in the case of single-user identification, the problem is whether the
current user is the owner or a stranger; in the case of multi-user identification, they identify who is using the system from a group
of target persons, e.g., a family. For a group of 50 people, the system achieved 96.6% recognition accuracy. Being based on gait
estimation, this method straddles this category and the gait-based category.

Other approaches measure footstep vibrations [23,26]. Clemente et al. [26] measure footstep vibrations using smart seismic
sensors installed on the floor to identify people. The method involves collecting data from sensors, reducing background noise,
isolating footstep signals, and extracting step characteristics. These features are then classified using a multi-class Support Vector
Machine (SVM) algorithm, achieving 93.75% accuracy in identification. Pan et al. [23] identify people based on footstep-induced
structural vibrations using a geophone. Analyzing step events and characteristics, and classifying using a Hierarchical Classifier,
their test with 5 people achieved over 83% identification accuracy.

Finally, other approaches use radar-based solutions for human detection [28] and identification [24]. Hou et al. [28] use a
60 GHz Doppler radar to analyze micro-Doppler signatures. The radar is low cost, has only the capability of speed measurement,
and does not provide distance information. In the experiments, the radar was placed in a meeting room above a doorway to detect
the presence of five people in five main scenarios: a person entering or leaving the room, curtain or fan interference, and an empty
room. A short-time Fourier transform was performed on the extracted data to obtain the corresponding spectrogram, on which the
random forest method was applied as a classifier. The results show a 97.5% accuracy. Vandersmissen et al. [24] use micro-Doppler
(MD) signatures retrieved from a low-power frequency-modulated continuous-wave (FMCW) radar device to identify individuals
indoors. The MD is the superposition of Doppler signals reflected by targets moving as a result of the Doppler effect. Experiments
with five targets each walking for 20 min were carried out. A convolutional neural network (CNN)-based model was applied to
extract features from the MD signatures, obtaining an error rate of 24.70% on the validation set (5 min of the 20 min walk) and an
error rate of 21.54% on the test set (5 min).

3.2. Biometric-based methods

Biometric-based methods utilize physiological characteristics to identify individuals. Technologies such as radio frequencies,
WiFi, and various types of passive sensors are commonly used in these methods. They focus on parameters like breathing and heart
rate, electrical potential, and CO2 production to achieve identification. The reviewed technologies summarized in Table 5 can operate
without requiring physical contact or wearables, making them comfortable for the user. Their costs and calibration characteristics
are highly variable. CO2 detection is low-cost, and requires few sensors, but is affected by environmental factors, so calibration is
needed and it lacks high accuracy. Electric potential detection requires mid-cost capacitive sensors, but they must be evenly and
densely distributed in the environment. Radars are more expensive but require few sensors in strategic locations and are reasonably
accurate. Finally, WiFi is costly due to the need for specific antennas to detect signal variations, but it can potentially be very
accurate. Biometric parameters provide reliable identification and therefore accurate results, at the cost of typically high expenses
and the need for advanced systems and complex implementations. Moreover, depending on the sensor type, they can be sensitive to
environmental factors such as humidity, temperature, or electromagnetic interference from other electronic devices. Since biometrics
inherently involve capturing personal physiological data, privacy concerns are more pronounced. Regulatory requirements might
limit their use in public spaces without explicit consent.

Basu et al. [29] propose a method based on a CO2 sensor to count people. They evaluate the CO2 concentration to perform
the count. The proposed algorithm first uses Sparse Non-negative Matrix Factorization with Regularization to denoise the data,
then infers the average occupancy. Tested in a classroom with 42 seats, they obtained a Normalized Mean Square Error of 0.075
and an average overestimation of 1.0 person with a latency of 15 min. The algorithm outperformed the baseline and existing
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Table 6

Body indexes-based methods papers.

Paper Technology Objective Year
Urgessa et al. [36] Laser sensor Counting 2016
Hong et al. [37] Wifi Identification 2016
Khalil et al. [38] Ultrasonic sensor Identification 2016
Mokhtari et al. [39] UWB sensor Identification 2017
Xu et al. [40] Wifi Identification 2017
Cheng et al. [41] Wifi Counting 2017
Choi et al. [42] Radio ultra-wideband radar sensor Counting 2018
Liu et al. [43] Cognitive radio Detection 2020
Kompara et al. [44] Laser Identification 2021

methods in predicting occupancy count with 91% and 15% exact occupancy estimation when the room was unoccupied and occupied
respectively.

Tang et al. [32] and Grosse-Puppendahl et al. [30] measure the electrical field. Tang et al. [32] use a distributed network
of passive electrical potential sensors to detect the presence of people, track their locations, and estimate room occupancy by
measuring electric field disturbances caused by human movement in crowd-sensitive smart buildings. The system uses a maximum
likelihood estimation algorithm based on electric field disturbance data. The system was tested by carrying out several simulations
and experiments with single or multiple subjects walking along a trajectory several times through two rooms. The experimental
results show an accuracy of 98.3% for human detection, 89.03% for room occupancy estimation and an average localization error
of less than 0.3 m.

Grosse-Puppendahl et al. [30] present an identification system, called Platypus, which detects changes in electrical potential
throughout the body during normal actions, such as walking, using electrical potential sensors placed on walls or ceilings, sensitive
enough to be used up to 2 m away. A minimum of 3 sensors is required for proper position triangulation. Operationally, however,
two rectangular cells composed of multiple sensors, typically six, were used to increase performance. In this way, a movement
sequence of about 5 s is enough to obtain a characteristic pattern that allows people to be distinguished from each other. The
system was tested in a room of about 16 square meters on 30 participants walking, with two movement speeds, on specific paths
in the area covered by the sensor array. Experimental results show an average localization error between 0.13 m and 0.16 m and
an identification accuracy between 73.5% and 74.7%, for slow and normal walking respectively.

Lin et al. [31] and Louro da Silva et al. [35] propose radar-based solutions to identify people based on vital signs. Lin et al. [31]
propose an identification system using a smart DC-coupled (Direct Current) continuous-wave radar to analyze the geometric and
involuntary characteristics of cardiac movements. The system processes the radio signal by reducing noise, demodulating the signal,
and extracting the relevant data. When tested on 78 subjects, it achieved a balanced accuracy of 98.6%. [35] propose a Bio-Radar
(BR) system for human identification using breathing and cardiac analysis. The system involves three main processes: biometric data
acquisition, feature extraction, and classification. Tested on a dataset of 20 simulated subjects with emotion-eliciting content, the
BR system uses radar antennas to capture and process physiological waveforms. This multimodal approach, combining respiratory
and cardiac signals, achieved an Equal Error Rate (EER) of 3.48% under same-day testing with consistent emotional stimuli.

Wang et al. [33] propose a system using CSI (Channel State Information) WiFi to detect breath rates for counting and identifying
people. The system estimates different breathing frequencies by extracting breathing signals via the Fourier transform, processing
the spectrogram to track respiratory rates, and counting and identifying people based on this data. Tested in two environments, the
system achieved an average accuracy of 86% for counting up to four people and 85.78% for recognition.

Mu et al. [34] present a system based on passive radio frequency (PRF) spectrum alterations caused by human activity for
the identification of the person. Different tasks lead to unique spectrum signatures due to signal refraction and absorption through
the body. The system uses software-defined radio (SDR) technology with PRF sensor-based receivers. Among five machine learning
algorithms, random forest regression (RFR) achieved the highest accuracy. In three experiments across four scenarios, the system
achieved a 98.7% accuracy in living room settings.

3.3. Body indexes-based methods

Body indexes-based methods assess physical parameters like weight, height, shape, and size. Technologies employed include WiFi,
laser, radio frequencies, and depth sensors. Such variety of technologies makes this solution adaptable to different environments
and purposes, from counting to identifying individuals. However, their cost is mid to high, depending on the technology. Good
accuracy can be obtained, but performance can be affected by factors like clothing and body movement. For example, bulky clothing
can alter perceived body shape and size; a person’s body might not be fully or accurately detected if they are bending, turning,
or moving quickly. Moreover, in crowded environments with multiple people close together, these methods cannot differentiate
between individuals, leading to inaccurate counts or misidentification.

The proposed solutions are summarized in Table 6.

Some systems exploit variations in radio frequency (RF) [43] or WiFi signals [37,40] to detect human presence or identify
individuals based on their physical and movement characteristics.
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Table 7

Gait-based methods papers.
Paper Technology Objective Year
Moustakidis et al. [45] Floor sensor Identification 2008
Qian et al. [46] Floor sensor Identification 2010
Xin et al. [47] Wifi Identification 2016
Zeng et al. [48] Wifi Identification 2016
Zhang et al. [49] Wifi Identification 2016
Lv et al. [50] Wifi Identification 2017
Zhang et al. [51] Wifi Identification 2021

In particular, Liu et al. [43] propose an advanced human occupancy detection system that dynamically reconfigures passive
cognitive radio to reflect RF spectrum variations caused by human activities. The system comprises a receiving antenna, a software-
defined radio (SDR), and a software module. It uses both supervised and unsupervised algorithms to select sensitive frequency bands
and collects data in enclosed spaces, such as a bedroom and a study room. Four traditional ML classifiers (support vector machine
(SVM), k-nearest neighbours (KNN), decision tree (DT), and linear SVM with stochastic gradient descent (SGD)), trained on the
power of selected frequency bands, achieve an accuracy exceeding 95% in detecting human occupancy.

Hong et al. [37] introduce an indoor identification system using Channel State Information (CSI) WiFi to detect frequency
changes in the wideband channel, uniquely identifying individuals based on their body curves. The system comprises three modules:
detecting moving subjects, extracting unique features via Principal Component Analysis (PCA), and classifying them using Support
Vector Machine (SVM). Tests conducted in a corridor and a laboratory with 9 and 6 subjects, respectively, achieved classification
accuracies of 91.9% and 93.1%.

Xu et al. [40] focus on human radio biometrics in WiFi signals, reflecting identity information based on total body water volume,
skin condition, height, and mass. Their system refines these biometrics and applies a time-reversal (TR) technique to reduce feature
dimensions. In experiments with 11 subjects using a 3-antenna transmitter and receiver, the system attained a 98.78% identification
accuracy.

Cheng et al. [41] count people by combining WiFi and ultrasound signals to evaluate received signal strength (RSS). The setup
includes a WiFi transmitter and a laptop receiver measuring channel state information (CSI). A deep neural network (DNN) processes
the data to classify the number of people. The system demonstrated an 88.66% classification rate with 1000 samples collected under
various conditions.

Other systems employ ultrasonic and laser sensors [38,44] to detect and measure human body dimensions and movements.
Khalil et al. [38] developed an indoor human identification system that detects body shape and movement with ultrasonic sensors
in doorways: one at the top of the door (for height evaluation) and two on the side of the door (for width evaluation). A clustering
algorithm matches the body dimensions to individuals. They achieved an accuracy of 95% using a database of 20 people in a
classroom. The latter case is shown by Kompara et al. [44] use a single laser sensor mounted at the top of a doorway and angled
towards the entrance to estimate the user’s body shape and height as they cross the doorway. The system achieves 98.4% accuracy
with the AdaBoostM1 machine learning algorithm.

Lasers have also been used by Urgessa et al. [36] for counting people. Their method is based on a pair of laser sensors positioned
on the door frames. They set up different scenarios, placing the device at knee height and shoulder height and uploading data directly
to Google Sheets or first to a local server and then uploading the data to the Cloud. The worst scenario, at knee height and sending
data to Google Sheets, has an accuracy of 86.5%, the best one at shoulder height and upload to the local server and to the cloud
95.38%.

Finally, Choi et al. [42] and Mokhtari et al. [39] use Ultra-Wideband (UWB) radar technology. The system proposed by Choi
et al. uses two ultra-wideband radio impulse (IR-UWB) radar sensors to count people. The system was tested in a subway station,
maintaining a counting error within 10%. Mokhtari et al. installed UWB sensors above room entrances, focusing on body shape and
walking gait. The system achieved 88% accuracy in tests with eight subjects using different machine learning algorithms including
Random Forest (RF), Logistic Regression (LR), and Neural Network (NN).

3.4. Gait-based methods

Gait-based methods assess a person’s walking style and step characteristics (e.g., step length and rhythm) to identify individuals.
Such methods can be deployed in both indoor and outdoor settings, making them flexible for various applications such as secure
facilities, public spaces, or smart homes. While these methods can be effective, they require people to walk, and accuracy can be
affected by changes in the environment or surface. For example, different surfaces (e.g., carpet versus tile) or uneven surfaces may
affect how a person walks. If a person is stationary or using a wheelchair this method becomes ineffective. Finally, in crowded
spaces with multiple people walking close to each other, individual gait recognition is limited. Considering their costs, floor sensors
are of medium-low cost but need to be distributed throughout the environment (uniformity and density depend on the detection
granularity). WiFi is expensive due to the need for specific antennas to detect signal variations, though it can be potentially very
accurate.

The proposed solutions are summarized in Table 7.

The proposed solutions use mainly two methods: floor sensors [45,46] and WiFi [47,48,50,51].
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Table 8

Infrared-based methods papers.

Paper Technology Objective Year
Hao et al. [52] Pyroelectric sensors Identification 2009
Xiong et al. [53] PIR sensors Identification 2014
Xiong et al. [54] PIR sensors Identification 2015
Singh et al. [55] Thermal sensors Counting 2019
Tsou et al. [56] PIR sensors Counting 2020
Andrews et al. [57] PIR sensor Detection/Counting/Identification 2020
Perra et al. [58] IR sensors Detection/Counting 2021
Masciadri et al. [59] PIR sensors Counting 2022
Bouazizi et al. [60] IR sensors Counting 2022
Drahansky et al. [6] Thermal cameras Detection 2023

Moustakidis et al. [45] identify people using Ground Reaction Force (GRF) measurements with force plates. Their method involves
feature extraction via Wavelet Package Transformation from gait signals and classification with SVMs, achieving 80.4% accuracy in
tests with 40 subjects.

Qian et al. [46] use 96 pressure sensing mats to identify people by analyzing floor pressure data with mean-shift and Fisher Linear
Discriminant methods. They achieved a 92.3% recognition rate and 6.79% false alarm rate from data collected on 11 subjects with
various walking styles.

The WiFi-based approach using Channel State Information (CSI) has become prevalent in recent years.

Zeng et al. [48], Xin et al. [47], and Zhang et al. [49] use WiFi endpoints to measure CSI variations for gait analysis. Their
systems, involving a WiFi access point and a WiFi-enabled device, analyze CSI to detect walking patterns and identify individuals.
Zeng et al. and Zhang et al. detected a person’s walking steps directly from the CSI. They achieved similar identification accuracy
of 77%—-80% to 92%-93% for groups of 2 to 6 people. Xin et al. employed Principal Component Analysis (PCA), Discrete Wavelet
Transform (DWT), and Dynamic Time Warping (DTW) for identification, achieving an identification accuracy of 88.9% to 94.5% in
a smart home setting with 9 users.

Lv et al. [50] propose a WiFi-based identification system using Channel State Information (CSI) with a wireless router and laptop.
Their approach involves four steps: pre-processing, step segmentation, feature extraction, and classification. Tested with 8 volunteers
in a 20-square-meter area, the system achieved over 91% stranger recognition and 90.9% to 98.7% identification accuracy for groups
of 8 and 2 people, respectively, and compares favorably with results from Zeng et al. [48] and Xin et al. [47].

Finally, Zhang et al. [51] use Wi-Fi devices placed about 1 meter from a door to create a virtual gate for identifying individuals.
This method achieves 75.7% to 90.7% accuracy for groups of 6 to 20 people and provides an average direction estimation accuracy
of 92.17% with a 4.2% standard deviation.

3.5. Temperature and infrared-based methods

These methods measure temperature and infrared using technologies such as infrared, thermal, and pyroelectric sensors. Some
solutions can operate effectively in low-light conditions or complete darkness. They are therefore suitable for 24-h monitoring in
indoor and outdoor applications, with a moderate cost. However, performance can be affected by ambient temperature and other
environmental factors. For example, in very warm environments, the contrast between body temperature and the surrounding air can
be minimal, making detection harder. Low-resolution IR sensors may not capture enough detail to precisely identify individuals: they
can detect the presence of people but distinguishing between individuals or counting accurately in crowded areas where clustering
of people can result in overlapping thermal signatures can be challenging.

The proposed solutions are summarized in Table 8.

Passive Infrared sensors (PIRs) are the most widely used for infrared-based identification.

Tsou et al. [56] propose a counting system monitoring entrances using two Arduino boards and eight PIRs, mounted above a
front door. Ultrasonic sensors activate the PIRs, which detect signals over 5 s. Signal data is classified to update the count of people.
Experiments with 1-5 people showed a best accuracy of 92.75% using a convolutional neural network (CNN) algorithm.

Xiong et al. [53] developed a wireless PIR network for identifying people. The system uses 4 MASK modules with 16 PIR nodes,
processing units, and communication subsystems, with data sent to a host computer via gateways. Data processed with an empirical
mode decomposition (EMD) algorithm and classified using a hyperplane achieved a 90% identification rate in a 10 x 10 m room
with multiple people.

Xiong et al. [54] use four PIR sensors at different heights to identify people by capturing and transforming infrared radiation
into electrical signals. Tested in a 6 X 6 m area with sensors at varying heights, the system achieved over 85% recognition rates
when the sensors worked together, despite individual sensor accuracy peaking at 2 m and dropping below 80% at 6 m.

Andrews et al. [57] present a method for detecting, estimating the number of occupants, predicting location, and differentiating
human targets using a single PIR sensor placed at a vantage point in a closed room with five workstations. Experiments with
six subjects showed 99% accuracy for human detection, 91% for counting, 93% for location estimation, and 93% for target
differentiation.
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Table 9

Smart device-based methods papers.

Paper Technology Objective Year
Lin et al. [61] Orientation sensors Identification 2012
Xu et al. [62] Smartphone microphone Counting 2013
Li et al. [63] Wifi Counting 2015
Cheng et al. [64] Wifi Identification 2019
Mizutani et al. [65] Wifi Counting 2020
Retsinas et al. [66] Smartwatch sensors Identification 2020
Luo et al. [67] Accelerometer and Gyroscope Identification 2022

Masciadri et al. [59] count the number of occupants at home using a single PIR in each room using an approach based on a
multi-branch inference. The proposed algorithm has been validated with real data in a house with 4 residents obtaining an accuracy
of 86.8%.

More recent approaches exploit other kinds of Infrared (IR) solutions for detection and counting. Perra et al. [58] use an 8 x 8
IR thermopile array mounted above doors to track people. The system captures thermal frames and processes them locally to detect
movements such as entering, staying, or leaving the room. Accuracy varies with walking speed and temperature, with up to 95%
accuracy for normal walking and decreasing performance for faster speeds and higher temperatures. Bouazizi et al. [60] employ IR
sensor arrays of varying resolutions (32 x 24, 16 x 12, 8 x 6 pixels) for people detection and counting. Placed on the ceiling, the
system uses deep learning to analyze sensor data. Results show high accuracy, with 97.84% and 100% for the highest resolution
(32 x 24), and 94.90% and 99.85% for the medium resolution (16 x 12), while the lowest resolution (8 x 6) achieves 86.79% and
97.59%.

Hao et al. [52] use pyroelectric sensors for tracking and identifying people by their body heat. The system features two types
of radial sensor modules, each with four pyroelectric sensors and Fresnel lens arrays, covering 72° detection areas. Ina 9 x 9 m
room, four such modules track individuals moving within designated areas. Tests with up to three subjects showed a tracking error
of about 0.45 m and 100% accuracy for individual identification, though performance drops with multiple people.

Drahansky et al. [6] use thermal cameras that capture heat emitted by objects and can detect people in low-light or no-light
conditions. The proposed system is limited to person detection. Three thermal units were placed in two large exhibition halls of the
National Museum in Prague to identify visitors’ preferred areas. The system utilizes the YOLO (You Only Look Once) object detector
based on deep neural networks to detect real-time individuals and track their movements on a floor plan.

Finally, among the temperature-based solutions, Singh et al. [55] use low-resolution ambient thermal sensors for counting
people and tracking their locations. Three sensors on the ceiling and walls collect temperature data. Temperatures range from
22-25 °C without people and 27-32 °C with one person present. Two algorithms estimate the number of people (and their positions:
sitting, standing, lying down) from heat maps, and five machine learning algorithms process the data. Testing showed the highest
accuracy of 98.35% with two people and 96.06% with three people.

3.6. Solutions using common smart devices

Several researchers have explored systems that utilize everyday wearable devices, such as smartphones and smartwatches, which
are equipped with microphones and inertial sensors like accelerometers and gyroscopes. The main advantage of these systems is that
most people already have such devices making them convenient and cost-effective for detection and identification, but they require
individuals to carry and use them. If a person forgets or chooses not to carry their device, they will not be detected or counted.

Table 9 reports the identified solutions.

Several systems exploit the WiFi [41,63-65].

Li et al. [63] developed “Wi-Counter”, leveraging WiFi signals from smartphones to count people. The system utilizes existing
WLAN infrastructure, requiring no additional hardware. It processes data collected from smartphones during a crowdsourcing phase
and trains a five-layer neural network to relate WiFi signals to the number of people. The system achieved up to 93% accuracy in
counting individuals within a 96 m? indoor testbed.

Mizutani et al. [65] use WiFi channel state information (CSI) from mobile devices to track people, focusing on minimizing
noise effects. It employs a WiFi access point with two antennas and seven laptops with three antennas each to capture CSI data.
Experiments with 0, 3, 6, and 9 people walking in a room achieved a Root-Mean-Squared-Error (RMSE) of 0.49, indicating high
accuracy in counting.

Cheng et al. [64] developed “NiFi”, a human identification system that analyzes WiFi signal sequences from smartphones. It
processes Received Signal Strength Indicator (RSSI) data and models signal transitions to identify users. Tested across different
environments (office, laboratory, dormitory), the system achieved 90.83% accuracy with a 1.11% false negative rate and a 17.22%
false positive rate.

Other researchers have experimented with microphones [62], inertial sensors [61,67] and sensors available in smartwatches [66].

Xu et al. [62] estimate the number of people in a conversation using smartphone microphones. The system analyzes audio clips
divided into segments for feature extraction and counting. It maintains privacy by not associating voices with specific individuals.
The system was tested with various phone models and environments, showing an average error distance of about 1 person between
estimated and actual counts.
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Table 10
Comparison of non-intrusive methods for indoor people detection, counting, and identification.
Method Advantages Limitations
Acoustic-based - Cost-effective; easy to deploy - Sensitive to background noise
- Effective for unique sound-based identification - Limited range; multiple sensors needed for larger
(e.g., voice, footsteps) spaces

- Variable sound patterns (e.g., due to flooring,
footwear) can impact reliability
- Less accurate in crowded environments

Biometric-based - High accuracy and reliability due to unique - Expensive and complex setup
physiological traits - Sensitive to environmental factors
- Limited in crowded spaces
Body Indexes-based - Accurate in controlled environments - Affected by clothing and body positions
- Can leverage a variety of technologies (WiFi, - Less effective in crowded environments
laser, RF)
Gait-based - Flexible for indoor/outdoor use - Requires walking; ineffective for stationary detection

- Impacted by floor type or surface changes
- Limited in crowded spaces

Infrared-based - Effective in low-light and dark conditions - Affected by ambient temperature, which can alter
- Suitable for detecting occupancy and movement detection accuracy
- Low workload for setup - Low resolution may limit precise identification

- Challenges in crowded or dynamic conditions

Smart Device-based - Utilizes existing smart devices (phones, watches) - Requires individuals to carry compatible devices
- Low workload for setup
- Can be used in crowded spaces

Lin et al. [61] developed an identification system using orientation sensors in smartphones to detect unique user behaviors.
The system collects data on vibrations caused by touch screen interactions and applies the k-nearest neighbour (KNN) algorithm
for classification. With experiments involving 20 participants, the system achieved an equal error rate of 6.85%, demonstrating its
effectiveness for small groups.

Luo et al. [67] identify people utilizing inertial sensors, i.e. accelerometers and gyroscopes in wearable devices (smartphones
and smartwatches). Tested with two datasets, the system achieved accuracies of 91.31% and 97.79% in identifying users,
demonstrating high performance across different types of wearable sensors and datasets.

Finally, Retsinas et al. [66] implemented an identification system using smartwatch sensors to measure linear acceleration,
angular velocity, and heart rate. Data from 20 volunteers were analyzed using a Deep Neural Network (DNN), achieving 86.2%
accuracy. The study also addressed challenges with sensor noise by introducing artificial noise to improve classification performance.

4. Conclusions

This paper offers a comprehensive systematic review of the literature from 2008 to 2024 on non-intrusive technologies for
human detection, counting, and identification in indoor environments. By categorizing methods into six main groups — Acoustic-
based, Biometric-based, Body Index-based, Gait-based, Infrared-based, and Smart Device-based — the study evaluates each method’s
strengths and limitations, contributing to our understanding of which technologies hold the most promise and their suitability across
different applications. Table 10 summarizes the main advantages and limitations, showing that the appropriate method depends on
many factors, including the requirements of the application, the cost, and the purpose of detection. For example, if the primary goal
is to identify individuals uniquely, biometric methods may be preferable despite their higher cost and complexity. Conversely, for
simple occupancy monitoring, acoustic or infrared or radar (from biometric-based methods, using them solely for simple detection)
methods may suffice due to their cost-effectiveness and ease of deployment. However, to cover larger areas, some solutions also
require a larger number of devices. Also, the specific characteristics of the environment (e.g., indoor lighting, noise levels) or crowd
density could heavily influence which method performs best.

The temporal analysis of the reviewed papers uncovered several trends, as illustrated in Fig. 5. Between 2008 and 2011, the
availability of acceptable solutions was relatively limited. However, from 2012 onward, there has been a significant increase, with a
notable peak in 2016. After this peak, from 2016 to 2024, the representation of categories has stabilized, although it has experienced
some fluctuations over the years.

Fig. 6 categorizes the papers published each year by sensor type. From 2008 to 2015, most approaches relied on motion/presence
and acoustic sensors. In recent years, there has been a noticeable shift towards electromagnetic, optical, and environmental sensors
like WiFi, Radar, UWB, radiofrequency, laser, and IR. Some sensor types, such as CO2, pyroelectric, electrical potential, ultrasonic,
thermal, and smartwatch sensors, have appeared only sporadically, indicating that these technologies may still be experimental or
less developed.

Considering the tasks of detecting, counting, and identifying, Fig. 7 compares the number of papers that focus on these three tasks.
Papers that study more than one task are counted in each task. Acoustic technologies (using microphones and seismic sensors) and
gait-based methods (employing floor sensors and WiFi) are seen as more effective or relevant for distinguishing individual identities.
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Number of papers per category per year
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Fig. 5. Papers per year, for the identified categories.

Motion/Presence Sensor / Year 2008|2009 | 2010|2011 | 2012|2013 | 2014|2015/ 2016|2017 | 2018 | 2019 | 2020 | 2021 | 2022 | 2023 | 2024
Acooustic Floor sensors 1 1
Inertial Pyroelectric sensors al
Environmental Microphone il 2 1 1 il i
Electromagnetic/electric | |Inertial sensors 1 il
Optical PIR il
Wearable Geophone/seismic
Cco2

WiFi

Electric potential

N

Laser

[T (S9N
N

Ultrasonic
Radar 1 il 1 il
UWB 1 1
Thermal sensor 1
Cognitive radio i
Smartwatch i
Infrared (IR) 1 1
Radiofrequency il
Thermal camera 1

Fig. 6. Papers per year, for each sensor type.

Biometric-based and infrared-based methods are versatile and have been specifically studied for all three tasks. Research methods
utilizing smart devices and body indexes have primarily focused on counting and identifying individuals.

The present literature review presents some limitations, being focused on non-intrusive solutions, including only primary studies
that have received a sufficient number of citations relative to their publication year. As a result, it may exclude emerging or niche
methods that could provide valuable insights and may instead reflect a bias towards well-established technologies that tend to
receive more citations.

Despite significant advancements, several challenges persist. One major challenge is ensuring high accuracy and reliability in
dynamic environments that are constantly changing. Systems must be capable of maintaining performance across varying conditions
and adapting to new or unexpected scenarios.

As environments become increasingly smart and interconnected, there will be a need to integrate with various other technologies
and adapt to rapidly evolving scenarios. Research and development efforts should prioritize creating flexible, scalable solutions that
can evolve with technological advancements and environmental changes.

Finally, another critical consideration is preserving individuals’ privacy. Privacy concerns may still arise with non-intrusive
solutions since data are collected passively without direct interaction with the user. This passive data collection can, in fact, lead to a
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Category Detect | Count |Identify
Acoustic 1 1 8
Biometric 2 8 4
Body-indexes 1 3 5
Gait 7
Infrared 3 5 4
Smart devices 3 4

Fig. 7. Number of papers with results on detection, counting and identification of people.

sense of “invisible surveillance”, where users may not fully understand the scope or nature of the data being collected. The challenge,
therefore, is to strike a balance between functionality and ethical considerations, ensuring that privacy is respected (i.e., the system’s
purpose is clearly communicated to the users, data are processed and stored in compliance with regulatory requirements) without
compromising the system’s effectiveness.
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