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Abstract:  
The Process Safety Management System (PSMS) of an industrial asset relies on multiple and independent barriers 
for preventing the occurrence of major accidents and/or mitigating their consequences on people, environment, asset 
and company reputation. It is, then, fundamental to assess the performance of the barriers with respect to the 
occurrence of Process Safety Events (PSEs), i.e. unplanned or uncontrolled events during which a Loss Of Primary 
Containment (LOPC) of any material, including non-toxic and non-flammable material, occurs. An essential aspect 
of PSMS is learning from incidents and taking corrective actions to prevent their recurrence. For this, a procedure 
for timely and consistently reporting and investigating PSEs is generally implemented. After the occurrence of a 
PSE, a report containing free-text and multiple-choice fields is filed to describe the PSE, its causes and 
consequences, and to provide a quantification of its the level of severity with reference to predefined Tier levels, as 
per API RP 754 guidelines. This work investigates the possibility of text-mining and structuring the knowledge on 
the performance of the PSMS from an electronic repository of PSE reports. The methodology developed falls within 
the framework of Natural Language Processing (NLP), combining Term Frequency Inverse Document Frequency 
(TFIDF) and Normalized Pointwise Mutual Information (NPMI) for the automatic extraction of keywords from the 
PSE reports. Then, a taxonomy is built to organize the vocabulary in a top-down structure of homogeneous 
categories, such that semantic and functional relations between and within them can be defined. Based on these 
relations, a Bayesian Network (BN) is developed for modeling the PSEs consequences. The proposed methodology 
is applied to a repository of real reports concerning the PSEs of hydrocarbon facilities of an Oil and Gas (O&G) 
company. 
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1. Introduction 

Safety of people, environment and asset from 
major accidents in hydrocarbon facilities is 
achieved with preventive and mitigative barriers. 
The assessment of  the performance of the barriers 
is, then (Decarli et al. 2020). 
Traditionally Risk Assessments (RAs) are based 
on hazard identification, evaluation of accident 
probabilities and consequences, and risk 
estimation (Feng et al. 2012; Vinnem et al. 2012; 
Zio 2018). These steps are typically tackled with 
a systematic analysis of the available information 
performed by multidisciplinary teams of experts 
with techniques such as Bow-Tie (Khakzad, 
Khan, and Amyotte 2013), Dynamic Risk 
Assessment based on statistical failure data (Zeng 
and Zio 2018) and Bayesian Networks (BN) (Li, 
Chen, and Zhu 2016). 
Taking advantage of recent developments in the 
field of Artificial Intelligence (AI), this work 
considers the application of AI to an electronic 
repository of textual reports of Process Safety 
Events (PSEs), i.e. unplanned or uncontrolled 
events during which a Loss Of Primary 
Containment (LOPC) of any substance, including 
non-toxic and non-flammable material, occurs 
(“API RP 754” 2021). 
These reports describe the PSEs, their causes and 
consequences, and quantify the levels of 
severities with reference to predefined Tier levels 
(“API RP 754” 2021). They are extended 
investigation reports originated from flash reports 
issued after the occurrence of the event, and are 
compiled by system operators in free text and 
multiple-choice fields. 
The objective of the work is to systematically 
mine out the information that the textual reports 
contain about the PSE root causes and the lessons 
learned from them, to model PSEs and estimate 
their probabilities (Sattari et al. 2021). 
The developed methodology is based on the 
combination of a Natural Language Processing 
(NLP) technique for the identification of 
keywords describing the factors influencing the 
occurrence and severity of PSEs, and a BN 
(Jensen and Nielsen 2007) for modeling the 
keywords, the PSE types, causes and 

consequences. The identified keywords are 
systematically assigned to the barriers by 
developing a taxonomy of the vocabulary used in 
the reports. 
The proposed methodology has been applied to a 
real repository containing multilingual reports of 
PSEs (in the order of thousands) occurred in 
hydrocarbon facilities of an Oil and Gas (O&G) 
company. 
The remaining of this paper is organized as 
follows: Section 2 illustrates the problem 
statement; Section 3 describes the proposed 
methodology; Sections 4 introduces the case 
study; Section 5 discusses the obtained results; in 
Section 6, conclusions and remarks are drawn. 
2. Problem Statement 

Hydrocarbon industry typically collects reports of 
PSEs in structured electronic databases 
containing free texts and multiple-choice fields 
(Milana et al. 2019). Typically, the incidents 
databases are organized in a structured way, 
where the generic  report, , is recorded in the 
form of: a) a description in free text, , of the 
PSE; b) a multiple-choice entry, , 
which indicates the PSE cause among a 
predefined set of  alternatives; c) a multiple-
choice entry, , which indicates 
the type of event among a predefined set of  
alternatives; d) a multiple-choice entry, 

, which indicates the Tier level, i.e. an 
indicator of the severity of the consequence of the 
PSE in a scale with  levels. We assume that a 
repository of  reports of PSEs, 

}, is available. 
The objective of this work is the development of 
a methodology to exploit the information 
contained in the repository R. Specifically, we 
aim at building a probabilistic model of the PSE 
consequences ( ) as a function of its causes ( ), 
type ( ) and states of the barriers ( ). Once the 
model has been developed, it can be used to 
support risk analysis for the estimation of the 
consequences of a PSE of a given cause x, a given 
type y, or PSEs with different combinations of the 
barrier states (w). 
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3. Methodology 

The causal model of a PSE shown in Figure 1, 
which links the states of the barriers, w, the causes 
of the PSE, , the types of PSE, , and the PSE 
consequences , is transformed into a BN. This 
choice is motivated by the fact that BNs are 
probabilistic models in which the causal relations 
among the variables are represented in terms of 
conditional probabilities (Di Maio et al. 2021). 
Section 3.1 describes the architecture of the BN, 
Section 3.2 the method developed to estimate its 
Conditional Probabilities Tables (CPTs) and 
Section 3.3 its use. 

3.1 BN architecture 

The architecture of the BN is obtained combining 
the causal model of the PSE with the categorical 
and textual data of the repository . Specifically, 
the nodes are the barriers , the cause of the PSE, 

, the type of PSE, , and the consequence of the 
PSE, . The states of the nodes ,  and  are the 
multiple-choice entries of the repository , i.e. 

,  and , 
respectively. With respect to the definition of the 
nodes referring to the barriers, a procedure based 
on the definition of a taxonomy of the barriers is 
developed. The idea behind the use of the 
taxonomy is to define a set of  states 

 and to assign the words of 
the vocabulary of the PSE reports  
to a specific state . Sections 3.1.1 describes the 
taxonomy, Section 3.1.2 the method to extract the 
vocabulary from the reports and Section 3.1.3 the 
procedure followed to associate the words of the 
vocabulary to the taxonomy. Figure 2 shows the 
obtained BN and the sources of information used 
to define it. 

 

3.1.1 Taxonomy of the barriers 

The process of abstraction and organization of 
concepts is recognized to be the starting point for 
organically structuring the domain knowledge in 
many fields, such as safety in healthcare (Itoh, 
Omata, and Andersen 2009), biotechnology 
(Parks et al. 2018) and economic sustainability 
(Saidani et al. 2019). Taxonomies have been 
developed for this scope, in applications 
involving systems management (Mackie, Welsh, 
and Lee 2006), system aging (Ansaldi et al. 2020), 
system safety (Hodkiewicz et al. 2021) and 
system design (Ahmed, Kim, and Wallace 2005). 
In general, a taxonomy is a top-down hierarchical 
structure based on sub-levels to organize the 
knowledge in a domain. Each sub-level represents 
a group of entities that share common properties. 
For example, in the biology domain, traditional 
taxonomies for biological organisms organize 
species based on hierarchically organized 
morphological characteristics (number of legs, 
shape of head, etc.) (Dayrat 2005). In the context 
of the present work, we develop a taxonomy to 
systematically structure the language used by the 
operators to describe the barriers of the system in 
the reports. It is based on two sub-levels: i) the 
possible types of barriers , 
with  indicating the number of types of barriers; 
ii) the words used in the repository to refer to the 
barriers, e.g.,  for a generic 
barrier of type , with  indicating the 
number of words of the vocabulary referring to a 
barrier of type . Specifically, the barriers are 
organized in types (sublevel i) by system experts 
according to their knowledge. The definition of 
sub-levels ii) requires the identification of the 
vocabulary of the repository (Section 3.1.2) and 
the assignment of each token of the vocabulary to 
a barrier type (Section 3.1.3). Figure 3 shows a 
graphical representation of the taxonomy of the 
barriers. 

Figure 1: Example of a logic model of PSEs, constituted by the elements of cause, type, consequence, and 
influencing factors of the PSE. 
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3.1.2 Vocabulary 

The vocabulary of the repository  is the set of 
unique words and their contiguous combinations, 

, used in the reports. It is obtained 
by converting the free text description of the PSE 
of each report, , , into the 
corresponding set of tokens , , 
following the procedure described in 
(Valcamonico, Baraldi, and Zio 2021), which is 
based on the steps of tokenization, cleaning of the 
text, lemmatization and identification of 
commonly used n-grams, i.e. sequences of 
contiguous words which allow improving the 
semantic clarity and the precision of the language 
(e.g. “pressure_safety_valve” and 
“lack_of_maintenance”). The method here used 
for the identification of n-grams is based on the 
use of the Normalized Pointwise Mutual 
Information (NPMI) index, which measures the 
amount of information that a specific combination 
of words carry with respect to the information of 
the words alone (Bouma 2009). In practice, a n-
gram is included in the vocabulary only if its 

associated NPMI index is larger than a threshold 
, which is the only hyperparameter of 

the method used for the definition of the 
vocabulary. 

3.1.3 Definition of the types of barriers and 

identification of their corresponding tokens 

The definition of the types of barrier 
 is performed by field 

experts through a process where the tokens 
 of the vocabulary are grouped 

considering the similarity of their semantic 
meaning and, then, assigned to the proper type of 
barrier . 

3.2 CPTs estimation 

CPTs of the BNs are typically estimated by 
combining expert knowledge with data 
(Xiaoguang, Yu, and Zhigao 2019). In this work, 
which is devoted to the exploitation of the textual 
data, we consider the estimation of the CPTs 
using only the information in the repository  of 
the PSEs. Future work will investigate the 
possibility of integrating this source of 
information with expert knowledge or other RA 
models. 

3.2.1 Identification of the keywords 

The objective is the extraction of the set of  
keywords, , , among the  tokens 
of the vocabulary , with . 
To this purpose, a method based on Term 
Frequency Inverse Document Frequency (TFIDF) 
has been developed in (Valcamonico, Baraldi, 
and Zio 2021). The main idea is to use TFIDF to 
transform the set of tokens in each report , 

, into numerical vectors , , 
where the generic element  is associated to a 
measure of semantic importance of the token  in 
report . Then, the keywords extracted from 

Figure 2: Obtained BN and sources of information used to define it. 

Figure 3: Conceptualization of the taxonomy of the 
Barrier. 
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report  are the tokens that satisfy , 
where the method hyperparameter  
indicates the minimum value of semantic 
importance needed to obtain a keyword. Finally, 
the total set of keywords  is 
made by the tokens which have been selected for 
at least one report , . Notice that, 
since the tokens of the vocabulary are organized 
in the taxonomy, the types of barriers 

 associated to the keywords 
are automatically obtained by using the 
taxonomy. 

3.2.2 Estimation of the conditional 

probabilities of the CPTs 

The CPTs of the BN are estimated using the 
information in the repository . The conditional 
probability elements  and  of 
the CPTs between nodes  and , and between 
nodes  and , respectively, are estimated by 
(Rohmer 2020): 

  (1) 

 
 (2) 

where  ( ) is the number of 
reports in which the node  ( ) is in the state  
( ), and the immediate parent nodes  ( ) is in 
state  ( ), and  ( ) is the number  
of reports in which the immediate parent nodes  
( ) is in state  ( ). Considering the CPT, for 
the node  and the node , the conditional 
element  is estimated by: 

  (3) 

where  is the number of reports 
associated to  and containing at least one 
keyword associated to the type of barrier  and 

 is the number of reports containing at least 
one keyword assigned to . 

3.3 Application of the BN to RA 

The developed BN model can be used to compute 
quantities of interest in RA. Some useful 
probabilities that can be estimated are: 

(i) the unconditional probability of occurrence 
of a PSE with class of severity ,

: 

  (4) 

where  and 
. 

(ii) the probability of occurrence of a PSE with 
class of severity , , for a PSE of 
type , . This is obtained by 
estimating the probability of the 
consequences  of a PSE conditional to the 
type of event , i.e. , which 
coincides with the element corresponding to 
state  of node  and state  of node  of 
the CPT from node  to node . 

(iii) the probability that a PSE of type , 
, has been caused by , . 

This is obtained by estimating the probability 
of the cause , conditional to a PSE of type 

: 

 
 (5) 

where . 

(iv) the probability that the barrier  is of type 
,  given that the cause of the 

PSE is , . This is obtained by 
estimating the probability of the type  
conditional to the cause : 

 
 (6) 

4. Case Study 

In an electronic repository  of reports of PSEs 
occurred in hydrocarbon facilities, each report is 
composed by: 

(i) a free-text, , written in English by a system 
operator and containing the description of the 
event and of the factors influencing the PSE; 

(ii) the cause, , which can be =“Human”, if 
the PSE was caused by system operators 
incorrectly following procedures or misusing 
the available and prepared equipment, 
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=“Equipment”, if the PSE was caused by 
system faults and component malfunctions, 

=“External”, if the PSE was caused by 
events originating from outside the system, 
such as natural events and sabotages, or their 
possible combinations. 

(iii) the type of event, , which can be 
=“Fire/Explosion”, in case of ignition of 

liquid or gaseous substance, =“Gas leak”, 
in case of loss of gaseous material, and 

=“Spill”, in case of loss of liquid material; 

(iv) the Tier level, , associated to the event, 
which can be =”1”, for PSEs with 
significant LOPC, =”2”, for PSEs with 
moderate LOPC, or =”3”, for PSEs with 
minor LOPC. 

The taxonomy of the barrier has been built by 
system experts. The possible types of barriers are 

“Technical”, “Operational” and 
“Organizational”. The second sublevel of 

the taxonomy assigns the words of the vocabulary 
to the individual barrier type. Figure 4 shows the 
developed taxonomy of the barriers, with the 
number of tokens associated to each barrier type. 

 

 

Once the taxonomy has been built, the model is 
completed by defining the causal relations among 
its elements. With respect to the BN, since the 
evolution of a single PSE can be influenced by 
different types of barriers, eight possible states, 
which account for all the possible combinations of 
the three barriers “Technical”, “Operational” and 
“Organizational”, are defined. Figure 5 shows the 
obtained BN. 

5. Results 

The parameters  and  have 
been set by trial-and-error to 0.65 and 0.5, 
respectively. Once the keywords are extracted, the 
BN model is developed by estimating the 
parameters of the CPTs according to the procedure 
described in Section 3.2.2. Finally, the developed 
BN is used to compute probabilities of interest. 
Table 1 reports the unconditional probabilities of 
the Tier levels, and Table 2 reports the 
probabilities of occurrence of PSEs of the three 
Tier levels, conditional to the occurrence of PSEs 
of the types =Fire/Explosion, =Gas leak and 

=Spill. 

 

Tier level  Probability  
  
  
  

 

Notice that for the probabilities of occurrence of 
PSEs with the most severe consequences (Tier 
level ) in case of event of type =Spill is 
more than the double of the same probability in 
case of events of types =Fire/Explosion and 

=Gas leak. This has been investigated by 
considering the probabilities of the possible 
causes, conditional to the occurrence of an event 
of type “Spill”, ,  (Table 3). 

 

Probability  Tier level 
Type of event =1 =2 =3 
=Fire/Explosion    

=Gas leak    
=Spill    

Figure 4: Developed taxonomy for barrier, where 
the number of tokens assigned to each state is 
indicated in parenthesis. 

Table 1: Unconditional probabilities of the Tier levels. 

Table 2: Probability of occurrence of PSEs of the Tier 
levels ,  and , conditional to the type of event. 
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=Human  

=Equipment  
=External  

=Human_Equipment  
=Human_External  

=Equipment_External  
=Human_Equipment_External  

The largest contribution involves the cause 
“Equipment”, which describes the occurrence of 
an equipment failure. To find which type of 
barrier has mostly influenced equipment failures, 
we have considered the probabilities of the types 
of barriers conditional to the occurrence of an 
event with associated cause “Equipment”, 

,  (Table 4). 

 

It can be noticed that the largest contribution is 
from the operational barrier ( ). Considering the 
reports of type “Spill” and Tier level 1, the most 
frequent keywords identified by the method and 
related to the barrier type “Operational” are 
“lack_of_procedure” and “maintenance”. System 
experts have confirmed that in PSEs of type 
“Spill” and of Tier level 1, there are issues related 
to the operational barrier and to procedures 

implementation when planning and performing 
inspections and maintenance interventions. 

6. Conclusions 

A methodology combining a NLP technique and 
a BN has been developed for the analysis of PSEs 
in hydrocarbon assets, in support to RA. The 
methodology allows extracting the knowledge 
contained in textual reports on the barriers 
involved during the PSEs and to quantify the 
probabilities of the severity of the consequences 
considering different types of events, causes and 
states of the barriers. The developed methodology 
has been applied to an electronic repository of 
reports of PSEs occurred in hydrocarbon plants. 
The obtained results show that the proposed 
methodology is able to identify relevant keywords 
related to barriers that are critical with respect to 
the occurrence of the PSEs and the severity of 
their consequences. 
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