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This work presents a novel method for inferring causal dependencies among abnormal behaviours of components 
in Complex Technical Infrastructures (CTIs) from large-scale databases of alarm messages. The proposed method 
extracts causal relationships from association rules performing a probabilistic analysis of the alarm occurrence times 
and applying a modified version of the quicksort algorithm. Its capability and effectiveness is illustrated by 
application to a real large-scale databases of alarm messages collected in the technical infrastructure of the European 
Organization for Nuclear Research (CERN).    
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1. Introduction 

Complex Technical Infrastructures (CTIs) 
encompass sophisticated hierarchical 
architectures in which tens of thousands of 
components, which perform diverse functions and 
use different technologies (mechanics, electronics 
communication, etc.), are interconnected and 
distributed over vast geographic areas (Filip, 
2008). The different systems and subsystems of 
CTIs are typically designed and built 
independently and are continuously modified 
though the time with respect to their initial design, 
both at physical and functional levels, by 
including new components and/or updating old 
components, due to technology upgrading, design 

retrofitting and consolidation requirements 
(Billinton and Allan, 1992; Filip, 2008; Serio, et. 
al., 2018; Antonello, et. al., 2019). As a result, 
hidden functional dependencies among different 
groups of components emerge and evolve during 
the CTI lifetime and local malfunctions or 
perturbations can easily propagate across and 
within the different CTI systems, originating 
unexpected cascades of failures. Thus, the 
identification of causal relationships among 
abnormal behaviors play a crucial role for CTI 
vulnerability and resilience analysis and for the 
management of the CTI operation.  

Nowadays, the analysis of complex and large-
scale systems can greatly benefit from the large 
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amount of data and information collected from the 
CTI. In this work, we focus on the analysis of 
sequences of alarm messages. A method has been 
proposed in (Antonello, et. al., 2019) for the 
identification of groups of functionally dependent 
components in CTIs. It is based on: i) the 
representation of the heterogenous database of 
alarm messages in a binary form; ii) the use of 
Apriori-based algorithm to identify patterns of 
alarms that frequently occur together within a 
short period of time; iii) the analysis of the 
identified patterns for extracting association rules 
and iv) the analysis of the extracted rules to 
constitute groups of functionally dependent 
components. The method main limitation is that it 
does not provide causal relationships among the 
identified abnormal behaviours of the dependent 
components. This is due to the fact that the 
extracted association rules are probabilistic 
relationships in the form “if (antecedent) then 
(consequent)”, which describe conditional co-
occurrences of abnormal behaviors and cannot be 
interpreted as causal relationships among the 
alarms in the rule antecedent and consequent 
(Antonello et. al., 2019).  
In this context, the present work proposes a 
method for causality inference based on the 
combined use of an Association Rule Mining 
(ARM) algorithm, the probabilistic analysis of the 
alarm occurrences times and the quicksort 
algorithm (Sedgewick, R. 1978). The causal 
relationships among malfunctions are assumed to 

be time-dependent relationships (Kühnert and 
Beyerer, 2014) and, hence, the causality between 
each couple of malfunctions is inferred by 
analysing their occurrence times in the available 
database of alarms. Given the large number of 
components in a CTI, it is computationally 
infeasible to perform the aforementioned analyses 
on each possible couple of component 
malfunctions. Therefore, the pairwise analysis is 
applied only to those alarms involved in the 
association rules extracted by the ARM 
algorithm. The causal dependencies among the 
alarms involved in the same rule are obtained by 
using a modified version of the quicksort 
algorithm (Sedgewick, R. 1978), which 
recursively sorts the alarms without the need of 
considering all the possible pairwise comparisons. 
 

The effectiveness of the proposed method is 
shown through its application to a real large-scale 
database of alarms generated by the different 
supervision systems of the CTI of CERN Large 
Hadron Collider (LHC), composed by thousands 
of components and spread over a geographic area 
of about 27 km perimeter ring.  
The remaining of the work is organized as 
follows. Section 2 describes the problem setting. 
Section 3 briefly introduces the ARM approach 
for the identification of functional dependencies 
in CTI. Section 4 describes the proposed method 
for the identification of the causal dependencies. 
Section 5 introduces the case study and discusses 
the obtained results. Finally, Section 6 draws 
some conclusions and recommends potential 
future lines of work. 

2. Problem setting 

We consider a CTI composed by a large number, 
, of components and we assume to have 

available a database containing a large number, 
, of alarm messages generated by the 

CTI during a long period of operation [ ]. The 
generic i-th alarm message is represented by the 
pair  which defines the time  at which the 
alarm occurs and the label  associated to the 
alarm type. Assuming that there are  different 
types of alarms associated to the generic j-th 
component , the label  refers to 
the k-th type of alarm message associated to 
component . The set containing all the possible  
types of alarm messages in the database is:  
 

and the total number of alarm message types: 
 

 (2) 

3. The Apriori-based algorithm for the 

identification of dependent abnormal 

behaviours  

This Section briefly recall the method for the 
identification of dependent abnormal behaviours 
among components of a CTI introduced in 
(Antonello, et. al., 2019). Section 3.1 will 
describe the representation of the database of 
alarm messages in a binary form and Section 3.2 
introduces the Apriori-based algorithm used for 
extracting association rules. 

 (1) 
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3.1 Alarm database representation 

 The entire time period [ ] during which the 
alarm messages of the database have been 
collected is subdivided into  consecutive small 
time intervals of the same length . A 
Boolean variable, , is associated to the 
occurrence of the alarm of type  in the z-th time 
interval: 

The state of the generic component  in the 
generic z-th time interval is represented by the 

Boolean vector: 

 
(4) 

and that of the CTI by the concatenation of the 
component state vectors : 

 
 (5) 

Finally, the raw database of alarms 
, is transformed into the Boolean matrix: 

 
 (6) 

whose generic z-th row represents the state of the 
CTI during the z-th time interval. Therefore, T 
provides a dynamic representation of the CTI 
state evolution in the time interval [ ].  

3.2 Association rules mining 

Considering a set of alarms , an association 
rule is a probabilistic logical expression of the 
form , 
representing the conditional co-occurrence of the 
two subsets,  and , of the set , where 

 and are referred to as “antecedent” and 
“consequent” of the rule, respectively (Srikant 
and Agrawal, 1996; Hui, et al., 2005). Let  
be the counter of the number of vectors  of 

the database  characterized by the 

occurrences of at least all the alarms of the set X 
(i.e., ). The expression 

 is an association rule if:  
a) the support of X is larger than a minimum 
support : 

  
 (8) 

 b) the confidence of the rule  is larger 
than a minimum confidence : 

 

 
(9) 

We consider the ARM procedure proposed in 
(Antonello, et. al. 2019), which is based on the 
two main steps: 
1) Identification of frequent patterns of 

alarms, , characterized by a support 
larger than , i.e., . 

2) Extraction of association rules 
 from each 

one of the frequent patterns of alarms 
identified in step 1), by identifying the sets 

,  satisfying the confidence condition 
  

 
The final set of the obtained rules is referred to as 

, with  
indicating the number of obtained rules. 

4. Identification of the causality among the 

components malfunctions in the generated 

association rules 

The proposed method is based on the two steps of: 
i) inferring the causal relationship between each 
possible couple of alarms involved in the same 
association rule, which is based on the statistical 
analysis of their times of occurrence (Section 4.1) 
and ii) deriving the causal relationships among the 
entire set of alarms involved in the same 
association rule using the quicksort algorithm 
(Section 4.2). 

   (3) 
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4.1 Causal relationship among two dependent 

alarms 

Two components are functionally dependent if the 
operation of one is influenced by the operation of 
the other (Estesami et. al. 2016). In particular, 
since this work considers alarm messages, which 
are typically triggered when components have 
abnormal behaviours or malfunctions, we assume 
that a causal functional dependency, , 
among two components of a CTI,  and , exist 
if a malfunction of component , revealed by an 
alarm, , causes a malfunction of components 

, revealed by another alarm,  (Antonello et. 
al., 2019). We assume that if the malfunction of 
component  causes the malfunction of 
components , then the alarm  is likely to 
occur before alarm , although there can be 
alarm configuration errors and delays between the 
times of occurrence of the malfunctioning and its 
record in the alarm database (C. Kühnert and J. 
Beyerer, 2014). 

Considering the association rule , 
the causal relationship among any couple of alarm 

  is inferred by estimating 
the probability that an alarm occurs before the 
other. To this aim, the cumulative density 
function of the difference between the times of 
occurrence of the two alarms is 
estimated using the following algorithm: 

I. Identify the set of time intervals in which all 
the alarms involved in the rule  occur 
together,   

. 
II. For each time interval , identify the 

times, , at which the two 

generic alarms  start to occur. Then, 
calculate the difference between the exact 
time of occurrence of the considered couple 
of  alarms, = . 

III. Estimate the cumulative density function 
over all the considered time 

intervals .   

Then, the following scheme is used to estimate the 
causal relationship among the two alarms: 

a. If tr,  is caused 

by , where tr  is the causality 
threshold. 

b. Else If tr,  is 

caused by . 

c. Else If =0, , 

and occur simultaneously.  
d. Else, there is no causal relationship 

between and . 
With respect to the choice of the threshold, it 
should be larger than 0.5, to guarantee that the 
probability of the identify causal dependency  
( is caused by is larger than its opposite 

( is caused by , and lower than 1, to 
consider possible alarm desynchronizations or 
events not related to the causal dependency. Its 
setting depends from the characteristics of the 
system in terms of alarm desynchronization. 
It is important to underline that point c. accounts 
for the fact that not all the dependencies are 
causal, e.g. caused by common cause failures, 
and, therefore, some association rules involve 
components which are not causally dependent.  
 
 
Figure 1 presents an example of the proposed 
procedure by showing the occurrences of a couple 
of alarms,  and , along the time 
intervals  and the corresponding differences 
between the alarms starting times . Notice that 

 represents the probability that 

 occurs before , while 

 represents the probability that  occurs 

before . 
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Figure 1. Schematic representation of the proposed 

procedure for causality inference of the couple of alarms, 

. 

4.2.  Causality inference in association rules 

The objective of this step is to define from each of 
the generated association rules 

, the corresponding causal rule, 

,   
. To assess the causal dependencies 

among alarms involved in a rule the method uses 
the algorithm introduced in Section 4.1 and the 
quicksort algorithm (Sedgewick, R. 1978). 
Quicksort is one of the most efficient sorting 
algorithms, in terms of computational time and 
required memory (X. Wang, 2011). In principles, 
given a set of elements (for Example the set of 
numbers X=[3, 4, 5, 8, 1, 9]) a quicksort algorithm 
ranks through a divide-and-conquer approach 
based on a specific sorting criteria (for example, 
sort from the lowest to the largest). The first step 
requires selecting a random element called 'pivot', 
i.e., number 5 of set X, and splitting the rest of 
elements of the set into two sub-sets according to 
whether they satisfy or not the sorting criteria, i.e., 
if the number is lower [1,3,4] or larger [8,9] than 
the pivot. Each of the sub-arrays is then sorted 

 
0) Define the list the alarms involved in . 
1) Initialize the following 4 empty sub-lists: previous, , simultaneous,  , after,  and 
uncorrelated,  . 
2) Pick, randomly, an alarm (the pivot),  

3) For each of the remaining alarms, , in the list compute its pairwise causal relationship with the 
pivot (algorithm in Section 4.1) and, then, assign the alarm to one of the predefined sub-lists: 
a. If is caused by , assign to the sub-list previous. 

b. Else If is caused by , assign  to the sub-list after. 

c. Else If and occur simultaneously, assign to the sub-list simultaneous. 

d. Else, assign  to the sub-list uncorrelated. 

e. Finally, assign the pivot  to the sub-list simultaneous: .  
4) Compare each alarm in the sub-list uncorrelated with the alarms in the sub-list previous, and if it 
causes or is caused by any of those alarms (in previous), assign this alarm (of uncorrelated) to the sub-
list previous.   
5) In the case in which alarms remain in the sub-list uncorrelated, compare each one of them with the 
alarms in the sub-list after, and if it cause or is caused by any of the alarms in the sub-list after, assign 
the alarm of the sub-list uncorrelated to the sub-list after.  
6) In the case alarms remain in the sub-list uncorrelated, add all of them to the sub-list simultaneous 
as a sub-list . 
7) Rank the list as follows: 

 
8) Recursively sort each of the above list following the steps 2), 3), 4), 5), 6), 7) and 8).  

 

Figure 2. Algorithm used to infer the causal relationship among alarms involved in a rule. 
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recursively following the same procedure until the 
final rank is found (i.e., [1], [3], [4], [5], [8], [9]). 

In this work,  we consider the causality as the 
sorting criteria and, for each of the generated 
association rules 

, we infer the causal relationship 
among its involved alarms by applying the 
algorithm in Figure 2 for each l-th rule: 

The application of the algorithm ends when the 
sub-lists include one alarm, or a number of 
alarms equals to those included in the parent list, 
i.e. it is not possible to further rank the sub-list.  

5. CERN complex technical infrastructure  

The CTI of CERN LHC (the largest existing 
particle accelerator) is composed by several 
systems working together for the functioning of 
the accelerator complex (Antonello et. al., 2019). 
The LHC consists of a 27 Km ring of 
superconducting magnets and infrastructures, 
extending over the Swiss and French borders and 
located about 100 m underground. Since the 
analysis of the LHC operation performance in 

2016 shows that technical infrastructure 
components faults contributed to more than 1/5 of 
the overall LHC downtime, the identification of 
unknown functional dependencies among the CTI 
components (and among their anomalies) is of 
paramount importance for improving the 
accelerators performance and availability for 
physics experiments.  

We consider the alarm database generated during 
the period [ ]=[January 1st, 2016; December 
31st, 2016] by supervision of three systems of the 
LHC point 8, which is a part of the general 
infrastructure and, while scaled down, still 
representative of the overall CTI complexity. The 
considered alarms are generated by the cryogenic, 
the electric and the cooling and ventilation 
systems. During the considered period, 

253591 alarm messages reporting 
=6800 different types of malfunctions caused 

by  2895 components, have been collected. 

Relying on the technical infrastructure operators 
and system expert knowledge, the malfunction 
propagation time among the considered 
components and systems (Antonello, et. al., 
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Table 1. Example of extracted associating rules (left) and their causal counterpart (right) obtained by the proposed method. 
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2019), and therefore the time interval length is set 
to �  min (Section 3.3). Therefore, the one-
year period [January 1st, 2016, December 31st, 
2016] has been divided into  time 
intervals. The transformed binary database of 
alarm  is processed by the 
Apriori algorithm using a minimum support, , 
equal to 0.02 and a minimum confidence, , 
equal to 0.8 (Antonello, et. al.,2019) and 202 
association rules are generated. Then, the causal 
rules have been generated applying the method 
proposed in Section 4, setting the threshold 
tr=0.8, to consider possible desynchronization 
among alarms. 
Table 1 reports some examples of the extracted 
rules. Among them, Rule 1 is the most interesting, 
since it involves components of different systems 
of the CTI associating alarms generated by 
components from the Cryogenic and Cooling and 
Ventilation (CV) systems. Notice that the 
identification of causal dependencies among 
components of different systems is very useful 
given the difficulty of identifying them using 
individual system analysis techniques. Also, the 
subdivision of the alarms in the association rule 
antecedent and consequent (Table 1, left) does not 
imply causality among them, whereas the causal 
rule (Table 1, right) provides much more 
information on the malfunctions propagation 
mechanism, which represents valuable 
information for the CTI operators. The 
corresponding causal rule is also visualised in 
Figure 3, in terms of the components related to the 
alarms involved in it. This rule describes the 
propagation of a malfunction in a cooling tower 
of  the CV system ( , ) that leads to a 
stop of the low pressure compressors of the 
Cryogenic system ( , , ), which, 
finally, cause in the stop of the high pressure 
compressors of the Cryogenic system ( , 

). It is importance to notice that the ordered 
sequence of events led by the functional 
dependency described in the association rule 
(Table 1, left) correctly identify the causal rule 
(Table 1, right).  

                             

Figure 3. Visualization of the first causal rule of Table1. 

 
6. Conclusions 

We have presented a novel method for identifying 
causal functional dependences among groups of 
abnormal behaviours of components in CTIs. The 
proposed method is based on i) the alarm data 
representation in a binary form ii) the use of an 
ARM algorithm to identify association rules 
among dependent abnormal behaviour of CTI 
components and iii) the identification of the 
causal relationships among dependent abnormal 
behaviours in association rules. 

The method is applied to a real large-scale 
database of alarms generated by the supervision 
of different systems at CERN Large Hadron 
Collider. The obtained results have been validated 
by operators and equipment experts.  
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