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Abstract

Wearable product/service solutions are increasingly 
spreading in everyday life aiming at supporting and 
tracking activities, also increasing self-awareness about 
behaviors and body parameters. The amount and variety 
of personal data generated and collected by these digital 
services is unprecedented in human history, and impacts 
on individuals, societies and organizations can now be 
only partly predicted. The design of data management 
in these solutions has so become a critical task for both 
designers and service providers. This paper presents 
the results of the application of a design tool, as part 
of an Impact Anticipation Method, created to foresee 
problems and opportunities so to improve design 
choices in quick design processes and design courses. 
The tool aims at stimulating the discussion on impacts 
related to the use of personal information. The results 
point out the usefulness of the method’s tool in raising 
awareness in designers, elicit critical thinking fostering 
the discussion on the topic, and provide insights for 
improvements. It demonstrates the need of more 
agile ways to address the topic in the design process. 
Students faced their lack of knowledge about how and 
when personal information is implied in their solutions, 
and on potential impacts that such information could 
have.

Keywords

Personal Information, Design tool, Impact Anticipation 
Method, Ethical and societal impacts.

1.		 Introduction

Wearable product/service solutions are increasingly 
spreading in everyday life aiming at supporting and 
tracking activities mainly for wellbeing and healthy 
purposes, also increasing self-awareness about 
behaviors and body parameters. Data-driven solutions 
commonly employ personal data to provide value 
within services, and the management of such data 
has become a critical task for designers and service 
providers. The design of a new product/service is often 
carried on with the purpose of responding to needs 
of people and communities; in other words, design 
for innovation is often directed toward utopian goals. 
However, innovative solutions and functionalities, when 
implemented in the society, can lead to unexpected 
consequences related to some elements that compose 
the solution, or to the use of the solution itself. As 
pointed out by visionary technologists and scholars 
[1] [2] [3] [4], the use of personal data in services 
has a social relevance as an agency that could have 
impacts on the way people perceive themselves [5][6]
[7], on how the perceive the contexts they interact 
with, and on how they participate in social life [8][9]
[10]. It also changes actions and behaviors [5][6][11], 
as well as roles and relationships between people and 
between people and organizations [12][13][14][15]. 
Ackoff’s DIKW model [16] defined data as “symbols 
that represent the properties of objects and events and 
their environment”. Data “are useless until they are in 
a useable (i.e. relevant) form” [16]. Taking persons as 
carriers of properties, we consider personal data as 
raw material to be processed so to be useful. Personal 
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information is then the signifier extracted from the 
elaboration of personal data. While the authors of this 
paper are engaged in an extensive research about the 
use of personal data in design [17][18], in this paper we 
focus on personal data involved in wearable devices. 
Wearable technologies and sensors embedded in 
wearables gather data about individuals and process 
them so to create personal information that is valuable 
for the users and for service providers. Personal 
information is interpreted by services through analysis 
and comparison with rules, reference knowledge, 
statistics and algorithms; in this way, it becomes 
knowledge that can be used to provide added value 
through service functions or provide awareness to the 
user itself. The amount and variety of personal data 
that are generated and collected by digital services is 
unprecedented in human history, and the impacts on 
individuals, societies and organizations that can now be 
only partly predicted. From the design point of view, 
the management of data is therefore a new dimension 
of social responsibility in design, requiring suitable 
attention and efforts. In other words, as designers, we 
argue the importance of developing design approaches 
apt to exploit the potentials of data to produce value 
for individuals and communities, and, on the other 
hand, to learn how to predict the possible – utopian 
and dystopian - impacts of functionalities and services 
employing data, so to adopt suitable design choices. 
The main research developed an approach (knowledge, 
method and tools) for the anticipatory investigation of 
the potential impacts of the management of personal 
data in product/service design [19][20]. In this paper 
we focus on the use of a light (reduced and adapted) 
approach, to be adopted in education and whenever 
the design resources do not allow the use of our main 
methodology. The paper reports the results obtained 
applying the light approach in an education workshop, 
and the main features of the proposed approach. The 
results demonstrate that the anticipation activities 
provide design hints and guidelines for the responsible 
development of services and systems.

2.		 Exploring impacts related to personal 
data in the design of wearable Products/
Services

To foresee the impacts that an interactive service could 
have when implemented in the society, we defined the 

Impact Anticipation Method (IAM). The method brings 
the society’s point of view into the design process to 
encourage and support ethical discussion on future 
impacts of solutions that imply the collection and use 
of personal data and personal information. It identifies 
insights to raise awareness and stimulate critical thinking 
during the design phases enabling the identification of 
the potential impacts. Using this approach, for each 
specific project brief, we can identify critical themes 
related to the use of personal information that we 
consider as relevant for the assessment of features of a 
new project [19][20].

For the specific topic of this paper, we report here 
the critical themes that can significantly be related to 
the design of wearable devices involving the use of 
personal data. Each theme should be considered during 
the design process so to orient the creation of a new 
solution toward the optimal satisfaction of user needs 
and to the maximum respect of basic individual right.

Awareness of data tracking, sharing and use. The 
users of a wearable connected object are supposed to 
be well aware of detection and tracking of behaviors and 
biological data in real-time. What if they are not fully 
knowledgeable? Some issues arise when users are not 
completely conscious about when the tracking occurs, 
which data is collected, with whom every kind of data 
is shared or sold, who is using it and what kind of profit 
can be obtained by providers and partners.

Altered cognitive load. Proactive and reactive 
services can lower cognitive load allowing the user 
to shift the focus from tasks to the user experience. 
However, especially in the case of wearables, the use 
of the technology itself can increase the cognitive load 
due to information and knowledge returned as visual 

Fig. 1. The IAM aims 

to foresee issues 

(opportunities and 

problems) during the 

design process
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feedback or insights. Furthermore, wearables can raise 
stress due to information and suggestions related to 
problems, options and situations the user wasn’t aware 
of.

Self-mirroring into data. The users’ self-perception 
changes and relates to the self-knowledge they acquire 
while understanding their own’s data [21]. When the 
users access the data, their ability to conveniently 
interpret the returned information is crucial with 
respect to the improvement of self-knowledge and 
to avoid misinterpretation. Services should therefore 
provide the information consistently with the user’s 
interpretation skills.

Altered attitude and quality of life. Tailoring and 
automation can improve already existing services and, 
as well, enable the creation of new ones for specific 
purposes. The increasing availability and pervasive 
use of sensors can change users’ attitude in actions 
and behaviors. People behave in a different way when 
they know (or think) they’re being observed [22]. A 
system can however take advantages from the ‘observer 
effect’ aiming at changing users’ behavior for their good 
according to goal settings.

Creation and management of community of 
value. The interaction of people through their data 
often creates or reinforce a community thanks to the 
sharing of values related to the purpose of data tracking. 
As an instance, a community of runners can sort out 
clusters based on running performance. Crucial tasks 
are to ensure that the exposition of data among the 
community is volunteer and to consider, in the design 
process, possible issues related to self-exposure and 
self-disclosure; as well, the lack of representation in the 
community of people that don’t track themselves should 
be considered.

2.1		 The Impact Anticipation Method

The Impact Anticipation Method is the main outcome 
of a PhD research [23] and it eventually aims to elicit 
critical thinking in designers so to support decision-
making during the design process of innovative solution. 
The raising of awareness of possible impacts, allows 
designers to create more robust and reliable products 
strengthening also the image of the company that is 

providing the service. The method is a twofold system: 
the first one consists in the Potential Issues Database 
aimed at the creation of knowledge about the 
possible consequences, - problems and opportunities 
- that the use of personal information in connected 
services might produce. The second part of IAM 
consists in the application of this knowledge in 
the design process through the Data Impact Tools so to 
raise awareness in the designers about possible impacts. 
The Potential Issues Databases is a rich collection of 
references, reporting situations associated to the use 
of personal data in services and connected products, 
coming from real world discussions and from future 
scenarios extracted from fiction. The references 
are classified and therefore explorable through an 
interactive platform [24]. The knowledge included in 
the Potential Issues Database ranges between different 
application fields and can be employed in different 
design contexts. Following the IAM, the impacts related 
to the use of personal data and information can be 
expressed in four layers: i) user’s self-perception; ii) 
people’s behavior and performance of actions; iii) 
interpersonal relationships; iv) social agency [19][20]. 
The iteration of the tools’ design has been performed 
applying and refining them in use cases of research 
projects and design courses. This paper focuses on the 
second phase of the method and reports results of a 
research investigating the potential of the approach 
suitable in design contexts with string constraints 
of time and resources. Possible applications of the 
knowledge contained in the Potential Issues Database 
refer to four main activities of the design process:

Analytic. In the preliminary analytic phase, designers 
explore the context for which they have to design the 
interactive solution. In this phase, the Potential Issues 
Database provides suitable refences through research 
filters (Impact Layers) of use cases and situations, so to 
foster the discussion on user’s rights and produce design 
guidelines for the subsequent design phases.

Creative. Designers ideate the concept through the 
envisioning of context scenarios of application. In this 
design phase, the Potential Issues Database supports the 
envisioning of scenarios through the analysis of insights 
coming from eight macro-scenarios that we created 
to represent in a synthetic way the most important 
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situations that can be associated to data management 
[18].

Refinement. Designers deal with specific choices 
(physical design) and formalize the solution through 
prototyping and refinements. The knowledge contained 
in the database support the decision-making about 
functionalities. The application of the Data Impact Tool 
in this phase is the specific focus of this paper.

Assessment. The assessment phase allows designers 
to evaluate the solution and test it with users through 
prototypes. The Potential Issues Database supports 
the evaluation of features and the preparation and 
conduction of user tests so to center the attention 
on ethical and social elements to create guidelines for 
future iterations of the project.

3.		 A Light approach to the investigation 
of impacts related to the Use of Personal 
Information 

Design tools are the means by which designers preside 
over the cornerstones of the process, so to ensure 
that all the most critical and important aspects are 
nevertheless carried forward and considered. Designers 
use visualization to develop design thinking, to share 
knowledge with project partners, to create consensus 
with stakeholders, and to guide the development and 
implementation of the material parts and those not 
tangible of a system [25][26]. In other words, design 
tools are a designer way to produce knowledge and 
to support the suitable development of projects. The 
IAM approach is not just focused on the production of 
knowledge, but our research also includes experiments 
to investigate how the knowledge can be applied 
through design tools in different contexts. For these 
reasons, we have developed a light tool to be used in 
design education and in the design-contexts with limited 
resources.

3.1		 The creation of the Light Data Impact Tool

In previous work we described some applications of 
the method [19] and its iteration [20] that led to the 
creation of an In-dept Data Impact Tool meant to be 
used by expert designers in complex and long design 
processes. However, the validation of the In-depth Data 

Impact Tool highlighted limits related to its complexity 
and time needed for its use. We created the Light Data 
Impact Tool that is meant for the design contexts where 
the full data-base is not available or when the time 
and resources for design are limited, consists in some 
design activities, specifically focused on the investigating 
the potentials and criticalities connected to the use of 
personal data for a specific design brief. The features of 
the light tool are explained in the following of the paper 
through the report of its application in an education 
experiment.

3.2		 The workshop about on-body interaction 
design

The workshop “In Close Proximity” was conducted by 
Professor Patrizia Marti and Laura Varisco at Politecnico 
di Milano in June 2018 with a class of students (around 
40) of the master’s degree program in Digital and 
Interaction Design as a reflection on the experience 
of use of on-body technologies [27]. It guided the 
students through a research-through-design exploration 
following a step-by-step process to design wearable 
solutions, from the initial idea to the interaction 
dynamics using various design tools (e.g. Body Map, 
Mood board, Personas, Bodystorming, Wizard of Oz, 
interviews, and questionnaires).

Fig. 2. Application 

of the knowledge of 

the Potential Issues 

Database in the design 

process

Fig. 3. Students 

working on on-body 

sensations and related 

body map of stimuli 

used as reference for 

the creation of the 

concept
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The students dedicated one full day of the two-week 
workshop to the exploration of possible impacts of the 
use of personal information of their designed solutions. 
We used this workshop to validate an agile Light 
Data Impact Tool that can be use in education and by 
professional designers. The tool has been used during 
the definition phase, when designers already had a clear 
concept for their solution and were defining features 
and details. The application of the tool followed four 
steps:

Step 1 – Lecture. A lecture to clarify the topic of the 
use of personal information, and the related types of 
opportunities and problems.

Step 2 – Identification of implied personal 
information. A template was distributed, and 
students had 30 minutes to fill it with: A written 
description of how and why their solution implies 
personal information; The identification of all the actors 
involved in the service and their motivation; The list 
of technologies implied to gather and manage personal 
information.

Step 3 – Exploration of the potential issues. In 
order to have comparable results, we divided the 8 
teams of students in two sessions. The first session 
spent one-hour in a conversation leaded by one of the 
teachers, informing them about the Potential Issues 
Database. After the conversation, students had one 
hour to fill a second template, reporting elements 
related to the consequences of the use of personal 
information that they identified as relevant for their 
concept. The second session of students performed 
the same activities, but at first, they fulfilled the second 
template without the support of the Potential Issues 
Database, and, later, they had the group conversation 
(Table 1). We compared the outputs (templates 
produced with and without the support of the 
knowledge contained in the Potential Issues Database) 
so to verify the usefulness of the conversation on issues.

Step 4 – Selection of issues and discussion of 
improvements. As a last step, we asked the students 
to select, for their own project, the issues they 
considered as most relevant and worth of discussion. 
We also asked them to list the improvements they 
would propose for their concept in a third template. At 
the end of the day, we collected student feedbacks in a 
questionnaire about the activities performed. According 
to the answers, the students found useful both the 
content and the discussion. 

4.		 Results of the use of the Light Data 
Impact Tool

The results of the workshop, together with some 
further experiments, confirmed the usefulness of the 
IAM to orienting designers toward improvements 
of their concepts, and to raise awareness about the 
consequences of their design choices. Furthermore, 
the workshop produced evidence of the effectiveness 
of the light tool, since: i) all the students stated that the 
lecture and the group discussion allowed them to find 
interesting correlations between the use of personal 
data and possible impacts; ii) the interactive exploration 
of the Light Potential Issues Database [28], organizes 
in critical themes [20], reduces the complexity related 
to the amount of information allowing designers to 
nimbly access the knowledge saving time and effort; 
iii) the students were able to improve their projects 
considering aspects related to the privacy and rights 
of the user (pointing out the advantages of avoiding 
storage of unnecessary data, and the importance of 
giving users the control on data sharing to avoid the 
perception of being exposed – e.g. deciding to allow 
users to clog a camera while not used – Fig. 4), but 
also including aspects related to impacts that goes 
beyond privacy concerns such as avoiding overload of 
information through careful redesign feedbacks from 
the system (e.g. reducing the amount notifications, 
deleting data after 4 hours, and creating interaction 
summaries in the form of abstract artworks that 
aggregates data avoiding useless details and comparison 
between involved users – Fig. 5); iv) although many 
of the improvements focused on avoiding problems, 
others aimed at increasing features of the concept as 
result of discussing about  opportunities given by the 
use of personal data. Working on eating experience for 
people with impaired taste [29], a team proposed that 

Session 1 (Teams 2,4,6,8) Session 2 (Teams 1,3,5,7)

(1h) Group conversation (1h) Template 2 fulfillment

(1h) Template 2 fulfillment (1h) Group conversation

Table 1. Organization 

of the activities for the 

two sessions
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the service could consider user’s food preferences to 
provide additional features. Another team, working on 
an automatic translator for slang and common language 
phrases [30], considered storing translated sentences to 
allow users to recall them when needed.

5.		 Conclusion

The validation activities and feedback from students 
provided useful insights about strengths and criticalities, 
supporting the Light Data Impact Tool and the IAM 
method approach producing evidences about two 
topics: First, the results of the identification of personal 
information involvement in the concepts, show that 
students struggled in understanding what personal data 
their concepts use, how the information flows work in 
their solution and what are the involved actors. They 
have little prior awareness about the role played by 
personal information in their solution, and about the 
criticalities and potentials. The introduction of a tool for 
representing data and their flows in the system, enables 
thinking and addresses the attention on this subject. 
Secondly, the students had difficulty on exploring the 
numerous issues and clusters of information contained 
in the Potential Issues Database; the knowledge 
generated by the research is huge and difficult to 
access. On one hand the observation and the students’ 
responses to a further online survey related to the 
activities and during informal interviews, point out the 
importance and usefulness of the development of the 
Light Potential Issues Database as a valid tool to support 
their awareness on both the use of personal information 
and its possible consequences. On the other hand, 
they demonstrate the need of agile ways to address the 
topic in the design process. Students faced their lack of 
knowledge about how and when personal information 
is implied in their designed solutions, and on potential 
impacts that the use of such information and the derived 
knowledge could have. This made clear that there is 
a need of critical thinking for the design of solutions 
implying the management of personal data. The design 
of tools that help designers in envisioning and foresee 
impacts demonstrates to be a valid contribution for the 
design culture to allow designers in creating responsible 
solutions that consider ethical and social issues in the 
design process and stimulate the conversation about 
responsibility in the design field.
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