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Abstract
The ‘Metrology for Industrial Quantum Communication Technologies’ project (MIQC) is a
metrology framework that fosters development and market take-up of quantum communication
technologies and is aimed at achieving maximum impact for the European industry in this area.

MIQC is focused on quantum key distribution (QKD) technologies, the most advanced
quantum-based technology towards practical application. QKD is a way of sending
cryptographic keys with absolute security. It does this by exploiting the ability to encode in a
photon’s degree of freedom specific quantum states that are noticeably disturbed if an
eavesdropper trying to decode it is present in the communication channel. The MIQC project
has started the development of independent measurement standards and definitions for the
optical components of QKD system, since one of the perceived barriers to QKD market
success is the lack of standardization and quality assurance.
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(Some figures may appear in colour only in the online journal)

1. Introduction

Cryptography is the art of rendering a message unintelligible
to any unauthorized party. To achieve this goal, an algorithm
(also called a cryptosystem or cipher) is used to combine
a message with some additional information—known as
the key—to produce a cryptogram. This technique is
known as encryption. For a cryptosystem to be secure, it
should be impossible to unlock the cryptogram without the
key. Although confidentiality is the traditional application

of cryptography, it is used nowadays to achieve broader
objectives, such as authentication, digital signatures and non-
repudiation. Security of classical communications relies on
making cryptographic keys longer and longer to stay ahead
of increases in computing speed—however the successful
development of a quantum computer will render this tactic
useless [1].

Quantum key distribution (QKD) is essentially the
generation of truly random cryptographic keys between two
parties that are connected by a quantum channel. This true
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randomness means these keys are future proof even in the
presence of a quantum computer. Cryptographic keys are
the key ingredient to realizing secure communication between
the two legitimate parties [1]. Over time, QKD has given
strength to the development of quantum information and is
likely to be a disruptive technology in information management
industry. With its strong long-term security perspective, QKD
will be an important building block for dependably secure
communication networks and it is likely that in the short term
it will be used to complement current security protocols.

Qualified practical use of QKD requires that QKD
systems are trusted by its users (e.g. financial institutions,
military establishments). In other fields this is usually
achieved by a complex assurance procedure including security
specification, evaluation and certification according to a
standardized methodology. QKD offers to guarantee security
of a channel only after measurements have been made to ensure
the channel has not been compromised. Therefore, the security
certification of QKD systems requires standardized properties
of optical components such as photon sources, and detectors
and a framework for the underlying information theoretical
security proofs, which again requires accurate knowledge of
all the critical components of the system.

This need for standards has been driven by the QKD
industry and academia themselves. The first initiative for
the standardization of QKD originated in the context of
the SECOQC ‘SEcure COmmunication based on Quantum
Cryptography’ [2] project of the 6th Framework Programme
(FP6) of the European Community, and it is still active. Within
the European Telecommunications Standards Institute (ETSI)
there is an Industry Specification Group (ISG), which is an
interdisciplinary group uniting experts from various scientific
fields, such as quantum physics and metrology, cryptology
and information theory from academia, research centres and
industry from all over the world [3, 4].

Irrespective of the underlying technologies, there are
quantum devices that appear in most QKD systems,
namely sources and detectors. The characteristics of
quantum optical components are crucial for security analysis
on the quantum optical level. The identification of
relevant parameters, standardization and the development of
appropriate measurement techniques for their metrological
characterization are therefore necessary to enable the efficient
specification of generic security requirements for QKD
systems. The MIQC project is the first answer of the
metrological community to these needs [5].

Although characterization of classical communication
parameters is a well-established metrological activity (even
if research and optimization are still necessary), for
quantum communication further development of these
‘classical’ measurement techniques is necessary to cover
parameter ranges that are beyond the interests of classical
communication. These are, for example, power measurements
and detector characterization at the single-photon level at
telecom wavelengths.

Since an efficient way to attack the channel by
an eavesdropper relies on exploiting inefficiencies of the
components to hide himself in the system, security of practical

QKD systems demands an accurate knowledge of optical and
electronic properties of the QKD components. This will
allow the sender and receiver to eliminate anomalies due to
imperfections and to home in on the eavesdropper.

The MIQC project has developed measurement techniques
for the characterization of QKD quantum optical components
at telecom wavelengths (around 1.55 µm). In particular
the activities have been mainly focused on single-photon
sources and single-photon detectors, but also attention has
been paid to the characterization of quantum random number
generator (QRNG) and to the quantum channels (optical
fibres in this case). This was technically challenging, since
no measurement standards existed before MIQC for photon-
counting technologies at telecom wavelengths. Indeed,
where standards were present, they operated in the regime
of microwatts or above, and are cumbersome to use for
measurements at the single photon level.

2. The QKD system

A QKD system is composed of quantum physical devices
(quantum sources, quantum channels and quantum detectors)
and classical (and well-established) information technology
that is needed for the part of classical communication,
during both the realization of the QKD protocol and the
subsequent secret communication when the cryptographic key
is established (see figure 1) [1].

A QKD source emits individual quanta of light (photons),
upon which a single bit of information is encoded. A
source suitable for QKD will possess a property such that the
encoded bit of information can be recovered faithfully through
quantum measurement, but only when the measurement basis
is compatible with the encoding basis. The information can be
encoded using polarization, phase, detection time, etc.

A single-photon source is ideal as a QKD source, however,
a perfect single-photon source is yet to be realized; current
sources suffer from low efficiencies and stringent operating
conditions, and thus are impractical. For practical QKD, a
highly attenuated pulsed laser approximates to a single-photon
source; these lasers emit optical pulses containing less than
one photon per pulse on average [1, 6, 7]. They are suitable for
encoding in discrete degrees of freedom, e.g., in polarization,
phase and arrival times. In the following text this attenuated
pulsed laser will be referred to as a QKD source. A ‘heralded’
single-photon source, based on spontaneous parametric down-
conversion (SPDC), also generates individual photons. SPDC
(producing quantum correlated photon pairs) is realized by
pumping a non-linear optical crystal with a laser beam.
Detection of one photon of the pair in a specific point in space
and at a given wavelength heralds the presence of its twin at the
conjugate wavelength and position in space (with respect to the
pump). This is of immediate use in metrology of components
and detectors [6–8], and is a prospective candidate technology
for future QKD sources.

A QKD source must maintain indistinguishability for
photons in all degrees of freedom, except that of encoding;
i.e. encoded photons must not be distinguishable through
measurement of parameters other than the encoding parameter.
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Figure 1. Typical schematic of a QKD system.

For example, in the polarization-encoding BB84 protocol
[1], qubits in all four states are required to have exactly
the same wavelength, temporal profile and arrival time
etc. Discrimination of these polarization-encoded qubits
can be made possible through polarization measurement.
Indistinguishability in all photon degrees of freedom except
that of encoding is the key to prevent any side-channel attack
on a QKD system [1].

A QKD source is also specified by a photon number
distributionP(n). This is of prime importance in QKD security
and is quantified by two parameters, namely the mean and
variance of number of photons per pulse. These parameters
determine the multi-photon probability, i.e., the probability
that a photon pulse contains more than one photon. Precise
quantification of these parameters is fundamental in guarding
against the so-called photon number splitting attack [1, 9].

Single-photon receivers are single-photon detectors,
which are optically sensitive devices that probabilistically
transform a single photon into a macroscopically detectable
signal—most often a voltage pulse of a certain short
duration—followed by amplification to a detectable level.

To date there is no single detector that can meet all of the
requirements (such as, for example, unit quantum efficiency,
photon number resolving (PNR) ability, minimum jitter and
dead-time, etc) of any given application and QKD is no
exception [7, 10]. There are many different trade-offs to be
considered in order to obtain the best performance with a given
set of QKD components.

QKD performance can be affected by a number of factors
including limited coupling efficiencies, reflection at the device
surface, finite absorption probability of the photon within
the device, loss of photon-generated carriers and insufficient
gain of the absorbed photon. Another source of photon loss
is the recovery time or dead-time of the detector. A long
dead-time of the single-photon receiver limits the data rates
in a QKD system [7, 10]. To ensure good timing resolution
of the detector, the time interval between the absorption of
a photon and the generation of an output electrical signal

should be stable, corresponding to a small time jitter (hundreds
of picoseconds) [7, 10]. This time jitter is defined as the
uncertainty in determining the photon arrival time at the device.

Moreover, dark counts can arise from electrical noise in the
detection circuit or through the excitation of carriers through
processes such as thermal excitation. The effect of after-
pulsing leads to further increase of the noise level which an
eavesdropper can exploit [7, 10].

The photon emitters and receivers in a QKD system must
be connected by a ‘quantum channel’. Such a channel is
not especially quantum, except that it is intended to carry
information encoded in individual quantum systems, namely
a degree of freedom of a photon. The quantum channel
considered in the context of MIQC project is based on
optical fibre since fibre-based QKD is currently the most
promising evolution of QKD. The physics of optical fibres
has been explored in depth because of their importance for
communication, but investigation of the connection between
fibre properties and decoherence [11] of photon states used as
the information carrier is a fast developing field of interest in
the QKD community [1].

The most important parameter to consider is the amount
of optical loss as this will lower the key rate, as lost photons
cannot be detected, thus the bit of the cryptographic key that
they carry is also lost. Having a fixed repetition rate for the
pulsed QKD source, these optical losses reduce the detected
bit rate of the key, i.e. the number of bits per second exchanged
by person A and person B during the key distribution process.
The raw key rate decreases with distance along the quantum
channel and at some point the detection rate reaches the level
of the dark counts of the detectors; this effectively limits the
maximal achievable distance [1]. Furthermore, the key signal
cannot be amplified. Any lost photons are correlated with the
signal and therefore must be counted as information that is
leaked to the eavesdropper.

Furthermore, as far as the security is concerned, the
quantum channel must be characterized only a posteriori
because the eavesdropper has full freedom of action on it during
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the key distribution process. In fact, at the end of the key
distribution process, person A and person B can evaluate the
maximum amount of information that can be obtained by the
eavesdropper by evaluating the quantum bit error rate (QBER)
at the cost of a part of the key [1]. However, knowledge of
the a priori expected behaviour of the quantum channel is
important.

Furthermore, errors and/or information leakage can be
introduced by non-proper quantum state preparation, and for
this reason QRNGs are therefore tested in the context of this
project.

3. The photon emitters

MIQC project provides a measurement framework for the
characterization of photon emitters developed for QKD in
optical fibre. In the following we will summarize some of
the main achievements connected to the characterization of
relevant QKD source parameters:

3.1. Photon statistics of emitters

It is of utmost importance to characterize the photon number
distribution P(n) of (pseudo) single-photon emitters for QKD.
This includes actual sources used in QKD systems, as well
as source instruments used in test and measurement of other
QKD components. The parameters related to P(n) are very
important in the context of QKD security analysis, because of
the so-called photon number splitting attack.

So far, three different techniques are used in determining
the number of photons present in an optical pulse. In the
first instance, pulses of individual photons are clocked out
of the attenuated laser source; they are detected using a
single-photon detector whose practical quantum efficiency has
been calibrated. As all the other aspects of efficiency in the
measurement apparatus are known, the mean photon number
per pulse is straightforward to determine.

Method 1. The photon source is comprised of a
pulsed laser, an uncalibrated attenuator, and a calibrated
attenuator. The uncalibrated attenuator was used to set a
high power level (100 pW–1 nW), which could be measured
with a calibrated power meter. The calibrated attenuator
was used to set the mean photon number (∼0.1) at various
pulse repetition rates. A calibrated photon-counting detector
operating in gated mode was used to measure the mean photon
number emitted by this source. Specifically designed and
implemented instrumentation for synchronizing, the detector
gate with the source was realized; this was achieved with
low jitter and resolution down to 11 ps. In order to
improve the accuracy, instead of using a commercial calibrated
attenuator a specifically designed fibre-coupled transmission
trap attenuator was realized (figure 2).

The pointing stability of the light coupling system is
ensured by a piezo-based active-controlled fibre-coupling
system with feedback loop. The key advantages of using a
transmission trap detector are polarization insensitivity and
the possibility to use the photodiodes as reference detectors.
The attenuator provides a free space attenuation of 3.6 × 10−5

Figure 2. Body of the transmission trap detector–attenuator. Light
enters from the leftmost and exits from the rightmost part of the
detector. The two 10 mm diameter photodiodes were mounted into
the trap detector in such a way that reflection from photodiode
surfaces takes place at the angle of incidence of 17◦. The planes of
incidence of the photodiodes are perpendicular to each other
ensuring polarization insensitivity of the total reflection and
attenuation. The reflected, non-absorbed fraction of incoming beam
exits from the output aperture of the attenuator at the angle of 34◦

relative to the direction of the incoming beam.

with k = 2 uncertainty of 4.4% at the wavelength of 1550 nm.
The attenuation was directly measured to be independent of
incident power over the range of 10 nW up to 1 mW [12].
While the transmission trap detector is used as a fibre coupled
attenuator, as described above, the uncertainty at k = 2 level
for total attenuation is 3%.

Method 2. The second technique is based on
photon statistics reconstruction by on/off detection [13].
Measurements of photon counts are made using a single-
photon avalanche photodiode for various ‘effective’ quantum
efficiencies. The measured probability P (0) of detecting
no photons is used with a maximum likelihood estimator to
‘reconstruct’ P(n).

Method 3. A third technique for reconstruction of photon
statistics distribution based on ‘direct’ photon counting is
under development. It exploits a PNR detector counting
up to four photons per pulse exploiting commercial single-
photon detectors (SPD) in a tree configuration with four
detectors (as shown in figure 3), controlled by an integrated
circuit which is designed to be configured by the customer
after manufacturing—hence ‘field-programmable’ (Field-
programmable Gate Array or FPGA). FPGA-software as well
as an FPGA board controlling the PNR detector input–outputs,
were developed, and first test measurements were successfully
performed. A very preliminary characterization was
performed and this PNR detector was also exploited
in an experiment aimed at optical occupation mode
reconstruction [14].

Furthermore, instead of investigating the photon statistics
of the source, one can identify parameters that describe the
quantum behaviour of the individual photons generated by a
single-photon source. The relevant parameters are somehow
related to the second order degrees of coherence, and are
used by the quantum information community to describe the
performance of single-photon sources. The single-photon
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Figure 3. Scheme of the PNR detector based on the detector tree configuration: it is composed of a cascade of three 50 : 50 beam splitters
with each output connected to a InGaAs/InP SPAD (single-photon avalanche diode) [15]. The whole system is managed by a FPGA-based
control circuit, gating the detectors only when all of them are ‘ready’ (avoiding dead-time issues) and performing partial real-time
processing of the four SPADs counts.

emission property of a single-photon source is described by the
second order correlation function g(2), which is measured with
a Hanbury Brown–Twiss (HBT) interferometer containing two
single-photon detectors [16, 17]. The HBT interferometer
was realized and measurements on both an attenuated pulsed
laser sources and an almost noiseless heralded single-photon
source (figure 4), realized in the context of this project, were
performed successfully. In particular, the quasi-noiseless
heralded single-photon source [18, 19] is developed exploiting
SPDC phenomena and the heralded photon is emitted at
1.55 µm. The novelty of this source resides in its ability to
nullify the presence of background counts in the heralded
channel without the need of temporal post-selection (typical
of the experiment exploiting heralded single-photon source
based on SPDC) by means of a fast optical switch in order
to prevent the emission of un-heralded photons. With this
source astonishingly good performances were achieved, such
as e.g. g(2)(0) = (0.005 ± 0.007) [19], to our knowledge the
best g(2)(0) value achieved without temporal post-selection.

3.2. Spectral, temporal and polarization properties of photon
emitters

The aim is to develop measurement capabilities for
characterizing spectral, temporal and polarization properties
of individual photons emitted by (pseudo) single-photon
emitters for QKD. The need for photon indistinguishability
for all parameters other than that used for encoding requires
precise knowledge of parameters such as wavelength, spectral
bandwidth, temporal jitter and polarization.

Source timing jitter (the temporal uncertainty in the
temporal emission of the light pulse versus the corresponding
heralding or reference signal) is measured most accurately

and precisely using a high speed photodiode module in a fast
oscilloscope, via the optical signal before attenuation to the
single-photon level. A timing jitter of 9.1 ps was demonstrated.
This was achieved with all instrumentation synchronized
to a 10 MHz maser reference. Temporal measurements
using photon-counting detectors are limited by the jitter of
the detectors (∼80 ps), despite the use of superconducting
nanowire detectors providing the highest temporal resolution
in detecting single photons at high bit rates.

The polarization state of the weak laser pulsed source
is reconstructed by quantum state tomography. Quantum
state tomography is a technique which makes repeated
measurements on the system under study, in order to build up
a picture of the quantum state. So in the case of polarized
single photons, a polarization analysis apparatus (a single-
photon polarimeter) is used to make repeated measurements
over many individual photons, in order to build a statistical
picture of the polarization state. The single-photon polarimeter
operates as a conventional polarimeter but exploiting single-
photon detector instead of conventional ones [20].

The wavelength of the non-attenuated optical source
is measured using a commercial wavemeter, but also a
specifically designed cavity spectrometer for the purpose
of determining spectral linewidth and indistinguishability of
single-photon optical pulses was realized. Actual achieved
instrument parameters were free spectral range of 119.0 GHz
and resolution linewidth = 560 MHz, thus meeting the
specified resolution requirement of 1 GHz. Confinement of
the cavity in vacuum and dual layer active temperature control
reduced the spectrometer drift rate well below practical scan
rates, ensuring linearity of scans. Characteristics have been
demonstrated at single-photon flux rates, detected by the
superconducting nanowire system [21].
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Figure 4. The set-up of the almost noiseless single-photon source: a CW laser pumps a periodically pulsed lithium niobate (PPLN) crystal
producing non-degenerate SPDC. Each signal photon at 810 nm heralds the presence of a correlated photon at 1550 nm. The heralded
photon is sent to a FPGA controlled electro-optical shutter (based on lithium-niobate technology) that opens channel (CH) A for a custom
time interval only in the presence of a heralding count (revealed via a Si-based SPAD).

4. Photon receivers

MIQC project also provides a measurement framework
for the characterization of photon detectors developed for
fibre based QKD. In the context of the MIQC project
InGaAs/InP SPADs [15] are essentially the single-photon
detector considered unless otherwise stated. In the following
we will summarize some of the main achievements connected
to the characterization of relevant QKD receiver parameters.

4.1. Detection efficiency of commercial single-photon
detectors for QKD

Previously, no reference standards were available at telecom
wavelengths at this low level of radiation. To provide traceable
calibrations, the transmission trap attenuator described in the
previous section was developed. The input power to the
attenuator can be measured directly from the photodiodes,
from which the low level output can be calculated, and used to
calibrate the response of a telecom wavelength photon receiver.
Test measurements have demonstrated that this device allows
the detection efficiency of an InGaAs SPAD to be traceably
measured against the cryogenic radiometer with a relative
standard uncertainty of 2%. The detection efficiency of the
SPAD was obtained by comparing the photon count rate
observed with the incident radiation power of an attenuated
pulsed laser at 1.55 µm. The latter was determined by an
analogue InGaAs diode calibrated against a thermopile, which
again was calibrated against a cryogenic radiometer. Two
fibre-coupled variable commercial attenuators decreased the

pulsed laser radiation to few photons. The transmittance and
linearity of the attenuator system was measured by a cross
check diagnostic using the calibrated InGaAs diode. Main
contributions to the measurement uncertainty are after-pulsing
and dark count probability, linearity of the InGaAs diode,
stability of the pulsed laser source as well as the transmittance
and linearity of the fibre-coupled attenuators.

4.2. Novel reference for calibrating single-photon detector

The technique is based on the fact that the spectral radiant
intensity of synchrotron radiation from electron storage rings
is (according to the Schwinger equation) directly proportional
to the stored electron beam current, i.e. the number of stored
electrons. The photon flux of the dedicated electron storage
ring of the PTB, the metrology light source (MLS) can be
varied and controlled over 11 orders of magnitude. Thus it is
possible to calibrate a SPD (operated at very low photon rate)
against a classical radiation detector (operated at a classical
photon rate) without using a calibrated attenuator or relying
on the linearity over several orders of magnitude of a classical
detector [22].

This method provides a novel reference for calibrating
photon receivers. To perform traceable measurements an
InGaAs photodiode, calibrated against a cryogenic radiometer
at 1.55 µm, was used to determine the ratio of photon flux to the
stored ring current. At the MLS, the necessary equipment is
installed to monitor the source size of the synchrotron radiation
over the whole available ring current range [23]. A change of
the source size might change the ratio of photon flux and the
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Figure 5. The set-up of the photon-counting OTDR: a commercial pulsed diode laser emitting at 1550 nm, with pulse width shorter than
300 ps, is strongly attenuated with a variable optical attenuator and sent to a pigtailed optical circulator. The optical signal back-reflected
from the fibre/device under test (DUT), after passing through the circulator, is detected by means of a single-photon detector based on a
free-running InGaAs–InP SPAD. The detector output signal is correlated to the synchronization signal from the pulsed laser exploiting
TCSPC measurement technique.

stored ring current if the ring current is reduced. Within the ring
current range used during the calibration of the fibre-coupled
SPD no change of the source size has been observed and, thus,
of the ratio of photon flux to the stored ring current [24]. Using
this ratio the calibration of superconducting nanowire single-
photon detectors (SNSPD) was performed at a ring current of
5 nA, corresponding to about 630 000 photons per second, and
at wavelength of 1.55 µm. As a result the detection efficiency
of the SNSPD was measured at the entrance of the fibre with a
combined relative standard uncertainty of 1.9% [24]. The main
contribution to these overall uncertainties is the uncertainty
associated with the polarization dependence of the detection
efficiency of the SSPD.

4.3. Other relevant parameters of commercial single-photon
detectors for QKD

Other relevant parameters of commercial single-photon
detectors for QKD, such as e.g. jitter, dead-time, back-flash etc
should also be measured, other than detection efficiency. The
jitter of the SPD (the temporal uncertainty of the emission of
the detection signal versus the absorption of the photon by the
detector) was determined by correlating many detection events
with the trigger signal of the laser. A time delay histogram
can be observed by a time-correlated-single-photon-counting
(TCSPC) measurement, from which the detector’s response
function can be calculated.

A similar TCSPC measurement technique is used to
estimate the dead-time of single-photon detector (after a
detection, the dead-time is time interval during which the
detector is not ready to detect another photon), by varying
the laser repetition rate.

Back-flashes (photons emitted by the detector itself during
the avalanche process in the presence of a detection event)
from single-photon detector appears to be a security issue in

QKD systems, since they may induce an uncontrolled leak of
information on which photon-detector clicks inside the QKD
receiver. In order to perform a proper characterization of back-
flashes, an optical time domain reflectometry (OTDR) system,
operating at single-photon level was developed (figure 5). This
system takes advantage of a new free-running SPD based
on InGaAs–InP SPAD is able to perform the measurement
on long-haul fibres at an extremely low light level, and is
also able to identify the behaviour of active elements at
sensitivities much lower than achievable by commercial OTDR
systems. Furthermore, this improved OTDR operating at
the single-photon level exhibits a surprisingly good temporal
resolution (less than 150 ps corresponding to approximately
1.5 cm resolution) [25]. With this novel OTDR the presence
of back-flashes was confirmed and their spectral and temporal
behaviour has been characterized. In particular two different
kinds of gated InGaAs–InP SPAD were investigated (one
commercial and one prototype): in both cases it was observed
that back-flashes present a broad and continuous spectrum of
emission, with characteristic temporal profiles. We highlight
that from the study of the temporal profiles of the back-flash
emission an eventual eavesdropper can obtain information
about the detection electronics implemented in the detector.

In the context of the MIQC project, the characterizations
of dark counts, after-pulses, etc were performed with
straightforward techniques [26].

Furthermore, tens of kilometres of traceably calibrated
fibre optic links were used to realize a standard platform for
validation, quantification and comparison of different physical
components of a QKD system in a ‘real’ environment. In
particular, the platform can be used to test photon emitters and
photon receivers and also the effects that the fibre may have
on the optical properties of the source. It was also used for the
investigation on the connection between fibre properties and
decoherence of the photon state used as an information carrier.
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5. The quantum random number generator

The QRNG [27] is a physical random number generator (RNG)
which is, for example, based on the physics of photons acting
on a beam splitter. When the photon arrives at the beam splitter
it will either be reflected or transmitted and the outcome is truly
random compared with software generated random numbers
that are pseudo-random.

The interest in commercial QRNGs goes beyond QKD.
Gaming industries are also showing an interest in QRNGs
and request certification of the QRNG. Currently, standard
software tests such as FIPS and Diehard are applied to the
random numbers that are generated [28]. These are used
for pseudo-random numbers that are computer generated
not physically generated and therefore the tests are not so
appropriate for physical RNGs.

In the context of QKD, the QRNG is critical as is ensures
the randomness of the choices made in the QKD session
and therefore safeguards the security of the session. It is
particularly important therefore that there is some independent
physical validation of the ‘black box’ QRNG in addition to
software tests to check the randomness of the bit generation.

An RNG can be deterministic (pseudo-random) or ‘true’.
Deterministic RNGs are based on a mathematical algorithm,
while ‘true’ RNGs can be based on a non-physical process
or a physical source of entropy, which can be quantum or
non-quantum. Sixteen types of quantum RNG (QRNG) were
identified. The difficulty in proving the randomness of a
binary sequence was reported and five statistical software
suites for testing sequences produced by a deterministic RNG
were referenced. The argument that a physical RNG is a
true RNG and that verification of the physical process is
sufficient to verify the randomness of the produced sequence
was highlighted. Thus RNG based on quantum physics, which
is intrinsically probabilistic, is the best choice for RNG. Two
set-ups for open system QRNG were realized [29]. One
comprises LED pulses attenuated to the single-photon level, a
50/50 beam splitter and two detectors. A photon will produce
a click on one of the detectors with some probability. One
detector will be associated with bit 0 and the other with bit
1. The other comprises attenuated LED pulses and a detector
matrix. The detectors of the matrix are grouped in pairs, for
each pair one detector is associated with bit 0 and the other
with bit 1.

To assess the performances of the QRNGs, the properties
of the physical components that require characterization were
identified—the spatial profile of the illuminating beam, the
relative detection efficiencies of the detectors, their dark
count and after-pulse probabilities, and the beam splitter ratio,
together with target uncertainties. Measurement techniques
were developed and implemented for characterizing these
properties at the component level, and in the assembled
devices. Raw bit streams are being collected, and their entropy
analysed, to test the validity of models relating entropy to the
physical characteristics of the devices.

6. Conclusions

This MIQC project lays the foundations for a European
measurement infrastructure able to validate the performance
of QKD systems, and technologies that use and manipulate
single photons. Specifications based on the outputs of this
project will enable systems to be evaluated and standard
measures to be defined, thus helping to shape a validation
and certification process for wider implementation of this
technology. Engagement with manufacturers has highlighted
the importance of characterizing the physical performance of
QKD systems in order to assure both suppliers and customers
that the devices are operating as intended. The MIQC
results will also enable the development of new hardware
for manipulating single and few photons, required for next-
generation communication systems and quantum networks.

The overall aim of the MIQC project was the development
of metrological techniques, standards and methods to facilitate
the commercial success of the quantum communication
technologies in general, and of QKD technologies in particular.

The technical work developed, refined and applied new
metrology to qualify and quantify properties of photon
emitters, photon receivers and quantum channels. New
methodologies were developed to optimize QKD products for
reliable and stable operation. Specifically we:

• Developed a measurement framework for the character-
ization of photon emitters developed for QKD. Specific
operating parameters were quantified, and traceable mea-
surements provided for most of the relevant QKD source
parameters.

• Developed a measurement framework for the characteri-
zation of photon detectors developed for QKD. The vari-
ous parameters necessary for a detection technology to be
considered a suitable QKD photon detector were quanti-
fied and measured in a traceable manner.

• Developed a QKD testbed. Additionally two different
types of (open-system) QRNGs—a core component for
the security of QKD systems—were developed and
characterized. This represents a relevant first step in
the development of the standardization of QRNG whose
practical interest goes beyond the QKD.
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