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Abstract—To accommodate ever-growing traffic, network op-
erators are actively deploying high-degree reconfigurable optical
add/drop multiplexers (ROADMSs) to build large-capacity optical
networks. High-degree ROADM-based optical networks have
multiple parallel fibers between ROADM nodes, requiring the
adoption of ROADM nodes with a large number of inter-
/intra-node components. However, this large number of inter-
/intra-node optical components in high-degree ROADM networks
increases the likelihood of multiple failures simultaneously, and
calls for novel methods for accurate localization of multiple failed
components. To the best of our knowledge, this is the first study
investigating the problem of multi-failure localization for high-
degree ROADM-based optical networks. To solve this problem,
we first provide a description of the failures affecting both inter-
/intra-node components, and we consider different deployments
of optical power monitors (OPMs) to obtain information (i.e.,
optical power) to be used for automated multi-failure localization.
Then, as our main and original contribution, we propose a
novel method based on a rules-informed neural network (RINN)
for multi-failure localization, which incorporates the benefits of
both rules-based reasoning and artificial neural networks (ANN).
Through extensive simulations and experimental demonstrations,
we show that our proposed RINN algorithm can achieve up to
around 20% higher localization accuracy compared to baseline
algorithms, incurring only around 4.14 ms of average inference
time.

Index Terms—High-Degree ROADM, Multi-Failure Localiza-
tion, Optical Networks, Artificial Neural Networks.
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Ptical networks constitute the underlying ultra-large

capacity platform to accommodate the massive traffic
demands [1], [2] that will be required by emerging applications
in Beyond-5G/6G networks, including metaverse [3], digital
twin [4], and distributed edge computing [5], [6]. Network
operators are actively exploring how to build large-capacity
optical networks that can simultaneously support multiple fiber
links between network nodes and several nodal directions, by
leveraging high-degree reconfigurable optical add/drop multi-
plexers (ROADMs) [7], [8]. The degree of a ROADM node
(defined as ROADM degree) is the sum of the number of outgo-
ing fibers connecting the ROADM node to other neighboring
ROADM nodes, plus the number of fibers connecting the
ROADM node to local wavelength selective switches (WSSs)
in the drop plane of the local side!. For example, Fig. 1
illustrates the case of a ROADM with degree 4. In fact, on
the line side, ROADM; is directly connected to ROAD M,
through two outgoing fiber links, and to ROAD M3 through
one outgoing fiber link; on the local side, two local WSSs
are used as add plane and drop plane, respectively. Thus, the
ROADM degree of ROAD M, is 4, as the sum of the number
of outgoing fibers from ROADM, to all adjacent nodes (i.e.,
ROADM; and ROADM3) and the number of drop plane
of ROADM;. The need for a higher network throughput is
leading network operators to investigate alternatives solutions
such as multi-fiber or multi-band transmission [9]. Multi-
fiber networks with high-degree ROADMs [10] are currently
considered as the most likely short- to medium-term solution,
especially as high-degree ROADM nodes (supporting up to 32
outgoing fibers in a single ROADM node) are now becoming
commercially available [11].

High-degree ROADMs typically comprise multiple compo-
nents, such as WSSs, pre-amplifiers (Preamp), and booster
amplifiers (Booster). These components result in intricate
internal compositions within each ROADM node, forming
intra-node networks. Meanwhile, the connection between two
high-degree ROADMs involves multiple fiber spans and inline
amplifiers (ILA), referred to as inter-node networks. In high-

For sake of clarity, in this work, we consider bidirectional networks with
two fibers per degree. Under this assumption, the degrees in terms of entering
fibers (degreern) and exiting fibers (degreepy ) are the same, and in
the rest of the paper we will consider, without loss of generality, always
degreeoyr.
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nents, which combines the advantages of both rules-based
reasoning and arti cial neural networks (ANN).

We extensively evaluate the performance of our proposed
RINN algorithm with both simulations and experimental
evaluations, demonstrating that our proposed RINN algo-
rithm can achieve up to around 20% higher localization
accuracy compared to the baseline algorithms, incurring
only around 4.14 ms of average inference time.

The remainder of the paper is organized as follows. Section
Il reviews the related work of this paper. Section Il describes
the multi-failure localization problem. Section IV introduces
the proposed framework and dataset generator in detail. In

degree ROADM-based optical networks, failures may occur §pction V, we provide simulation evaluations e_md experimental
various components in both inter-fintra-node networks, leadifgmonstrations of the proposed approach. Finally, Section Vi
to data loss and performance degradation. Moreover, sif@ncludes the paper and discusses future research directions.
the likelihood of multiple components failing simultaneously
increases as the degree of ROADM nodes grows, multi- Il. RELATED WORK
failure localization for inter-/intra-node components becomes This section reviews the related work on both single-failure
increasingly important to ensure reliable network managemeand multi-failure localization in (ROADM-based) optical net-
For example, the ability to localize intra-node failures enablegrks, and elaborates on the limitations of existing methods.
new forms of intra-node lightpath recovery [12] based oNote that failures in optical networks can be classi ed as hard
the surviving “partial degree” within a ROADM node, andailures or soft failures [13], and our proposed methodology
it allows to substitute/repair only selected sub-components iefapplicable for localizing both of them.
a ROADM node rather than the whole ROADM node.

On the other hand, multi-failure localization covering botfs ~ single-Failure Localization in Optical Networks
inter-/intra-node components in high-degree ROADMs-based

networks presents signi cant new challengeg: the number L .
P 9 gey:th because it is vital to ensure swift network recovery [14], [15].

of failures is not a xed valughence, compared to single- . . L
. o d vaiue ¢, comp g Many studies have addressed hard-/soft-failure localization of
failure localization, multi-failure localization must address the.

ambiguity regarding the identi cation of number of simulta-.smgle failures occurring in ber links or switching nodes

o . : in optical networks [13], [16]-[22]. For example, failure
neous faulty componentsii J the inter-/intra-node networks o ) . L :
. : ; . localization is carried on using heuristic algorithms and/or
contain an extensive number of compongmthich signi -

cantly complicates the task of pinpointing failure Iocation'sr,]teger linear programming (ILP) models considering mainly

with precision. For instance, if a ROADM node has foup"® link failure [16]-{18]. Speci cally, normal links can be

adjacent ROADM nodes with 8 incoming/outgoing berseaS|Iy identi ed if a receiver receives a normal optical signal,

to each adjacent ROADM node, then the overall numb&s all the links traversed by the corresponding lightpath (LP)

. ' . . —are normal. Conversely, an abnormal link may be identi ed
of inter-/intra-node components, namely incoming/outgoin

bers, pre-/booster/inline-ampli ers and WSS, will increase'g multiple receivers of LPs crossing that link observe an

of factor 4 and 8, from 8 to 256 abnqrmal optical S|gnal [18] . . o
. - : . With the recent rise of machine learning (ML) application,

The main contributions of this paper can be summarized ) L . .
follows: algorithms are being increasingly adopted for failure

he b ¢ K led his is th i localization in optical networks. Ref. [19] leverages neu-
To the best of our knowledge, this is the rststudy investizy) o\ 61ution networks for fault localization in the optical

gating multi-failure localization in high-degree ROAI:)M'interconnect network for cloud data centers. Since failures

based optical networks, considering both |nter-/mtra-nhoqight also affect telemetry, making available only a subset
Ssmpone_gts. d - f the fail in high-d of the required telemetry data, Ref. [13] proposes an ML
e prowbe a d esgr|pT|0n 0 tke al léres In nig d- €0 amework for localizing soft failures with partial telemetry.
Rf%AﬁDM' ase op_tma; ne;wc(;r SI and we fcon§| ?r a S, [20] leverages knowledge graphs to analyze alarms,
0 |'erent strateglfes ort_e 1ep oymerlmto optical POWeL 4 introduces graph neural networks to locate the network
monitors (O.PMS.) or lmonltqrmg optica powelr. faults. All the previously mentioned works focus on failure
As ﬁu; rt?alndorlglna} Cc_>r:ctr|but|((j)n, we Ideve opka NWscalization on either nodes and links, while Ref. [22]-[25] are
metho [pased on rules-iniormed neura networ (RINNhe rst to investigate failure localization for both intra-/inter-
for multi-failure localization of inter-/intra-node COMPO-1,1de components using ML-based approaches. For instance
2The factor 4 indicates the number of adjacent ROADM nodes, and tr%ef' [22] proposed an atFentioh-mechanism-enabled fault lo-
factor 8 indicates the number of degrees from the current ROADM node @ation method for both intra-/inter-node components based
an adjacent ROADM node. The value 8 denotes the number of componegi$ network-wide monitoring data in broadcast-and-selected
in each degree, which includes one incoming ber, one outgoing ber, on{eB ical K h .
pre-ampli er, one booster-ampli er, two inline-ampli ers, and two WSS. &S) R_OADM 0pt|_ca netwqr S Howevgr, t_ ese previous
Therefore, the total number of componentglis 8 8 = 256. works did not consider multi-failure localization and could

Fig. 1. An example of a ROADM with degree 4.

Failure localization has attracted signi cant research effort
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not be scaled to high-degree ROADM-based optical networks,
while our RINN allows to tackle scenarios with large WSSs
and the number of bers per link up to 15.

Note that a novel monitoring technique, namely, power
pro le estimation (PPE), is under initial experimental demon-
stration [26], [27], which has (not yet investigated) potential
to perform failure localization on a network scale as discussed
in Ref. [28]. However, this work does not consider PPE for
failure localization as the investigation of PPE is still at an
early stage, and it has not yet been deployed in commercial
optical networks.

B. Multi-Failure Localization in Optical Networks

While most literature focuses on single-failure localization,
a few works have addressed multi-failure localization in optical
networks using both heuristic algorithms [29]-[32]. Ref. [29]
presents a novel multi-fault localization mechanism utilizing
a fuzzy fault set for ef cient and scalable fault localization in
large-capacity optical transport networks. Ref. [30] proposes
two novel algorithms, namely, a tree-decomposition-basegdde components. We also introduce the OPM and deployment
algorithm and a random walk-based algorithm for multi-linktrategies.
failure localization in all-optical networks. Ref. [31] localizes

soft failures by leveraging degradation detection of quality of High-Degree ROADM-based Optical Networks
transmission (QoT). Ref. [32] is limited to hard failures, while

the proposed RINN solution extends to soft failures. _ ) .
prop }al'gh—degree ROADM nodes interconnected by multiple bers

In addition to the aforementioned approaches based . . ) :
heuristic algorithms, some other works also investigate MI?_etween adjacent ROADM node pairs. This work considers a

based algorithms for multi-failure localization [33]_[36]_.uIIz;cogn_er%tenggg-&egr%e ROADM archc;t_ffcture, da}s shown
Speci cally, Ref. [33] proposes an efcient hybrid multi- N F1g. 2. The node can support different directions

failure localization algorithm based on Hop eld Neural NetSonnecting to other ROADM nades (the ®line side”) together

works (HNNs) for coexisting radio and optical wireless nef’-‘"th one direction to the add/drop module in the node itself

works in 5G. Ref. [34] utilizes both the backpropagatior(1the ‘local side”). Let us denote the set of neighboring

(BP) neural network and the long short-term memory (LSTl\/Bgﬁgm nootldgs of ROADM noﬂe as Rhlb A.ssugwoe';gi; th%
neural network to enhance multi-fault localization in 5G coex- nodel can connect to the neighboring node

g ; : ; 2 R; with Hi; outgoing links, indicating that neighboring
isting radio and optical wireless networks. Ref. [35] reports tj_g ! N :
experimental demonstration of ML-based double-failure loc I—OADNI ?]Odjj Conm?ﬁg;o;’\‘/?lj d((eigreles fgr R?]ADl.M nqge
ization, where principal component analysis (PCA) is usdd P'US: the degree o noderelated to the line side

to reduce non-essential information. Ref. [36] uses articidP 2R Hij . In addition, assume that the number of WSS
neural network (ANN) and Gaussian process regression (Glﬂﬂzfhe drop plane IS, then the degree of ROADM node

to localize the soft-failure location. The authors considéf ate_d to the local side is; " Hence, the ROADM degree of
two soft-failure types of WSS, and the localization accura dei can be calculated with Eqn. (1), wheke is a set of

reaches 95%. Furthermore, Ref. [37] considers different h ADM n]?dﬁs.RF(i)i.DZMshov(\j/_s anh_eﬁarg]ple of cal_curlgting the
failures, including ber links and network components. Th egrees of the nodg which has two neighboring

results allow to determine the availability of a wavelengt OADM nodes (nod¢ and nodez). The number of outgoing

connection subject to the transmission distance and the num s from ROADM nodei to ROADM nodesj andz is 2 .
of traversed hops. and 1, respectively, and the number of WSS on the local side

In summary, while some studies have explored multi-failur@ 5 Hence,tthe RO,;A.\DthQegTreEI Ofandes 5. All the sets
localization in optical networks, to the best of our knowledgé‘,n parameters are )'<S edin fable. I
no existing work has speci cally addressed multi-failure lo- L = Hij + ;8 2N (1)
calization considering both intra- and inter-node component i2R |
failures and considering a scalable solving method swtablel_et us now discuss the constraints of the number of ports of

for high-degree ROADM-based optical networks. the WSSs in the ROADM node. The line side is equipped with
1 kline-WSS, and the local side is equipped withm local-
1. SYSTEM MODEL WSS i m). Since we consider a fully-connected ROADM
In this section, we describe the architecture of high-degraechitecture, the signal received in each line-WSS needs to
ROADM-based optical networks, and provide a possible corhave enough ports to directly connect to all the other line-
prehensive description for different failure types of inter-/intra?l/SSs and one local-WSS at the local side. Hence, the number

Fig. 2: A fully-connected high-degree ROADM node.

High-degree ROADM-based optical networks consist of
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TABLE I: Sets and De ned Parameters

Params Description
N Set of ROADM nodes
L Set of LP requests
M Set of candidate OPM locations
Ri Set of neighboring ROADM nodes
of ROADM nodei, i 2N
m Binary, 1 if OPM is placed in Fig. 3: A multi- ber link between two ROADM nodes.
candidate locatiom, m 2 M
Li ROADM degree of node, i 2 N
i Length of link (i;j ), i;j 2N ;i 6 j L ) .
7 Components in all LPs localization problem for high-degree ROA!DM—pased optical
X Power values of OPM before failure networks. The number of componen® in high-degree
X Power values of OPM after failure ROADM-based optical networks can be calculated as the sum
g c Hﬂmgg: 8; ﬁg?g%?]%nﬁi « companents of the number of intra-node components (denoted Withye )
node 5 “~link H
M Number of candidate OPM locations, i.iMj _and the nL_meer of I|n_k compo_nents _(denoted Withy ) as
Mnode , Mink  Number of candidate OPM locations in Constraint (5). Wg ignore faﬂgrgs cufn_tra-node bersand
in nodes and links connectorglue to their typically minimal impact on the overall
Hij Number of single-direction bers between attenuation. The total number of intra-node components can
- m‘ﬁt')e?”g gg?g ,Olf;Jlogall\IVi/ISGS‘rj( 0 be calculated as in Eqn. (6), which includes the number of
K Number of ports of the side for intra-node transponders, Iocal_ WS_Sspre-ampll er_s/booster_s, and line
connection in the considered k line-WSS WSSs. As shown in Fig. 3, we consider multiple bers to
Si; Number of ber spans in link(i;j ), connect ROADM nodeé and ROADM nodej. As for the
span ;) 2N ;i 6 | inter-node components, let @; denote the number of ber
L Length of single ber span spans in link(i;j ), which can be calculated by Eqgn. (7) as

Number of local WSSs in add side
or drop side of ROADM node, i 2 N
A negative constant value for padding

the ceiling of the ratio of the length; of link (i;j ) over the
length of a single span denoted witli"?" . Then the number

OPM location when no OPM is
deployed in the location

of components in a single ber from nodeto nodej is
2 Sij 1, whichincludesS;; ber spans andS;;  1in-line
ampli ers. Thus, the total number of link componer@g,k

can be calculated as in Constraint (8).
of ports (i.e.,k) of the line-WSS for intra-node connection

should satisfy the following Constraint (2): C = Crode *+ Ciink ()
X 0 1
k Hiy +1;8i2N;j 2R; (2) X X
I2R ;116 Crode = @n +2 +4 Hij A (6)
The ROADM degree is related to the connection between i2N J2R

the line-WSSs on the line side and local-WSSs on the local S = i -
side. In this work, we consider that a line-WSS is only BT | span Y
connected to a local-WSS. The remaining ports (equial t@) X X
are connected to up tb 1 line-WSSs, and hence we can Cink = Hi @2 S 1) (8)
havek line-WSSs. Since the number of pontsinn  m WSS i2N j2R

is usually much smaller than the number of pdetin 1 k

WSS with the current devices [11], [38], we need multiple L )

local-WSSs to connect to all the line-WSSs. Speci cally, th8: Description of Failure Types

Constraint (3) enforces that the local side can connect to anyHigh-degree ROADM-based optical networks suffer from

line-WSS. The total number of ports in all the local-WSSs fdgilures in four categories, including transponders, pre-/line-

connection with the line side should be greater than the numigenpli ers, boosters, local-/line-WSS, and inter-node ber

of line-WSSs on the line side. According to Constraint (3fpans as shown in Table Il. We consider both hard failures,

we can deduct the number of local-WSS required on the lodahich completely disrupt the signal, and soft failures, which

side as shown in Constraint (4), whabee denotes the ceiling degrade the signal. A common hard failure across multiple

operation forx. components isbreak This refers to a situation where the
component is entirely not functional, usually because its oper-

m i Hij ;81 2N ®3)  ational parameters fall below a critical threshold required for
TR functionality (de ned asbreak thresholjl For transponders,

o j2r ; Hi @) a break occurs when the signal launch power is too low to
o m maintain transmission. For ampli ergreakindicates that the

L_et us now enumerate all _the pOSSIble fa!led Component&%A WSS withm  n ports is usually a sub-WSS system [38], but for
which can be used to quantify the complexity of the failuremplicity, this paper considers it as a single component.
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TABLE II: Description of Failure Types

Failure components Failure Types Failure Descriptions
Transponders Break (hard failure) Launch power is lower than the break threshold
Launch power degradation (soft failure) Launch power is lower than the expected value
; ) Break (hard failure Ampli er gain is lower than the break threshold
Pre-/Post-/Line-ampli ers —=m dEegradation ()soft failure) Amgli er gain is Tower than expected value
Break (hard failure) Insertion loss exceeds the break threshold
Local-WSS, line-WSS Excessive Ttering (hard failure) Abnormal wavelength Ttering
Extra attenuation (soft failure) Insertion Toss is larger than the expected value
Inter-node ber spans Break (hard fa_ilure) _ F!ber loss _exceeds the break threshold
Loss degradation (soft failure) Fiber Toss is larger than expected loss

ampli er gain is insuf cient (lower than the break threshold) to
amplify the signal properly. For inter-node ber spandyraak
occurs when ber loss is so high that it exceeds the break
threshold, leading to a complete signal loss. Another hard
failure considered is thexcessive lIteringof local-WSS and
line-WSS components in case of abnormal wavelength Iter-
ing. Aside from hard failure, we also consider soft failures as
follows. Transponders, pre-/line-ampli ers, and boosters may
suffer from launch power degradation and gain degradation,
respectively, which imply that the components are functioning,
but at a reduced functionality. Speci callyaunch power
degradationoccurs in the transponder when the launch power
is lower than the expected value, again degradatioroccurs

in the pre-/line-ampli ers and boosters when the ampli er gain
is lower than the expected value. Besides, local-WSS and

line-WSS _components can also experielxéra attenuation rectlylgqual to the number of pre-ampli ers/boosters, denoted
when the insertion loss exceeds the expected value. Moreove[h (2 Hy ). Besides, the number of candidate
j2D B ) ,

the mter-node. ber spans suffer from loss degradatu?n wh PM locations between local-WSSs and line-WSSs equals
the ber loss is larger than the expected loss. In this study, S
(2 Hi;j), considering the add and drop plane. In

we assume that all the failures listed in Table 1l may occur22.i

. L . . . ddition, the nug;ber q_f, candidate OPM locations between
S|mult§neously, and the objective is to localize and identify aﬂllne—WSSs equal ... o Hu  Hy, as each port
the failures. j2p;  12D;;18j i ;

should directly connect to all the other ports. In summary, the
C. Optical Performance Monitors pumber of g:andidate OPM Ipcations for Iipks can be calculgted

' in Constraint (10). Regarding the candidate OPM locations

1) Monitoring of Signal Power:n this work, we consider in Jinks, as shown in Fig. 4, OPM can be placed at the
deploying low-cost OPMs that only monitor signal power tghput and output of line-ampli ers. These locations correspond
reduce the monitoring cost. Although expensive and mofgspectively to the ending of the previous ber span and the
complex OPMs [39] can monitor other physical metrics beseginning of the current ber span, and hence, the ber span
yond signal power, e.g., BER, OSNR, etc, as they are usuadyn also be monitored with the OPM placed at the input and

expensive and are not considered in this work. output of the line ampli ers. Constraint (11) shows the number
OPMs can be deployed between every two adjacent COgF-OPM locations in links.

ponents listed in Table Il, and the location where OPM can

be deployed is de ned asand_idate OPM Iocat.ionA_ssume M = Mnoge + Mink )
that the total number of candidate OPM locations is denoted

with M, which equals the sum of the number of candidate X X X

OPM locations in nodes (de ned @€ ,oqe) and the number Miode = (6 Hyy + Hij Hi)
of candidate OPM locations in links (de ned &8 ), as 2N j2D \PD 18]

shown in Constraint (9). Regarding the candidate locations of + 2 n
nodes, as shown in Constraint (10), OPMs can be placed in the i2N

input/output of pre-ampli ers/boosters, output (input) of the X X

transponders, and all ports of line-WSS together with local- Miink - = - 25 D (11)
WSS as shown in Fig. 4. Speci cally, the number of candidate 12N j2D

OPM locations between transponders and local WSSs equalg) OPM deployment:Network operators prefer expect to
the number of transponders, namé@y n ;. The number deploy fewer OPMs to reduce capital expenditures, i.e., OPMs
of candidate OPM locations related to pre-ampli ers/boosterare not deployed “by default” everywhere [13]. In addi-
either between pre-ampli ers/boosters and line-WSSs or bisn, some devices, such as transponders, may be already
tween pre-ampli ers/boosters and inter-node bers, is diequipped with built-in OPMs to monitor the output/input

Fig. 4: Candidate OPM locations.

(10)
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power. Consequently, the failure-cause localization accuracy
heavily depends on strategic OPM deployment. Assume that
the set of all OPM placement locations is denoted With=
f1;2;:::;Mg. This work considers a uniform distribution to
deploy OPMs (optimized deployment is left as future work),
and the number of deployed OPMs 4% Then, one OPM

: M . .
is deployed every = MO OPM candidate locations, and

the set of locations deployed with OPMs can be de ned as
MO= fmljm 2 1:M%. Let , represent the placement of
OPM in a candidate locatiom, such that ,, = 1 indicates

OPM is placed in locatiomn, as detailed in Constraint (12): Fig. 6: Pipeline of rules-informed neural networks

1, fm2m?O
m= oo m :8m2M 12)
0. else network only needs to further classify a small amount of sus-

We now show an example of uniform OPM deployment iRected faulty components into normal components and faulty
Constraint (12) with Fig. 5, where 3 OPMs are deployed in @Mmponents, achieving a scalable multi-failure localization
network with 9 candidate OPM locations. In this exampléipeline.

I = 3, indicates that one OPM is deployed for every 3
candidate OPM locations. Consequently, the selected candidaterules-based Reasoning Algorithm

OPM locations to deploy OPMs are 3, 6, and 9. GivenL as the set of LPs in the network, assume thas

the number of components in UP2 L. The components in

all the LPs are denoted with as shown in Eqgn. (13), where

z;; denotes the-th component in LR 2 L. In each LP, one
OPM can be deployed between any two adjacent components.
The obtained power values from OPM are denoted with
x as in Egn. (14), where;; denotes the power value in

. . the monitoring location between theth component and the
These signal powers collected from OPMs will be used t@ +1)-th component in LA 2 L. If no OPM is deployed

achieye m_ulti-failure Iocali_zation using our proposed RINNyotween theth component and th@ + 1) -th component in
described in the next section. LP | 2 L, the corresponding power valug; is assigned
with a small negative constant valueas a ag for no OPM
IV. RULES-INFORMED NEURAL NETWORKS FOR deployed. For the last component (i.e., transponder) in the LP,
MULTI-FAILURE LOCALIZATION although the signal terminates in the transponder and no OPM
In this section, we describe the pipeline of our proposéﬁ’” be deploye.d.after the transpondgr, we can still infer if any
rules-informed neural network, which levearges a rules-basgPonents fail in the LP by detecting if the transponder can
reasoning algorithm to decrease the size of the input fefccessfully receive the signal. Thus, if the transponder (the
to the ANN used for failure localization, making it moreP-th componentin LR) can successfully receive the signal,
scalable and suitable to high-degree ROADM-based optidp: 1S @ssigned with a xed constant equal to 1 as a ag for
networks. Then, we analyze the corresponding computatiorigccessfully receiving the signal. Otherwise,, is assigned
complexity. At last, we discuss the benchmark algorithms, afdth @ xed constant equal to 0.
our dataset generator used to train and test all approaches. 8

Fig. 5: An example of uniform OPM deployment.

[21;1 21,2505 Zayp, ]
Z2-1,22:2, ..., Zo:
A. Pipeline of Proposed Solution z= ; F..z'l 22 i 22pa] (13)
h: i

The pipeline of the proposed solution consists of two stages,
namely, rules-based reasoningnarked in blue andneural

networks marked in green, as shown in Fig. 6. Since the 8 o

number of components in high-degree ROADM-based optical E [X12: X122 X, ]

networks is high (e.g., the number of components is 5306 for ¥ = [X2:15 X2;2; 155 X2;p, ] (14)
the 14-node national Japan topology used in our study), it is h- i

hard to accurately localize failures for all components with ; e
only neural networks. The proposed rules-based reasoning
algorithm applies a threshold-based pre-classi cation based orWWe develop a rules-based reasoning algorithm based on the
the power values in each LP, and pre-classi es the componeptsver values monitored from OPMs. Speci cally, we identify
into normal components, faulty components and suspectearmal, suspected faulty and faulty components based on two
faulty components. After this rules-based reasoning, the neukay rules. (1) Two thresholds;; and i ( i) are
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designed to judge the status of comporgnt The procedures Algorithm 1: Rules-based Reasoning Algorithm
of classifying components according to the thresholds ar€nput: L;z;x, , , ,

elaborated as follows. We rst calculate the optical power Output: Nnoma , Nraiure , Nsuspect

changex;; using the equatiorX;; = jx;;  X;; 1j, where 1 Initialize Nar  fg , Nnormar  fg , Nraiwe  fg
Xii 1 andx;; denote the power values collected from {)-th fNS“SPeﬁ l}lf% L d

OPM andi-th OPM in lightpathl, respectively. The algorithm 2 or iac 0 ©

identi es the status for different components separately. FQr | for i =1 to p do

ampli ers, if the optical power chang®; is above a given s Nai Nai [f zi g

threshold |;, the componentz; is normal; if the optical © ifi 27i<pi®xi 16 " x; 6 then
power changex;; is low another given threshold,;, the ?;'?i )X X'?il. 1 h

componentz,; is faulty. For WSS and ber spans, if the z I Z';;f I;,an antlhirnt en

optical power chang®,;; is above a given threshold; , the 4 | il\lnorma]l Nnomar [ zii @
componentz; is faulty; if the optical power changg; is wu end

low another given threshold; , the component;; is normal. 12 if Xii < i then

Otherwise (l e., I XII II) the ComponerﬂZ“ is 13 ‘ deaiIure N tailure [f ;i 9
considered as a suspected faulty component. (2) We design enden

another threshold,; to judge the status of those componentg z; is not an ampli erthen
before OPMi in lightpathl. If the power valuex;; becomes 17 if X 1 then

higher than a threshold, , all the components before theh 18 | Nraiure Ntaiwe [ 2 @
OPM in LP1| are normal. Otherwise, at least one componef‘ﬁ end

if Xi; < i then
before the OPM in lightpathl fails. | Noomal Noomar  [f 2 @

=

Let us now discuss how to decide the thresholgsand ;. end
Although each component has its component speci catioss, end
e.g., the normal region of ampli er gain for ampli ers, the24 end
real-time value of components is not always equal to |f§ if xii 15 then
component speci cation (with a small jitter). Due to th% e‘ndls !
oscillatory nature, the thresholds should be strictly designgd | eng
to ensure that the component is not misclassied. We rgb if is > 0then
collect the lastjTj monitoring power change values, whiclso forj =1 tois do
is denoted withx; (t 2 T). We obtain the status of 3 ‘dNHOfma' Nnormal - [f 215 9
componentz; for Xy , where the binary variable,;, =1 enden
denotes normal, while ., = 0 denotes faulty. We divide 3, end

Xt (t 2 T) into two sets: seP is de ned as the index ss Nsuspect Nait N(Nnormar [ Nraiure )
of the monitoring power change of normal component, whigh ReturnNnormai , Nraiure , Nsuspect

can be obtained by setting = fpjp 2 N : 7, = 1g.

Similarly, setQ is de ned as the index of the monitoring

power change of the faulty component, which can be obtained

by settingQ = fgg 2 N : 7, = 0g. If componentz; constant value . The outputs are the set of normal compo-
is an ampli er, the thresholds can be calculated using theents, the set of faulty components, and the set of suspected
equations |; = avef X jt 2 Q; X < Mg and i = faulty components. The algorithm starts by initializing four

avef X4 jt 2 P;Xiie > Mg, WhereM = minfX;; jn 2 Pg empty sets for all traversed components, normal components,
andM = maxfx; jt 2 Qg. If componentz; is not an faulty components, and suspected faulty components, which
ampli er, we obtain the thresholds by the equations are denoted b4 , Nnormal » Nrailure » Nsuspect » respectively
avef Xt jt 2 Q;X;ix > rmg and | = avef X jt (line 1). Then, the algorithm loops over all LPs to check the
P;Xix < mg, whererh = maxfX;; jt 2 Pg andm corresponding power values in the OPMs of each LPs and
minfX: jt 2 Qg. Similarly, we decide the threshold; determine the status of all components (line 2-35). During the
using lastjTj power valuesx;ix (t 2 T) collected fromi- loop over OPMs in each LP, the algorithm sejfsto 0 (line
th OPM in LPI. Speci cally, the threshold; is calculated 3), and then identi es the status of components between two
using the equation;; = avef X1 jt 2 P;xix+ > Mg, where adjacent OPMs. The algorithm rst determines the status of
M = maxfx;i jn 2 Qg. There are more new power valuesomponents based on optical power chaige in adjacent
with the running of optical networks. The existing threshold®PMs (line 6-24). We calculate the optical power charge
may be not suitable for the new status. Therefore, we wijhssing through componen; in line 7, and then judge which
repeat to collect power values, and then update the threshdlis component;; is an amplier or a WSS/ ber in line 8
using the newesjTj values. The above method is named aand 16, respectively. If the componenyt is an ampli er, we
moving-window-based threshold determination. comparex;; with the thresholds;; and |; inline 9 and 12,
The proposed rules-based reasoning algorithm is shownaind then judge the status of compongntin line 10 and 13.
Algorithm 1. The inputs are the set of LIRs the components If the componentz;; is a WSS or ber span (line 16), we
z, the power valueg, the thresholds, and and a negative also compare;; with the thresholds,; and |; in line 17

N
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complexity of reasoning with power in normal OPM (line 20-
25) is alsoO(pmax ). Hence, the overall complexity of the
rules-based reasoning algorithm for all the LP®{®max jLj)-

C. Rules-Informed Neural Networks for Multi-Failure Local-
ization

An arti cial neural network (ANN) model is designed to
further predict the status (i.e., failure or no-failure) of all
the suspected faulty components. The model takes the power
values of each suspected faulty component (as identi ed by
the rules-based reasoning algorithm) and outputs the status
of the component (normal or faulty). Therefore, the problem
of assessing the status of all suspected faulty components
is modeled as a set of binary classication problems to
classify all the components. Note that we avoid using a neural
network to simultaneously predict the status of total suspected
faulty components because the number of suspected faulty
components varies with each failure scenario. To generalize
ANN across different failure scenarios, padding would be

. . . ) required to account for all suspected faulty components.
Fig. 7: lllustration of rules-based reasoning algorithm.

and 20, and then identify the status of comporgntin line
18 and 21. Then, the algorithm continues to determine the
status of components based on normal OPMs. Speci cally,
the algorithm compares the threshold with the monitor
value xi; in line 25. If the monitor valuex;; is above the
threshold |;, we set all the components before ORMo
be normal components (line 29-34). After that, the set of
suspected faulty components is obtained by removing all the Fig. 8: lllustration of failure localization with RINN.
determined normal components and faulty components from
the set of all traversed components (line 35). The proposed ANN model will analyze the power values
The proposed rules-based reasoning algorithm is illustratetlOPMs for each suspected faulty component from the rules-
with an example in Fig. 7, representing two lightpaths LP1 (ipased reasoning algorithm, as shown in Fig. 8. Speci cally,
purple solid line) and LP2 (in blue dotted line). First, the algdfor each suspected faulty component (e.g., compoogrih
rithm observes the optical power change between two adjacéig example in the gure), the inputs contain the information
OPMs as shown in Fig. 7(a). We de ne adjacent OPMs onlglated to power values from OPMs of all the LPs traversing
those OPM that are located both before and after a componehé component. The information used for each LP traversing
In this example, the adjacent OPMs are only the OPM befotige component includes the number of hops in the preceding
and after component;;s, and the OPM before and afterOPM before the suspected faulty component (de nedys
componentz,;s. After comparing the optical power changehe corresponding power values in the last monitoring time
between these adjacent OPMs, compozestand component (de ned asp;), and the power values in the current monitoring
Z,;5 are determined to be faulty and normal, respectively. Thiene (de ned asp?). In addition, the inputs also contain the
algorithm then further identi es normal components, as showiumber of hops in the subsequent OPM after the suspected
in Fig. 7(b). In LP 1, since the monitor value;; between faulty component (de ned as$,), the corresponding power
componentz;;; and component;;; is above the threshold values in the last monitoring time (de ned as), and the
1;1, componentz;; is determined to be normal. For LP 2,power values in the current monitoring time (de ned @.
since the monitor valuez.4 between componentg:, and |f no component exists before or after the component in the
Zy;5 is above the threshold:;4, all the components traversedLpP, the corresponding inputs are set to 0. All information is
in the LP 2 before this OPM (i.e., componeats;, z2;2, Z2;3  attened into a vector, whose length matches the maximum
andzy;4) are normal. number of LPs traversing any component, with the upper
Complexity analysis The complexity of the rules-basedbound being the total number of LPs. For components with
reasoning algorithm is analyzed as follows. Assume that tfewer traversing LPs, the remaining slots in the input vector are
maximum number of hops of LP ®(pmax ). Then, for each padded with O to maintain a uniform length. This work adopts
LP, the complexity of reasoning with power loss betweeBinary Cross-Entropy Loss as shown in Eqn. (15), where
two adjacent OPMs (line 4-19) i®(pmax ). Moreover, the denotes the loss value,(x) = 1=(1+ e *), y denotes if
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componentc is faulty, andy denotes the predicted result of Algorithm 2: Dataset Generator

the current component, respectively.

L= [y log( N+@ y) log (M (15

D. Benchmark Methods

We compare our proposed RINN to two baselines, nhamely,
rules-based reasoning and arti cial neural networks, to eval-
uate the advantages of integrating rules-based reasoning and

above adopt same input features, i.e., the power values cgl-
lected by OPMs. 7
1) Rules-based benchmark (Rulesjhe rules-based rea-
soning can not always directly nd all the faulty components?
as some components may only be classied into the set gf
suspected faulty components. If the set of suspected fayltye

components is not an empty, we randomly select some camfor s

ponents from it with equal probability. Then the union of th&
faulty set from the rules-based reasoning and the randorflfsly
selected components from the suspected faulty components
are considered as the determined faulty components for the
Rulesbaseline. 1
2) Arti cial-neural-networks-based benchmark (ANN)Ve 18
take the ANN model [13] as a benchmark, and it follows
the architecture introduced in Sec. IV-C. Unlike the proposes
RINN, which incorporates localization results from rules2t
based reasoning about suspected faulty components, the ANN
benchmarks lack this context and, therefore, are applied toj%lle
components to identify faulty components.

Input: Network topology, Component parameters, Number

of LP requestsjLj ), Number of samplesY), Set of
possible number of failuresN¢ ), Number of placed
OPMM?°

Output: Training samples
1 for |

1tojLj do
Randomly generate a source/destination pair
Route, and assign ber and wavelength with SPFF
algorithm considering wavelength continuity

arti cial neural networks. Note that all the three approachezs g;d

each LPI 1tojLj do
if each candidate OPM location in LPthen
if OPM is deployed in the current candidate OPM
location then
| Obtain the monitoring values before failures
end

end
nd
1to S do
Randomly select one numba¥f from N;¢
forc 1tons do
‘ Determine the failure location, failure type, and
end

failure effect
for each LPI  1tojLj do
if each candidate OPM location in LPthen
if OPM is deployed in the current candidate
OPM locationthen
\ Obtain the monitoring values after failures
end

end
end
nd

E. Dataset Generator

We develop a simulator to generate the dataset as shown
in Algorithm 2. The inputs of the algorithm include the
network topology, parameters of components (note that these
parameters will be described in Sec. V), number of LP
requests, number of samples, set of possible numbers of
failures, and the number of placed OPM. The outputs are
the values of power for all the signals at each OPM in
the network, which compose our dataset. The Algorithm 2
rst generategLj source/destination pair and then serves the

Fig. 9: lllustration of dataset generator.

requests with the shortest path and rst t (SPFF) algorithrf€notes attenuation, and "denotes ampli er. We also assume
to nish the route, ber, and wavelength assignment (RFWA)t.he failure location is WSS3 with an extra insertion loss of

After obtaining LP information, Algorithm 2 starts to obtair® 8- Thus, each OPM value can be calculated according

the normal OPM values before the failure (line 5-10) and tH@ component parameters and failure effect, as shown in the

abnormal OPM values after failure (line 17-23). Regarding tfottom table.

normal OPM values before the failure, the algorithm loops

over each LP (line 5) and obtains power values from each

deployed OPM (line 6-10). Then, Algorithm 2 generates the In this section, we rst discuss the simulation setup and

OPM values after failure for each possible failure sampRenchmark methods. Then, we compare the performance of

s 2 S. Speci cally, Algorithm 2 rst randomly selects the OUr proposed RINN to the benchmark methods. Finally, we

number of failed components; from N; (line 13) and perform experimental demonstrations to validate the proposed

decides the corresponding failure locations, failure types, af@Proach in a real testbed.

failure effects for all failures (line 14-16). After obtaining the

information about failures, Algorithm 2 obtains the monitoring\- Simulation Setup

values after failures for all the LPs (line 17-23). We perform the simulations with a custom-built Python
Fig. 9 shows an example of the dataset generator with and Pytorch simulator on a commercial server (CPU with i9-

LP. The top table is the component parameters, wheré “ 10980XE and RAM with 32G). We evaluate the performance

V. ILLUSTRATIVE NUMERICAL RESULTS
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accuracy is de ned as the percentages of testing samples
where the failed components are successfully identi ed among
all the testing samples. Since we consider the multi-failure
scenario, the proposed RINN might identify only part of the
failed components in some testing samples. We de ne two
concepts, namely)gomplete localization accuracgnd partial
localization accuracyto evaluate the localization accuracy.
Speci cally, complete localization accuracy is de ned as the
percentage of testing samples where the faulty components
identi ed by algorithms exactly match all the actual faulty
components. Partial localization accuracy is de ned as the
Fig. 10: Simulation topology. percentage of testing samples where the algorithms identify
only a partial subset of the actual faulty components (not

) total actual faulty components). Moreover, we also detogzl
of our proposed RINN on Japan topology with a ber span Qfcalization accuracyas the percentage of testing samples

80 kilometers [40], as shown in Fig. 10. We utilize 32local- \yhere at least one failed component can be identi. €bhis
WSS [11] with insertion loss between 3.3 dB to 6.8 dB [38ncompasses both situations: when the algorithm identi es all
together with8 24 line-WSS [38] with insertion loss equalthe faulty components (complete localization accuracy) and
to 5 dB [41]. Preamp gain, Booster gain, and ILA gain arghen it only identi es some of them (partial localization ac-
between 18 and 32 dB, 10 and 20 dB, and 20 and 32 dfyracy). Consequently, the value of total localization accuracy
respectively [42]. All the parameters for simulation are listeggyals the value of complete localization accuracy, plus partial
in Tab. I1I. localization accuracy.

We compare the rules-informed neural networks (named as
RINN) to rules-based reasoning (hamedraged and arti cial

TABLE IlI: Parameters for simulation.

Params Description neural networks (named a@\N). The complete localization
Number of ports in local-WS$k) 32 accuracy and partial localization accuracy of these approaches
Number of ports in line-WS$m; n) 8:24 are denoted witlapproaches (Completendapproaches (Par-
Transponder power 1dBm tial), respectively. Note that we de ne partial localization as
Fiber attenuation 0:2 dB=km a performance metric to evaluate localization accuracy, while
Insertion loss of local-WSS 33 6:8dB the concept of partial telemetry [13] usually refers to the fact
Insertion loss of line-WSS 5dB L . .

Preamp gain 18 32dB that only part of the network monitoring data is available.
Booster gain 10 20dB

:_Iﬁ‘&?]'gf single ber spanl(*®" ) gg kn?z dB C. Investigated Failure Scenarios

Set of possible number of failuredl() [1]; [2]; [3]; [1; 2; 3] We evaluate foufailure scenarioswith one failure (named
Number of training and testing samples 1000, 1000 as1-Failure), two failures (named a2-Failure), three failures
hi?;g'gf’ orfa:faining epochs Oi%%m (ngmed as3-Failure), and mixed failures with the number of
Number of training samples 2000 failures randomly selected from one, two, and three (named as
Number of test samples 1000 Mixed-Failure), respectively. We then evaluate the localization

accuracy under different percentage of OPMs, different types
of failure, and different number of LPs, respectively. The

We implement a two-layer ANN model, including inpUtX:fxrying percentages of OPMs simulate different practical
layer, single-hidden layer and output layer. The number etworks, while the number of failures, the type of failures

neurons in the input layer is determined by the maximuf} o
number of LPs traversing all components, multiplied by th_%n_OI the n_umber of LPs could pe_ changing in time. Therefqre,
is suf cient to generate a training dataset for each specic

six features per LP as detailed in 1V-C and Fig. 8. The numb%rplvI ¢ d trai te ANN del f h
of neurons in the hidden layer and output layer are 64, and percentage and train a separate modet for eac

respectively. The activation function of hidden layer and outp firet' Irli:]hedt;fstrp:]ct)cedunrer,i webselegt th? Itraw;]e:ihANNrm?](tjels
layer are sigmoid function and softmax function, respectivel esting ditierent scenarios based sol€ly on the percentage

The Adam algorithm is applied as training algorithm withou f OPMs rather than other factors. Note that we use some

any normalization way. The number of training epochs is 108(’ays to ?Vo'd. data Iegkgge that the propo;ﬁﬁle learns
with learning rate equal to 0.0001. The number of trainin hy speci c failure statistics leaked from training dataset to

samples is 2000. The model structure and parameters use .Pr%tldaf[ﬁse:’ Wh'c?t C?nd atrtl c;alli/] |mpcrjpf\f/e |tst Egrfo.rmr;mé:_e.
the RINN are consistent with those in the benchmarks. Irstly, the fraining/test datasets have ditreren S, Including

different source/destination pairs and routing paths. Secondly,
the samples in training/test datasets have different failure
B. Performance metrics

Wi luate the | lizati f th 41f each testing sample only contains one failed component, we consider the
€ evaluate e localization accuracy o e propos%grtial localization accuracy as “0%". In this condition, complete localization

RINN using three different accuracy metrics. The localizatio#tcuracy equals to total localization accuracy.
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100%. Moreover, the ratio of suspected faulty components
increases with the number of failures because more LPs are
affected by the failure, making it harder to determine the status
of components. For instance, the ratio of suspected faulty
components for3-Failure is up to 1% higher than that for
1-Failure. Note that the ratio of suspected faulty components
for Mixed-Failureis close to that fo2-Failure as the results of
Mixed-Failureare averaged from failure cases with an average
number of failed components equal to 2 (the number of failed
components are randomly selected from 1, 2, and 3).

As shown in Fig. 11 (b), we further compare the ratio of
suspected faulty components under different number of LPs,
where the percentage of OPMs is 60%. The ratio of suspected
faulty components reduces when the number of LPs increases,
as more components are traversed by at least one LP. For
instance, the ratio of suspected faulty components reduces

(a) Ratio of suspected faulty components vs. from 34% to 7% when the number of LPs increases from 40

percentage of OPMs. to 100. Moreover, it is more dif cult to identify the status of

components with a larger number of failed components. For
instance, the ratio of suspected faulty components increases
up to around 1% in3-Failure compared tol-Failure. The
above results indicate that the proposed rules-based reasoning
obtains better performance with the increase of the percentage
of OPMs and the number of LPs.

2) Evaluations of localization accuracy under different per-
centages of OPMsWe now evaluate the localization accuracy
across different percentages of OPMs, by generating a distinct
training dataset for each percentage of OPM and training an
ANN model separately. In each training dataset, the number
of failures is randomly selected from one, two, and three (i.e.,
mixed-failure), with the failure types selected randomly from
all types, and the number of LPs xed at 100. We further
explain the test dataset used in test procedure. Each sub gure

_ of Fig. 12 contains ve percentage of OPMs, i.e., 20% to
(b) Ratio of suspected faulltFy)/s(.:omponents vs. number of 100% (step by 20%), and there are four sub gures, ie.,
failure, 2-failure, 3-failure and mixed-failure Therefore, the
Fig. 11: Ratio of suspected faulty components after rules-basgéh] number of test dataset & 4 = 20, where each of
reasoning. them contains different percentages of OPMs and/or different
number of failures, while the type of failures is randomly

locations and failure effects (e insertion loss values g?lected from all types, and the number of LPs is 100.
! |u g | ! vald Fig. 12 (a) shows the localization accuracy with only

WSS). Therefore, for any given a training dataset and a t%%te failure. The partial localization accuracy is 0% for all

o e e oo sy e gproacnes. a om one component als.and e e co
failure case:s (i.e., testing samples) for each failure scena ionent 1S elther_ |d§nt| ed or not. ThRINN always has higher
(the number o% ;‘:ailed components in each failure case Egmplete. localization accuracy than bo#NN and Rules
determined according to the failure scenario) &ross dlff_erent percentages of OPM_s when the percentage
' of OPMs is lower than 100%. Speci callyRINN outper-
_ ) forms Rulesand ANN by up to 44% and 30%, respectively.

D. Simulation Results When the percentage of OPMs is 100%, all methods achieve

1) Evaluations of rules-based reasoningle rst evaluate 100% localization accuracy, as all the components can be
the performance of rules-based reasoning in terms of the rationitored. Moreover, when the percentage of OPMs equals
of suspected faulty components under different percentag®9o, the complete localization accuracy Réilesis around
of OPMs. As shown in Fig. 11 (a), the ratio of suspected.6% higher than that oANN, showing thatANN does not
faulty components decreases when the percentage of OPMse a good performance with a small nhumber of OPMs.
increases, as the status of more components can be daf¢en the percentage of OPMs increases (not reaching 100%),
mined with more OPMs. For instance, fdrFailure, the the performance ofANN becomes better thafRRules For
ratio of suspected faulty components decreases from 26%et@ample, when the percentage of OPMs is 80%, the complete
0% when the percentage of OPMs increases from 10% ltxalization accuracy oANN is 36% higher tharRules
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(a) 1-failure (b) 2-failure (c) 3-failure (d) mixed-failure

Fig. 12: Localization accuracy under different percentages of OPMs.

(a) 1-failure (b) 2-failure (c) 3-failure (d) mixed-failure

Fig. 13: Localization accuracy under different types of failure.

When the number of failures simultaneously occurring iof failures, and there are four sub gures. Therefore, the total
the network increases, the overall trend for complete localumber of test dataset & 4 = 16, where each test dataset
ization accuracy remains the same for different approachesntains different types of failures and/or different number of
as shown in Fig. 12 (b)-(d). The difference is that with mortailures, where the number of LPs is 100.

failures, the partial localization accuracy increases from 0% ., the scenario with one failure, the complete localization

in 1-failure. We take the failure scenario of 3-failure as a’éccuracy of RINN is higher thanANN and Rules for the

example. As shown in Fig. 12(c), theo partiat)l accuracyo %ilure of all types of components, as shown in Fig. 13 (a).
RINN, ANN and Rules increases to 78%, 94% and 72%yhen the number of failures increases, the total localization

respectively, when the percentage of OPM is 60%. Moreovef, ., racy for all types of failure increases, as it is more likely

the total localization accuracy also increases with the ”umqsridentify at least one failure with an increased number of
of' failures, meaning that it is easier to ider)tify at least ongjjeq components, as shown in Fig. 13 (b)-(d). Moreover, it
failed component with a larger number of failed components \yorth noticing that the performance Rtilesis always better
For instance, as shown in Fig. 12 (c), the total localizatiqfan ANN for the failure of the transponder regardless of the
accuracy reaches 100% for all approaches when the percentageer of failed components. For instance, the complete lo-
of OPMs equals 80%. Finally, the performance of mixeds,|iation accuracy and total localization accuraciRafesare

failure behaves similarly to the cases with two failures ang.nd 16% and 14% higher than the of ANN for transponder

three failures, as shown in Fig. 12 (d). Speci cally, when thgyy e vyith 3-failure, as shown in Fig. 13 (c). This is because
percentage of OPM is 60%, the propos&NN has up 10 20% each transponder is only connected to one LP, and hence

and 28% higher complete localization accuracy compared gy one feature is available for ANN per failure scenario,
ANN ar:)d Rules respectively. MoreoveRINN has up 10 14% 164ing to insuf cient features to identify the failure location
and 28% higher total localization accuracy compareAMN (o, yansponders. Instead, multiple features are provided to

andRules respectively. other components such as ampli ers, as these components are

3) Evaluations of localization accuracy under diﬁeren‘ktrekll\tlol\lbe traversed by several LPs, providing more features

types of failure: Fig. 13 shows the localization accuracy for

failures of different types of components, where the percentaget) Evaluation of localization accuracy under different num-

of OPM is 60%. In this evaluation, we train an ANN modeber of LPs: We now evaluate the localization accuracy under
using a training dataset generated with 60% OPM. The numlkiferent numbers of LPs. This evaluation uses the same ANN
of failures is randomly chosen from one, two, or three (i.emodel described in Sec. V-D3. As the performance under
mixed-failure), the failure types are randomly selected froutifferent number of failures has already been evaluated in
all available types, and the number of LPs is set to 100. In t&ec. V-D2 and Sec. V-D3, this part only shows the most com-
test procedure, each sub gure of Fig. 13 contains four typgéicated scenario with themixed-failure where the percentage
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Fig. 14: Localization accuracy under different number of LPsS. Fig. 15: Inference time under different number of LPs.

of OPMs is 60%. Since the number of LPs ranges from 20
to 100 (step by 20) in our evaluation, this work uses 5 test
dataset to evaluation all approaches, where each test dataset
includes all types of failures.

As shown in Fig. 14, th&INN always has highecomplete
localization accuracyndtotal localization accuracyhan both
Rulesand ANN across different numbers of LPs. Speci cally,
RINN outperformsRulesand ANN by up to around 29% and
10%, respectively, in terms @omplete localization accuracy
In addition, RINN has up to around 30% and 14% higher
total localization accuracyhan Rulesand ANN, respectively.
Moreover, when the number of LPs equals 40, toéal
localization accuracyof Rulesis around 10% higher than that
of ANN, showing thatANN does not have a good performance
with a small number of power values. When the number of
LPs increases, the performanceAdfIN becomes higher than
Rulesin terms of bothcomplete localization accuracgnd
total localization accuracyFor instance, when the number of - . . .
LPs equals 100, theomplete localization accuracgnd total that the training loss values decrease rapidly with the training

localization accuracyof ANN is up to around 15% and 11%epochs, and then converge to stable values. For example,
than that ofpartial localization accuracy the loss values converge to 0.008 when the percentage of

1 0,
5) Evaluation of interference timewe use a same ANN OPMs is 100%. Furthermore, the loss values decrease when

model (described in Sec. V-D3) to evaluate the inference timtfge percentage of OPMs increases, since the more monitoring

- : . . téatures can be obtained with more OPMs.
As shown in Fig. 15, the average inference time for a singlé
failure sample in all approaches increases when the number of
LPs increases. Although RINN has the largest inference tinte, Experimental Demonstrations and Results

the highest average inference time in our evaluations is still\y, perform experimental demonstrations on a real 3-node
less than 4.14 ms, showing that our proposed solution is SWbApM-based testbed, as shown in Fig. 17. This testbed is
in identifying faulty components in the network. composed of three ROADM nodes interconnected by bers.
6) Evaluation of RINN convergencéNe further evaluate g5:.n ROADM node consists of a complex internal compo-
the convergence procedure of the proposed RINN usingsgon, j.e., ampliers, WSS, and transponders, as shown in
same ANN model described in Sec. V-D3. Fig. 16 showsstiom of Fig. 17. This testbed is controlled by an SDN
the cross-entry loss valieander different number of training conroller, which can perform wavelength allocation for WSSs,
epochs, where the number of LPs is 100. The results indical§y control ampli er gains for ampli ers. Moreover, the SDN
5 . : . _ controller can automatically gather the power values from
s mentioned in Sec. IV-C, we perform binary classi cation for eaChPMS. The live traf ¢ of the optical network can be generated

suspected faulty component, and the output status is failure or non-failure h
The loss values are calculated according to Eq. (15). via traf c generator and analyze(TGA). The failure can be

Fig. 16: Loss values under different training epochs.
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of one OPM (equal td:76 dBm and marked with a purple
box) is shown in the table on the top right of Fig. 19. The
RINN framework determines the failed components based on
the monitored OPM values (step 6), and the results are shown
in top middle of Fig. 19. Finally, we can monitor the live
traf ¢ and LP status using TGA and OSA, respectively (step
7). In this example, the live traf c is changing frof Gbps

to 0 Gbps and one LP request is rejected (i.ez), as shown

in top left and bottom right of Fig. 19, respectively.

We collect 200 training samples and 100 test samples,
respectively. These samples are used to train and test all
algorithms, respectively. As shown in Fig. 20, we also present
the localization accuracy under different percentage of OPMs,
where the number of failures are randomly selected from "1"
or "2". Unlike Fig. 12, the experimental data in Fig. 20 are
collected from a real testbed. The experimental results indicate
that the proposed RINN achieves higher localization accuracy

Fig. 17: Experimental testbed with a 3-node ROADM-baséﬁoaorl/base”ne methods before the percentage of OPMs reaches
0.

Based on the above simulation and experimental evalua-
tions, we summarize the reasons why the proposed RINN
outperforms theRulesbenchmark. Firstly, there is a complex
dependency relationship between continuous power values and
multiple failure locations. Th&ulesbenchmark only utilizes
the pre-de ned rules, and struggles to effectively uncover the
dependency relationship. Secondly, the power values show
an oscillatory and changeable nature in time. Since the pro-
posedRINN is a data-driven method, it is more suitable for
simultaneously analyzing the varying power values. Finally, as
shown in Fig. 6, the propose®INN incorporates the bene ts
of both rules-based reasoning and ANN models. Due to the
these reasons, the propodeliNN achieves higher localization

. . . accuracy than th&®ulesbenchmark.
Fig. 18: Experimental scenario with a 3-node ROADM-based

optical network. VI. CONCLUSION
This paper investigated the problem of multi-failure lo-

inserted througtvariable optical attenuatofVOA), which is calization of inter {lntra node components in high-degree
. . . OADM-based optical networks. We proposed a rules-
able to insert loss in any location of an LP. The status of eac e o
) . . mformed neural network (RINN) for multi-failure localization,
LP can be monitored usingptical spectrum analyzgiOSA).

. . ; ) ¥vhich combines the strengths of rules-based reasoning for a
Fig. 18 shows the corresponding experimental scenario. On shrﬁall number of OPMs and the strengths of arti cial neural
local side, the2 2 WSS is composed of fout 2 WSS, 9

. . .networks (ANN) for a large number of OPMs. Our exten-

and several transponders are connected with WSS to injecf . . 4 : .

. : . Sive simulations and experimental demonstrations validate the

live traf c. On the line side, several EDFA and WSS are use L - .

to gain ampli cation and wavelength switching, respectivel superiority of the RINN algorithm, showcasing an enhance-
9 P 9 9. resp y'm(?nt in localization accuracy of up to 20% and 18% over

The experimental demonstration procedures are iIIustratﬁules and ANN, respectively, while maintaining a practical
in Fig. 19. The procedures in the gure are ordered with blue P Y. gap

numbers. The rst step is to load traf ¢ through TGA. Then th inference time of around 4.14 ms. In the future, we plan to

urther investigate our propose solution when applied to other
SDN controller performs RFWA (step 2) and con gures WSSIiOADM archgectures [I)ikepCIos-based high—degfee ROADM

and ampli ers to set connections for all the LPs (step 3). Aftearnd cascaded high-degree ROADM. The proposed RINN

setting the connections, VOA is deployed to generate failures,, " .. . e -
Solution requires a signi cant number of training samples,

such as WSS-1 and Fiber-3 shown in top middle of Fi vhich presents a critical challenge in practical scenarios. Some
19 (step 4). Speci cally, the components directly connected P g P '

Mmethods can address the issue of sample scarcity, e.g., digital

to the VOA are considered to be failed components. After . : .
) : ins and transfer learning. Moreover, the RINN requires to be
generating failures, the power values are reported from OPMSs. . .
trained on data belonging a speci ¢ network deployment, and
to the SDN controller (step 5). For example, the power value o ) ) .
géneralization of the RINN to multiple topologies remains an

5Due to the lack of experimental components, we do not maven WSS. ppen research challenge. We plan to explore these approaCheS
Instead, we use multipl# k WSSs to form airm  n WSS. in future works.

optical network.
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