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Abstract

Collaborative business processes can be seen as smart contracts, as they are oftentimes adopted to express agreements among differ-
ent organizations. Indeed, they provide mechanisms to formalize the obligations of each involved party. For instance, collaborative
business processes can specify when a certain task should be executed, under which conditions a service should be offered to the
other participants, and how physical objects and information should be manipulated. In this setting, to prevent misuse of smart
contracts and services and information provided, it is paramount to guarantee by design that security requirements are fulfilled.
With the rise in popularity of blockchains, several approaches exploiting the trusted smart contract execution environment offered
by this technology to enforce collaborative business processes have been proposed. Yet, the complexity of business processes,
security requirements, and blockchain applications calls for an engineering approach that guides the design of secure business pro-
cesses. Such an approach should both take advantage of the possibilities offered by blockchain technology to enforce some security
requirements (e.g., non-repudiation), and take into account the limitations blockchain poses for other security requirements (e.g.,
confidentiality). However, we are not aware of any existing work that aims at addressing such issues following a similar approach.

In this article, we propose SecBPMN2BC: a model-driven approach to designing business processes with security requirements
that are meant to be deployed on blockchains. SecBPMN2BC consists of: (i) an extension of BPMN 2.0 that allows designing
secure smart contracts; (ii) a set of algorithms and their implementation that check incompatible security requirements and help the
design of smart contracts; (iii) a workflow that guides the application of the method. The method has been validated with a survey
conducted on security and BPMN experts.
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1. Introduction on a blockchain could increase the transparency between the

) ) involved parties, as it would make it impossible for any of them
Smart contracts [1], as introduced by N. Szabo in the last 4 jgnore claims or to cover their actions.

millennium, aim at automating traditional contracts with hard- Smart contracts can be implemented manually in form of
ware and software. A simple example is a vending machine smart contract code executed on a blockchain. However, man-
that automatically executes contracts between buyers and sell- 4] jmplementations are typically time-consuming, and error-

ers. The introduction of blockchains and the re.—invention of prone [3]. Errors in smart contract code can lead to disastrous
smart contracts [2] as code executed on blockchains has led to outcomes, as assets, e.g., funds, can easily be locked forever.
new and promising platforms for the exe.cutlon of N. Szabo’s Therefore, model-driven development of smart contracts is con-
original smart contractsE] For example, to increase transparency sidered highly beneficial [4].
after some scandals involving bribery and inefficiency, a munic- Many smart contracts can be represented in form of (inter-
ipality may decide to enforce the obligations between the citi- organizational) business processes [3]. For example, the smart
zens and external contractors for road misconstructions in form contract for road misconstructions could be represented as the
of a smart contract. In particular, whenever a citizen reports a  pyginess process shown in Fig. [} The execution of such smart
claim to the municipality, the municipality is supposed to check contracts can, therefore, be supported by executing business
the claim and its urgency and then decide to repair the miscon-  processes on blockchains. Blockchain technology can naturally
struction immediately, refund the citizen Wlt_h a gift card, or  provide desired features such as observability and immutabil-
plan the fix for the near future. Executing this smart contract jry The potential of blockchains for business processes is also
witnessed by a large body of research on the execution of busi-
- ness processes on blockchains [6, [7, 8, 9]. Many existing ap-
*Corresponding author h 1 dels defined in Busi P
Email addresses: julius.koepke®aau.at (Julius Kopke), proaches compl e process mole § defined i bUusIness rrocess
giom@dtu.dk (Giovanni Meroni), mattia.salnitri@polimi.it (Mattia Model and Notation (BPMN) into smart contract code. Conse-
Salnitri) quently, business process instances are executed by the partici-

'In order to distinguish between original smart contracts and the ones on pants by calling the generated smart contract transactions
blockchains, we refer to the latter ones as smart contract code. ’
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While these approaches are building blocks for the model-
driven development and execution of business processes exe-
cuted on blockchains, they are limited to the expressiveness
of BPMN. Indeed, BPMN lacks security concepts preventing
modelers to define secure processes and, therefore, secure smart
contracts. This is a serious shortcoming in the context of imple-
mentations for blockchain since security is a major concern and
a driver for transaction costs. Smart contract codes are the most
targeted blockchain components with more than 44% of the to-
tal security attacks in 2015 [[10], with a loss of crypto assets
worth 7.8 billion dollars between 2011 and 2020 [11]].

We, therefore, argue that inter-organizational business pro-
cesses that are realized via smart contract code should be de-
veloped based on the security by design approach. This paper
will, therefore, answer the following research questions:
[RQ1] how to design secure business processes representing
smart contracts?

[RQ2] how to model secure business processes for blockchain?
[RQ3] how to determine which business process elements should
be executed on blockchain?

[RQ4] how to guide users to design, verify and implement se-
cure business processes using blockchain?

The difference between RQ1 and RQ2 lays in how the mod-
eling language is used: RQ1 focuses on security requirements
independent of the implementation, while RQ2 focuses on the
design of a blockchain-based solution.

Consequently, in this work, we introduce SecBPMN2BC, a
method that guides process modelers and security experts in the
design of smart contracts as secure business processes targeting
blockchain-based implementations. SecBPMN2BC will also
assess if and to what degree security requirements expressed
in process models can be enforced on blockchains.

This article provides the following contributions:

1- to address RQ4, a workflow that guides the model-driven de-
sign of secure smart contracts specified as business processes
(Sect.[2) .

2- to address RQ1 and RQ2, SecBPMN2BC-ML: an exten-
sion of the BPMN 2.0 modeling language covering security and
blockchain-specific requirements (Sect. [).

3- to address RQ3, SecBPMN2BC-Tools: a set of rules and al-
gorithms that define criteria to determine which parts of a busi-
ness process should be executed on a blockchain, and that are
used to check for security requirements incompatible with each
other (Sect. 3] [6).

4- An evaluation of the SecBPMN2BC method with an empiri-
cal experiment (Sect. [7).

To make this article self-contained, the foundations on which
SecBPMN2BC is based are described in Sect. Bl Sect. [§ sur-
veys the state of the art. Finally, Sect. O]draws the conclusions
and outlines future research directions.

2. SecBPMN2BC method

We followed the Design Science Research Method (DSRM)
[12] for the organization of the activities of the research work
that led to the results described in this article. DSRM is a well-
known method for design science that was defined aggregating
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Figure 1: SecBPMN2BC Method

many methods for design science and research work. It iden-
tifies activities that guide researchers from the definition of the
problem to the communication of the results. DSRM led to the
definition of the SecBPMN2 to BlockChain (SecBPMN2BC)
method, which is described in the rest of the article. This method
supports process modelers and security experts in the engineer-
ing of smart contracts represented as business processes. The
method, therefore, supports the design, assessment, and deploy-
ment of secure business processes on a blockchain. It takes
a model-driven and security-by-design approach, where smart
contracts are designed using a graphical modeling language,
named SecBPMN2BC-ML, that allows to represent them as
business processes and to express their security requirements.

SecBPMN2BC requires as input functional specifications
of the smart contract to be designed, as well as a security doc-
ument where security requirements are defined. The output of
the method is secure smart contract code. In this article, we
use the term “security” in a broad sense, including privity and
enforceability concepts.

SecBPMN2BC is composed of the following artifacts: the
SecBPMN2BC-ML graphical modeling language, rules and al-
gorithms that are supported by a software tool named SecBPMN-
2BC-Tools, and a workflow that guides the users.

The workflow of the method follows an engineering ap-
proach for the design of secure business processes targeting
blockchain-based implementations. The workflow phases are
shown in Figure [T, P1 models a smart contract as a secure
business process using SecBPMN2BC-ML; P2 identifies con-
flicts and BPMN elements to be executed or stored on a block-
chain using SecBPMN2BC-Tools; P3 revises the business pro-
cess to resolve conflicts; P4 generates smart contract code based
on the specified process. The process is iterative since, after
P2, designers may decide to revise the process (P3) and repeat
P2, or to generate the smart contract code and complete the
workflow. Figure [T] represents the SecBPMN2BC-ML models



with data objects that can have two states: “No BC def” and
“BC def”. The former represents a SecBPMN2BC-ML model
for smart contracts without blockchain (BC) specific proper-
ties, while the latter represents a SecBPMN2BC-ML model
with blockchain-specific properties. At the first iteration, P2
uses the output of P1, i.e., a SecBPMN2BC-ML model with-
out blockchain-specific properties, while at the next iteration, it
uses SecBPMN2BC-ML model with blockchain-specific prop-
erties. Besides the workflow, the other artifacts proposed in this
article - that is, SecBPMN2BC-ML and SecBPMN2BC-Tools
- focus on assisting the execution of the first three phases of
the method while leaving P4 as a manual activity. As future
work, we will extend SecBPMN2BC-Tools to assist the design-
ers also in the generation of smart contract code starting from a
SecBPMN2BC-ML model.

The core part of this article thoroughly details each compo-
nent of SecBPMN2BC method.

3. Baseline

This section introduces the foundations of the SecBPMN-
2BC method: the concept of blockchain, the SecBPMN2 mod-
eling language, smart contracts, privity, and enforceability re-
quirements.

3.1. Blockchain

A blockchain is a protocol for the decentralized and fully
replicated storage of a tamper-proof sequence of transactions,
maintained and verified by the nodes participating in the net-
work. Transactions are created by users or software agents and
are cryptographically signed. Most blockchain systems follow
the order-execute architecture, where signed transactions are
broadcasted to the nodes of the blockchain, who validate them
by replaying their underlying code and collating them into so-
called blocks. Distribution and replication require an agreement
on the content of the chain. This is realized by different consen-
sus protocols.

Depending on the used consensus protocol, blocks are cre-
ated by so-called miners or ordering nodes. The newly cre-
ated blocks are then broadcasted to all nodes, who validate the
blocks and append them to their local ledger. Each block con-
tains the digest of its predecessor, thus creating a chain-like
structure. In this way, the blockchain systems guarantee im-
mutability and persistence: it is impossible to delete or alter
a transaction without changing the digest of the block, which
would break the chain. Nodes participating in the network guar-
antee that transactions and blocks are valid (i.e., the chain is not
broken), and this prevents the data structure from being tam-
pered with. Also, the replication of the ledger makes it possible
to have the stored data always available locally to every node.

Blockchains can be divided into public and private ones.
Public blockchains allow anybody to access all transactions, is-
sue new ones, and take part in the validation process. Private
blockchains limit access to the blockchain to a specific set of
participants. This can be realized by deploying public block-
chain software on a private network, or it can be established via

permissioned blockchains. Permissioned blockchains provide
access control mechanisms on various levels, such as access to
the ledger, permission to issue transactions, and permission to
participate in the consensus protocol. In addition, they often
support the creation of internal partitions, named channels, to
further restrict the information being manipulated by each par-
ticipant. Depending on the access rights, participants will be
able to access, validate, or issue transactions within the chan-
nels they have access to. Transactions belonging to the other
channels will be invisible and inaccessible to them.

3.2. Supporting confidentiality on blockchain

Public blockchain systems such as Bitcoin [[13]], and Ethe-
reum [2] follow a completely public approach: Every transac-
tion is stored on the shared ledger, and basically every node
verifies / replays every transaction leading to a high degree of
enforceability. However, the balances of each account are pub-
licly available.

A limited degree of privacy is achieved by using pseudonyms
in form of blockchain addresses (hashed public keys) rather
than real names. Ethereum [2]] provides support for custom
transactions in form of Turing Complete smart contract code.
Transactions are basically replayed on each node of the net-
work. If transaction output is dependent on data, such data must
be available for all nodes in the unencrypted form either as on-
chain data or as transaction input. This approach results in a
high degree of proactive online enforceability but has a sub-
stantial toll on confidentiality. If a lower degree of enforcement
is acceptable, off-chain enforcement can be used, where partic-
ipants with data access (encrypted-on-chain or off-chain) check
transactions in form of a distributed oracle [[14]], and only the
execution of this protocol is on-chain [[15]].

Permissioned blockchains support a higher degree of pri-
vacy and confidentiality since access to the blockchain can be
restricted. A well-known permissioned blockchain platform
is Hyperledger Fabric [16]]. It does not require a replay of
transactions on all nodes. Instead, the sets of participants who
have to verify transactions are defined via endorsement poli-
cies. To enhance confidentiality, Hyperledger Fabric supports
two additional building blocks: channels and private data col-
lections. As previously mentioned, channels are logically sep-
arate blockchains that are shared between a subset of partici-
pants. Since transactions are bound to a specific channel, cross-
channel transactions are not supported. This results in a limited
degree of enforceability as the correctness of real-world trans-
actions with input data from multiple channels cannot be ver-
ified via smart contract code. Private data collections are an
off-chain storage that is governed by the blockchain. Such data
can be used within transactions, and the outcome of a trans-
action can be checked by participants who have access to the
input data. However, not being on-chain data has a penalty on
availability.

Zero-knowledge Proofs (ZKPs) [[17]] and in the blockchain
context most relevant, their non-interactive version [18] allow
a prover to prove some assertions without revealing any addi-
tional information. Without ZKPs, enforceability and confi-
dentiality are conflicting requirements, and a balancing of the



forces is required [[15]. When ZKP are used for implementa-
tions, such conflicts can be resolved. However, the applica-
tion of ZKP should be carefully planned and employed based
on well-defined requirements. We argue that for business pro-
cesses targeting blockchains, the requirements on enforceabil-
ity and confidentiality should be explicitly defined in process
models.

3.3. SecBPMN?2 modeling language

SecBPMN?2 [19] extends BPMN 2.0 with security require-
ments. We chose SecBPMN?2 as the baseline for SecBPMN2BC
since it is based on a widely known standard and includes a rich
set of security requirements.

In the following, security requirements of SecBPMN2 are
described, while the first part of Table 1| shows the correspond-
ing annotations. Security annotations change their semantics
based on the BPMN elements they are connected to. We, there-
fore, state the definition for each element they can be connected.

To differentiate annotations’ semantics based on the linked BPMN

element, we add a suffix (Act - activity, DO - data object, MF -
message flow) to their names.

Auditability. It comes in three variants: AuditabilityAct, Au-
ditabilityDO, and AuditabilityMF. They specify that it should be
possible to keep track of all the actions performed when, re-
spectively, a task is executed, a data object is accessed, and a
message flow is used.

Authenticity. It comes in two variants: AuthenticityAct im-
poses that the identity of the users that are executing a task is
verified. AuthenticityDO indicates that it should be possible to
prove that a data object is genuine, i.e., that the data object was
not modified by unauthorized parties.

Availability. It comes in three variants: AvailabilityAct indi-
cates that a task should be ready for execution. AvailabilityDO
indicates that a data object should be available when required.
AvaliabilityMF indicates that it should always be possible to
send a message.

Integrity. It comes in three variants: IntegrityAct, IntegrityDO
and IntegrityMF. They specify, respectively, that a task, a data
object, or a message should be protected from intentional cor-
ruption.

Non-Repudiation. It comes in two variants: NonRepudiation-
Act indicates that the execution of a task should be provable.
NonRepudiationMF specifies that the sending of a message
should be verifiable.

Separation of duties. It requires two or more different entities
to be responsible for the completion of a task or set of related
activities. It is linked to two pools, and it specifies that an entity
cannot play at the same time the roles identified by the two
pools.

Binding of duties. It requires the same entity to be responsible
for the completion of a set of related activities. It is linked to
two pools, and it specifies that they must be played by the same
entity.

Non-delegation. It specifies that a set of actions must be exe-
cuted only by the users assigned to that set. NonDelegationAct
specifies that is not possible to assign part or the whole task to
any other participant.

Privacy. It comes in two variants: privacyAct specifies that a
task should be compliant with privacy legislation, and it should
let users to control their own data. privacyDO is similar to the
former one, but is targeted to a specific data object.

3.4. Smart contracts

N. Szabo coined the term smart contract in the 1990s in
[[L]. A smart contract is the counterpart of a traditional contract
enforced by hardware and software. Szabo introduced the de-
sign goals of observability, online enforceability, and privity for
smart contracts. Observability describes the possibility of each
participant to observe each other’s performance. It can be na-
tively supported by blockchain technology. Online enforceabil-
ity can be proactive or reactive. Proactive online enforceability
aims at making non-contractual behavior unfeasible. In con-
trast, reactive online enforceability is achieved by embedding
the smart contract into the society (e.g., laws, courts, and exec-
utive organs). Privity aims at limiting the spread of knowledge
and control to participants with a contractual need-to know. Sz-
abo describes this as a generalization of the legal term privity,
which requires that a contract should not define rights or obli-
gations of third parties. There are numerous approaches for
modeling smart contracts such as [20, 21, 22 23] 24]]. [23], 20]
aims at supporting reactive enforceability. [24} 21] aims at con-
necting legal contracts with their electronic counterparts. Many
smart contracts can be modeled in form of inter-organizational
business processes [22]. Our approach is based on business pro-
cess modeling and aims at providing extended modeling sup-
port for security requirements and on the smart-contract specific
requirements on privity and proactive enforceability.

3.4.1. Privity

Traditionally, data objects reside in one pool and are as-
sumed to be managed by the process engine of the organiza-
tion owning the pool. This engine can potentially employ task
based-access control [25]], only granting access to actors when
they are entitled to execute a task accessing the data object at
runtime. This perspective changes when data objects are stored
on-chain, as basically, every node of the blockchain has access
to all on-chain data. To limit read access, additional techniques
such as encryption or channels on private blockchains or off-
chain storage need to be applied. However, this can limit the
ability of the blockchain system to validate transactions based
on data [[15]. Therefore, we argue that modelers should be able
to explicitly express read-access constraints for data objects.

One possibility for defining read-access control for data ob-
jects is the usage of the original SecBPMN2 confidentiality an-
notation (not introduced in this article for space limitations).
It allows to provide a static list of participants for read and
write access of each data object. However, with this approach,
dynamic access restrictions cannot be defined. An alternative
would be to define access restrictions using Role-based Access
Control (RBAC) [26]. Such access control rules would need
to be defined over the state of the process in order to respect
the dynamic behavior. We consider the definition of potentially
complex rules as a burden for modelers. Additionally, defining



access control rules separately from data- and control flow may
lead to ill-defined models and maintenance issues.

We, therefore, model read access requirements on top of
privity spheres [[15]. Privity spheres were introduced for the
characterization of different patterns for the implementation of
data-flows on blockchain. In [15] the privity spheres global,
static, weak-dynamic and strong-dynamic were introduced. The
work in [15] uses the term privity rather than confidentiality to
emphasize on the application in smart contracts. See discussion
in Sect. 3.4l for details.

The most restrictive sphere is strong-dynamic. During pro-
cess execution, a participant is in the strong-dynamic sphere of
a data object last written by some writer if it is certain that she
will execute a task reading the data value written by the writer.
A slight relaxation is the weak-dynamic sphere: during process
execution, a participant is in the weak-dynamic sphere of some
data object last written by some writer if she can execute a task
reading the data value written by the writer. A participant is
in the static sphere of a data object if she owns any tasks ac-
cessing the data object. A participant is in the global sphere
of a data object if she is a participant of the process. Privity
Spheres are defined on an abstract process model. In the case
of BPMN a participant is in the global sphere if she takes part
in the collaboration diagram containing the data object.

Example The process in Fig. |3 shows a process between
a citizen (C), a municipality (M) containing a resident regis-
tration office (M.R) and a mayor’s office (M.M) and a timber-
yard containing a mid term planner (T.M) and a road worker
(T.R). The global sphere of the citizen’s data object CD is {C,
M.R, MM, T.M, T.R}. The static sphere of CD is {C, M.R,
M.M }. The weak-dynamic sphere at the task ReportClaim of
CDis {M.R, M.M}, since both M.R and M.M can possibly read
the data value written at ReportClaim. However, the strong-
dynamic sphere at the task ReportClaim is {M.R} because, at
that point, it is only certain that M.R will read the data.

For assessing privity properties of different implementation pat-
terns, the work in [[15] defined safety classes based on the priv-
ity spheres. E.g., an implementation is static-safe if only partic-
ipants owning tasks reading or writing some data objects have
read access to these data objects.

3.4.2. Enforceability

We focus here on proactive online enforceability aiming
in making non-contractual behavior infeasible. Smart contract
code can provide strong support for proactive online enforce-
ability if the data required for some transactions are entirely
stored on-chain or provided as input. Existing approaches for
business processes on blockchain, such as [6, 18] focus on guar-
anteeing that only permissible traces of executions are possible.
E.g., an an out-of-order execution is effectively prevented by
smart contract code that keeps track of the state of the process
instance.

However, checking that only the prescribed execution traces
are admissible does not yet guarantee that control flow deci-
sions are taken faithfully. The required degree of online en-
forceability of decisions depends on the use case. E.g., whether

some buyer accepts an offer should solely depend on the buyer,
while a check on whether the buyer has sufficient funds to ac-
tually pay for the ordered products should be backed by the
blockchain. In other cases, it can be sufficient that other partic-
ipants validate decisions rather than the entire blockchain net-
work. Therefore, we propose to explicitly model requirements
on enforceability for balancing potentially conflicting require-
ments and to select proper technologies for implementations.

4. SecBPMN2BC-ML modeling language

SecBPMN2BC-ML modeling language is based on collab-
oration diagrams of BPMN 2.0 and it integrates parts of the
security annotations of SecBPMN2 with privity spheres and
enforceability requirements. In particular, we adopted all an-
notations of SecBPMN2 but Accountability and Confidential-
ity. We merged Accountability with Auditability: blockchains
structurally enforce Accountability since all traces of actions
executed are available to all accounts. Confidentiality security
annotations are substituted by annotations of privity spheres,
which are far more expressive. We first present the graphical
extensions in Sect. .1 and part of the meta-model Sect[4.2]

4.1. Graphical annotations in SecBPMN2BC-ML

Table[T|shows the graphical annotations of Sec-BPMN2BC-
ML. These annotations can be applied to specific BPMN flow
elements We have marked all new annotations in bold in Ta-
ble[T}] We created the new graphical annotations following guide-
lines of Moody [27]. The On-Chain annotation is used in phases
P2 and P3 of the proposed workflow.

4.1.1. Modeling privity requirements

The original privity spheres described in Sect. were
used for the characterization of implementation patterns using
safeness classes. We build on top of privity spheres and use
them for prescribing the minimal privity requirements of data
objects or messages. Therefore, data objects and messages of
a process model are annotated with privity spheres. An imple-
mentation of such a process model fulfills the privity require-
ments if, for every annotated data object or message d and every
possible execution trace, only members of the required sphere
of d canread d.

In addition, we have adopted and extended the set of spheres
to better fit various requirements: public, private, weak-dyna-
mic, strong-dynamic. The new public sphere allows the entire
public to access all instances of data objects or messages. Ac-
cordingly, read access is not restricted. Potential implementa-
tions might store the data on a public blockchain or store it on a
public web page. In order to avoid confusion, we have renamed
the original global sphere to private. The original global sphere
allows all participants of the process to read the data. We now
use the new label private because this matches well with pri-
vate blockchains, where the blockchain is likely only shared
between the participants of the process. The static-, weak-
dynamic- and strong-dynamic- spheres were not touched (see
Sect. [3.4.T|for their definitions). In SecBPMN2BC-ML, privity



Auditability Separation of duties

Privity - public

Enforceability of the control flow

Authenticity Bind of duties

Privity - static

Enforceability of decisions - public

Availability Non Delegation

Privity - private

Enforceability of decisions - private

% &= =

Integrity Privacy

Privity - strong dynamic

e ®

Enforceability of decisions - user defined

YOoo»®
AelOlTl

Non Repudiation

Privity - weak dynamic

On-chain (To be used on P2 and P3)

Table 1: Graphical annotations of SecBPMN2BC-ML

requirements are represented by graphical annotations, which
can be attached to data objects and messages. All graphical
annotations on privity are shown in Table[T]

We do not explicitly model access control policies for writes,
as an implementation of task-based access control [25] can eas-
ily be achieved via smart contract code. It is also worth noting
that in SecBPMN2BC-ML we kept the privacy annotation, as
its semantics does not overlap with privity annotations. In par-
ticular, we keep its original semantics, i.e., that the targeted ele-
ment should be protected by privacy laws. As far as our knowl-
edge goes, blockchain systems architecturally contradict some
privacy requirements. Requirements such as the right to be for-
gotten, specified in GDPR [28]], contradicts with the immutabil-
ity of blockchain, one of the major structural properties of this
technology. For these reasons we use the privacy annotation to
specify data objects and activities that must comply with pri-
vacy requirements, which cannot be satisfied using blockchain
and, therefore, cannot be stored or executed on blockchain.

4.1.2. Modeling enforceability requirements

SecBPMN2BC-ML allows to define requirements on en-
forceability for the correct execution of the control flow and for
the correct execution of decisions. Enforceability requirements
are expressed via a train symbol. The visual metaphor here is
that a process with enforceability requirements cannot leave the
prescribed control flow (its rails). Enforceability requirements
on the control flow are expressed by a plain train symbol. It can
be assigned to processes, pools, and subprocesses. This anno-
tation requires that the correctness of the control flow is proac-
tively enforced by the developed system. It must be unfeasible
not to comply with the prescribed control flow.

The enforceability requirements on decisions are expressed
via a train symbol with an additional circle defining the re-
quired level of enforcement. This annotation can be attached
to conditional split gateways. If the gateway is connected to a
business rule task, then the enforcement also holds for the busi-
ness rule task. Otherwise, it only applies to the condition of
the gateway itself. The required level of enforcement is defined
by sets of verifiers. SecBPMN2BC-ML provides graphical an-
notations for public, private, and user-defined sets. The public
set requires that decisions are verified by a set of nodes that is
substantially larger than the set of participants of the process,
i.e., this requirement can be fullfilled by smart contract code on
a public blockchain executing the decision. The private set re-
quires that all participants of the process verify the correctness
of the decision, i.e., this requirement can naturally be fullfilled

SecBPMN2BC Element Connectable Elements

EnforceCF Definitions, SubProcess, Pool

EnforceGW Inclusive gateways, Exclusive gateways, Complex
gateway

Privity Data Object, Message

Table 2: Connectable elements for enforceability and privity

by smart contract code on a private blockchain executing the
decision. Finally, the user-defined annotation allows the mod-
eler to provide a set of participants who have to verify the deci-
sion. All graphical annotations on enforceability are shown in
Table[Il

4.1.3. On-chain / off-chain annotations

In addition to modeling privity and enforceability require-
ments, SecBPMN2BC-ML also allows to explicitly define which
instances of process elements should be stored or executed on-
or off-chain. The on-chain storage or execution is graphically
expressed by a chain symbol (see Table[I)). Following our de-
sign process described in Sect. [2]this property is not a user input
of the modeler in P1 or P2. Instead, it is derived in P2. How-
ever, since we allow refinements in P3, the user can change the
property values when required.

4.2. SecBPMN2BC-ML metamodel

Table 2] shows the legal security associations for the new el-
ements introduced in this article. EnforceCF can be connected
to “Definitions” which represents in BPMN 2.0 the basic ele-
ments, i.e., the whole set of processes defined in the diagram;
“SubProcess”, since only a part of the flow of the process may
need to be enforced; and “Pool”, which identifies the part of
the business process executed by a participant that has to be en-
forced. EnforceGW annotations can be connected to decision-
based gateways since the annotations target the verifiability of
such decisions. Privity annotations can be linked to data objects
and messages since they specify the access limitations.

When designing a blockchain-based application, care should
be taken in identifying which portions of the process governing
the application should be carried out on-chain and which should
instead rely on traditional, off-chain tools and techniques. This
decision affects the following elements in business processes.
Structure. The structure of the process specifies the sequence
of BPMN elements. If the structure is defined on-chain, it can
be encoded with a smart contract that will keep track of the
execution of the process. To this aim, the smart contract will
emit events notifying when activities should be executed, and it



will receive notifications when they are started or completed. If
the structure is defined off-chain, the execution of the process
will be managed off-chain (e.g., with a BPMS).

Tasks. Tasks represent a single unit of work that should be
executed. They can be divided into fully automated, semi-
automated, and manual tasks. Generic, script, service, business
rule, send and receive tasks can be fully automated. User tasks
can be semi-automated, whereas manual tasks can only be man-
ual. If fully automated tasks are executed on-chain, it is possi-
ble to specify in the smart contract the instructions required for
their execution. In this way, we can be certain that the execu-
tion of the task will be performed exactly as expected. If fully
automated tasks are executed off-chain, they will be executed
by external software (e.g., by a web service). It is worth noting
that semi-automated and manual tasks require the intervention
of external resources, and they cannot be executed on-chain.
Data. Data being manipulated by the process are represented as
data objects or as messages. When stored on-chain, the process
relies on the blockchain to validate, store, and retrieve them. In
particular, the (rea(ﬂ) and write operations, as well as the logic
to ensure the correctness of the data, are governed by smart
contract code being executed on-chain. If the data are stored
off-chain, both the storage and validation of such data must be
managed by external applications.

4.2.1. Blockchain-specific properties

To specify these concepts, we introduced the following block-
chain-specific properties in SecBPMN2BC-ML.
OnChainModel:boolean for process definition, pools, and sub-
process activities. It specifies whether the execution logic, i.e.,
the logic that enforces control flow dependencies among activi-
ties and keeps track of when activities are executed, will be han-
dled on-chain via smart contracts (if its value is true), or that
the execution logic is handled off-chain (if its value is false).
If OnChainModel is set to true, the On-chain graphical nota-
tion will be shown on the corresponding diagram element.
OnChainExecution:boolean for tasks. It specifies whether
that a task will be executed on-chain by a smart contract (if its
value is true), or it will be automated off-chain (if its value
is false). For user and manual tasks (i.e., tasks that can-
not be automated) this property can only be set to false. If
OnChainExecution is set to true, the On-chain annotation
will be shown on the corresponding task.
OnChainData:{unencrypted,encrypted,digest,none} for each
data object or message. It specifies whether a data object will be
entirely stored and validated on-chain (if its value is unencrypt-
ed), if the data will be stored on-chain in an encrypted form (if
its value is encrypted), if the digest of the data (i.e., the result
of a hash function) will be stored on-chain and the actual data
off-chain (if its value is digest), or if the data will be entirely
stored off-chain (if its value is none). If OnChainData is not

2In most blockchain systems, smart contract code can fully control write ac-
cess and assist read access. The blockchain can guarantee data availability, but
smart contract code cannot restrict read access of peers who are in possession
of a copy of the ledger.

Activity Definitions

+onChainModel:boolean

Task DataObject

+onChainExecution:Boolean +onChainData:{
cleartext, encrypted,
SubProcess digest, none}

+onChainModel:boolean

Message
+onChainData:{
cleartext, encrypted,
digest, none}

Pool

+onChainModel:boolean

Figure 2: Extension of BPMN 2.0

set to none, the On-chain graphical notation will be shown on
the corresponding data object or message.
BlockchainType:{public,private} for process definitions. It
specifies whether the on-chain portion of the process will be
executed on a public or private blockchain.

Those properties hold for the process elements where they
are specified and to all the child elements unless the same prop-
erties are set differently for those elements. It is worth noting
that, since those properties are related to the way the process is
implemented, they are closer to software development than the
security annotations introduced in the previous section and are
used starting from phase P2 of the proposed workflow.

Figure [2] defines the extension of BPMN 2.0 that is needed
for the identification of part of the process to be executed on-
chain and implemented as smart contract code. More informa-
tion on these properties will be provided in following sections.

4.3. SecBPMN2BC-ML in action

Figure 3| shows an example of a diagram created with Sec-
BPMN2BC-ML, that represents the road misconstruction smart
contract being mentioned in Sect.[I] Such a diagram is derived
from a real case study we used for the validation of the method.
In this example, some security annotations of SecBPMN2BC-
ML are used. On the top of the diagram a dashed rectangle
specifies an area that contains annotations to be applied to the
whole diagram. In this case an Enforceability annotation speci-
fies that it should be impossible for a process execution to vio-
late the control flow dependencies in the model.

A Separation of duty annotation specifies that citizen and mu-
nicipality should not be played by the same person. Citizen’s per-
sonal data data object is linked to Integrity annotations to prevent
data object from being tampered with by malicious users. The
same data object is connected to Strong-dynamic privity sphere
annotation, to specify that the data access must be restricted
only to the users that will execute tasks that use it. Claim restric-
tion and General renovation plan data objects are linked to Public
privity sphere annotation since they will be available to anyone.
Urgent? and Local? exclusive gateways of municipality process
are linked with a Public enforceability annotations to specify that
the correctness of the decision must be checked publicly.
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Figure 3: Example of SecBPMN2BC-ML diagram for a road misconstruction
claim

5. Enforcement of security concepts using Blockchain tech-
nology

In this section we analyze to what degree the security re-
quirements expressed in SecBPMN2BC-ML models can be ful-
filled by using blockchain based implementations. In particular,
we base our analysis on the metamodel in Sectf.2] and analyze
to what degree the requirements can be fulfilled, when differ-
ent values for the blockchain-specific properties are used. For
each security requirement, multiple sets of value assignments
are identified for the blockchain-specific properties. Then, each
set is labeled based on the level of enforcement that can be
achieved using the blockchain: native, when the requirement
can be fully enforced by the blockchain using that set of prop-
erty values, possible, when it can only partially be enforced,
and no enf., when the blockchain provides no help in enforc-
ing the requirement. The rules to derive those labeled sets,
together with the algorithms discussed in Sect. [6] constitute
SecBPMN2BC-Tools.

5.1. SecBPMN?2 security annotations

Table 3] summarizes the blockchain enforcement capabil-
ities for the security annotations inherited from SecBPMN?2.
Due to space constraints, only the rules that are pertinent to
the running example are discussed here. The reader should re-
fer to the technical report provided with this paper [29] for the
complete set of rules and additional details. In the following
discussion, we assume that there exists either a static [9] or dy-
namic mapping [30] between process participants and block-
chain identities.

5.1.1. Availability of tasks

If OnChainExecution is set to true for the task linked
to the annotation, then this property is natively enforced by
the blockchain. Indeed, the architecture of blockchain ensures
high level of availability via full replication [31]]. If OnChain-
Execution is set to false, the enforcement of this property
is mandated to the participant in charge of executing that task.
Thus, this property is not enforced by the blockchain at all.

5.1.2. Integrity of data objects

If OnChainData is set to unencrypted, encrypted or
digest for the linked data object, then this property is natively
enforced by the blockchain. When data are on-chain, the dis-
tributed nature of the blockchain prevents them from becoming
corrupted [32]]. If OnChainData is set to none, the enforce-
ment of this property is mandated to the entity that manages the
external storage where the data reside. Thus, this property is
not enforced by the blockchain at all.

5.1.3. Seperation of duties

If OnChainModel is set to true, then this property is na-
tively enforced by the blockchain for all the activities, placed
inside one of the pools targeted by the annotation, whose On-
ChainExecution property is set to true. This property is also
natively enforced for all data objects, linked to the activities
placed inside the pools targeted by the annotation, whose On-
ChainData property is set to unencrypted, encrypted or
digest. The activities are identified in Table [3 with SOD-
Pool(Act) while the data objects with SODPool(DO). Being
the process logic stored on chain, when an agent triggers the
execution of an on-chain task or tries to manipulate a data ob-
ject, access control mechanisms can determine if the address of
that agent differs from the one who previously interacted with
the process portions belonging to the other pools, and only in
that case authorize it [31]]. Conversely, for activities placed in-
side one of the pools targeted by the annotation, if OnChain-
Execution property of those tasks is set to false, the block-
chain can only prevent notifications from unauthorized nodes
to be accepted. Organizations have to implement their own ac-
cess control mechanisms [33]]. The same holds for data objects
linked to tasks placed inside targeted pools, if OnChainData
property of those data objects is set to none. Thus, with the
blockchain alone, we can possibly achieve separation of duties.

If OnChainModel is set to false, then the enforcement of
this property is not enforced by the blockchain at all. Indeed,



OnChain OnChain Output OnChain OnChain  Output OnChain OnChain  Output
Model Execution Label Model Data Label Model Data Label
AuthenticityAct any true native |AuthenticityDO any unencrypted native
any false no enf. any encrypted native
any digest no enf.
any none no enf.
AuditabilityAct any true native |AuditabilityDO any unencrypted native  |AuditabilityMF any unencrypted native
any false possible any encrypted native any encrypted native
any digest no enf. any digest possible
any none no enf. any none no enf.
AvailabilityAct any true native |AvailabilityDO any unencrypted native |AvailabilityMF any unencrypted native
any false no enf. any encrypted native any encrypted native
any digest no enf. any digest possible
any none no enf. any none possible
IntegrityAct  any true native |IntegrityDO any unencrypted native |IntegrityMF  any unencrypted native
any false possible any encrypted native any encrypted native
any digest native any digest native
any none no enf. any none no enf.
NonRepAct any true native NonRepMF any unencrypted native
any false possible any encrypted  native
any digest native
any none possible
NonDelAct any true native
any false possible
BoDPool true true native |BoDPool true unencrypted native
(Act) true false possible|(DO) true encrypted native
false any no enf. true digest native
true none possible
false any no enf.
SoDPool true true native |SoDPool true unencrypted native
(Act) true false possible|(DO) true encrypted native
false any no enf. true digest native
true none possible
false any no enf.

Table 3: Blockchain enforcement rules for SeccBPMN2 security annotations. Please refer to for the meaning of the properties and their values. Note that the
value any indicates that the associated property can assume any of the values it supports.

being the process logic kept off-chain, invocations of activities
and operations on data objects are considered independent from
each other.

5.2. Privity spheres

Table ] provides an overview of all constraints induced by
the privity requirements on annotated data objects, based on the
properties BlockchainType and OnChainData. Only the pub-
lic privity sphere is natively supported on public blockchains
using unencrypted on-chain data, and all other privity levels are
violated. If encryption is used, all privity spheres can possi-
bly be realized on public blockchains. However, this is not
natively supported, as smart contract code cannot access the
data, and additional key exchange between the participants is
required [34]). In case of the strong-dynamic sphere, the key ex-
change needs to be dynamic (@) [15]. Private blockchains can
natively support the public and private privity-sphere. However,
the static-, weak-dynamic- and strong-dynamic- privity spheres
require additional means such as channels to fulfill this require-
ment. Since current private blockchain systems such as Hyper-
Ledger Fabric (HLF) do not support cross-channel transactions
[16], an implementation is not straight forward. Therefore, we
assign possible for the enforcement level for the static- weak-
dynamic-, and strong-dynamic- spheres. The strong dynamic

sphere () is especially channeling for private blockchains with
channels because the same data might need to be written to mul-
tiple channels. For example, in Fig. [3the citizen’s data cannot
be written to a channel containing the Mayor, since it would
allow an indiscriminate access to the data object, violating the
strong-dynamic privity sphere. Instead, two different channels
need to be used, and the second write must be delayed until the
decision on the gateway “urgent?” of the municipality is taken.

Finally, if only a digest is stored on-chain, all privity lev-
els on data can possibly be supported. However, the actual data
transfer is out of scope of the blockchain. The case that neither
data nor digest is stored on-chain is out of scope of the block-
chain, and no blockchain-based enforcement is possible.

The restrictions of privity requirements on linked messages
are shown in the second part of Table[d] They are similar to the
ones for data objects except for encrypted messages. Block-
chains come with built-in support for encrypted data exchange
between two participants (e.g., Diffie Hellman Key Exchange).
The downside is that smart contracts cannot access the message
content. This allows native support for binary messages in the
case of the static and weak-dynamic privity spheres. However,
in the case of the strong-dynamic privity sphere, writing a par-
ticular message to the chain must be delayed until the receiver
will certainly consume the message, leading to only possible



BlockchainType Public Public Private Any
OnChainData  Unencrypted Encrypted (Un)encrypted Digest
Privity constraint on data objects

Any
None

Public native (possible) (native) (possible) no enf.
Private violated possible native possible no enf.
Static violated possible possible possible no enf.
Weak-Dynamic violated possible possible possible no enf.
Strong-Dynamic  violated  possible® possible? possible no enf.
Privity constraint on Messages

Public native possible (native) (possible) no enf.
Private violated possible native possible no enf.
Static violated native possible possible no enf.
Weak-Dynamic violated native possible possible no enf.
Strong-Dynamic  violated possible possible possible no enf.
Enforcebility constraints on decisions

Public native violated possible possible no enf.
Private (native) possible native/possible” possible no enf.
User-Defined (native) possible native/possible” possible no enf.

Table 4: Constraints on enforcement of privity and enforceability requirements.
Please refer to[d.2.1] for the meaning of the properties and their values.

enforcement. Global and public spheres allow a message to be
read by multiple participants. These cases, therefore, match the
case of data objects.

A note on on-chain tasks: if tasks are executed on-chain
also all their accessed data objects or messages must either be
already stored on-chain in unencrypted form, or appear as un-
encrypted parameters of smart contract transactions. On pub-
lic blockchains this is only compatible with the public privity
sphere of data objects or messages. If BlockchainType is set
to private and OnChainExecution is set to true, then the
public and private spheres can be natively supported. The more
restrictive spheres are problematic as they require cross channel
transactions, if data inputs from different channels are needed
for some on-chain tasks.

5.3. Enforceability

5.3.1. Enforceability of the control flow

If OnChainModel is set to true for the process portion
where the annotation holds, and OnChainExecution is set to
true for all the tasks on that portion, then this property is en-
forced by the blockchain itself, as the blockchain forces the pro-
cess to strictly adhere to the control flow dependecies specified
in that portion. Thus, with the blockchain alone, we can na-
tively achieve enforceability.

If OnChainExecution is set to false for at least one of
the tasks on that portion, then the blockchain cannot enforce if
those tasks are executed when specified in the process. Thus,
with the blockchain alone, we can only possibly achieve en-
forceability.

If OnChainModel is set to false for the process portion
where the annotation holds, the blockchain provides no help in
enforcing this property. Thus, with the blockchain alone, we
can achieve no enforceability.

5.3.2. Enforceability of decisions

Process models can contain requirements on the enforce-
ability of decisions by linking an enforceability annotation to
the corresponding gateway. The third part of Table ] provides
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an overview of all constraints, which are induced by the en-
forceability requirements of the data objects accessed by the
task whose output is used by the linked gateway. Native sup-
port for public enforceability can be provided by public block-
chains where the input data of the decision is stored in plain
text on-chain. If only the digest of the data is stored on-chain,
public enforceability is possible using advanced cryptographic
approaches such as ZKP [17] which need to be validated on-
chain. Private blockchains can possibly allow public enforce-
ability if they include a substantial amount of nodes, which are
not under control of the participants of the process.

Private and user-defined enforceability can be achieved na-
tively on private blockchains. However, when privity constraints
on data objects are enforced by using channels, additional con-
straints apply. Channels on private blockchains such as HLF
are isolated blockchains with a subset of participants. This also
implies that transactions spanning over multiple channels are an
open issue. Therefore, privity requirements beyond the private
privity sphere can result in the need to read data objects from
different channels (see Discussion in Sect.[5.2). Enforcing de-
cisions over data objects with privity constraints can therefore
require cross-channel transactions. Such transactions need to
be simulated with approaches such as voting protocols or ZKP.
As a consequence, we assign possible (y) to private and user-
defined enforceability if any referenced data object has a privity
requirement beyond the private sphere.

On public blockchains, private and user-defined enforce-
ability can possibly be achieved if only the digest of the input
data is stored on-chain or data is encrypted. In these cases, ei-
ther ZKP or voting protocols [15] can be employed. In contrast
to the public sphere, it is sufficient to verify the ZKP off-chain.
If neither data nor the digest is stored on-chain, no enforcement
can be achieved by the blockchain alone.

6. Model verification and enhancement

Sect. 5] explained how different sets of value assignments
for blockchain-specific properties affect the enforcement of se-
curity annotations for the associated process element. Thus,
one may be tempted to choose property value assignments be-
longing to the set that provides maximum enforcement of that
annotation. However, properties that hold for the same process
element may influence multiple annotations, possibly in a con-
flicting way. Thus, one should pay attention in identifying, for
each process element, a property value assignment that is com-
patible with all the annotations in the model, i.e., that is present
in all the sets derived from the annotations that hold for that
element.

6.1. Algorithm

To support phases P1, P2 and P3 of the proposed workflow,
we defined an algorithm that (i) identifies, for each process ele-
ment, a set of property values satisfying and possibly enforcing
the security and privacy requirements specified by the anno-
tations, (ii) verifies if current property value assignments are



compatible with each other, and (iii) detects conflicting annota-
tions in a SecBPMN2BC-ML model.

Similarly to what is typically done in many Business Pro-
cess Management (BPM) tools, this algorithm relies on a tree
structure to represent the process model. The root element rep-
resents the process definitions, and the blockchainType and
onChainModel properties can be set for that element. The child
elements of the process definitions are pools, data objects, and
messages. Data objects and messages are leaf elements, and
the onChainData property can be set for those elements. Pools
are intermediate elements, and the onChainModel property can
be set for those elements. The child elements of a pool are
tasks, subprocess activities, gateways, and events. Tasks are
leaf elements, and the onChainExecution property can be set
for those elements. Gateways and events are leaf elements as
well, and no blockchain-specific property can be set for those
elements. Subprocess activities are intermediate elements, and
the onChainModel property can be set for those elements. As
for pools, the child elements of a subprocess activity are tasks,
other subprocess activities, gateways, and events.

The scope of blockchain-specific property values holds for
the element where that property is set, and for all its children
and grandchildren. However, if the same property can be set
for one of the child elements, then the old value is no longer
propagated, and the new value holds for that child element and
its children. For example, if onChainModel is set to true for
the process definitions and to false for the Citizen and Munici-
pality pools, then the structure of the process portion outside the
pools (i.e., the message flows representing the process choreog-
raphy) will be put on-chain, whereas the structure of the process
within the pools (i.e., the internal processes) will stay off-chain.
We say that a property value assignment directly holds for a
process element if the property belongs to that element. We say
that a property value assignment indirectly holds for an element
if that property belongs to an ancestor of that element, rather
than to the element itself. The algorithm is composed of three
main steps. Step 1 builds for each element in the process tree
a set of property value combinations that hold locally for that
element. Step 2 scans the process tree bottom-up to remove,
for each element, combinations incompatible with its children.
Step 3 scans the process tree top-down to identify, for each el-
ement, the combination that maximizes the enforcement of the
security constraints holding for that element. Also, it detects if
conflicting security requirements are present in the model. Due
to space limitations, in the next sections we will only briefly
discuss these steps. To address this shortcoming, we have also
created a technical report [29] to provide to the interested reader
all the inner details on how the algorithm works.

6.1.1. Deriving local combinations

To identify, for each process element, a set of property value
combinations that hold locally for that element, the following
steps are performed:

1. For each security annotation, the corresponding rule dis-
cussed in Sect. [5]is evaluated, and a set of combinations
S r(e;) is identified for each process element e; affected
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OnChainExecution BlockchainType OnChainModel OutputLabel

false public true no enf.
false private true no enf.
false public false no enf.
false private false no enf.
true public true native

true private true native

true public false no enf.
true private false no enf.

Table 5: Property value assignments that hold locally for Assess urgency.

by the rule. Each combinations of Sk(e;) = [C;], where
C; = {[P¢], s), is a combination of property values Py =
(property,value) which directly or indirectly hold for
¢; and rule R. Value s in C; determines to which ex-
tent the rule R is enforced by the blockchain, where s =

{native, possible,no_enf.}, and native > possible > no_enf.

If the same element e; is subject to multiple rules R, all
sets of e; are combined to obtain the most stringent re-
quirements. Given S gi(e;) and S go(e;), with C; = {[Py], 5)
in Sgi(e;) and C,, = ([ P], 1), if C,, exists in S go(e;) (note
that the combinations P must be the same in C; and C,,)
where s >= t, then C,, is added to the resulting set. Oth-
erwise, i.e., if s < 7, then C; is added to the resulting
set.

If ¢; is not subject to any rule, then S(e;) is composed
by every possible combination of all properties that may
directly or indirectly hold for that element.

2. If no value was previously assigned to any of the prop-
erties of S(e;) before the algorithm was run, this step is
skipped. Otherwise, for each element ¢;, the set of prop-
erty values A(e;) = [P;] already assigned to the properties
of e; is computed. Then, all the combinations incompat-
ible with A(e;) are removed from S (e;). More precisely,
for each P; in A(e;), for each [C;]in S (e;), if P; ¢ [Pi] of
Cj, then C; is removed from S (¢;).

Table [5] shows the outcome of this step for task Assess ur-
gency in the running example. In particular, the set S (Assess
_urgency) is obtained by merging the sets S s,ppooi(Assess
_urgency), S puppriviry(Assess_urgency), and S gy forcecr(Assess
_urgency).

6.1.2. Bottom-up scan

In the previous step, we identified the combinations that
hold for each process element, without taking into account the
tree structure of the process. However, it may happen that a
combination derived for a parent element may not be compati-
ble with any of the combinations derived from one of its child
elements. In particular, a combination C; is compatible with a
set S(e}) if at least a combination C ; exists in S (e}) such that,
for each property value assignment P, = {property’,value’),
a property value assignment P, = (property, value) does not
exists in C; such that property = property’ A value # value’.
For example, if the onChainData property for Citizen’s data is
set to unencrypted by the user, then the combination
blockchainType:public for the process definitions would
be incompatible with all the combinations for Citizen’s data.



Therefore, to take into account all the parent-child relations
in the process tree, it is necessary to remove from each ele-
ment the combinations that are incompatible with their child
elements. To do so, Algorithmis used.

Algorithm 1: propagateUp

input : SecBPMN2BC e._i: element

output: Set S_temp: admissible property value combinations for

parent element

S_temp=newSet();

for C_jin S[e_i] do
C_temp = newCombination();
for P_k in C_j.properties do

if P_k.name not in e_i.properties then
L L C_temp.properties.add(P_k);

| S-temp.add(C_temp);

if not e_i.isLeaf then
for e_i’ in e_i.children do
S_parent = newSet();
S_local = newSet();
for C_child in propagateUp(e_i’) do
C_parent = newCombination();
C_local = newCombination();
for P_child in C_child.properties do

if P_child not in e_i.properties then

L C_parent.properties.add(P_child);

C_local.properties.add(P_child);

S_parent.add(C_parent);
L S_local.add(C_local);

S[e-i] = constrain(S[e_i],S_local);
| S-temp = constrain(S_temp,S_parent);

return S_temp;

Starting from the root element e; of the process tree, an
empty set S.mp is created. Then, for each combination C; in
S (e;), a new combination S ,,, which contains only property
values that indirectly hold for that element, is derived.

If ¢; is not leaf element, two empty sets S ,qrens and S joca
are created. Then, for each element ¢! that is a child of ¢;, Al-
gorithm [I] is recursively invoked and the following steps are
repeated.

For each combination C;4 in the set returned by that invo-
cation, two combinations Cpgen and Ci,eq Which contain only
the property values in Cgpyq that, respectively, indirectly and
directly hold for e; are derived and are added, respectively, to
S parent and S j,cq;. Then, the combinations in S (e;) that are in-
compatible with §,.,; are removed. Similarly, the combina-
tions in S, incompatible with S ,4,.,,; are removed.

Eventually, S ., is returned by the algorithm.

It is worth noting than, when executing this step, none of
the combinations for an element e; may be compatible with its
children. In this case, an empty set is assigned to S(e;), in-
dicating that a conflict exists. Such a conflict will be handled
subsequently in the next and final step.

6.1.3. Top-down scan

In the previous step of the algorithm, for each process el-
ement, the combinations compatible with all security annota-
tions - that is, the ones directly holding for that element and the
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ones holding for the other elements that have a parent-child re-
lation - have been identified. However, it is worth noting that
multiple combinations may be compatible with a process el-
ement, providing different levels of enforcement of the secu-
rity annotations. Also, when one of such combinations is se-
lected, the combinations compatible with its child elements are
restricted to the ones compatible with the combination selected
for the parent. Finally, if no combinations exist for an element,
then a conflict in the security annotations holding for that ele-
ment exists. To select the combinations that provide the local
maximum enforcement, Algorithm 2]is used.

Algorithm 2: propagateDown

input : SecBPMN2BC e.i: element
output: Boolean noConflicts: true if the model passes all constraints
noConflicts = true;
if e_i.parent then
L S[e_i]=constrain(S[e_i],S[e_i.parent]);
if S/e_i].size = O then
err.raise(e_i,”Conflict detected’);
| noConflicts = false;

else
C_best = getBestCombination(e_i);
S[e-i] = newSet(C _best);
assignValues(e_i);
for e_i’ in e_i.children do

temp = propagateDown(e-i’);

if noConflicts = true then

L noConflicts = temp;

return noConflicts;

Starting from the root element e; of the process tree, the
boolean variable noCon flicts is initially set to true, indicating
that no conflict was detected so far. Then, if ¢; has a parent
element €4y, the combinations in S (e;) that are incompatible
with S (e,arens) are removed.

After that, if S (e;) is an empty set, a conflict is detected for
e; and noConflicts is set to false. Otherwise, the combination
Cpes that provides the maximum enforcement for e; - that is, the
one whose value s is the highest among the other combinations
- is selected from S (e;), and the property values of e; are set
according to the ones in Cy,, that directly hold for e;. Then, for
each element e; that is a child of ¢;, Algorithm is recursively
invoked, and its result is used to update noConflicts as long as
that variable is true.

Eventually, noConflicts is returned by the algorithm.

6.2. Tool support

We created a software tool, named SecBPMNZBC-Toolﬂ
as part of the SecBPMN2BC method, that implements the pro-
posed algorithm. SecBPMN2BC-Tools was written in Java with
Eclipse EMF SDK and STS-Tool librarie§’] With this software
it is possible to model and analyze SecBPMN2BC-ML mod-
els. In particular, SecBPMN2BC-Tools identifies and high-
lights conflicts when present. Furthermore, SecBPMN2BC-
Tools identifies BPMN 2.0 elements that need to be executed

3https://github.com/MattiaSalnitri/SecBPMN2BC
4Seehttps://www.sts-tool.eu
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and stored on blockchain in order to enforce the security and
privacy requirements specified by the annotations. It, therefore,
adds the On-chain annotation automatically.

Table [6] shows the property value assignments identified by
SecBPMN2BC-Tools for the road misconstruction claim pro-
cess, introduced in Sect. In particular, SecBPMN2BC-
Tools received in input the SecBPMN2BC-ML model shown in
Figure[3] after setting the blockchainType property to public
and leaving the other properties unassigned.

Note that, being the target a public blockchain, only the di-
gest of the citizen’s data is stored. Indeed, storing this infor-
mation on-chain in unencrypted form would allow anybody to
access it, thus violating the strong dynamic sphere requirement.
Consequently, task Check claim cannot be executed on-chain, as
it needs to access the citizen’s data. Conversely, the claim de-
scription is stored on-chain in unencrypted form, as it is sub-
ject to the public sphere requirement, which can be natively
enforced by the blockchain. Also, task Assess urgency is exe-
cuted on-chain, as its outcome determines the branch taken by
the Urgent? gateway, which is subject to the public enforceabil-
ity requirement. In this way, this requirement can be natively
enforced.

7. Evaluation

We evaluated the SecBPMN2BC method using three real
case studies to evaluate the expressiveness of the modeling lan-
guage and the utility of the software tool. We also designed and
performed an empirical experiment for a wider and unbiased
analysis of the method.

7.1. Case study evaluation

We selected the case studies based on the relevance of their
domain and the sensitivity of the information used: (i) manage-
ment of birth certificates in a large Greek municipality; (ii) visit
of a pediatric patient in an Italian hospital; (iii) teleconsultation
of a pediatric patient between an Italian and a Spanish hospitals.

The case studies were not originally designed for block-
chain execution. Therefore, we slightly modified their pro-
cesses. For each case study, a description of the original and
the modified processes can be found here [35]. The Business
processes we used had respectively 21, 37, 48 activities and 21,
16, 28 security (and privity) annotations. Thus, they can be
considered medium-size processes.

Using SecBPMN2BC-ML, we were able to fully define the
processes thanks to the expressiveness of SecBPMN2 which is
the baseline of the modeling language, and thanks to the exten-
sive support for security annotations provided by our extension.
To this aim, SecBPMN2BC-Tools proved to be a very useful
support, since it detected conflicts, and it identified tasks and
data objects that required to be put on-chain to satisfy security
annotations. For example, the assignment discussed in the last
paragraph of Sect. [6] about the example shown in Fig. [3| was
detected thanks to software and algorithms we developed.

When selecting the blockchain type as private, SecBPMN2-
BC-Tools identified that all data objects can be stored in unen-
crypted form on-chain. In this case also Check claim should be
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executed on-chain to enforce the public strong-dynamic privity
requirement of the Local? gateway. However, this will only pos-
sibly support the public enforceability requirement on a private
blockchain. Since there are no privity requirements on Claim
description, this can be stored on-chain regardless of the block-
chain type and the corresponding decision tasks should also be
executed on-chain to natively enforce the public enforceability
requirement on Urgent?.

If a designer is not satisfied by the derived solution, she can
manually change the on/off-chain annotations and re-run the ap-
plication. E.g., if other requirements (e.g., storage cost) only
allow to store a digest on-chain, this can be enforced by over-
riding the derived values and re-executing the software. The
workflow proposed in the method was followed naturally. Ap-
plying SecBPMN2BC to the case studies was a success, yet we
identified a limitation inherited from BPMN 2.0: the inability
to distinctively identify data objects among different diagrams.
This prevents to refer (easily) to external data objects, not al-
lowing to derive, for example, which users are allowed to access
a data object in case of static or private spheres.

7.2. Empirical experiment

The design of the empirical experiment being used for eval-
uating the SecBPMN2BC method was based on the Wohlin et
al. approach [36]]. Such an approach is well known and widely
used, and it guides the designers from the definition of the scope
of the experiment to a critical analysis on the validity threats.

7.2.1. Experiment scoping and research questions

We focused on the targeted users of the method: a team of
security (and privacy) experts and business process experts that
will collaborate for the design of the functional part of business
processes and security requirements to be enforced.

We identified the following Empirical Research Questions
(ERQs), based on the contributions proposed in this paper to
address the research questions identified in the introduction:
[ERQ1] is SecBPMN2BC-ML expressive enough to specify
security (and privity) requirements of business processes?
[ERQ2] is SecBPMN2BC-ML expressive enough to specify
secure business processes to be executed in blockchain?
[ERQ3] are the rules implemented in SecBPMN2BC-Tools for
the identification of on/off-chain elements valid?

[ERQ4] Does the SecBPMN2BC method correctly guide users?

ERQ1 aims at investigating the fit of the modeling language
to be used to specify business processes with a focus on security
(and privity) requirements, i.e., these requirements need to be
specified along with functional requirements of processes.

ERQ?2 focuses on the suitability of the proposed modeling
language as a specification for the enforcement of the business
processes, with security requirements, in blockchain.

ERQ3 tests the rules and the algorithms defined in this ar-
ticle, in order to understand if the identification of elements to
be placed on/off chain is reasonable. rules may change on con-
texts and application domains we, therefore, test the suitability
of rules in certain domains, not their absolute validity.

ERQ4 is focused on the method described in this article. In
particular, it aims at evaluating the applicability of the process



Process element Type Property

Decision Reason

Control flow onChainModel:true
Data object onChainData:digest

Process model
Citizen’s data

Claim description
General renovation plan

Report claim Task onChainExecution:false
Check claim Task onChainExecution:false
Assess urgency Task onChainExecution:true

Send gift card Task onChainExecution:false

onChainExecution:true
onChainExecution:false

Add case to mid-term plan Task
Repair with high priority Task

On-chain Control flow enforceability requirement

On-chain Strong-dynamic sphere and integrity requirement

Data object onChainData:unencrypted On-chain Public sphere requirement

Data object onChainData:unencrypted On-chain Public sphere requirement

Off-chain User tasks cannot be automated

Off-chain Strong-dynamic sphere on Citizen’s data prevents on-chain execution
On-chain Public enforceability of decision on urgent? gateway

Off-chain User tasks cannot be automated

On-chain Script tasks reading public data can be automated on-chain

Off-chain Manual tasks cannot be automated

Table 6: Property value assignments identified by SecBPMN2BC-Tools for the running example.

provided with the method and if it effectively guides users in
the part of the design life cycle of blockchain that is covered by
SecBPMN2BC method.

7.2.2. Experiment design

The design of the experiment was guided by the research
questions. We opted for anonymous online questionnaire to
reach the highest possible number of subjects. The question-
naireE]is divided in 6 parts, described below.

Part 1 asks demographic data of subjects, and their expertise in
security, privacy, business process modeling and blockchain.
Part 2 shows a ten minutes video with the training on SecBPMN-
2BC, after that it shows a simple SecBPMN2BC-ML diagram
of a road misconstruction business process, asking questions
on the model (to verify if the subject can correctly read the dia-
gram), and questions related to the ERQs defined before.

Part 3 shows a larger SecBPMN2BC-ML diagram and asks
similar questions of Part 2. This part is optional.

Part 4 provides information on SecBPMN2BC method and asks
the subjects questions related to ERQ 4.

Part S shows the diagram already presented in Part 2, asking
the subjects to identify on/off chain elements. After that, the
questionnaires shows the results obtained with SecBPMN2BC-
Tools applying the rules defined in this article, and it asks sub-
jects if they agree and, if not, which are the reasons.

Part 6 is an informal assessment of the questionnaire.

The business processes provided to the subject of the exper-
iment in parts 2 and 3 were created using a common situation
that can be easily understood by most of the subjects: the focus
of the experiment is not on the expressiveness of the model-
ing language for functional requirements, rather on the secu-
rity ones. Similarly, in order to evaluate the modeling language
with a larger case study, we opted for an extension of the dia-
gram provided in Part 2. In this way, we minimized the effort
of subjects in answering the questionnaire.

7.2.3. Results

42 subjects answered the questionnaire. 40% of them are
security experts (i.e., they classify their knowledge on security
4 or 5 on a scale from 1 (lowest) to 5 (highest)). 54% of the
subject are BPMN experts. This is coherent with our dissem-
ination strategy since we targeted BPMN and security experts,
that are the target users of the method proposed in this article.

3 A pdf version of the questionnaire can be found at [35]
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73.8% of the subjects have a medium to high knowledge
on security/privacy by design (3 to 5 points on a 1 to 5 scale)
and 73.8% have a medium to high knowledge on blockchain.
19% of the participants are experts in both BPMN and security,
in particular, 35% of the BPMN experts are security experts
while 47% of the security experts are BPMN experts. 48% of
the subjects are both BPMN and blockchain experts, while 14%
of the subjects are both BPMN and security by design experts.
59% of the subjects are both security and security by design
experts. 81% of the subjects are researchers (professors, re-
searcher, Ph.D. students), while 7% are MSc students and 12%
employees. The optional part of the form was completed by
82% of the subjects.

Table[7]shows the aggregated results of the experiment. Ta-

ble [§] shows the most relevant textual feedback left by the sub-
jects. The complete raw data can be found here [35]]. The rest
of the section discusses the results collected, organized by re-
search questions.
ERQ1 Answers to questions 1, 2, 5 in Table [/| show that sub-
jects find SecBPMN2BC-ML easy to understand. Even if the
scores are not so high, respectively 3.60, 3.45 and 3.52 (on a
scale from 1 (lowest) to 5 (highest)), they are convincing if
we consider that subjects answered the questionnaire after only
a 10-minutes training done with a video. A longer training,
with a more distributed cognitive load, will have a consider-
ably positive impact on these results. This is also highlighted
on the more positive answers of Question 2 (Q2) after the sec-
ond (larger) diagram: after only a small exercise, subjects were
more confident on the interpretation of security constraints. It is
worth noticing that scores of Q5 are lower for a large diagram,
this is consistent with the well-known issue of scalability of the
BPMN modeling language. This is also partially reflected in
the answers of Q7, where the first diagram has a higher score of
readability respect to the second one.

Q6 highlights that most of the subjects believe that the nec-
essary security concepts are covered by SecBPMN2BC-ML,
i.e., it is expressive enough for their needs (76%, 82% after the
second diagram). Moreover, by examining the textual feedback
given by the subjects that answer negatively to Q6, we noticed
that they expressed the need to represent out of scope concepts,
such as safety and threats.

We can, therefore, conclude that the interviewed subjects
believe that SecBPMN2BC-ML is easy to understand and it
covers most of the security concepts that are needed. For fu-
ture work we may consider extending the language with other



concepts such as safety and threats.

ERQ2 This research question focuses on the feasibility of en-
forcing security concepts expressed in SecBPMN?2 using block-
chain technology. This can be evaluated by considering results
of Q3 and Q4. In particular, subjects confirm that blockchain
technology can be used to enforce security concepts in gen-
eral (Q3) and for specific cases as the ones proposed in the
questionnaire (Q4). The results show that subjects agree that
SecBPMN2BC-ML can be used to specify secure business pro-
cesses, and those processes can be enforced with blockchain.
ERQ3 Q10, Q11, and Q12 are related to ERQ3. Their results
indicates that the large majority of the subjects did not identify
on/off chain elements as indicated by the heuristic we specified
(Q11, 69%). This result, considered with Q10 and Q12 whose
results highlight a strong need for a software tool that supports
the rules, indicates that subjects experienced difficulties on the
application of the rules. Yet, they believe that, if supported by
SecBPMN2BC-Tools, such rules will be useful and valid. This
is also confirmed by the textual feedback we received, as in
general subjects did not know how to apply the rules, even if
they agree with them. Given the results of the questionnaire,
we can conclude that the rules are perceived as valid and useful
but, to be applied, they need to be supported by SecBPMN2BC-
Tools, since they are too complex to be applied by users.
ERQ4 We interpreted a “correct” method as a method that is
easy to follow and adhere to best practices and approaches fol-
lowed by the targeted users. Results of Q8 and Q9 shows that
the method we defined in this article is considered easy to fol-
low (Q8) and uses an approach similar to the one subjects would
have used on their own (Q9). The scores of Q8 and Q9 are
higher for BPMN experts, probably because they are used to
work with similar approaches. Very relevant is result of Q13
that highlights the usefulness of the method for designing se-
cure business process targeting blockchain. Also in this case
we can consider ERQ4 to be true, since subjects believe the
method is perceived as natural and it is easy to follow.

Generally speaking, the results are all positive, but not so
high to consider all ERQs completely answered. There is still a
margin of uncertainty. There may be many reasons for this un-
certainty, spanning from the length of the questionnaire, to the
missing software support. However, the positive results allow
to consider the solution proposed in this paper a valid answers
to the research questions of this paper, i.e., RQ1 to RQ4.

Table [§] reports the most interesting comments left by the
subjects. Feedback 1 (F1) highlights the possibility of a finer
granularity for the specification of enforceability. This will in-
crease the applicability of SecBPMN2BC, we will consider this
in a future extension of the method.

F2 highlights the different perspectives on how to consider
a process element to be on-chain. An example is the upload
of data digest on chain: even if we consider this solution as
on-chain, it might be considered off-chain by some experts.

F3 asks for a version control of evolution of a process, an-
other interesting feature we will consider as future work.

F4 considers the requirements the method poses for security
and BPMN experts. The method should ease the approach, for
these experts, when dealing with blockchain by hiding the com-
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plexity of the rules. With the rules applied by SecBPMN2BC-
Tools (it was not the case on the questionnaire), much of the
complexity will be hidden to the final users.

F5 highlights an issues about the number of symbols in-
troduced by SecBPMN2BC-ML. We agree with the feedback
and we propose a solution where in the diagram visualized by
the software tool, the type of enforceability and security anno-
tations are visualized as property. This will reduce the visual
complexity of the diagrams while using a virtual diagram. For
the printed version we will keep using the original version of
the annotations.

7.2.4. Threats to validity

A fundamental question about the results of an empirical
experiment is how valid the results are. We analyzed the rele-
vant threats to validity and provided a description of the actions
we took to mitigate them.

Wohlin et al. [36] divide the threats in four classes: (i) con-
clusion validity, (ii) internal validity, (iii) construct validity and
(iv) external validity. The following part reports the analysis
of the most relevant threats, with the mitigation solutions we
adopted. For the complete list please refer to [29].

Low statistical power: the power of a statistical test, in our case
a limited number of subjects. We reached a relevant number of
subjects, considering the targeted population.

Maturation: subjects react differently as time passes, in our
case it can impact negatively (e.g., tired subjects) or positively
(learning). For what concerns negative impacts, we design the
experiment to be as short as possible: it can be executed in less
than 20 minutes. For what concerns positive impacts, subjects
will gain experience by answering questions in Part 2 and they
will use this experience for Part 3. This is a desired effect, since
we also test the learning curve of the method.

Hypothesis guessing: “When people take part in an experiment,
they might try to figure out what the purpose and intended re-
sult of the experiment is.” [36]. We design the experiment and
prepare the questionnaire to be as neutral as possible. Subjects
of the experiment are randomly chosen and, in general, have
little or no relation with the designers of the experiment.
Interaction of selection and treatment: the subjects are not rep-
resentative of the population. We distributed the questionnaire
to as many experts as possible. The first part of the question-
naire elicits information on the experts in order to, possibly,
filter the subjects that do not represent the targeted population.

8. Related work

8.1. Business processes on blockchain

During the last years, several researchers explored the syn-
ergy between the blockchain and BPM (6} (8] 37} 38| [7]]. Contri-
butions range from monitoring and enforcing the execution of
choreographies [7] to on-chain process engines such as [6] or
the collaborative management of models on blockchains [39].

The framing theme is a model-driven approach where pro-
cess models are compiled in smart contract code. Consequently,
processes are executed by calling blockchain transactions. In



Questions Small diagram Large diagram

d Text All Security exp. BPMN exp. All Security exp. BPMN exp.
avg dev/% avg dev/% avg dev/% |avg dev/% avg dev/% avg dev/%
1 Is it easy to identify the annotations? 3,60 0,87 3,24 0081 3,78 093 (347 092 3,38 0,74 3,68 0,92
2 Is it easy to understand the constraints specified by the proposed annota- 345 0,76 3,35 0,76 3,52 0,71 (3,56 0,81 3,38 0,84 3,63 0,67

tions?
3 Do you think blockchain technology can be used to enforce security con- 3,55 0,85 3,18 0,92 3,57 092 (3,59 0,73 3,38 0,84 3,68 0,73

cepts expressed by the annotations?
4 Do you think it is realistic to use blockchain technology to enforce security 3,52 0,76 3,29 1,02 3,52 0,71 |3,50 0,81 3,08 092 3,58 0,67

in this business process?

5 Is this process easy to read? 3,52 1,12 347 1,04 3,70 1,08 |3,21 0,99 3,31 0,72 3,26 1,07
6 Do you think there are other security concepts that cannot be represented  yes 0,24 0,28 0,33 0,18 0,21 0,20
with the annotations proposed in this survey? no 0,76 0,67 0,63 0,82 0,71 0,75
Questions All Security exp. BPMN exp.
Id Text avg dev/% avg dev/% avg dev/%
7 Compare the first and the second figures, which one is easier to read? equally easy 0,47 0,43 0,45
first figure 0,38 0,36 0,40
second figure 0,15 0,14 0,10
8 Do you think it is easy to follow the process described? 3,88 0,98 3,59 0,97 4,09 0,88
9 Do you think the process follows naturally your approach to a similar problem? 3,76 092 3,76 0,88 3,96 0,86
10 Do you think it is useful having a software tool to identify conflicting requirements? 4,62 0,72 441 0,84 4,74 0,53
11 Did you identify the same BPMN elements to be stored/executed on chain? yes 0,31 0,28 0,38
no 0,69 0,67 0,58
12 Do you think it is useful having a software tool that derives solutions as the one shown in the table and the 4,38 0,84 4,18 0,98 4,52 0,77
image above?
13 How helpful would be the method proposed in this survey for system designers to support the design of 3,81 1,05 3,65 090 3,87 1,12

secure business processes for blockchain?

Table 7: Results of the questionnaire on diagrams. Questions 1-5, 8-10, and 12-13 are on a scale from 1 (lowest) to 5 (highest), and the values in the dev/% columns
indicate the standard deviation. Questions 6, 7, and 11 are closed-ended, and the values in the dev/% columns indicate the percentage for each answer.

ID Question/Feedback

QF1 Do you think there are other security concepts that cannot be represented with the annotations proposed in this survey?

F1 Enforceabilty might require just a subset of a group, e.g., any 3 out of a specified 5; or party A and B plus 2 out of another 7.

QF2 Do you have any remarks on the activities identified?

F2 It was hard for me what it means to implement an activity “on-chain”, as there can be many ways of doing so (mapping BPMN to smart contracts or directly
using a smart contract) [...]

QF3 Do you have any comments regarding the method proposed in this survey? If yes, please specify it here.

F3 Ialso would like to see, how the approach supports evolution of processes and applications that may lead to conflicts between two versions.

F4 T think that the method requires more than basic security and blockchain notions. I am not sure that a BPMN expert without much background on blockchain
would be able to fully specify the constraints and understand the results proposed by the software.

F5 It would help to have a common element in the symbols for privacy / privity to quickly identify and differentiate them from the other concerns — just like the
train in enforceability. The access spheres seem really to be about privacy.

Table 8: Feedback from subjects

early approaches like [6], the major focus was laid on secur- including the placement of data can be found in [44]. While
ing the correctness of the control flow perspective, while later the execution of business processes on blockchain comes with
extensions also covered the resource perspective by supporting several advantages, confidentiality is not intrinsically solved
static [40] and dynamic role binding [30]. Explicit modeling on the widely adopted blockchain frameworks. The work in

of decisions and securing the correctness of decisions were ad- [45 146] gives an overview of the aspects of confidentiality in
dressed in [41], while [42] extended it to confidentiality. business processes on blockchain and discusses existing tech-
Smart Contract code can only access data that are either pro- niques to (partially) address this aspect. An early discussion

vided as input for blockchain transactions or are already stored on the need to balance enforceability and privity/confidentiality
on-chain. In the same sense, transaction output data are always requirements was presented in [[15].
stored on-chain. Consequently, specific care needs to be taken

when off-chain data is required on-chain, and vice-versa. Enti- 8.2. Modeling security requirements of business processes

ties providing external data to the blockchain or vice-versa are Various works propose the extension of business process
referred to as oracles. A collection of oracle patterns for block-  models with security constraints. The approach in [47] pro-
chain based applications is provided in [43]. On-chain data in- poses to include fine-grained and dynamic access control defi-
cluding all transaction inputs and outputs are visible to all nodes nitions in inter-organizational processes. This is a novelty com-
of the network. In many applications, constraints on confiden-  pared (o the predominant RBAC model, where rules of real
tiality and on cost require the usage of off-chain data. A dis-  \orld systems are mostly static not referring to the current in-

cussion on the architectures for blockchain-based applications  giance state. In [48] a security extension for UML, including

16



security requirements, concepts, primitives, and threat scenar-
ios, is proposed. The works [19] |49} 150, 511 52| 153} 154] pro-
vide security extensions for BPMN. An overview of the related
works regarding the features Data Confidentiality (DC), Need
to Know (NtK), Delegation (DL), Binding of Duties and Seper-
ation Of Duties (BoD/SoD), Integrity (Int), Auditability (Aud),
Availability (Av), Privacy (Priv), and Blockchain and Smart
Contract Specific requirements (SC/BC) is shown in Table [0
In the table, we use (+) to express support for a certain feature,
(+/-) for partial support, and (-) for no support.

We based our work on SecBPMN2 [[19]] because it already
covers a wide range of security requirements and it was compre-
hensively evaluated. However, it misses modeling features for
smart contract-specific (privity, enforceability) and blockchain-
specific requirements. We have therefore created SecBPMN2BC-
ML to cover these missing aspects. None of the other approaches
addresses these requirements. Original SecBPMN2 does not
support dynamic confidentiality constraints, which are now cov-
ered by SecBPMN2BC-ML in form of privity requirements.
The approaches [49, 152] provide dynamic access control for
data objects. However, this is basically achieved by low-level,
non-graphical annotations. While such low-level access rules
can easily be enforced with access control systems as proposed
in [49] 52]], this is not appropriate for blockchains. E.g., tem-
poral access permissions/revocation of access is impossible for
on-chain data. Therefore, confidentiality constraints can have
stronger consequences on the modeled system. In our approach,
we provide high-level graphical privity annotations that can be
used for modeling and communicating blockchain-relevant as-
pects of confidentiality, including static and dynamic cases. This
is especially relevant as privity and enforceability requirements
can lead to goal conflicts on blockchains [[13]].

In this paper, we did not focus on processes affected by
privacy regulations. The work in [53] additionally addresses
the privacy requirements user consent and Necessity to Know
(NtK). NtK is similar to privity. It aims to limit access to in-
formation to only those users who strictly need it for executing
some tasks [53]. Our definition of strong-dynamic privity can
be seen as a dynamic interpretation of this property, where we
allow access once it is certain that a task with a NtK of a data
object will be executed by the participant in question. This dy-
namic aspect is absent in [53]] where NtK rules are not bound to
specific BPMN tasks. Also, SecureBPMN [49] supports NtK as
a specialization of authorization. Here the same comments as
for access control in SecureBPMN apply. Finally, also the work
[54] addresses privacy issues in Business processes. However,
it focuses on the technological level by annotating business pro-
cesses with Privacy Enhancing Technologies.

9. Conclusion and future work

This article proposes SecBPMN2BC, a method for the de-
sign of secure business processes for blockchains. It is com-
posed of three main elements: a workflow, the SecBPMN2BC-
ML modeling language, and the SecBPMN2BC-Tools software.
The workflow follows a model-driven approach where experts
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DC NtK DL BoD/SoD Int Aud Av Privacy SC/BC

SecBPMN2BC-ML + - o+ + + o+ o+ H- +
SecBPMN?2 [19] +- -+ + A -
SecureBPMN [49] + +/- + + - - - - _
UMLSec [48] + - - - + - ; _
PE-BPMN [54] +- - - - + - - + -
Labda et al. [53] +/- +/- + - - - + -
Rodriguez et al. [S0] +- - - - + 4+ - 4 R
Wolter et al. [52] +- - - + + o+ 4+ - -
Saleem et al. [51]] +- - - - + o+ 4+ - -
Miille et al. [S5] +/- -+ + + o+ - +/- -

Table 9: Feature Comparison of Related Works

are guided in designing secure business processes in SeccBPMN-
2BC-ML. The SecBPMN2BC-Tools support experts in identi-
fying conflicting requirements and in determining sets of on-
chain and off-chain process elements to comply with the mod-
eled requirements via rules. We evaluated the SecBPMN2BC
method with three case studies, showing that SecBPMN2BC
can be effectively used for the definition of secure business pro-
cesses for blockchains, and with an empirical experiment that
validates SecBPMN2BC-ML, the usability of the method, and
the validity of SecBPMN2BC-Tools. The positive results of
the empirical experiment validate the solution we proposed in
this paper, answering the research questions defined in Sect. [T}
SecBPMN2BC lays the ground for the model-driven engineer-
ing of security-aware information systems on blockchains open-
ing alleys for future works. The proposed algorithms compute
locally optimal solutions leaving algorithms for globally opti-
mal solutions as future work. While the generated blockchain-
specific SecBPMN2BC-ML models already provide important
insights for manual implementations, we consider automatic
recommendations of patterns for developers as well as the au-
tomatic generation of on-chain and off-chain code as an impor-
tant next step. Finally, we did not focus on exception handling
and delegated it to the existing methods of BPMN. However,
modeling exceptions and their handling is even more important
in our setting as no superuser can resolve issues in an ad-hoc
manner. This leaves room for interesting future works.
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