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This work develops a methodology for estimating the performance of safety barriers of hydrocarbon production
assets using reports of Process Safety Events (PSEs). We address the challenge of dealing with assets that evolve,
e.g., due to degradation of components or maintenance interventions, so that also the performances of the safety
barriers vary in time. The proposed methodology combines a taxonomy of the words used in the reports, a method
of Natural Language Processing (NLP) for the extraction of the keywords, which takes into account the time of
occurrence of the PSEs, and a technique for estimating the barrier performance from the number and severity of
PSEs involving the barrier. The proposed methodology is validated using a repository of reports of PSEs in
hydrocarbon production plants.
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1. Introduction quantitatively estimating the risk of PSEs in
hydrocarbon production assets (Zhang et al.

Hydrocarbon production plants are threatened by 2018)

the occurrence of Process Safety Events (PSEs),
i.e. unplanned or uncontrolled events during
which a Loss Of Primary Containment (LOPC) of
any substance, including non-toxic and non-
flammable material, occurs (“API RP 754 2021).
The availability and safety of the systems is
achieved with multiple and independent barriers,
which prevent the occurrence and mitigate the
consequences of PSEs (Decarli et al. 2020).
Assessing the performance of the safety barriers
is a fundamental step of Quantitative Risk
Assessment (QRA), which aims at modelling and

After the occurrence of a PSE, system operators
write a textual report with free-text and multiple-
choice fields to describe the event, its causes and
consequences, and the level of severity of the
LOPC with reference to predefined tier levels
(“API RP 754” 2021). A methodological
framework based on the combination of
techniques of Natural Language Processing
(NLP) and a Bayesian Network (BN) has been
proposed for the systematic analysis of PSE
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reports in (Valcamonico et al. 2022). The present
work consolidates and extends the previous work
(Valcamonico et al. 2022) with the final aim of
periodically estimating the performance of the
safety barriers.

Since hydrocarbon production assets are
continuously evolving, e.g., due to degradation of
components, maintenance interventions,
installation of new equipment, adoption of new
training procedures of the plant personnel and
implementation of countermeasures to improve
safety, the methodology should be able to follow
the modifications of the assets and to periodically
update the estimations of the performance of the
safety barriers.

The proposed methodology combines a taxonomy
of the words used in the reports, a method of NLP
for the extraction of the keywords, and a
technique for estimating the barrier performance
from the number and severity of PSEs involving
the barrier.

The taxonomy of the words associated with the
design, operation and failure of the safety barriers
is built by experts of the hydrocarbon production
assets and used to organize the words into a top-
down structure of sub-levels, where each sub-
level represents a specific safety barrier (Mackie,
Welsh, and Lee 2006). Then, the methodology
developed in (Valcamonico et al. 2022) to
identify the keywords associated to the reports,
which is based on the NLP technique of Term
Frequency Inverse Document Frequency (TFIDF)
(Weiss et al. 2005), is modified to account for
possible modifications of the asset. The idea,
inspired by (Marwah and Beel 2020), is to
multiply the TFIDF of a word in a report by an
additional term inversely proportional to the age
of the report, so that words written in recent PSEs
are more important than words written in old
PSEs. Finally, a method for estimating the
performance of the safety barriers is developed. It
builds up on the method proposed in (Di Maio et
al. 2021), which estimates the performance of a
given barrier using dedicated key performance
indicators computed considering the number and
severity of the PSEs occurred in a given interval
of time. The novel method exploits the capability
of the developed NLP technique of identifying the
PSE events containing keywords associated to a
specific barrier. This allows estimating the
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performance of a given barrier considering only
the PSEs related to that barrier.

The methodology has been verified through its
application to a real repository of reports of PSEs
occurred in a fleet of hydrocarbon production
plants.

The remaining of the work is organized as
follows. Section 2 states and formulates the
problem. Section 3 describes the developed
methodology. Section 4 presents the case study
and Section 5 reports the obtained results. Section
6 discusses the work conclusions.

2. Problem statement and formulation

We consider a repository of D PSE reports, R =
{r;,i =1, ..., D}, where each report 1; is the free
text description of the PSE, which typically
contains information on the state of a subset of the
G safety barriers, {Bl, e By, e ,BG}, installed in
the asset. The time [to, tf] during which the
reports have been collected is divided into Ny
intervals [t,_1,tn), h = 1,2,..., Ny, of the same

length AT = t’;:". At time t,, = to + AT, h =
1, .., Nz, the Dy reports collected in the time
interval [t,_q,t,) become available. The set of
reports collected in [t,_q, t,) Will be referred to
as R, ={r,i=%21Df, ..., 58, Dz}. A label
z;, which indicates the severity of the
consequences of the PSE and can assume the
three possible values {tiery, tier,, tiers}, with
tier; indicating severe consequences, tier,
moderate consequences, and tier; minor
consequences, is assigned to each report 1;, i =
1, ..., D, by the plant operators.

The objective of this work is the development of a
framework for the extraction of knowledge on the
performance of the safety barriers from the set of
reports R, collected in the sequential intervals of
time [tn_4,ty), h = 1, ..., Ny, with the objective of
supporting QRA. This is achieved by:

i Building a taxonomy to systematically
structure the language used by the operators
to describe the G barriers involved in the
PSEs and their performances during PSEs.
The taxonomy is composed by a structure of
three hierarchical sub-levels, where the M
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words of the vocabulary of the reports
{v1, ..., v™M} are assigned by system experts
to the corresponding barrier By, g =

1,..,G,;
ii. Developing a methodological framework to
systematically ~identify N" keywords

{kﬁl' "h=1,.., Nh} from the vocabulary of
the reports collected from t, to t,. The
obtained keywords provide a compact
representation of the reports, which carries
most of their semantic content;

iii. A method to quantify the barriers
performance exploiting the taxonomy and
the extracted keywords.

3. Developed methods

Section 3.1 describes the developed taxonomy,
Section 3.2 the proposed method for the
identification of the keywords and Section 3.3 the
method for the estimation of the performance of
the barriers.

3.1. Taxonomy

Taxonomies are top-down hierarchical structures
that are built to systematically structure the
knowledge in a domain (Dayrat 2005). The
taxonomy built in this work organizes the
vocabulary made by the M words used by the
operators in the PSE reports into three
hierarchical sub-levels. The first sub-level
distinguishes the type of barrier into “Preventive”
and “Mitigative”, the second sub-level specifies
the safety barriers and the third sub-level reports
the words associated to the barriers. Figure 1
shows a sketch of the taxonomy, where:

i. the first sub-level contains the two states
W1="Preventive” and ¥?="Mitigative”;

ii. The second sub-level contains the G states
{Fl, ...,FGl} and {FGIH,...,FG} which are
associated to the specific safety barriers of
W1 and W2, respectively;

ifi. The third sub-level contains the M; words

M )
{v;, s Uy g} assigned to each state T, g =

1,...,G. Notice that 5, My = M

I'y=Operating
Integrity

W2=Mitigative

TG, +1=Barrier G, + 1
" 1
Word vg, 4y

v} =“maintenance”™

M N
v, '=“cathodic_
profection™

[c=Barrier G

T, =Barrier G;

Figure 1: Sketch of the developed taxonomy. For
confidentiality reasons the barriers and the words are
not specified.

The definition of the sub-levels and the
assignment of the words to them is operated by
leveraging the knowledge of experts of the assets
on the barriers of the system.

3.2. Keywords identification

The method proposed for the identification of the
keywords of the PSE reports extends the method
proposed in (Valcamonico et al. 2022) for the
same purpose. The main difference is that the new
method considers the time of occurrence of the
PSEs. The main idea is to represent the current
state of the system by giving less importance to
words used in old reports that do not appear later,
since they typically refer to issues that have been
resolved and thus tend to not occur anymore.
Conversely, the importance of words used in
recent reports is increased, since they are
expected to refer to new unresolved issues that
need to be addressed or issues that have not been
fully resolved despite past efforts.

Specifically, once at time ty, h =1, ..., Ny, the
reports Ry, collected in the time interval [t,_4, ty)
become available, the method proposed for the
extraction of the keywords {k;}1 "=1,.., N"is
applied to the set of reports U%zl Ry collected in
the time interval [t,, ty,).

Firstly, the vocabulary of the words used in the
reports, A" = {v}’h, j"=1,..,M"}, is built by

collecting the unique words and their contiguous
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combinations, i.e. n-grams, used in the set of
reports U%zl Rj5. Then, the identification of the -
grams is obtained by computing their Normalized
Pointwise Mutual Information (NPMI) index
(Bouma 2009), which measures the amount of
information that a specific n-gram carries with
respect to the information of the words alone, and
by including it in A® only if its associated NPMI
index is larger than a threshold threshypy; set
using the procedure described in (Valcamonico et
al. 2023).

The set of N" < M" keywords {k}, "=
1,..,N"} is extracted from the words of the
vocabulary A" by defining a measure of semantic
importance of the words. In (Valcamonico et al.
2022), this is done by using the NLP technique of
Term Frequency Inverse Document Frequency
(TFIDF) (Weiss et al. 2005). Each report, 7; €
U%=1 R, withi =1, ...,Z%zl Dy, is transformed
into the numerical vector ¢ =
{qbi'l, s @yt e (l)i‘Mh}, whose generic element
¢, jn, which quantifies the semantic importance

of the word v}.’}t in the report 7y, is:

Z%:l DE) )

b = TFi’thOg< DF

where TF ;n is the number of times that the word
v].'}l occurs in the report r;, Z%‘:l Dy, is the number
of reports collected from ¢, to tj, and DFn is the

number of reports in U%=1 Rj wherein the word

vj’}L is used. The idea of the measure ¢, ;» is that

the importance of word vjhh in the report 7; is
directly proportional to TF;;» (a word repeated
several times is expected to be relevant for the
report) and inversely proportional to DF;» (a word

present in a large number of reports is expected to
provide less specific semantic information about
the report, given its scarce specificity, than a word
present in few reports).

In the present work, the TFIDF measure in Eq.(1)
is modified to consider the age of the reports
according to (Marwah and Beel 2020). The

semantic importance of the word vjhh in report 7;
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is obtained by multiplying the right-hand term of
Eq.(1) for a new factor:

- st D; DFn
bijn = TFi,j"l"!’( hL;Fl-h fog <1 = hil+ 1) 2)
J

where h; € {1, ..., h} is the time interval in which
the report 7; has been collected. Notice that by

DF .p
), the

Jj
importance of the word v].hh is inversely

introducing the term log (1 +
h—h;+1

proportional to the age h; of the report. This is in
accordance with the observation that if a report is
recent, it can contain critical issues even if they
appear in many other reports or have occurred in
the past.

The final result is that the measure of importance
in Eq.(2) that is decreasing for words which are
progressively not used and increasing for words
that are used more recently or reoccur.

Based on Eq.(2), the word v].hh is a keywords of

the report r; if its importance ‘51', ;h is larger than a

threshold, threshy, set by using the procedure
described in (Valcamonico et al. 2023). Notice
that since the words of the vocabulary are
organized in the taxonomy, also the keywords are
automatically organized in the sub-levels of the
taxonomy.

3.3. Estimation of the performance of the
barriers

In (Di Maio et al. 2021), the health state of each
barrier is defined as a multistate variable which
can assume values “High” (“H”), which indicates
that the barrier is in a as-good-as-new condition,
“Medium” (“M”), which indicates that the barrier
is moderately degraded, and “Low” (“L”), which
indicates that the barrier is in a critical condition
that may cause it to cease its function. A
probability is assigned to each health state of the
barrier By, g =1,..,G, by defining barrier-
specific Key Performance Indicators (KPIs), x9 €
[0,1], g = 1, ..., G. The relationships between the
health state of the barrier By and its KPI x9, g =
1, ..., G, is given by an expert-based probabilistic
models.
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Considering, for example, the barrier “Operating
Integrity” (OI), its KPI at time t,, x!, h =
1,..,Np,is:

tier:
ol _ Zz:t?erl W, fl (Dh,Z)
Xn = tiers ©)
Zz=tie‘r1 Z

where D, , is the number of PSE reports in the
time interval [t,_q, t,) With consequences of tier
level z, f; is a function that maps Dj, , to a value
in [0,1], which is typically defined by experts and
wy is a weight:

I % ifh=1
Wz = fi(Dp-1z ) -fi (Dh,z N . )
e (P ) e

Then, the probabilities Pf', P and PE of the
healthy states “H”, “M” and “L” of the barrier OI
in the time interval [t,_q,ty), h =1, ..., Ny, are
computed as:

[P, P!, Pr] = f>(x") ®)

where f, is an expert-based model that maps the
KPI to the set of probabilities of the barrier states.

In the current work, the possibility of
automatically identifying the PSEs containing
keywords associated to a given barrier is
exploited. For example, in the case of the barrier
Ol, Equations (3) and (4) are modified
considering D,?,’Z, i.e. the number of PSE reports
in the time interval [t,_4,t;) with consequences
of tier level z that contain at least one keyword
related to Ol, instead of Dy, ,, i.e. number of PSE
reports in the time interval [t,_q,t,) with
consequences of tier level z. By this way, a more
accurate and less conservative estimation of the
barrier healthy state is obtained.

4. Case study

A repository R of D reports of PSEs occurred in a
period of time T =tg—t, in hydrocarbon
production plants is considered. The number D of
reports and the period of time T are here not
reported for confidentiality reasons. Each report
is composed by:

i a free text written in English by a system
operator and containing the description of
the PSE event;

ii. the date on which the report has been
collected.

The period of time T is sub-divided into five
intervals of the same duration (Ny = 5) during
which the subset of reports {Ry,..,Rs} are
collected.

5. Results

The method described in Section 3.2 is applied to
extract the keywords from the PSE reports. The
hyperparameters threshypy; and threshrgppr
are set to 0.5 and 0.7, respectively, by applying
the trial-and-error procedure described in
(Valcamonico et al. 2023). The results are here
discussed with respect to the barrier “Operating
Integrity”, which is involved in many PSE
reports since it related to maintenance activities.

Figures 2 and 3 show the importance, estimated at
time tg, of two keywords related to the barrier
“Operating Integrity” in reports occurred before
ts. The TFIDF metric ¢, ;» (Eq.(1)), which does

not consider the time dependency, and the metric
proposed in this work (Ei’jh (Eq (2)), which
accounts for the time in which the reports were
collected, are considered. As expected, (ﬁi_ h

assigns to the keyword “cathodic_protection”,
which is used only in the reports of two PSEs
occurred significantly before ts, a remarkably
smaller importance than the TFIDF-based metric
¢ jn, which does not consider the time of the

events. This is in agreement with the intuition that
if the word “cathodic_protection” has not been
used by plant operators to describe events in the
time intervals [ty,t;), [ty t3) and [t3,t,), the
correct countermeasures have been taken in the
past to resolve problems related to cathodic
protection. On the contrary, the importance given
by the proposed metric to the keyword
“replacement” increases as time passes, since it
has been used in several PSE reports in all time
intervals, which may indicate a persistent problem
to address.

2577



2578

r.b. ‘Word importance at time t; without considering time recency
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Q‘J. ‘Word importance at time t5 using the proposed method

to Ly [ 73 ty ty s

Time of the reports

Fig.2: Importance of the keyword “cathodic_protection” computed with the measure in (Valcamonico et al. 2022)
(left) and with the measure proposed in this paper, which considers the time dependency (right). The performance
is computed at time t;, = ts.

0

(b. Word importance at time t; without considering time recency
-

o “ H ‘ ‘ ‘ l |
H 1 ts ty ts |

Time of the reports

¢. ‘Word importance at time ¢ using the proposed method

L & I3 Ty

Time of the reports

| tg I

Fig.3: Importance of the keyword “replacement” computed with the measure in (Valcamonico et al. 2022) (left)
and with the measure proposed in this paper, which considers the time dependency (right). The performance is
computed at time t, = ts.

Then, the performance of the barrier “Operating
Integrity” (OI) is estimated applying the method
described in Section 3.3 using as inputs the
number Dy, , of PSEs of tier level z occurred in
[th_1,tp) (method in (Di Maio et al. 2021),

Fig.4), and the number Dy}, of the PSEs with tier
level z occurred in [t,_4,t,), whose reports
contain at least one keyword related to the barrier
OI (proposed method, Fig.5).
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Figure 4: Probabilities of the healthy states of the barrier Ol in different time intervals considering as inputs of the
method the number Dy, , of all PSEs of tier level z occurred in [t,_q, ty).
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Figure 5: Probabilities of the healthy states of the barrier OI in different time intervals considering as inputs of the
method the number D}?, I of the PSEs related to the barrier OI of tier level z occurred in [t,_1, t7).

The obtained performances of the OI barrier are
shown by reporting the probabilities that the
barrier state is “High” (“H”), “Medium” (“M”) or
“Low” (“L”). It can be noticed that, when Dy, , is

used as inputs of the method, the performance of
the OI barrier remarkably decreases between the
time intervals [ty, t;) and [t,, t3) (P(H) decreases
from 0.72 to 0.09 and P(L) increases from 0.01 to
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0.56). This is due to the fact that the number of
PSEs occurred in time interval [t,,t3) is
significantly larger than those occurred in [t;, t;).
The proposed method, which receives in input the
number D,?' ! of the PSEs involving the barrier OI,
estimates a smaller drop of the barrier
performance (P(H) decreases from 0.78 to 0.58
and P(L) increases from 0.01 to 0.10). Therefore,
considering only the PSEs related to the barrier of
interest instead of all PSEs allows reducing the
overconservativeness of the method, so that the
decision-making can be better informed on the
individual barrier contribution to the asset risk.

6. Conclusions

A NLP method and a taxonomy have been
combined to estimate the performance of the
safety barriers of hydrocarbon production
systems from textual reports of PSEs. The
proposed methodology is based on the automatic
identification of the textual reports involving the
safety barriers of interest. The developed
methodology has been applied to a repository of
reports of PSE occurred in hydrocarbon
production plants collected in sequential
intervals of time. The obtained results have
shown that the proposed methodology allows
evaluating the performances of the safety
barriers in sequential intervals of time. By this
way, QRA is facilitated in following the
modifications of the system in time.

Further developments of the methodology will be
devoted to support the identification of the causes
of the possible unsatisfactory performances of the
barriers and propose countermeasures.
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