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Abstract. The industry of electric vehicle charging stations is rapidly
evolving. As more people purchase electric vehicles, the need for an ef-
ficient and reliable charging service value chain becomes paramount. In
this paper we perform a literature review and topic modeling in the field
to identify the most relevant topics and challenges therein as well as any
standard or reference software architectures proposed to date. Subse-
quently, by means of ethnomethodological research and interview study
with industry practitioners from an emerging Charging Point Operator
(CPO) we identify major practical architectural concerns. We conclude
that typical -Ops issues related to monitoring and autonomous runtime
management of fast-charging software architectures are not addressed
in the literature so far, and yet are the most critical for practitioners;
this inspired a revised augment of state-of-the-art reference architecture
frameworks—offered as the first key original contribution of this paper—
for practitioners and researchers to use in the future. Finally, evaluat-
ing such framework with practitioners’ insights, we elaborated a second
key contribution of this work, namely, six architectural considerations to
be taken into account towards trustworthy electric vehicle fast-charging
software architectures of the future.

Keywords: charging station - cloud-edge computing - electric vehicle -
fast charging - software architecture - software engineering.

1 Introduction

Nowadays, electric vehicles (EVs) are considered as one of the main solutions to
reduce the carbon footprint in highly urbanized areas in the most industrialized
countries [1]. However, a critical requirement for their diffusion is the availability
of fast charging services [10].

Offering such services on a large scale requires several issues to be addressed,
such as the need to: (a) install the EV charging stations (EVCSs) in strategic
locations, which require planning and management software services close to
the demand and to electrical power sources [38]; (b) fulfill an increasing cus-
tomer demand—39.5% YOY [12], projected revenue of US$623.3bn in the US
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in 2024 [30]—keeping into account the limitations of the electrical grid [26]; (c)
support all the EV charging standards as well as the interaction protocols with
multiple stakeholders, e.g. vehicle owners and manufacturers, energy distributors
(DSOs), and e-mobility service providers (eMSPs) [9].

Several big players of the EV industry are developing proprietary software
systems capable of addressing such challenges. For example, Tesla not only covers
the electric vehicle production chain, but also creates and manages EV charg-
ing stations to provide full support to its customers [25]. Moreover, multiple
companies, including Charging Point Operators (CPOs), are backing the stan-
dardization of communication protocols (e.g. OCPP, OCPI, OSCP, and ISO
15118) and software solutions, such as the Charge Point Management System
(CPMS) and Energy Management System (EMS), that address the most criti-
cal aspects concerning the interoperability and efficiency of the electric vehicle
charging infrastructure. This concerted effort aims to streamline the deployment
and operation of charging stations across diverse platforms.

In particular, CPOs are highly relevant to our research, as they are the last
mile of the smart grid with respect to EVs and are thus crucial to the extension
of the EVCS network and consequently to the generalized adoption of EVs.

However, through a pilot study of the literature, we report that the develop-
ment of a comprehensive and open architecture framework capable of addressing
all aspects of EVCS management and ensuring trustworthy, orchestrated coop-
eration between different stakeholders and their software assets is still missing.
Thus, we defined the following research questions:

— RQ1: What is the state of the art in software architectures for EVCS?
— RQ2: Is research in this context focusing on trustworthy DevOps?
— RQ3: What are the main problems perceived by EVCS operators (CPOs)?

In addition to providing answers to these questions (RQ1 in Section 3, RQ2
in Section 4, and RQ3 in Section 5), our objective in this paper is to contribute
to the aforementioned definition by looking into what considerations shall be
made from an architectural perspective over such expected research results.

2 Research Methodology

The research methodology we have adopted is based on the three steps described
in the following subsections.

2.1 Literature Analysis Approach

We performed a literature review to answer RQ1 and identify the main research
topics in the EVCS state of the art. Our working hypothesis is that work has
already been done on trustworthy DevOps for EVCS. To elaborate on such a
hypothesis, we adhere to guidelines specifically recommended for information
systems research by [32]. To attain our primary studies, we ran the following
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query on the well-known Scopus search engine! on April 3'4 2024 and obtained
4,544 results in computer science.

electric AND wvehicle AND charging AND stations

We did not include the keywords software architecture in the query because
we also wanted to identify the trending topics in computer science. Following
the aforementioned recommendations, we excluded the articles written in lan-
guages other than English (-148) and kept only scientific papers (-77). Then, we
manually excluded the results whose titles are not related to stationary EVCS
software, control, or energy management systems (-4,245). From the remaining
74 articles we excluded 9 which were inaccessible and applied the Latent Dirichlet
Allocation (LDA) [4] on the remaining ones. This allowed us to identify the most
relevant topics in this area. We then selected the 14 papers related to software
architecture applied to the EVCS industry for further analysis.

2.2 Architectural Analysis

To address RQ2, we used literature review sources to distill an architecture
overview for EVCS in industry with a twofold approach. On the one hand, we
intended to distill an architecture overview which explicitly addressed trustwor-
thiness as a primary architecture asset while, on the other hand, we aimed for
such an overview to be eventually validated with the aid of practitioners involved
in the matter. Even though multiple architectures for the EVCS industry have
been created over time, we indeed found that none of them was designed starting
from a hierarchical EVCS control model (such as the one proposed by [37]) and
taking into account software feature/component deployment and orchestration,
and the respective flexibility and resilience thereby obtained [13].

2.3 Distilling Architectural Considerations

To address RQ3, we conducted an industrial confirmation study featuring a six-
month ethnographic study [34], which consisted of four steps: (a) daily partici-
pation in activities of our target company; (b) four unstructured interviews [6] to
gauge current architectural status; (c¢) two semi-structured interviews [6] to un-
derstand current challenges; (d) an interview analysis [18] to distill a taxonomy
of concepts. An architecture refinement approach, as well as problem detection
and cause identification [36], was employed to model current baselines, together
with a card-sorting exercise [39]?. This approach allowed us to distill six key
architectural considerations to be made when reflecting on the trustworthiness
of electric vehicle fast-charging software; these considerations, grouped into four

! https://www.scopus.com/
2 For confidentiality, we excluded the generated artifacts from this paper.
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categories: (1) EVCS management, (2) Data Management, (3) Service Continu-
ity, (4) IoT & Electronics, are intended as design principles to drive architecture
decision-making, as well as constraints to orchestrate architectures and their
self-adaptation.

3 Electric Vehicle Charging Stations Overview

To analyse our primary literature studies, we applied the well-known LDA topic
modeling approach [4] to the text of the 65 accessible articles and removed the
keywords included in the query, as well as adjectives, adverbs, and verbs, and
considered the top 5 words in each cluster to obtain the topics in Table 1.

Table 1. LDA Topics.

[ Topic % of tokens| Top 5 words

1 |[User management 20.3 system, user, datum, service, reservation

2 |Power management 18.3 power, converter, battery, voltage, system

3 |System control 14.7 power, system, energy, battery, control

71 |Edge scheduling 12.5 power, energy, time, datum, node

5 |Event management 12.4 time, energy, event, user, system

6 [Application data management 12.0 datum, system, user, application, service

7 |Mobility data management 13 network, datum, mobility, service, node

8 |Edge control 3.6 terminal, station, microcontroller, time, process
9 |Bnergy forecast 1.8 time, energy, battery, source, traffic

We gave these topics their names by reflecting on feasible relationships among
the terms associated with, or contained in each cluster. We further refined the
topic names by modifying the values of the relevance metric (\) parameter be-
tween 1.0 and 0.5, while observing the changes in the order of the top 5 words. In
Table 1 the column about the percentage of tokens indicates the size of each clus-
ter, which may also be interpreted as the frequency and relevance of each topic
with respect to the contents of the papers under analysis. The intertopic distance
map and ordered list of most salient terms are illustrated in Fig. 1. Additionally,
according to the location of the clusters on the principal components (i.e. PC1
and PC2), we named each of the quadrants coherently as follows: Q1: Event
management and power control; Q2: User management; Q3: Application and
scheduling data management; Q4: Edge control and forecasting.

Following a snowballing approach [35], we added a group of publications
about topics other than software to the set of articles under analysis, in addition
to key standards in the EVCS context: (a) the Open Charge Alliance®* (OCPP
and OSCP), (b) EVRoaming Foundation* (OCPI), and (c) International Stan-
dards Organization (ISO 15118%), as shown in Table 2.

3 Open Charge Alliance: https://openchargealliance.org,/
4 EVRoaming Foundation: https://evroaming.org/
® ISO 15118: https://www.iso.org/standard /77845.html
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Fig. 1. Intertopic Distance Map & Most Salient Terms.

3.1 Main Stakeholders, Components, and Protocols

By analyzing the standards, we gained an overview of the key players in EVCSs
and a top level perspective of the organization of each station. Figure 2 illus-
trates the scenario of a CPO with two EVCSs in different locations. Each station
may include several charging points (EVSE: Electric Vehicle Supply Equipment),
batteries to accumulate and distribute energy as needed (managed by a BESS:
Battery Energy Storage System), other sources of energy (e.g. solar panels),
smart meters that connect the station to the external grid, and an Energy Man-
agement System (EMS) in charge of controlling the energy exchange among the
different sources (e.g. the external grid, batteries, and solar panels) and con-
sumers. The CPO usually relies on a CPMS, which acts as an intermediary
between EVCSs and eMSPs, enabling the CPO to communicate with its cus-
tomers. The CPO also interacts with the DSOs, which are intermediaries in the
energy supply market. The interactions among parties occur through the specific
protocols highlighted in Figure 2.

Table 2. Parties and Associated Interaction Protocols.

Parties Protocol Acronym

eMSP - CPO/CPMS Open Charge Point Interface OCPI

CPO - DSO Open Smart Charging Protocol OSCP

CPO/CPMS - Open Charge Point Protocol OCPP

CPO/EVSE

EV - EVSE Road vehicles — Vehicle ISO 15118
to grid communication interface
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Fig. 2. EVCS Communications and Systems.

3.2 Critical EMS Service Functions

A general overview of EVCSs from an energy management perspective is pro-
vided by Wu et al. in [37]. Here the authors highlight the hierarchical EVCS
control structure, present a list of the main standards and protocols used in this
industry, and mention several features that a software system should include to
support the EVCS control system, such as the implementation of strategies for
energy allocation, trading, and demand forecasting.

The prominent role of EMSs in EVCSs is highlighted in multiple publications.
[29] states that EMSs “are automation systems that collect energy measurement
data from the field and make it available to users through graphics, online mon-
itoring tools, and energy quality analyzers, thus enabling the management of
energy resources.” Specifically, according to [3], their features could include:

— Power Limitation: The EMS can receive power limitation signals and adjust
the energy flow of connected devices, including EVSEs, accordingly. This
ensures compliance with physical and grid-initiated constraints at the grid
connection point, supporting stable local grid operation.

— Dynamic Pricing: The EMS can receive the rates from the DSO and adjust
the overall power consumption of connected devices.

— Load Management: The EMS can safely limit the overall EV power draw
on the system so that it does not exceed the available capacity. It can also
efficiently balance and distribute charging power to consumers.

— EV Charging: The EVSE or EV submits its energy demand and estimated
departure time to the EMS. If supported, the end user could choose CO5
friendly charging and the EMS would take care of charging with a higher
portion of solar energy, when available.

3.3 EMS Architecture

As of the EMS’s architecture, [28] highlights that it is “based on different layers
including management, data communication, vehicle control, electric transmis-
sion, and electric backup and storage modules.” Moreover Torreglosa et al. [31]



Electric Vehicle Fast-Charging Architectures 7

make a distinction between centralized and decentralized EMSs. In a centralized
EMS, a single control system manages all energy sources. Integrating additional
sources requires modifications to the EMS and installation of a communication
infrastructure between the new sources and the centralized system. Instead, in
a decentralized EMS, each energy source works independently, managing energy
flow among the system’s sources without requiring communication interfaces
between sources or with a supervisory energy system.

More recently, [22] proposed a charging station management system featuring
decentralized, fair, and impartial energy trading via a blockchain distributed
ledger and smart contracts; as of the system’s control hierarchy, the authors
placed centralized control at the station level and decentralized control on the
EVSEs, while the cloud server is mostly dedicated to the energy trading platform.

3.4 EVCS Service Orchestration and Monitoring

In [27] the authors present a framework for the interoperation and integration
of heterogeneous systems in the industrial automation domain and evaluate its
application to the EVCS industry through a case study, although it must be
noted that their focus is on service orchestration (on “local clouds”) and IoT,
and that by service orchestrator they intend a service dispatcher or router. Later
on, [21] developed a cloud-IoT monitoring system for solar panel stations, which
they described as “robust, reliable, workable, and suitable.”

3.5 EMS Control Software Architecture

Some papers that emerged from the LR proposed software architectures that are
similar to the OSI model, while others implemented variants of the client /server
model. [33] designed an architecture comparable to the cloud-edge-IoT model.
Among the others, we consider [19] to be a key paper in this research because its
authors applied the Smart Grid Architecture Model (SGAM) to the e-mobility
industry, focusing on interoperability and complexity management.

4 EVCS: a Revised Architecture Framework

Taking into account the findings of our literature review, we designed a dis-
tributed cloud-edge architecture framework (AF) (Fig. 3) for the fast charging
domain, in which we mapped the topics that surfaced from the LDA as software
components (Table 3) and allocated them in the respective execution environ-
ments. This AF should support the computing continuum and interactions from
several stakeholders (multiple ownership), in addition to extending the stations’
service continuity by making them more autonomous in local decision making.
Optimal EVCS management is of critical importance to EV drivers, especially
those who urgently need to charge their vehicles and do not have any options
nearby. In the following subsections we delve into the components of our pro-
posed solution.
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Fig. 3. Proposed Distributed Cloud-Edge Fast Charging Architecture Framework.

Internet of Things From left to right, the EVCS architecture starts with the
power sources, which may be renewable or fossil-based. The former refers to
the power grid (to which the station connects via a smart meter) [11], whereas
the latter includes wind turbines [37], train generative breaking [17], and solar
panels. It should be noted that some or all of these renewable sources might
not be available in all EVCSs. Regarding energy storage, EVCSs could house
batteries (with their respective BESS) and electric vehicles contain their own
battery cells, which, if bidirectional energy transfer is supported, may store and
return energy to a common bus. In fact, all of these sources are connected to a
common AC or DC bus, which provides energy to charging points and electric
vehicles (EVs) [37]. As of the latter, their batteries (controlled by the BMS:
battery management system) provide energy to vehicle devices and motors, and
the respective processes are managed by a software controller. Charging points
have microcontrollers [5] that manage their operation and react to user input
and power meter data, in addition to receiving settings and transmitting data
about a charging point’s operation [14]. In particular, the smart meter, BESS,
and EVSE are connected to the station’s local network.

Control Systems EVCS systems must be kept under continuous control to
ensure safety of users and continuity of service. Given the presence in EVCSs of
the three contexts, IoT and edge at the periphery and cloud at the center, we
deem the three-level control hierarchy presented in [37] particularly relevant for
the EVCS industry. We could consider the primary control level to be in charge
of overseeing EVSESs, whereas the secondary control level manages EVCS devices
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Table 3. Topic-Component Mapping.

Topic Component

User Management User Management

Power Management Energy Exchange Management, Energy Supplier Management
System Control EVCS Operations Management, DevOps Management

Edge Scheduling User Management, Forecasting Engine

Event Management Crisis Management, EVCS Operations Management
Application Data Management |Data Management, DevOps Management

Mobility Data Management Data Management, User Management

Edge Control Enecrgy Exchange Management, EVCS Operations Management
Energy Forecast Forecasting Engine

and, in turn, communicates with the tertiary control level located in the cloud.
Also, there is a bidirectional data flow that starts in the cloud, passes through
the EVCS controllers, and reaches the EVSEs, and vice versa. Building on this
idea, the tertiary control level should be deployed to execution environments
on the cloud to better exercise the global (centralized) monitoring and control
of the EVCS microgrid via industrial and single-board computers, which lie at
the secondary control level and perform local (decentralized) tasks. The primary
control level should manage the digital electronics of each EVCS.

Such multi-layer control system is primarily in charge of guaranteeing EVCS
architectures trustworthiness, defined as the combination of a system’s reliability
and recoverability as they are described in the ISO 25010 standard®:

Reliability: Capability of a product to perform specified functions under
specified conditions for a specified period of time without interruptions
and failures.

Recoverability: Capability of a product in the event of an interrup-
tion or a failure to recover the data directly affected and re-establish the
desired state of the system.

We deem that by placing container orchestrators both locally (edge) and
globally (cloud) we can increase the trustworthiness of a distributed architec-
ture, because orchestrators offer benefits such as lower mean time to repair
(MTTR) and higher availability by detecting and correcting issues automati-
cally. They improve infrastructure performance through efficient resource man-
agement and workload distribution and automate container management tasks
like deployment, scaling, and operations. Containers package applications with
their dependencies, ensuring consistent functionality and reducing overhead by
providing a tailored minimalistic execution environment. They streamline con-
tinuous deployment through automated testing, integration, and deployment.
Containers enhance security and stability by isolating applications from the un-
derlying OS and other applications. They also enable faster deployment times
and more efficient resource utilization compared to traditional virtual machines.

Execution Environments and Functional Components We placed execu-
tion environments at the cloud and edge to run the components that emerged

5 1SO 25010: https://www.iso.org/standard /78176.html
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from our literature review and others that may arise over time. We therefore
analyzed several aspects of these components to discern the most appropriate
execution environment(s) for each of them, resulting in Table 4.

Table 4. Key Architectural Drivers for EVCS: A Comparative Analysis.

Cloud | Edge |Resource|Continuous EE",‘;Z‘::I‘::M Industry
(Global) | (Local) |Intensive| Execution Specific Specific
v

v

Component

Data Management
Forecasting Engine

User Mgmgt

Energy Exchange Mgmgt
Energy Supplier Mgmgt
DevOps Mgmgt

EVCS Operations Mgmgt
Crisis Mgmgt v

NN

N

NN

NENER
SRR

These components may be translated to microservices, which are “small ap-
plications with a single responsibility that can be deployed, scaled, and tested
independently”’[20], to accommodate new features, address emerging challenges,
and optimize performance without compromising reliability. However, designing
an architecture based on this principle has several challenges, such as lower per-
formance (vs. monolithic applications), the increased complexity in monitoring
operations and debugging code, and how to guarantee data consistency [23].
Nevertheless, applications designed for our architecture framework could dy-
namically scale by leveraging the expansive capabilities of the cloud [24], while
ensuring that latency-sensitive tasks are executed at the edge [8]. This dynamic
scalability accommodates varying workloads and provides a cost-effective solu-
tion by optimizing resource allocation [16].

As of their functionalities, the energy exchange and energy supplier manage-
ment components should focus on automated dynamic energy procurement and
sales among DSOs, CPOs, and drivers, in addition to adaptive energy storage
and allocation, depending on changing market conditions. Similarly, the DevOps
and EVCS operations management components should cover the DevOps life cy-
cle and the centralized monitoring and control of charging stations.

Meanwhile, we placed the forecasting engine and the data and user manage-
ment components in both the cloud and edge execution environments, because
they could offer functionalities that are useful, and even necessary, at both ends,
considering the limitations of the underlying hardware.

Finally, we designed the crisis management component to handle all unfore-
seen adversities and events at the stations and guarantee a certain level of service
continuity while the system recovers or adapts to the new circumstances.

5 Trustworthy EVCS: Architectural Considerations

5.1 Ethnographic Study about the Proposed Architecture

For industrial grounding and confirmation of the aforementioned architecture
framework, we interviewed practitioners who work for a CPO that is a key
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player in the Southern European market of fast-charging stations, powered by
renewables, energy storage, and vehicle-grid integration. They intend to deploy
5,000 remotely managed fast charging points by 2025 and more than 35,000
by 2030. Additionally, they outsource certain services and systems to focus on
their core business. To delve into the architectural design, implementation, and
maintenance of an EMS infrastructure, we carried out four unstructured inter-
views at the company, each one lasting one work day, which helped us perform
an initial validation of our theoretical EVCS model. Then, we held two semi-
structured interviews focused on the software aspects of EVCSs and problems
in this industry that might be solved with software. Next, we analyzed the in-
terviews by reviewing the recordings and transcripts through content analysis.
Afterwards, we categorized the synthesized data according to each question and
produced conceptualizations to ground the software architecture to the indus-
try. Finally, we elicited the most significant problems by reviewing the interviews
and diagrams with the practitioners. Specifically, a thematic analysis [18] of the
interview data revealed recurring challenges and issues raised by participants,
providing qualitative insights into critical areas of concern in this industry. These
are discussed in the following subsections.

5.2 EVCS Software Architecture Management

Neither the state of the art nor the insights from practitioner interviews provide
clear guidelines on how to divide EVCS management software into components
and which execution environment is more convenient to converge towards a com-
puting continuum. Yet, this is reported as a critical aspect for the stations to
function in a highly autonomous fashion. The following consideration is made:

1: Computing Continuum of EVCSs is a First-Class Citizen.

The plurality and heterogeneity of devices and stakeholders that compose
and interact with an EVCS lead to a greater relevance of the continuum in
this industry. It is thus crucial to determine which features shall be allocated
to which layer of the computing continuum.

Subsequently, we report emerging needs for the underlying software architec-
ture to offer a high degree of flexibility. For example, the deployment of updates
to the industrial computers that control each EVCS involves a certain degree of
complexity. These devices may run a variety of component containers, server-
less functions, native OS programs, or even virtual machines, and thus require
architectural flexibility based on the capabilities of each computer and its com-
ponents. Additionally, in such a continuously evolving industry, the underlying
technologies could change anytime. The following consideration therefore stands:
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2: DevOps-oriented Architecture Flexibility.

Metrics shall be defined to measure the extent of flexibility (e.g. modifiability
analysis [2]) of EVCS architectures and how they exert continuity over the
surrounding DevOps pipelines. The use of abstraction layers should help
increase system flexibility|[7].

Finally, the absence of established guidelines, standards, or universally ac-
knowledged best practices in this realm increases the degree of complexity of the
architectural decision-making process.

5.3 Data Management

Regarding data management, the interviews helped us quantify the data vol-
ume transmitted and received daily by each EVCS (~100 MB). This empirical
data is significant for further (e.g., dataflow) architecture-based experimenta-
tion given its absence within existing literature and the related lack of ad-hoc
experimentation on the matter. The following consideration is made:

3: Controlled Architectural Experimentation Shall Reflect
Dataflow Modelling & Analysis.

Many approaches that feature dataflow modelling and analysis may be lever-
aged to better define the constraints and execution policies under which
EVCS management design can be performed.

At the same time, disparities between the data stored in the cloud and the
edge can emerge, resulting in data divergence [15]. This phenomenon introduces
a significant challenge for architectural decision-making processes, as insights
derived from cloud-based data may no longer accurately reflect the real-time
conditions and dynamics occurring at the edge and vice versa. Consequently,
decisions based on outdated or divergent data may prove inadequate or even
counterproductive, leading to sub-optimal outcomes and operational inefficien-
cies. The following consideration is made:

4: EVCS Architecture Decision-Making is a Continuous Architect-
ing Exercise.

Fostering closer alignment between cloud and edge data entails leveraging
advanced analytics and machine learning algorithms to detect and reconcile
discrepancies in architectural decision-making in real-time, reflecting a con-
tinuity in such decisions; new adaptation mechanisms shall hence assume
such decision continuity and operate decision-making in account of it.

Thus, organizations shall proactively identify cases of data discrepancy and
implement corrective measures to re-align cloud and edge data streams, e.g. by
continuously monitoring data integrity and consistency across distributed nodes.
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5.4 Service Continuity

During the interviews, the participants elucidated various factors contributing
to service interruptions within the EVCS infrastructure, including that:

Fault logging is a whole issue on its own, because typically when the system
fails, it either brings down components or even the entire site [i.e. EVCS]. There-
fore, understanding how to ensure the collection and retention of information,
and the ability to recover when the site is down can save you from physically
going there to conduct diagnostics.

Hence, the potential for industrial hardware to experience system halts or
encounter bugs within its software is a notable concern, as it may result in oper-
ational disruptions, especially because usually no one is present at the EVCSs.
In the event of a system hang-up in a containerized environment, an orchestrator
mechanism can swiftly detect and rectify the issue by initiating the deployment
of a new container while decommissioning the malfunctioning one. Similarly, in
the case of bugs affecting serverless functions, the system’s automated processes
can seamlessly execute error-handling protocols to ensure uninterrupted service
delivery. Thus, the following consideration is made:

5: EVCS Architecture Management is an Orchestration-centric
Exercise.

By adopting containerization or serverless architectures, EVCS operators
can enhance system robustness and minimize the likelihood of prolonged
service disruptions. These deployment strategies not only facilitate rapid
fault recovery but also afford greater scalability and agility in adapting to
evolving operational requirements.

The interviewees also highlighted the risk of communication disruptions in
charging stations and charging points. This stresses the criticality of maintain-
ing seamless connectivity to ensure uninterrupted service delivery. Therefore,
future experimentation must be directed towards implementing robust redun-
dancy measures over said orchestration exercises to mitigate the impact of po-
tential communication misalignment or other failures.

5.5 IoT & Electronics

The practitioners gave particular importance to phenomena concerning charging-
points malfunctioning due to firmware bugs. Unlike industrial computers, IoT
devices typically lack the resources to run containerized environments or lambda
functions. However, the imperative to swiftly detect and address charging point
failures is crucial in ensuring seamless service continuity and enhancing user
experience. In light of this challenge, the following consideration is made:
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6: EVCS Architectures Require Fault Detection by Design.
Proactive measures such as automated system alerts and remote trou-
bleshooting protocols enable operators to expedite the resolution of
firmware-related issues, thus maximizing service uptime and availability.

While IoT devices may not inherently support containerization or serverless
computing paradigms, alternative architecture approaches—and the connected
fault-tolerance analysis—can be employed to mitigate the impact of firmware
bugs on EVCS operations. For instance, leveraging edge computing capabilities,
such as edge analytics and edge processing, can empower loT devices to perform
localized fault detection and remediation tasks autonomously. By distributing
computational resources closer to the point of data generation, edge computing
frameworks expedite response times and reduce reliance on centralized infras-
tructure for critical decision-making processes.

6 Conclusion

We consider this paper to be a preliminary document on software architecture
principles applied to the electric vehicle charging stations industry, upon which
we expect more authors to elaborate and develop ad hoc solutions. Throughout
its sections, we applied qualitative research methods to gather relevant infor-
mation that helped us model a cloud-edge fast charging architecture framework
and identify current challenges in the industry, thereby grounding the theory to
the practice and with hopes of developing an industry-actionable solution. In
addition to providing answers to the research questions (RQ1 in Section 3, RQ2
in Section 4, and RQ3 in Section 5), we hope to have contributed to the scien-
tific community by delving into important aspects of EVCS management from a
software architecture perspective. In the future we plan to follow up on our con-
siderations with an experimental approach, in search of quantitative guidelines
to compound each consideration.
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