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Abstract 

 
Critical Infrastructures (CIs) are interdependent and, thus, vulnerable to scenarios of 

cascading effects, e.g., initiated by natural hazardous events like flooding, windstorms, heat 

waves, etc, which can lead to partial or complete inoperability. Traditional approaches for CI 

inoperability assessment are based on historical data of natural event occurrence and 

deterministic climate projections, which often neglect spatial correlations, thus limiting the 

analysis to the footprint of the direct failures on the CI in the location of occurrence of the 

hazardous event. Additionally, for long-term CI projections lifespans, it is necessary to 

consider the changes in natural hazards frequency and intensity due to climate change. In 

this work, we use climate projections to generate spatially coherent natural hazard scenarios 

through Stochastic Fields (SFs) via Karhunen–Loève Expansion (KLE), so that spatial 

dependencies and correlations across the CIs are preserved also accounting for climate 

change on the long-term. The generated hazard scenarios are integrated within the Dynamic 

Inoperability Input-output Model (DIIM) framework to evaluate the cascading effects on 

multi-state interdependent CIs. The overall modeling methodology and simulation 

framework is applied to multi-state interdependent power and water networks positioned in 

the climate conditions of North of Italy, considering to climate change projections based on 

Representative Concentration Pathways (RCPs), specifically RCP 4.5 and RCP 8.5 . The 

analysis performed allows considering how climate change alters inoperability patterns and 

how systemic risks propagate across CIs. This provides insights for the design of mitigation 

and prevention strategies. 
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Nomenclature 

ℋ Set of natural hazards 
𝐻∗ Selected natural hazard characteristic variable 
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𝒟 Geographical extent (spatial domain) of the system of systems  

∆𝑠 Spatial resolution 

𝑑̅ Coordinates (longitude, latitude) of the spatial locations in 𝒟  

𝑑̅
𝑙 Coordinates (longitude, latitude) of the 𝑙-th grid location 

𝒯 Temporal domain of the historical data 

𝐻∗(𝑑̅, 𝑡) Hazard intensity of 𝐻∗ at time 𝑡, evaluated at each 𝑑̅  
𝜏 Threshold value of 𝐻∗ 

𝒯𝐸 Set of time instants for which 𝐻∗(𝑑̅, 𝑡) > 𝜏  
ℱ Set of candidate probability distributions 
𝐹𝑝 Candidate 𝑝-th distribution 

𝜃𝑙 ,𝑝
∗  Parameters of the 𝑝-th distribution, at the 𝑙-th grid location 

𝐹𝑙(∙) 
Marginal cumulative distribution function for 𝐻∗(𝑑̅, 𝑡), 𝑡 ∈ 𝒯𝐸 at the 𝑙-th grid 

location 
𝑢𝑙(𝑡) Transformed (uniform) hazard value at the 𝑙-th location at time 𝑡 

𝑍𝑙(𝑡) Gaussian anamorphosis of 𝑢𝑙(𝑡) 
ℎ𝑙𝑜 Haversian distance between 𝑙-th and 𝑜-th grid locations  
𝜌(∙) Parametric spatial correlation function 

𝐶̿ Spatial correlation matrix 

𝑘 Number of retained eigenmodes  

𝜍 Variance-retention threshold value 

𝑆 Set of synthetic hazard scenarios 

ℎ̅𝑠 Hazard field in the 𝑠-th scenario 
𝑢𝑙

𝑠 Uniform hazard value at the 𝑙-th location in in the 𝑠-th scenario 
ℎ𝑙

𝑠 Hazard intensity at the 𝑙-th location in in the 𝑠-th scenario 

ℎ
𝑒𝑜𝑝

(𝑖,𝑖)
𝑠

 Maximum hazard intensity along edge 𝑒𝑜𝑝
(𝑖,𝑖)

 in in the 𝑠-th scenario 

ℙ(𝑥𝑧,𝑓
𝑖 |ℎ𝑙

𝑠) Probability that node 𝑛𝑧
𝑖  is in state 𝑥𝑧,𝑓

𝑖  given ℎ𝑙
𝑠  

𝜇, 𝛽 Fragility curve parameters (mean, dispersion) 
𝛷(∙) Standard normal cumulative distribution function 
𝑀 Number of interdependent critical infrastructures 

𝐺𝑖  Directed graph of the 𝑖-th critical infrastructure 

𝑁𝑖 Set of nodes in the 𝑖-th critical infrastructure 

𝑛𝑧
𝑖  𝑧-th node of the 𝑖-th critical infrastructure 

𝐸(𝑖,𝑖) Set of edges in the 𝑖-th critical infrastructure 

𝑒𝑜𝑝
(𝑖,𝑖)

 Edge from node 𝑛𝑜
𝑖  to 𝑛𝑝

𝑖  in the 𝑖-th critical infrastructure 

𝐸(i,j) Set of edges from the 𝑖-th infrastructure to the 𝑗-th infrastructure 

xz,f
i  𝑓-th performance state of 𝑧-th node in the 𝑖-th critical infrastructure 

x
eop

(i,i)
,u

i  𝑢-th performance state of edge from node 𝑛𝑜
𝑖  to 𝑛𝑝

𝑖  in the 𝑖-th infrastructure 

𝑞(𝑡) Inoperability vector of the 𝑀 critical infrastructures at time 𝑡 
𝑞𝑖(𝑡) Inoperability value of the 𝑖-th critical infrastructure at time 𝑡 
𝑐(̅𝑡) Perturbation vector at time 𝑡 

𝐴(̿𝑡) Multi-state interdependency matrix at time 𝑡 

𝑎𝑖𝑗 (𝑞𝑗(𝑡 − 1)) 
Interdependency coefficient from the 𝑗-th infrastructure to the 𝑖-th 
infrastructure, based on 𝑞𝑗(𝑡 − 1) 

𝐾 Recovery matrix 

𝑘𝑖𝑖 Recovery rate of the 𝑖-th infrastructure 
𝑇𝑖  Time for the 𝑖-th critical infrastructure to recover from inoperability 𝑞𝑖(0) to 
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𝑞𝑖(𝑇𝑖)  

𝑟𝑗  Set of discrete inoperability intervals of the 𝑗-th critical infrastructure  

𝑟𝑤
𝑗
 𝑤-th inoperability interval of the 𝑗-th critical infrastructure 

𝑎𝑖𝑗(𝑟𝑤
𝑗 ) 

Interdependency coefficient from the 𝑗-th critical infrastructure to the 𝑖-th 

critical infrastructure when 𝑞𝑗 ∈  𝑟𝑤
𝑗
 

 

Abbreviations 

AIC Akaike Information Criterion 
BIC Bayesian Information Criterion 
CDF Cumulative Distribution Function 
CI Critical Infrastructure 
DIIM Dynamic Inoperability Input-output Model 
EVT Extreme Value Theory 
KLE Karhunen–Loève Expansion 
NH Natural Hazard 
PIT Probability Integration Transform 
PN Power Network 
RCP Representative Concentration Pathway 
RMSE Root-Mean-Square Error 
SF Stochastic Field 
SoS System of Systems 
WN Water Network 

 

1. Introduction 
 

Natural hazards (NHs) such as floods, storms, droughts and heatwaves can severely 

impact Critical Infrastructures (CIs) operability [1], causing significant societal and 

economic damages [2,3]. Analyzing how NHs can affect CIs operability can provide 

knowledge relevant to inform the decision making of disaster risk managers and long-

term infrastructure planners [4,5]. 

 

In recent years, NHs have been further exacerbated by climate change, with the associated 

increase of their frequency, intensity and spatial extent [6 - 8]. Considering only historical 

records for characterizing the exposure of CIs to NHs, thus, undermines the coverage of 

any prospective analysis with respect to scenarios triggered by future climatic conditions 

more severe than in the past [9]. Forward-looking, climate-driven scenarios must, thus, 

capture potential operability losses under changing NH conditions [10], to avoid risk 

underestimation [11, 12]. 

 

Different approaches have been developed to model the NH dynamics under climate 

change, namely physics-based hazard models and statistical approaches [13, 14]. Physics-

based hazard models are high-fidelity models, whose results are useful for scenario-based  

assessment. For example, in [15], EURO-CORDEX regional climate models are used to 

evaluate the increase of river flood frequency and magnitude across Europe. At a local 
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scale, in [16], an inundation model is used to assess flood risk in central Italy, and in [17] 

a two-dimensional hydraulic model is used to explore flood extents under Representative 

Concentration Pathways (RCPs) 4.5 and 8.5, which describe intermediate and high 

greenhouse gas forcing scenarios, respectively [18]. However, all the modeling 

approaches used for the above analyses are computationally expensive, hazard-specific, 

and need a large amount of high-quality local data, which limits their scalability and 

generalization across regions and hazard types [19]. Statistical approaches do not model 

the NH physical process but catch its stochastic characteristics [20, 21]. For example, in 

[22 - 26], Extreme Value Theory (EVT) is used to estimate changing return levels of 

precipitation [22 - 24], floods [25] and wind [26] considering also climatic covariates to 

capture non-stationarity. Despite this, EVT overlooks spatial dependencies and cross-

correlation among locations, which are instead relevant when the aim is to assess 

cascading effects in the System of Systems (SoS) made of multi-state interdependent CIs, 

because failures at spatially correlated locations can occur simultaneously, amplifying 

disruption cascade propagation throughout the interdependencies of the CIs. Recent 

studies have highlighted that even when detailed flood hazard modeling is available, the 

lack of integrated probabilistic frameworks capable of considering the stochastic process 

of cascade propagation of hazard-induced failures through the CIs limits the assessment 

of indirect impacts on critical services [27]. When the risk assessment concerns 

geographically distributed assets within the SoS, EVT, thus, loses its effectiveness [28].  

 

Copula-based methods can be used to model multivariate hazard dependencies and 

spatially coherent hazard patterns of NHs. For example, in [29], Fisher copula is used to 

characterize spatial dependence of floods across catchments; in [30] a set of combined 

copula models are developed to model climate projections and evaluate changing flood 

characteristics in Iran across historical, mid-term and long-term future periods; in [5], a 

Canonical-vine copula is applied to capture spatial dependence of wind gusts in Northeast 

Italy and integrate hazard scenarios into a Dynamic Input-output Inoperability Model 

(DIIM) for assessing the impact of cascading effects on interdependent power and gas 

CIs. Nevertheless, applying copula models to high-dimensional spatial domains is 

computationally demanding and particularly sensitive to uncertainties in copula structure 

selection and parameter estimation [31].  

 

Stochastic Field (SF) methods are well established in civil and structural engineering for 

modeling spatial variability and loads [32 - 34], and offer a promising alternative for 

generating climate-aware hazard scenarios that are spatially coherent and computationally 

efficient [35]. SF can be generated by Karhunen–Loève Expansion (KLE), whose spectral 

decomposition can approximate a random field through covariance-based orthogonal 

expansions and preserves spatial dependence while reducing the computational demand 

[36]. By combining mathematical rigor with a computationally tractable solution, SF 
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provides a scalable framework for integrating climate projections into hazard analyses. 

To the authors’ knowledge, SF application for NHs risk assessment of interdependent CIs 

exposed to climate change has not yet been explored: existing studies [37, 38] focus on 

direct damage to single assets, whereas the complexity of analyzing interdependent CIs 

has not been addressed.  

 

In this work, we propose an original modeling framework that uses SF for climate change-

dependent NH modeling within a DIIM framework [39] to assess the inoperability of 

multi-state interdependent CIs when exposed to NH-triggered scenarios. The framework 

is developed in such a way that open-access available global datasets (e.g., Copernicus 

Climate Data Store [40], NASA repositories [41], EURO CORDEX repository [42]) can 

be used to build the SF ensuring transferability of the approach across different spatial 

regions.  

 

The novel contributions of the research presented in this paper are: (i) the development 

of a SF framework capable of generating spatially coherent hazard scenarios, thereby 

advancing hazard modeling by preserving spatial dependencies in a computationally 

efficient manner; (ii) the integration of climate change projections to assess evolving 

hazard intensities and spatial patterns, while relying exclusively on open-access datasets 

to ensure feasibility and transferability across diverse geographical contexts; (iii) the 

integration of spatially coherent NH scenarios in a multi-state, interdependent CI 

inoperability assessment model, enabling the analysis of cascading effects from a SoS 

perspective and providing insights into CIs inoperability under climate-induced NHs.  

 

The remainder of this paper is organized as follows. Section 2 presents the proposed 

methodology for generating spatially correlated hazard scenarios using SF and integrating 

them into the inoperability assessment model of multi-state interdependent CIs. Section 

3 describes the case study and data sources. Section 4 discusses the results and Section 5 

concludes with remarks on the contributions, limitations and directions for future 

research.  

  

2. Modeling Framework 
 

The proposed modeling framework consists of three modules, as shown in Figure 1: (i) 

SoS and NH characterization, (ii) SF hazard scenario generation, and (iii) Inoperability 

assessment of multi-state interdependent CIs. 
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Figure 1. Modeling framework 

2.1 SoS and NH characterization  

 

In general terms, NHs can be described by one (or more) characteristic variables 𝐻∗ ∈

ℋ = {𝐻1,𝐻2, … , 𝐻ℎ}: windstorms, for example, by wind speed or wind gust, floods by 

water depth, snowstorm by snow load, etc. [43]. A selected characteristic variable 𝐻∗ ∈

ℋ is here modeled as a spatio-temporal field 𝐻∗(𝑑̅, 𝑡), where 𝑑̅𝑙 =

(𝑙𝑜𝑛𝑔𝑖𝑡𝑢𝑑𝑒, 𝑙𝑎𝑡𝑖𝑡𝑢𝑑𝑒 )  ∈ 𝒟 denotes the spatial location within the study region and 𝑡 ∈

𝒯 denotes time within the horizon of analysis. Records of 𝐻∗(𝑑̅, 𝑡) are collected from 

freely available datasets, such as the Copernicus Climate Data Store [40], NASA 

repositories [41] and national meteorological agencies databases [44]. These data are 

required to cover the spatial domain 𝒟 and the temporal horizon 𝒯, ensuring that both the 

CI assets and the geographical footprint of the selected natural hazard are well covered. 

 

The study region, i.e., the geographical area where CIs and NHs interact , is here defined 

as 𝒟 ⊂ ℝ2. A SoS composed of 𝑀 interdependent CIs is considered within 𝒟. Each 𝑖-th 

CI is modeled as a direct graph 𝐺𝑖 ≡ (𝑁𝑖 , 𝐸(𝑖,𝑖)), where 𝑁𝑖  denotes the set of nodes (e.g., 

substations, pumping stations) and 𝐸(𝑖,𝑖)  the set of intra-system connections (e.g., 

transmission lines, distribution pipes) also called edges. The state of each element of a 

CI, whether node or edge, can evolve across multiple performance levels, from fully 

operational to degraded and, then, failed. Interdependencies between different CIs are 

represented by inter-graph connections 𝐸(𝑖,𝑗), which capture functional dependencies 

between 𝐺𝑖 and 𝐺𝑗. Further details on the CI modeling approach can be found in [39]. 

 

Climate projections that describe the future evolution of hazard frequency and intensity 

are selected from established archives and are driven by RCPs, comprising four 

standardized greenhouse gas concentration trajectories (RCP2.6, RCP4.5, RCP6.0 and 

RCP8.5) constructed to span low, intermediate and high forcing futures [45]. In practical 

terms, RCP2.6 describes a scenario of strong mitigation of greenhouse gas emissions with 

declining concentrations after mid-century; RCP4.5 and RCP6.0 represent stabilization at 

intermediate levels of greenhouse gas emissions; RCP8.5 represents a future of high 

concentration pathway. RCPs are scenario inputs used to drive climate-model 

experiments, i.e., numerical simulations in which prescribed greenhouse gas 

concentration trajectories force global or regional climate models to generate future 

climate projections [46].  

 

SF hazard 

scenario 

generation

Inoperability assessment 

of multi-state 

interdependent CIs

SoS and NH  

Characterization
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A temporal resolution ∆𝑡 and a spatial resolution ∆𝑠 are to be selected to match the hazard 

dynamics (e.g., daily for wind gusts or snow load; hourly for thermal stress or short -

duration hydrologic responses), and to grasp the distance between adjacent CI assets, 

respectively. For example, in ERA5 data from Copernicus the spatial resolution is 

typically ∆𝑠 ≈ 25 km [47], whereas for EURO-CORDEX dataset it is ∆𝑠 ≈ 11 km [42].  

 

To ensure consistency across present and future conditions, historical records and climate 

projections are harmonized to the same spatial domain 𝒟 and target resolution (∆𝑡, ∆𝑠). 

Hazard datasets are pre-processed for clean up from missing and/or corrupted values: 

missing values are reconstructed by nearest-neighbor or carry-forward methods to 

preserve continuity [48], whereas corrupted, physically implausible values (e.g., negative 

depths, zero gusts at active stations, sensor saturation) are removed if out of site- and 

season-specific plausibility bounds. The outcome is a cleaned spatio-temporal series 

𝐻∗(𝑑̅, 𝑡) consistently defined over 𝒟 × 𝒯. Figure 2 summarizes the steps of the modeling 

module 1. 

 
Figure 2. SoS and NH characterization 

2.2 SF hazard scenario generation 

 

To generate a stochastic hazard field whose values are realistic at each site and whose 

spatial dependence matches the data, it is necessary to: (i) capture site-specific behavior 

by fitting a marginal distribution at each location; (ii) obtain a spatial correlation among 

locations by removing the marginal effects via the Probability Integration Transform 

(PIT); and (iii) simulate a spatially coherent field with KLE using the fitted marginals and 

the correlations.  

 

(i) To capture site-specific behavior (independently of spatial dependence), we 

fit a parametric marginal distribution from a set of candidates ℱ = {ℱ𝑝} (e.g., 

Lognormal, Weibull, Gamma) at each location 𝑑̅𝑙 ∈ 𝒟. The fitting is 

performed on the series of records {𝐻∗(𝑑̅𝑙 , 𝑡)|𝑡 ∈ 𝒯𝐸 }, where 𝒯𝐸 ⊂ 𝒯  denotes 

Definition of study 

region

System of systems 

characterization

Natural hazard 

identification

Historical data 

collection

Hazard data collection 

for selected RCPs
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data
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the set of time instants for which the hazard intensity exceeds a prescribed 

threshold 𝜏 ∈ ℝ+ at least at one spatial location within the domain, i.e. 

𝒯𝐸 = {𝑡 ∈ 𝒯: max
𝑑̅𝑙∈𝒟

𝐻∗(𝑑̅𝑙 , 𝑡) ≥ τ} (1) 

       

For each candidate distribution ℱ𝑝, the parameters 𝜃𝑙 ,𝑝 are estimated by 

maximum likelihood estimation, 

𝜃𝑙 ,𝑝
∗ = 𝑎𝑟𝑔 max

𝜃
  ℒ ({𝐻∗(𝑑̅𝑙 , 𝑡)}

𝑡 ∈ 𝒯𝐸
|ℱ𝑝, 𝜃) (2) 

where ℒ(∙) denotes the likelihood function. The marginal model selection can 

be based on information criteria, such as the Bayesian Information Criterion 

(BIC) [49] or the Akaike Information Criterion (AIC) [50]. The marginal 

distribution selected at 𝑑̅𝑙 is  ℱ𝑙 (∙) = ℱℱ𝑝𝑙
∗ (∙ |𝜃𝑙,𝑝

𝑙
∗

∗ ), where 𝑝𝑙
∗ denotes the index 

of the candidate minimizing the BIC.  

 

The adequacy of the selected marginal can be, then, assessed using goodness-

of-fit diagnostics, including the Kolmogorov-Smirnov test [51], complemented 

by Anderson-Darling tests [52] and quantile-quantile plots [53].  

 

(ii) To model spatial dependence, PIT can be used to map observations on a 

common uniform scale and preserves their rank structure [54]: for each 𝑡 ∈ 𝒯𝐸  

and location 𝑑̅𝑙 ∈ 𝒟, the PIT is: 

 

𝑢𝑙(𝑡) = ℱ𝑙 (𝐻∗(𝑑̅𝑙 , 𝑡)) ∈ [0,1] (3) 

The uniform variables 𝑢𝑙(𝑡) are, then, mapped to a Gaussian scale through a 

Gaussian anamorphosis (probit transform), 

 

𝑍𝑙(𝑡) = Φ−1(𝑢𝑙(𝑡)),     𝑡 ∈ 𝒯𝐸 , 𝑑̅𝑙 ∈ 𝒟 (4) 

      where Φ is the standard normal cumulative distribution function.  

 

For each site 𝑙, the resulting Gaussian scores {𝑍𝑙(𝑡)}𝑡∈𝒯𝐸
 are centered by 

subtracting their empirical mean over 𝒯𝐸, so that they have zero mean. This 

centering step removes residual location-specific offsets and ensures that 

spatial dependence is characterized solely through second-order statistics.  

 

Spatial dependence is, then, inferred on this common Gaussian scale using the 

centered Gaussian scores 𝑍𝑙(𝑡): for two locations 𝑑̅𝑙 and 𝑑̅𝑜  with latitude 

𝜙𝑙 , 𝜙𝑜  and longitudes 𝜓𝑙 , 𝜓𝑜  (in radians), the sample correlation between the 
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corresponding centered Gaussian score time series 𝑍𝑙(𝑡) and 𝑍𝑜(𝑡) is 

computed. These pairwise correlation estimates are, then, grouped into 

distance classes according to the inter-site distance ℎ𝑙𝑜, i.e., the haversine 

great-circle distance [53], in Equation (5), yielding an empirical correlogram,  

ℎ𝑙𝑜 = 2𝑟𝐸  sin−1 (√𝑠𝑖𝑛2
𝜙

𝑙
− 𝜙

𝑜

2
+ cos 𝜙

𝑙
+ cos𝜙

𝑜
𝑠𝑖𝑛2

𝜓
𝑙

− 𝜓
𝑜

2
) (5) 

where 𝑟𝐸 = 6371 km is the mean Earth radius.  

 

Then, a parametric correlation function 𝜌(ℎ; 𝜗) (e.g., exponential, Gaussian, 

spherical, or Matérn) is fitted to the empirical correlogram by weighed least 

squares [56], 

𝜗 ∗ = 𝑎𝑟𝑔 min
𝜗

∑ 𝜔𝑏[𝜌̅
𝑏

− 𝜌(ℎ𝑏; 𝜗)]
2

𝐵

𝑏=1

 (6) 

where (ℎ𝑏 , 𝜌̅𝑏 ,𝜔𝑏) are the bin-center distance, the average empirical 

correlation in bin 𝑏 and the associated weight, respectively. These correlation 

families are standard in spatial statistics, with the Matérn class favored for its 

interpretable range and smoothness parameters [57]. 

 

As a summary measure of fit, the root-mean-square error (RMSE) between 

the empirical correlogram and the fitted model can be adopted: 

𝑅𝑀𝑆𝐸(𝜗∗) = √
1

𝐵
∑[𝜌̅

𝑏
− 𝜌(ℎ𝑏; 𝜗∗)]

2

𝐵

𝑏=1

 (7) 

 

(iii) Since the Gaussian scores 𝑍𝑙(𝑡) have unit variance by construction, their 

covariance matrix coincides with the correlation matrix [58, 59]. Evaluating 

the fitted correlation function 𝜌(∙; 𝜗∗) at all inter-site distances ℎ𝑙𝑜, thus yields 

the target correlation (and hence covariance) matrix 𝐶̿(𝜗∗) ∈ ℝ𝒟×𝒟, with 

entries:  

𝐶̿
𝑙𝑜 = 𝜌(ℎ𝑙𝑜;𝜗∗ ) (8) 

 

Let 𝐶̿ = 𝑉Λ𝑉Τ denote its eigen-decomposition, where Λ = diag(𝜆1,… , 𝜆𝑑) 

with (𝜆1 ≥ ⋯ ≥ 𝜆𝑑 ≥ 0) and 𝑉 contains the associated orthonormal 

eigenvectors [58]. The smallest integer 𝑘 is selected such that a prescribed  

variance-retention level 𝜍 ∈ [0,1] (e.g., 𝜍 = 0.95) is satisfied: 



10  

∑ 𝜆𝑣
𝑘
𝑣=1

∑ 𝜆𝑣
𝑑
𝑣=1

≥ 𝜍 (9) 

      The KLE is, then, used to generate spatially coherent Gaussian fields [60] as: 

 

𝑍̅𝑠 = 𝑉:,1:𝑘Λ1:𝑘,1:𝑘
1/2

𝜉𝑠 ,           𝜉𝑠 ~𝒩(0, 𝐼𝑘̿) (10) 

where 𝑉:,1:𝑘 ∈ ℝ𝑑×𝑘  contains the first 𝑘 eigenvectors, Λ1:𝑘,1:𝑘 is the diagonal 

matrix of the retained eigenvalues, 𝜉𝑠 ∈ ℝ𝑘  is a vector of independent 

standard normal coefficients, and 𝐼𝑘̿  is the 𝑘 × 𝑘 identity matrix. This 

construction yields Gaussian fields whose spatial covariance matches 𝐶̿(𝜗∗), 

and provides an optimal (global mean-square) truncated representation once 

the covariance is specified [61].  

 

Finally, we recover the physical hazard values to consider for the scenario 

simulation, by inverse transform at each site: 

 

𝑢𝑙
𝑠 = Φ(𝑍𝑙

𝑠),           ℎ𝑙
𝑠 = 𝐹𝑙

−1(𝑢𝑙
𝑠 ) (11) 

where Φ is the standard normal cumulative distribution function. Collecting 

scalars across 𝒟 gives the vector ℎ̅𝑠 = [ℎ1
𝑠 ,… , ℎ𝑑

𝑠 ]𝑇 . The ensemble 𝑆 =

{ℎ̅1, … , ℎ̅𝑆} is, then, a stochastic, spatially coherent set of hazard scenarios 

consistent with the event-focused marginals and the estimated spatial 

dependence, where each ℎ̅𝑠  contains the hazard intensity ℎ𝑙
𝑠  at each location 

𝑑̅𝑙 of the SoS. An overview of the SF generation pipeline is shown in Figure 

3. 

 

 
Figure 3. SF hazard scenario generation 

Marginal distribution 

fitting at each grid location

Spatial covariance 

function estimation

SF generation of spatially coherent 

hazard scenarios 

For each dataset 
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2.3 Inoperability assessment of multi-state interdependent CIs 

 

CI inoperability is evaluated with a multi-state DIIM [39]. The evolution of inoperability 

across the 𝑀 interdependent CIs of the SoS is given by: 

𝑞(𝑡 + 1) = 𝑞(𝑡) − 𝐾𝑞(𝑡) + 𝐾𝐴̿(𝑡)𝑞(𝑡) + 𝐾𝑐̅(𝑡) (12) 

 

where 𝑞(𝑡) ∈ [0,1]𝑀 is the inoperability vector (0 = fully operational, 1 = fully 

inoperable); 𝑐̅(𝑡) is the exogenous perturbation vector (typically 𝑐̅(0) from the hazard 

impact and 𝑐̅(𝑡 > 0) = 0);  𝐾 = 𝑑𝑖𝑎𝑔(𝑘1,… , 𝑘𝑀) is the diagonal 𝑀 × 𝑀 recovery 

matrix; 𝐴̿(𝑡) is the multi-state interdependency matrix. Entry 𝑎𝑗𝑖(𝑡) quantifies the fraction 

of functionality that the 𝑗-th CI loses per unit inoperability of the 𝑖-th CI at time 𝑡 (with 

𝑎𝑖𝑖(𝑡) = 0). 

 

To estimate the interdependency coefficients, we implement the data-driven approach 

introduced in [39], using the ensemble of hazard pseudo-scenarios generated via SF to 

characterize cascading effects.  

 

For each SF realization ℎ̅𝑠 , the CI elements hit by the NH are identified: nodes are 

considered exposed to the NH intensity at their location, whereas edges (that span over 

multiple locations) are conservatively considered exposed to an equivalent hazard 

intensity defined as the maximum intensity encountered along its footprint,  

ℎ
𝑒𝑜𝑝

(𝑖,𝑖)
𝑠 = 𝑚𝑎𝑥(ℎ1

𝑠 , ℎ2
𝑠 , … , ℎ𝑦

𝑠 ) (13) 

 

Element-level damage is, then, evaluated through component-specific fragility functions, 

which relate the hazard intensity to the probability of exceeding discrete performance 

states. Nodes and edges are each characterized by ordered sets of performance states 

ranging from full operability to complete failure. Assuming, without loss of generality, a 

fragility of lognormal form, the probability that a given element reaches or exceeds a 

damage state is computed as  

 

ℙ(𝑥𝑧,𝑓
𝑖 |ℎ𝑙

𝑠 ) = Φ (
𝑙𝑛(ℎ𝑙

𝑠) − 𝜇𝑧,𝑓

𝛽𝑧,𝑓

) (14) 

ℙ (𝑥
𝑒𝑜𝑝

(𝑖,𝑖)
,𝑢

𝑖 |ℎ
𝑒𝑜𝑝

(𝑖,𝑖)
𝑠 ) = Φ (

𝑙𝑛 (ℎ
𝑒𝑜𝑝

(𝑖,𝑖)
𝑠 ) − 𝜇

𝑒𝑜𝑝
(𝑖,𝑖)

,𝑢

𝛽
𝑒𝑜𝑝

(𝑖,𝑖)
,𝑢

) (15) 

 

where Φ is the standard normal cumulative distribution function, 𝑥𝑧,𝑓
𝑖  is the 𝑓-state of 
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node  𝑛𝑧
𝑖 , 𝑥

𝑒𝑜𝑝
(𝑖,𝑖)

,𝑢

𝑖  is the 𝑢-state of edge 𝑒𝑜𝑝

(𝑖,𝑖)
, ℎ𝑙

𝑠  is the node scenario intensity, ℎ
𝑒𝑜𝑝

(𝑖,𝑖)
𝑠  is the 

edge equivalent intensity from Equation (13), and 𝜇, 𝛽 are the fragility parameters for the 

indicated element and state, respectively.  

 

Based on these probabilities, binary or multi-state sampling is applied [5] to assign each 

element a discrete damage state for the given scenario. 

 

Element-level damage states are aggregated to obtain infrastructure-level degradation. 

For each 𝑖-th CI, the infrastructure performance is represented by a discrete set of ordered 

states 𝑋𝑖 = {𝑋0
𝑖 ,𝑋1

𝑖 , … , 𝑋𝐿
𝑖 }, (where 𝑋0

𝑖  corresponds to the perfect functioning of the CI, 

and 𝑋𝐿
𝑖  to complete failure). The infrastructure state depends on the configuration of 

damaged elements and is determined through a structural mapping 𝑋𝑙
𝑖 =

𝜙 {𝑥̅ 𝑛1
𝑖
, 𝑥̅ 𝑛2

𝑖
,… , 𝑥̅ 𝑛𝑍

𝑖
, 𝑥̅ 𝑒12

(𝑖,𝑖)

… }, with 𝑥̅ (∙) denoting the discrete performance states of each 

node or edge comprising the 𝑖-th infrastructure. 

 

Having identified the infrastructure state, its operational performance can be quantified 

using a demand-based proxy. Specifically, the operational performance associated with 

state 𝑋𝑙
𝑖 is defined as:  

𝑂(𝑋𝑙
𝑖 ) =  1 −

𝐷(𝑋𝑙
𝑖)

𝐷(𝑋0
𝑖 )

 (16) 

where 𝐷(𝑋𝑙
𝑖) is the demand satisfied by the 𝑖-th infrastructure in state 𝑋𝑙

𝑖, and 𝐷(𝑋0
𝑖 ) 

corresponds to the demand under perfect functioning. Thus, if 𝐷(𝑋𝑙
𝑖) =  𝐷(𝑋0

𝑖 ), the 

infrastructure is fully functional and 𝑂(𝑋𝑙
𝑖 ) = 0; if 𝐷(𝑋𝑙

𝑖 ) = 0, the infrastructure cannot 

satisfy any demand and 𝑂(𝑋𝑙
𝑖) = 1.  

 

Repeating this process for the whole ensemble of hazard scenarios yields scenario-

dependent inoperability values and associated cascading effects. These outcomes are used 

to empirically estimate interdependencies between infrastructures. For each dependency 

relation 𝑖 → 𝑗, the inoperability range [0,1] of the 𝑖-th source CI is discretized into 

intervals 𝑟𝑖 = {𝑟1
𝑖 , 𝑟2

𝑖 , … , 𝑟𝑊
𝑖 } and 𝑟𝑗 = {𝑟1

𝑗
, 𝑟2

𝑗
, … , 𝑟𝐵

𝑗
} for the 𝑗-th dependent CI; then, 

conditional probabilities of the form   

ℙ(𝑞𝑗 ∈ 𝑟𝑏
𝑗 |𝑞𝑖 ∈ 𝑟𝑤

𝑖 ) (17) 

are estimated by counting occurrences across all scenario-time realizations. Interval-

specific interdependency coefficients are, then, obtained through a probability-weighted 

aggregation, 
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𝑎𝑗𝑖(𝑟𝑤
𝑖 ) = ∑ ℙ(𝑞𝑗 ∈ 𝑟𝑏

𝑗 |𝑞𝑖 ∈ 𝑟𝑤
𝑖 ) × 𝑢𝑏(𝑟𝑏

𝑗 )

𝐵

𝑏=1

 (18) 

where 𝑢𝑏(𝑟𝑏
𝑗

) is the upper bound of interval 𝑟𝑏
𝑗
. Coefficients are bounded in [0,1]. At 

each time step 𝑡, the interdependency coefficients for the next update are selected based 

on the current inoperability of the source CIs: if 𝑞𝑖(𝑡 − 1) ∈ 𝑟𝑤
𝑖 , then 𝑎𝑗𝑖(𝑡) = 𝑎𝑗𝑖(𝑟𝑤

𝑖 ) for 

all 𝑗 ≠ 𝑖. This yields an interval-dependent interdependency matrix consistent with the 

observed cascades and requires only counting over scenario-time instances to estimate 

the conditioning probabilities [39]. 

 

In this way, interdependencies are inferred directly from hazard-driven degradation 

patterns and reflect physically meaningful relationships for the study region, rather than 

ad-hoc assumptions. Because interdependency coefficients are estimated separately for 

each hazard dataset (historical observations and RCP-based projections), the framework 

enables direct comparison of present and future system performance using CI- and SoS-

level inoperability metrics (e.g., distributions of peak inoperability and time-to-recovery). 

Spatial patterns of service loss are also identified, and critical elements are ranked to 

support the evaluation of preventive and mitigation strategies across RCPs. Figure 4 

summarize the steps of this modeling module.  

 

 
Figure 4. Inoperability assessment of multi-state interdependent CIs 
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The proposed framework is applied to a SoS composed of interdependent Power Network 
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SoS is adapted to spatially locate it in North Italy, a region exposed to strong wind-gust 

events. 

3.1 Description of study region and SoS (interdependent PN-WN) 

 

The SoS is made of interdependent PN and WN assumed to be located in the Po River 

and pre-Alpine areas of North Italy, where wind-related NH can be significant [62]. Each 

CI is modeled as a directed graph, whose nodes represent physical assets and edges 

represent intra-system connections.  

 

The PN (Figure 5 (a)) comprises 57 nodes and 80 transmission lines [63]. Nodes are 

categorized as generators or loads, according to their function. Generator nodes represent 

power-production units, load nodes represent substations or end-users. Through inter-

system connections, the PN supplies the electrical power required to operate WN 

pumping and treatment facilities.  

 

The WN (Figure 5 (b)) consists of 85 nodes and 84 pipes [64]. It includes a single 

generator node representing the main water-treatment facility, and 84 load nodes 

corresponding to pumping or distribution stations that deliver water to the demand 

sectors. The WN depends on electrical power for operation and, in turn, provides 

process/cooling water to all PN generation units through the corresponding inter-system 

connections.   

 

Then, in the representative graph models of PN and WN, the interdependencies are 

modeled through directed inter-graph connections that represent the bidirectional 

functional relations between the two CIs. In the PN→WN direction, four PN nodes supply 

the single WN generator (1-out-of-4 redundancy); additionally, three PN nodes supply 

three WN nodes (without backup). For the WN→PN dependency, each PN generator is 

associated with two WN load nodes (redundant pairs) that provide the required water for 

cooling service. In Figure 5 (c) interdependency links are represented as directed black 

arrows connecting the corresponding nodes of the two networks. To facilitate 

reproducibility of the results, Appendix A details the dependency relations and specifies 

the nodes involved. 

 

To characterize the NH affecting the SoS, the environmental variable 𝐻∗ adopted in this 

case study is the daily maximum wind gust registered at a height of 10 meters above 

ground level, as this is internationally taken as representative of wind forcing relevant for 

impact assessment on exposed CIs [65]. 

  

Spatial and temporal characterization of 𝐻∗ is derived from the EURO-CORDEX 

regional climate simulations [39], produced at a horizontal resolution of 0.11° (∆𝑠≈ 11 



15  

km) and covering the domain of North Italy: 

𝒟 ⊂ ℝ2 = {(𝜙, 𝜓): 𝜙 ∈ [43.7°,47.2°],𝜓 ∈ [6.5°, 14.2°]} (19) 

The discretization of 𝒟 yields 1568 grid points, each corresponding to a spatial location 

𝑑̅𝑙 ∈ 𝒟. For each day 𝑡 ∈ 𝒯 , the variable 𝐻∗(𝑑𝑙̅ , 𝑡) represents the maximum value of 3-

second gust recorded at that grid point. The historical dataset covers the available period 

𝒯 = [𝑡0, 𝑡𝑓] =[1 Jan 1970, 31 Dec 2005], with a temporal resolution ∆𝑡= 1 day, resulting 

in |𝒯| = 13,149 consecutive time steps. This provides a continuous spatiotemporal 

record of wind gust intensity at all grid points of 𝒟. 

 

To assess the effects of climate change on the NH of wind gust and the related cascading 

impacts associated to the daily maximum wind gust at 10 m height, projections from 

EURO-CORDEX are considered, derived from the MPI-ESM-LR→SMHI-RCA4 model 

chain, and covering RCP 4.5 and RCP 8.5 [39]. These RCPs represent intermediate-

stabilization and high-forcing future scenarios, respectively. Datasets are provided on the 

EUR-11 grid (~0.11° resolution), which is consistent with the spatial discretization 

adopted in the historical analysis and has been shown to reproduce realistic wind extremes 

over Europe [66, 67]. 

 

The temporal window of analysis considers: (i) Near-term (2006-2040), (ii) Mid-century 

(2041-2070) and (iii) Late-century (2071-2100). All datasets consider the same grid 

spacing (∆𝑠), temporal step (∆𝑡) and study domain (𝒟) used in the historical dataset to 

ensure methodological continuity. 
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Figure 5. SoS in the North Italy 

Figure 6 presents boxplots of exceedance magnitudes {𝐻∗(𝑑̅𝑙 , 𝑡)|𝑡 ∈ 𝒯𝐸 } for each RCP 

and period, with markers indicating the mean, 95th and 99th percentiles, and annotations 

showing the number of occurrences of extreme gusts with intensities above 50 ms-1. The 

median and interquartile ranges remain nearly unchanged across time windows and 

between RCPs, suggesting limited intensification in the typical and upper-tail gust 

magnitudes. However, the counts exceedingly above 50 ms-1 increase notably under RCP 

8.5, particularly in the late-century period, indicating that future changes are driven more 

by the rising frequency of extreme gusts rather than by a substantial shift in their intensity.  
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Figure 6. Distribution of projected wind gust extremes under RCP 4.5 and RCP 8.5  

 

3.2 SF generation of wind-hazard scenarios 

 

The subset 𝒯𝐸 (Equation (1)) is constructed retaining all days on which at least one grid 

point in 𝒟 exceeds the physical critical threshold 𝜏 = 30 ms-1, that is here considered as 

wind gust speed capable of stressing or damaging CI elements, as argued in [68 - 70]. For 

the historical period (𝒯 =[1 Jan 1970, 31 Dec 2005]), 𝒯𝐸 results in 2707 days which are 

fully characterized for all the 1568 grid points. 

 

At each grid point 𝑑̅𝑖 ∈ 𝒟, {𝐻∗(𝑑̅𝑙 , 𝑡)|𝑡 ∈ 𝒯𝐸} is modeled using three distribution types 

ℱ = {Weibull, Lognormal,Gamma}. Parameters are estimated by maximum likelihood 

as in Equation (2) and the optimally fitting type is selected following the criteria described 

in Section 2.2. For the historical dataset, the distribution of the best-fit marginal families 

(Figure 7) shows that ℱ𝑙 captures the local statistical behavior of wind-gust independently 

of spatial dependence:  Weibull distribution is the best fitting (95.47% of the grid points); 

characterizing at best the wind regime over the Po Valley and surrounding plains; 

Lognormal is the best fitting for 1.02% of the grid points, mainly located in the pre-

Alpine areas, where complex terrain and orographic channeling introduce large variability 

in gust intensities; Gamma is the best fitting for 3.51% of the grid points mainly located 

along the coast and the southern region, where mixed wind regimes and intermittent gust 

events are common.  
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Figure 7. Spatial distribution of best-fit marginal families for wind-gust data (historical period) 

The procedure is applied for each future time window using the climate projections. The 

balance among the fitted distributions is similar to that of the historical case (Figure 8): 

Weibull dominates, Lognormal appears sporadically, a small increase of Gamma is 

observed for the mid- and far-future periods, most notably under RCP 8.5. Appendix B 

shows site-level fits (plain, foothill, pre-Alpine). 

 
Figure 8. Count of best-model selection by RCP and period 

To capture cross-site dependence, marginal effects are removed through the PIT and 

Gaussian anamorphosis (Equations 3 and 4), obtaining standardized Gaussian scores 

𝑍𝑙(𝑡). For the historical period, the empirical correlogram of 𝑍𝑙(𝑡) (Figure 9) is computed 
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using 60 distance bins (≈ 10 − 15 km), resolving spatial correlation from grid scale up 

to the domain extent (~ 700 km). Four parametric kernels 𝜌(ℎ; 𝜗) have been considered 

for fitting, whose results are summarized in Table I and shown in Figure 9 (Exponential: 

purple, Gaussian: grey, Matérn: black, Spherical: blue). 

 

Among these, the Matérn model provides the best fit (RMSE = 0.0234). The estimated 

range (~345 km) is consistent with synoptic-scale windstorms affecting large portions of 

the Po Valley and adjacent foothills, whereas the low smoothness parameter reflects the 

rough, intermittent nature of gust fields driven by convection, orographic channeling and 

land-sea contrasts. The nugget term (≈ 0.30) indicates substantial sub-grid or microscale 

variability, explaining why correlations do not reach unity at very short distances. In 

contrast, the exponential and Gaussian models differ in how they reproduce the observed 

decay: the exponential kernel captures the initial drop but slightly underestimates 

correlation persistence at intermediate distances, whereas the Gaussian kernel remains 

too flat at short lags and, then, decay too rapidly beyond ~ 200 km, reflecting an overly 

smooth behavior near the origin and a loss of long-range correlation. The spherical kernel 

declines too quickly to near-zero after ~ 500 km and cannot reproduce the long-lag tail, 

yielding a large RMSE. Overall, the Matérn kernel captures the observed smooth decay 

from ~ 0.9 at very short lags to near-zero by ~ 700 km, while accommodating the rough, 

intermittent nature of gust fields; this justifies using it to build the covariance for KLE.  

 

 
Figure 9. Empirical correlogram and fitted spatial correlation models for wind gust (historical 

data) 

Table I. Parameters and RMSE of fitted spatial correlation models wind gust (historical data) 

Model Range (km) Smoothness Nugget RMSE 
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Exponential 229 NA 0.1 0.0413 

Gaussian 226 NA 0.1 0.1398 

Matérn 345 0.058 0.3 0.0234 

Spherical 546 NA 0.1 0.0953 

 

The dependence modeling procedure is also applied to each future time window of 

climate projections. The Matérn kernel remains the preferred model for all scenarios, with 

RMSE values comparable to the historical dataset (Table II, Figure 10). Under RCP 4.5, 

spatial parameters remain nearly stationary (ranges ≈ 336-378 km; smoothness ≈ 0.06-

0.08; nugget = 0.3; RMSE ≈ 0.023-0.026), whereas RCP 8.5 shows slightly stronger 

medium-to-long range dependence (≈200-600 km), reflected in larger ranges (396-424 

km) and smoother behavior (≈0.09-0.1). Overall, the future gust field preserves short-lag 

roughness while exhibiting modestly increased spatial coherence under stronger forcing. 

 

Table II. Matérn parameters and RMSE under RCP 4.5 and 8.5 

RCP Period Model Range (km) Smoothness Nugget RMSE 

RCP 

4.5 

Near Matérn 378 0.066 0.3 0.0234 

Mid Matérn 336 0.057 0.3 0.0236 

Late Matérn 349 0.079 0.3 0.0258 

RCP 

8.5 

Near Matérn 396 0.086 0.3 0.0261 

Mid Matérn 406 0.1 0.3 0.0297 

Late Matérn 424 0.1 0.3 0.0308 
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Figure 10. Correlograms of standardized wind gust fields for each RCP and period  

Based on the fitted marginals and spatial parameters, the covariance matrix 𝐶̿(𝜗∗) is 

eigen-decomposed and truncated using a variance-retention level of 𝜍 = 0.95. The 

resulting reduced KLE basis retains 𝑘 = 1026 for the historical dataset, 𝑘 = 1036 −

1084 under RCP 4.5, and 𝑘 = 1086 − 1117 under RCP 8.5, consistent with the high 
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spatial resolution and slowly decaying spectrum typical of wind-gust fields in complex 

terrain [71]. Gaussian coefficients are sampled and mapped back to physical units to 

generate 𝑆 = 1000 spatially coherent wind-gust scenarios for the historical period and 

for each RCP x period combination; an example of using historical data is shown in Figure 

11, where also the PN nodes and edges are plotted. In this respect, it is worth mentioning 

that on what follows since wind gust affect overhead components, only the PN edges, i.e., 

transmission lines, are assumed to be directly exposed to the NH. The WN elements are 

not directly damaged by wind but may lose functionality because they depend on the PN 

for energy supply to pumping and control stations.  

 

 

Figure 11. Example SF realization ℎ̅ 𝑠 of wind gust (based on historical dataset: 1970-2005) 

Figure 12 presents representative realizations for RCP 8.5, illustrating the spatial 

coherence with the PN and the progressive intensification of the simulated gust fields 

across future periods. 
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Figure 12. SF realizations of wind gust for the RCP 8.5 across near-, mid- and far-future periods 

For validating the SF generated for the wind gust, the fidelity of the pseudo-generated 

hazard scenarios is assessed with respect to the original extreme event data 𝒯𝐸 (Equation 

(1)), derived from historical dataset and climate projections under RCP 4.5 and 8.5. 

Validation serves to address whether: (i) the intensity of extreme events in the upper tail 

is accurately reproduced, and (ii) the spatial dependence structure of extreme events is 

preserved. 

 

With respect to (i), Table III lists the RMSE at the 99th percentile between real and 

pseudo-generated fields for all cases considered (historical and climate projections). In 

all cases, errors in the upper tail remain below 8%, indicating that the pseudo-generated 

scenarios accurately reproduce extreme NH magnitudes. 

 

Also, Table III lists the RMSE of the empirical correlograms that have been generating, 

providing a lumped quantity of discrepancies in spatial dependence between real and 

pseudo-generated fields. In all cases, this is very low. 
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Table III. Validation of pseudo-generated stochastic fields against observed extreme-event data 

Case RMSE (99th percentile) RMSE (of correlogram) 

Historical data (1970 - 2005) 0.077 0.202 

RCP 4.5 Near-term (2006-2040) 0.064 0.195 

RCP 4.5 Mid-century (2041-2070) 0.064 0.185 

RCP 4.5 Late-century (2071-2100) 0.068 0.170 

RCP 8.5 Near-term (2006-2040) 0.069 0.185 

RCP 8.5 Mid-century (2041-2070) 0.060 0.172 

RCP 8.5 Late-century (2071-2100) 0.068 0.174 

 

With respect to (ii), Figure 13 compares the empirical correlograms, i.e., mean Pearson 

correlation as a function of inter-site distance, for real and pseudo-generated fields for the 

historical dataset (Appendix C reports the comparison between generated fields real and 

pseudo, for all RCPs and time windows). The comparison shows that the pseudo-

generated fields reproduce the observed decay of spatial correlation with distance, with 

negligible discrepancies attributable to dimensionality reduction. 

 
Figure 13. Empirical correlogram of NH fields: real vs pseudo (historical period) 

3.3 Multi-state DIIM of the interdependent PN-WN 

The stochastic wind-gust scenarios 𝑆 generated in Section 3.2 are used for the 

inoperability assessment of the SoS.  

 

Element-level damage in the PN is quantified using a lognormal fragility model that links 

the 3-second maximum gust velocity at 10 m height to the probability of transmission line 

failure, coherently with [5] and [72]: 
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ℙ (𝑥
𝑒𝑜𝑝

(𝑃𝑁,𝑃𝑁)
,1

𝑃𝑁 |ℎ
𝑒𝑜𝑝

(𝑃𝑁,𝑃𝑁)
𝑠 ) = Φ (

𝑙𝑛 (ℎ
𝑒𝑜𝑝

(𝑃𝑁,𝑃𝑁)
𝑠 − 3.498)

0.056
) (20) 

To ensure consistency of the DIIM here used with that presented in [39], 𝐾 =

𝑑𝑖𝑎𝑔(𝑘𝑃𝑁 , 𝑘𝑊𝑁) of the DIIM (Equation (12)) is set with 𝑘𝑃𝑁 = 0.22 𝑑𝑎𝑦−1 and 𝑘𝑊𝑁 =

0.33 𝑑𝑎𝑦−1, corresponding to characteristic restoration times of 14 and 21 days, 

respectively. The inoperability space of each CI is discretized into the interval sets: 

 

𝑟𝑃𝑁 = {[0], (0, 0.3], (0.3, 0.5], (0.5,0.7], (0.7,1]} 
                        𝑟𝑊𝑁 = {[0], (0, 0.2], (0.2, 0.6], (0.6,0.8], (0.8,1]} (21) 

 

Following the procedure described in Section 3.2, CI inoperability values obtained across 

the scenario ensemble are used to empirically estimate the interdependency matrix 𝐴̿(𝑡) 

using the interval discretization in Equation (21). For each dependency (PN→WN and 

WN→PN), an empirical conditional matrix is first estimated from the ensemble scenario 

outcomes, and interval-specific coefficients are computed using Equations (16) and (17). 

Because the WN is not directly wind-exposed, the WN→PN dependency (𝑎𝑃𝑁,𝑊𝑁 (𝑟𝑤
𝑊𝑁 )) 

is inferred from stochastically generated WN outages exogenous to wind, whereas the 

PN→WN dependency (𝑎𝑊𝑁,𝑃𝑁 (𝑟𝑤
𝑃𝑁 )) is inferred from wind-induced PN degradation 

patterns. These conditional matrices define interval-dependent interdependency 

coefficients, which are subsequently mapped to the time-dependent interdependency 

matrix 𝐴̿(𝑡) according to the evolving inoperability state of the CIs. The resulting 

conditional matrices and extracted coefficients from the historical dataset are shown in 

Figure 14 and are consistent with the interdependency layout described in Section 3.1.  
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Figure 14. Conditional probability matrices and interdependency coefficients for PN→WN and 

WN→PN 

The same procedure is applied for each future time window using the climate projections. 

Table IV summarizes the resulting coefficients. The upper tail (𝑞𝑃𝑁 ≥ 0.5) shows no 

appreciable change, consistent with saturation: when the PN is highly inoperable, 

propagation to the WN approaches a structural ceiling largely independent in the scenario. 

In contrast, most differences occur at intermediate PN inoperability levels PN (0 < 𝑞𝑃𝑁 <

0.5). Under RCP 4.5, the coefficient increases gradually from the near- to far-future 

periods, whereas under RCP 8.5 it starts higher, exhibits minor fluctuations and reaches 

its maximum in the late-century slice. Overall, climate forcing does not raise the ceiling 

of coupling, but it increases the frequency of intermediate PN disruptions, thereby 

amplifying interdependency cascading failures across SoS.  

 

Table IV. PN→WN Interdependency coefficient re-estimated for each RCP x period 

 𝒂𝑾𝑵,𝑷𝑵[𝒓𝒘
𝑷𝑵] 
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 RCP 4.5 RCP 8.5 

𝒓𝑷𝑵 Near Mid Late Near Mid Late 

[0] 0 0 0 0 0 0 

(0, 0.3] 0.038 0.040 0.046 0.042 0.044 0.048 

(0.3, 0.5] 0.174 0.184 0.190 0.182 0.188 0.194 

(0.5, 0.7] 0.200 0.200 0.200 0.200 0.200 0.200 

(0.7, 1] 1 1 1 1 1 1 

 

4. Results 
 

Figure 15 shows the temporal evolution of the inoperability of the PN and WN under the 

historical climate conditions (𝒯 =[1 Jan 1970, 31 Dec 2005]) vs the climate projections 

RCP 4.5 and RCP 8.5 for near-, mid- and late-century time windows. All DIIMs are 

initialized, without any loss of generality, with an initial loss of PN capacity temporarily 

equal to 45% unavailable. Because the WN depends on the PN through the 

interdependency coefficient 𝑎𝑃𝑁,𝑊𝑁[𝑟𝑤
𝑊𝑁 ], the WN is immediately affected and, then, 

both networks interact dynamically. It can be seen that the PN inoperability curves are 

identical for all climate scenarios, since the same interdependency coefficient of 

WN→PN, recovery rate and initial perturbation are used. In contrast, the WN 

inoperability curves are different among scenarios, meaning that WN is sensitive to 

climate-induced variations in the PN→WN dependency. As a result: 

 

• For all time windows, inoperability decreases exponentially over time, confirming 

the effect of recovery dynamics in the SoS response.  

• Under historical climate conditions, both CIs exhibit a rapid decline in 

inoperability, with the PN returning close to full operability within a few days and 

the WN following a slightly slower decay due to its dependence on PN recovery. 

When RCP-specific interdependency coefficients are applied, the WN 

inoperability curves exhibit only minor deviations from the historical curve. Near-

term scenarios show slightly lower inoperability due to weaker effective PN→WN 

coupling driven by a higher prevalence of moderate, spatially fragmented events, 

whereas late-century projections (especially under RCP 8.5) result in slightly 

higher residual inoperability, reflecting stronger coupling associated with more 

frequent intermediate-to-high disruption events. 
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Figure 15. Inoperability of PN and WN under historical and climate scenarios 

For an in-depth analysis of the differences between the inoperability curves of WN and 

to isolate the effect of climate-dependent interdependencies on the WN, for each scenario 

𝑟𝑐𝑝 ∈ {𝑅𝐶𝑃 4.5 − 𝑛𝑒𝑎𝑟, 𝑅𝐶𝑃 4.5 − 𝑚𝑖𝑑, … , 𝑅𝐶𝑃 8.5 − 𝑙𝑎𝑡𝑒}, we calculate the WN 

cumulative inoperability (𝐴𝑈𝐶𝑊𝑁
𝑟𝑐𝑝

): 

𝐴𝑈𝐶𝑊𝑁
𝑟𝑐𝑝

= ∫ 𝑞𝑊𝑁
𝑟𝑐𝑝(𝑡)

𝑇

0

𝑑𝑡 (22) 

and compare it against the 𝐴𝑈𝐶𝑊𝑁
ℎ𝑖𝑠𝑡  that uses the historical data, as follows: 

∆𝐴𝑈𝐶𝑊𝑁
𝑟𝑐𝑝 = 𝐴𝑈𝐶𝑊𝑁

𝑟𝑐𝑝 − 𝐴𝑈𝐶𝑊𝑁
ℎ𝑖𝑠𝑡 (23) 

 

∆𝐴𝑈𝐶𝑊𝑁
𝑟𝑐𝑝

 captures the net effect of climate-conditioned coupling on the total WN 

inoperability accumulated over the recovery period. Negative values indicate a reduction 

in cumulative inoperability relative to historical conditions, whereas positive values 

indicate an increase. 

 

Figure 16 summarizes the resulting ∆𝐴𝑈𝐶𝑊𝑁
𝑟𝑐𝑝

 across RCPs. Under RCP 4.5, the near-term 

and mid-century horizons exhibit negative values, indicating a lower cumulative WN 

inoperability than in the historical case, whereas the late-century horizon shows a small 

positive deviation. Under RCP 8.5, near-term conditions remain slightly negative, the 

mid-century response is close to neutral, and the late-century displays the largest positive 

∆𝐴𝑈𝐶𝑊𝑁
𝑅𝐶𝑃 8.5−𝐿𝑎𝑡𝑒 , reflecting a higher total inoperability burden. 

 

Importantly, the near-term reduction in cumulative WN inoperability does not imply 
improved system performance under climate change; it reflects a redistribution of 
interdependency effects linked to changes in the frequency and spatial organization of 

moderate events. Climate forcing leaves the recovery shape largely unchanged but 
increases the cumulative interdependency-driven inoperability in the long term, 
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especially under stronger forcing. 
 

 
Figure 16. Changes in cumulative WN inoperability relative to the historical baseline 

5. Protection of CIs under climate change scenarios 
 

5.1 Protection by prevention  

 

To most effectively prevent CI failures, we identify the transmission lines most critical 

for the inoperability of the PN exposed to wind gust NH. From this point of view, 

criticality is not defined solely by local hazard exposure and susceptibility, but also by 

the role that the lines play with respect to the SoS inoperability resulting from damage 

cascading through the SoS interdependencies, as described by the SF hazard model 

coupled with DIIM. Figure 17 and Figure 18 show the top five critical edges identified 

under historical climate conditions and projected climate conditions, respectively.  

 

Under historical conditions (Figure 17), the most vulnerable transmission lines are located 

in the northern and central portions of the network, particularly along the Alpine and pre-

Alpine corridors. When future climate projections are considered (Figure 18) for both 

RCP 4.5 (left) and RCP 8.5 (right), two main clusters consistently emerge: one in the 

northern corridor crossing the Alpine and pre-Alpine regions and another linking central 

nodes in the southern part of the network. Overall, the results emphasize that climate 

change exacerbates existing weak points rather than creating new ones.  
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Figure 17. Top five critical edges of the PN under historical wind gust conditions 

One can, then, for example, reduce the risk of PN inoperability for near-term climate 

conditions by preventively retrofitting edges 𝑒24,26

(𝑃𝑁,𝑃𝑁)
, 𝑒26,27

(𝑃𝑁,𝑃𝑁)
, 𝑒27,28

(𝑃𝑁,𝑃𝑁)
 that rank 

among the most critical edges, where retrofitting is here modeled by assuming full 

operability of selected transmission lines across all 𝑆 scenarios. Figure 19 compares 

the inoperability ratio (𝑟𝑃𝑁 ) for the baseline case of non-retrofitted edges vs that of 

the three retrofitted edges, under RCP 4.5 and RCP 8.5. As expected, retrofitting 

reduces the frequency of moderate-to-severe inoperability states of the CI (𝑟𝑃𝑁 >

0.3), up to about 30% under RCP 4.5 and up to 25% under RCP 8.5, indicating that 

targeted retrofitting of a limited number of elements can mitigate propagation-driven 

operability losses.  
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Figure 18. Top five critical edges of the PN under future climate scenarios of wind gust 

 
Figure 19. Effect of retrofitting the top three critical edges on near-term power network 

inoperability 

5.2 Protection by mitigation 
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Mitigation measures can also be undertaken to reduce the consequences of NH scenarios 

when they occur. Let us, for example, assume that the WN generator can manage to 

operate for some time but at 50% when power supply from the PN is not available, thanks 

to backup or local power generation.  

 

Table V summarizes the recalculated PN→WN interdependency coefficient 𝑎𝑊𝑁,𝑃𝑁 [𝑟𝑤
𝑃𝑁 ], 

when we consider the possibility of WN generator operability at 50%, even if PN is not 

available. Compared with the condition of full dependency (i.e., no alternative power 

supply, so that the coefficient 𝑎𝑊𝑁,𝑃𝑁 [𝑟𝑤
𝑃𝑁 ] is 1 in the PN inoperability interval (0.7, 1], 

see Table IV), in this case, 𝑎𝑊𝑁,𝑃𝑁 (𝑟𝑤
𝑃𝑁 = (0.7, 1]) is kept within [0.58-0.60] for all 

RCPs and time windows. This reduction indicates that backup generation capability 

partially alleviates the propagation of severe PN disruptions to the WN, while residual 

dependency and network-level propagation effects persist. This is also true for moderate 

PN inoperability intervals (0.3, 0.5], reflecting a general attenuation of dependency 

strength across different disruption levels.  

 
Table V. PN→WN Interdependency coefficient under mitigation strategy  (50% WN generator 

autonomy) 

 𝒂𝑾𝑵,𝑷𝑵[𝒓𝒘
𝑷𝑵] 

 RCP 4.5 RCP 8.5 

𝒓𝑷𝑵 Near Mid Late Near Mid Late 

[0] 0 0 0 0 0 0 

(0, 0.3] 0.038 0.036 0.044 0.040 0.044 0.040 

(0.3, 0.5] 0.162 0.166 0.171 0.167 0.173 0.180 

(0.5, 0.7] 0.200 0.200 0.200 0.200 0.200 0.200 

(0.7, 1] 0.584 0.600 0.600 0.600 0.600 0.600 

 
 

The temporal evolution of WN inoperability under the considered mitigation strategy 

(Figure 20), compared with the original WN inoperability curves (Figure 15), confirms 

the beneficial effect of reducing dependency on the PN. As shown in Figure 20, low 

inoperability and fast recovery are observed across all periods and both RCP scenarios. 

The improvement is more evident under mid-century of RCP 4.5 and late century of RCP 

8.5, where higher stress of the PN amplifies the positive effect of partial power generation 

autonomy by the WN generator. Overall, the mitigated curves show a consistent 

attenuation of the cascading effects, indicating that even partial reduction of 

interdependency strengthens the operability of the SoS under future climate conditions. 
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Figure 20. WN inoperability with and without mitigation across RCP 4.5 and RCP 8.5 scenarios 

6. Conclusions  
 

This work presents a climate change-informed modeling framework for the inoperability 

assessment of interdependent critical infrastructures exposed to NHs. The framework 

integrates: (i) stochastic hazard scenarios generated from historical data and climate 

projections, accounting for NH behavior and spatial dependence; (ii) empirical estimation 

of interdependency coefficients from hazard-induced inoperability realizations; and (iii) 

a multi-state DIIM to propagate cascading effects across a SoS representation of 

interdependent infrastructures. 

 

The framework is worked out on a case study of interdependent power and water networks 

in Northern Italy subjected to wind-gust extremes, considering both historical conditions 

and future climate scenarios (RCP 4.5 and RCP 8.5). A dedicated validation of the SF 

generation stage demonstrates that the pseudo-generated NH scenarios accurately 

reproduce both the upper-tail magnitudes and the spatial dependence structure of the 

original data. Relative errors at the 99th percentile remain below 8% across all cases, 

whereas empirical correlogram comparisons show limited and scenario-independent 

discrepancies attributable to dimensionality reduction. This validation supports the 

suitability of the generated scenarios for downstream cascading failure analyses. 

 

Results from the coupled SF–DIIM framework highlight that climate change primarily 

affects systemic response through modifications in the frequency and spatial disruption 

patterns, rather than through large changes in typical hazard intensities. Prevention 

analysis identifies transmission corridors that consistently emerge as critical across 

historical and future scenarios, and mitigation experiments illustrate how partial 

decoupling between CIs can effectively attenuate cascading effects. These outcomes 

provide actionable insights for prioritizing preventive retrofitting and designing targeted 
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mitigation strategies under evolving climate conditions. 

 
Although the case study focuses on wind-gust hazards in Northern Italy, the framework 

is hazard-agnostic by design. The SF generation only requires spatially distributed hazard 

data, whereas the interdependency estimation and DIIM propagation rely on generic 

network representations and fragility relationships. As such, the approach can be 

transferred to other hazard types (e.g., floods, heatwaves, seismic events) and other 

interdependent infrastructure pairs, using region-specific hazard datasets and component 

vulnerability models. 

 

Future research will extend the framework in several directions. Uncertainty propagation 

across hazard modeling and interdependency estimation will be addressed to quantify 

confidence bounds on systemic inoperability. The current spatial formulation will be 

extended to spatio-temporal stochastic fields to represent event persistence and evolving 

dependence under climate change. In addition, multi-hazard and compound events will 

be considered, and recovery dynamics and resource constraints will be integrated  and 

coupled with optimization or sequential decision-making modules to support cost-

effective prevention and mitigation under climate uncertainty. 
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Figure A 1. Interdependency mapping between PN and WN 

Appendix B. Spatial distribution of best-fit marginal for RCP 4.5 and 
RCP 8.5 
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Figure B 1. Spatial distribution of best-fit marginal families for wind-gust data (RCP 4.5) 

 



43  

 

Figure B 2. Spatial distribution of best-fit marginal families for wind-gust data (RCP 8.5) 
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Appendix C. Spatial-dependence validation of pseudo-generated 
fields across climate scenarios 
 

 
Figure C1. Empirical correlogram comparison between real and pseudo-generated fields across 

RCPs and time windows 


