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A B S T R A C T

Digital Twin is a cutting-edge technology designed to address disruptions in manufacturing operations by sup
porting humans in complex maintenance decisions via advanced data analytics and real-time synchronization. 
However, as the complexity of decisions increases, enhanced capabilities are required, such as reasoning and 
context awareness, leading to the Cognitive Digital Twin (CDT) concept. In this context, this work offers two 
contributions. First, it presents a state-of-the-art review on CDT for maintenance in manufacturing, identifying 
Fault Detection and Diagnosis (FDD) as a relevant investigation area. Second, it proposes a novel CDT framework 
specifically tailored to support FDD in industrial maintenance. The contributions are twofold: (i) an ontology that 
formalises maintenance expert knowledge and supports diagnostic reasoning; and (ii) data-driven algorithms 
that elaborate data from the physical system, and instantiate or update the proposed ontology. The structured 
integration of ontology and data analytics into an operational CDT framework enables and properly places all six 
cognitive capabilities - perception, attention, memory, reasoning, problem-solving, and learning - within a 
domain-specific framework tailored to maintenance, and especially to support FDD decisions. The CDT output is 
the augmented information flowing to the maintenance decision-making process, which is held by the mainte
nance staff, who, after the completion of the FDD activity, can act back on the physical asset with the required 
maintenance interventions. The CDT framework is finally tested in a laboratory setting, demonstrating its 
functional effectiveness in supporting maintainers in the FDD decision-making process by formalizing knowledge 
and guiding reasoning.

1. Introduction

The current industrial context is characterised by high demand 
volatility and unpredictable events leading to supply chain and opera
tions management disruptions [1]. Manufacturing companies are thus 
requested to cope with such a situation by developing both long-term 
strategies for risk mitigation as well as field-level solutions for deci
sion augmentation [2]. Amongst shopfloor-related key enablers, Digital 
Twins (DTs) are one of the most promising for the enhancement of the 
understanding, monitoring and controlling of the system supporting 
decision-making [3–5]. Introduced in 2002 by Micheal Grieves at the 
University of Michigan, the DT is defined as the virtual mirroring rep
resentation of a physical entity (e.g., system, device, machine, produc
tion process, or a living organism), containing all its information and, 
thus, able to digitally reproduce its operation and behavior in real-time 

[6–8]. At field-level, DTs may be employed for different contexts and 
decisions such as real-time state monitoring, energy consumption 
analysis and prediction, intelligent optimization and update, behaviour 
analysis, and product maintenance strategy, as listed by Tao et al. [9]. 
Over the years, the concept of DT itself has evolved to accommodate new 
technologies as well as to cope with complex decision-making envi
ronments. Indeed, the automatic feedback loop from the virtual coun
terpart to the physical one has been proven to be not always effective 
and required for all applications; as a matter of fact, human-based 
knowledge and actions are still usually necessary. This is especially 
true for maintenance, for which DT has been mainly employed given the 
need to preserve production assets and to guarantee satisfactory per
formance levels and optimized resource and cost management [10,11], 
especially looking at machine and system health state evaluation [12]. 
Maintenance-focused DT has always considered humans therein as 
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human expertise as a core and vital ingredient [13]; in fact, maintenance 
is one of the domains in which tacit knowledge and operator experience 
are of utmost importance for successful practice, especially in 
problem-solving [14,15]. Also, from the managerial perspective, main
tenance has always been a main lever for companies as it accounts for 
about 15 % to 70 % of the cost of ownership in many sectors [16], for 65 
% of the total energy used by industries in economically advanced 
countries [17], and expenses 60 % – 70 % of the total costs of production 
lifecycle [18]. This has contributed to the technological and paradig
matic evolution of DTs, as they are starting to evolve and assume an 
intelligent and cognitive characterization, leading towards the concept 
of Cognitive Digital Twin (CDT), where human knowledge is leveraged 
and integrated [19]. The CDT can be intended as an augmented DT with 
human-like cognitive capabilities (attention, perception, memory, 
reasoning, learning, and problem-solving), promoting its 
self-adaptiveness, awareness, collaboration, and enhanced 
decision-making abilities [20]. These capabilities allow CDT to contin
uously evolve with the real system throughout its lifecycle, adapting to 
dynamic changes and unpredictable disruptions [21].

Despite recent efforts in DTs and CDTs for maintenance, only a few 
works have presented CDT solutions, and mostly conceptual ones, with 
little focus on formalizing human knowledge through semantic tech
nologies (i.e., ontologies) as a constituting element enabling the cogni
tive capabilities of the DT. Moreover, regardless of the human-intensive 
nature of some maintenance activities, such as FDD, no CDT framework 
appears to offer explicit support for FDD.

1.1. Research objective, questions and contributions

Given the above premises, this research work explores CDT for 
maintenance leveraging semantic technologies as a key enabler to 
formalize tacit and unstructured expert knowledge inside the end solu
tion for maintenance application.

To pursue this objective, two research questions (RQ) are meant to be 
addressed: 

• RQ1: What is the state-of-the-art of Cognitive Digital Twin for 
maintenance in manufacturing?

RQ 1.1: What are the cognitive capabilities enabled by the current 
Digital Twin solutions for maintenance in manufacturing?

RQ 1.2: What are the gaps related to the Cognitive Digital Twin for 
maintenance in manufacturing? 

• RQ2: How to develop a CDT framework to support fault detection 
and diagnosis for maintenance in manufacturing?

In response to the RQs, the present research proposes the following 
two contributions: 

1. The research literature is reviewed and interpreted to provide a 
comprehensive overview of the state-of-the-art of DTs and CDTs in 
maintenance. This contribution addresses RQ1 and is presented in 
Section 2.2. Furthermore, a mapping of the cognitive capabilities in 
DTs and CDTs, along with the identification of their main enabling 
technologies, is provided in Section 2.2.1, in response to RQ1.1. 
Finally, the main research gaps from the literature are outlined and 
discussed in Section 2.3 (RQ1.2).

2. Regarding RQ2, a novel CDT framework for industrial maintenance 
is designed and developed by better scoping the problem to FDD as 
one of the most human content-demanding activities [20]. While 
ontology and data analytics are well-established technological 

elements, the novelty of this contribution lies in their integrated use 
within a unified, operational CDT framework tailored specifically to 
support cognitive capabilities in FDD tasks. This contribution is 
presented in Section 3 and has required (i) a new elaboration of the 
definition of the cognitive capabilities and their enabling technolo
gies tailored to FDD (Section 3.2.1), which was not present in the 
literature and (ii) the identification of the main constituting elements 
of the CDT framework (Section 3.2.2): in particular, (ii.i) a new 
ontology that formalises maintenance expert knowledge and support 
maintenance staff in FDD decisions thanks to its reasoning capabil
ities was developed (Section 3.2.2.1) and (ii.ii) data-driven algo
rithms that elaborate real-time or historical data, and instantiate or 
update the proposed ontology was described (Section 3.2.2.2). The 
CDT output is the augmented information flowing to the mainte
nance decision-making process, which is held by the maintenance 
staff, who, after the completion of the FDD activity, can act back on 
the physical asset with the required maintenance interventions. The 
CDT framework is finally tested in a laboratory setting, demon
strating its functional effectiveness in supporting FDD (Section 4). 
Therefore, the goal is to improve the FDD engineering process, not 
through performance benchmarking, but by enabling structured, 
interpretable, and reusable knowledge to support human-in-the-loop 
decisions.

The paper is structured as follows: Section 2 presents the scientific 
literature review methodology and results framing CDT state-of-the-art 
in maintenance; Section 3 proposes a framework for CDT develop
ment; Section 4 deals with ontology verification and CDT framework 
assessment for FDD via a laboratory case. Section 5 presents a broader 
discussion and managerial implications, including key findings, lessons 
learned for implementation replicability, and insights on generaliz
ability and scalability. Finally, Section 6 draws conclusions and outlines 
future research directions.

2. Literature review on CDT for maintenance applications in 
manufacturing

To define the state-of-the-art and interpret the adoption of CDT for 
maintenance in manufacturing, a Systematic Literature Review (SLR) is 
executed. The SLR is conducted following the three main steps of the 
standard proposed by Tranfield et al. [22], which are planning the re
view, conducting the review, and reporting and dissemination. This al
lows the reproducibility and transparency of the review, minimizing its 
subjectivity.

The remainder of the section is organised so that, firstly details on the 
adopted methodology are described (2.1), then results are presented 
(2.2) heading towards the identification of the scientific gaps and 
concluding remarks (2.3).

2.1. Systematic literature search methodology

For the execution of the systematic search, coherently with the 
research objective and questions addressed in this study, two sets of 
keywords are defined. The first group includes ‘Digital Twin’, while the 
second includes ‘asset management’ and ‘maintenance’. The choice of 
selecting the more generic keyword ‘Digital Twin’ instead of its speci
fication ‘Cognitive Digital Twin’ is given by the need to broaden the 
search boundaries to guarantee higher reliability of the review. 
Whereas, for what concerns the second group of keywords, ‘asset man
agement’ (AM) is added in addition to ‘maintenance’ as a matter of re
sults completeness as AM is often interpreted as maintenance depending 
on the field and context of the application [23]. Hence, expanding the 
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domain of the SLR to both asset management and maintenance would 
enrich the analysis by providing a broader, more integrated perspective 
on how DT and CDT are explored for maintenance in manufacturing.

In the end, the search string results to be (Digital Twin) AND (main
tenance OR asset management), combined by linking keywords inside of 
the same group with the Boolean operator OR, and the two groups with 
the operator AND. Afterwards, appropriate eligibility criteria are set, 
limiting the number of possible studies and preventing them from being 
out of the scope of the review: 

• English-written documents.
• Peer-reviewed journal and conference papers.
• Documents published from 2002, which corresponds to the year 

when the term Digital Twin was firstly introduced [24].
• Queries limited to the fields of engineering, computer science, en

ergy, material science, and social sciences, given the multidisci
plinary of the topic.

The search was conducted in the databases of Scopus, Web of Sci
ence, and IEEE Explore using the research query and the eligibility 
criteria previously reported and led to obtaining a total amount of 1335 
papers.

After the removal of duplicates, the remaining papers underwent a 
three-phase screening procedure meant to filter the documents not 
aligned with the scope of the research based on four main Exclusion 
Criteria (EC): 

• EC1: The full text of the document is not available.
• EC2: The document is out of topic (the paper is not aligned with the 

defined topic of research and RQs).
• EC3: The document is out of the manufacturing field of application.
• EC4: The document doesn’t present any link between the concepts of 

DT and maintenance or asset management.

The first screening phase is performed by inspecting the documents’ 
titles and abstracts and concludes with the selection of 69 papers. The 
second screening phase is performed on the chosen articles from the 
precedent phase by analyzing their content and ends with the selection 
of 57 documents and the removal of 13. Last, a snowball analysis per
formed on the references of the selected papers leads to the inclusion of 6 

additional documents, which are considered for content purposes. In the 
end, 57 studies are identified as relevant and utilized for the succeeding 
analysis to contextualize and build knowledge on the state-of-the-art DT 
applications in the field of maintenance.

The literature review methodology and its application summary are 
presented in Fig. 1.

In the next session, the main literature review results are presented. 
For the sake of clarity, despite the enlargement of the domain of the 
search, hereinafter reference will be explicitly made to maintenance 
only, while AM will be implicitly considered in reference to the entire 
lifecycle dimension of assets.

2.2. Literature review results

With the increasing seek for efficiency and optimization of the 
maintenance activity, DT technology has progressively started to be 
adopted in this application field [12] by both researchers and 
practitioners.

Given its fundamental role in pursuing the continuous growth of 
competitive markets, allowing for the optimization of the productivity 
and quality of production systems [25], maintenance is experiencing 
significant growth.

From a lifecycle perspective, the focus so far has primarily been on 
managing the Middle of Life (MoL) phase of assets, using various pre
ventive maintenance strategies. Driven by advancements in Industry 4.0 
technologies, these strategies have gradually evolved into more 
advanced predictive approaches, aiming to anticipate faults before they 
occur. As shown in Fig. 2, often at the expense of other practices such as 
corrective and condition-based maintenance, the majority of DT studies 
focus on predictive maintenance (PdM) (approximately 45 % of the 
papers) and health state assessment (HAS) (around 17 % of the papers). 
These areas contribute to optimizing manufacturing process stability, 
product quality, and maintenance efficiency.

In detail DTs, by leveraging technologies like Machine Learning (ML) 
algorithms and simulation tools, support PdM by forecasting the future 
moment in which the equipment should fail, to keep a high level of 
reliability and availability [11]. In this direction, most PdM studies 
provide methodologies aimed at improving the understanding of the 
degradation status of assets and components and so optimizing the 
computation of their Remaining Useful Life (RUL). The resulting 

Fig. 1. Literature Review methodology (left-hand side, based on Tranfield et al. [22]) and its application (right-hand side).
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information can be exploited to guarantee the stability of the 
manufacturing process and the required production quality [26], to 
understand the components’ degradation status in complex engineering 
assets [27], to identify the optimal maintenance action time [28], or to 
avoid unplanned downtimes and consequently optimally handle 
anomalies alleviating their consequences and supporting resilience in 
production [1].

Moving to HSA, which the analysis highlights as the second most 
addressed maintenance practice, DTs are mainly employed in verifying 
the ability of the equipment and its components to perform their 
designed functions [29]. For this purpose, some studies propose a 
methodology for assessing and estimating the health state of production 
systems aimed at timely detecting discrepancies between the actual 
behavior of the asset and the designed one (fault or degradation detec
tion), and so allowing triggering an early maintenance intervention [30,
31]. Others also stress the importance of the detection and diagnosis 
activity in enhancing decision-making support and guidance, and how it 
contributes to increasing productivity [32] and improving the active 
support of corrective actions on equipment [29,33]. In HSA applica
tions, data analytics, ML algorithms, and simulation tools are the most 
leveraged technologies in DTs.

Another enabling technology that, starting from 2019, has been 
identified in the analysed literature as relevant for DT applications in 
PdM and HSA is ontology, which makes use of expressiveness and 
reasoning capabilities, inference potentialities, and allows interopera
bility [25,34,35] for increasing context-awareness, interpretability of 
the information, and data integration. Hence, the ability of DTs to track 
the through-life degradation of assets [10] and evaluate the failures’ 
criticalities and diagnosis [25] is enhanced. However, implementations 
of ontology-based DTs in maintenance, and specifically in FDD, are not 
widely spread.

Next Section 2.2.1 drills down the analysis to CDT for maintenance, 
narrowing the scope of the analysis to discuss such advancements.

2.2.1. Cognitive Digital Twin in maintenance
The first appearance of the term Cognitive Digital Twin in the in

dustry sector is attributed to Ahmed El Adl, who introduced it in 2016 as 
‘a digital representation, augmentation and intelligent companion of its 
physical twin as a whole, including its subsystems across all its life cycles 
and evolution phases’ [36]. Indeed, technologies, when synergically 
exploited and integrated with expert human knowledge, can enable 
human-like cognitive capabilities in DTs [1,20], which allow them to 
augment their abilities in representing and enhancing the physical sys
tem, leading towards the CDT.

Building on this foundation, several studies have extended the CDT 

concept to different domains. Focusing on the domain of analysis of this 
paper, some authors have begun to explore the potential of the CDT in 
addressing maintenance challenges. D’Amico et al. (2022) propose an 
ontological approach to DTs for maintenance management, describing 
the evolution toward cognitive DTs through ontology and degradation 
models, though without a full implementation. Eirinakis et al. (2022) 
present a CDT framework for enhancing production resilience, identi
fying tools such as data analytics, databases, domain knowledge sys
tems, and simulations to materialize cognition. Castanier et al. (2021) 
discuss the evolution from DTs to CDTs by integrating predictive capa
bilities using ML and simulation tools. Last, Abburu et al. (2020) 
introduce a hybrid CDT architecture for fault prediction in process in
dustries via ML and mathematical modeling. From these contributions, 
therefore, the CDT emerges as a DT enhanced with cognitive capabilities 
tailored to specific applications, made possible by the synergistic com
bination of enabling technologies.

To further characterize the CDT landscape, this study maps the 

Fig. 2. Maintenance practices identified in the literature (for the sake of clarity, entire lifecycle monitoring mainly refers to AM).

Table 1 
Mapping of the papers with respect to the cognitive capabilities defined by 
Zheng et al. (2022).

Cognitive 
capabilities

Definition of the cognitive 
capabilities by Zheng et al. 
(2022)

Papers Enabling technologies

Perception Capability of forming useful 
representations of data 
related to the physical twin 
and its physical environment

57 
papers

Data analytics, 
semantic technologies, 
simulation tools, ML 
models

Attention Capability of focusing 
selectively on a task or a goal 
or certain sensory 
information either by intent 
or driven by environmental 
signals and circumstances

57 
papers

Data analytics, ML 
models, IoT

Memory Capability of encoding 
information, storing and 
maintaining information, 
and retrieving information

57 
papers

Database, semantic 
technologies, cloud

Reasoning Capability of drawing 
conclusions consistent with 
a starting point

36 / 57 
papers

Semantic technologies, 
ML models, data 
analytics

Problem- 
solving

Capability of finding a 
solution for a given problem 
or achieving a given goal

9 / 57 
papers

Data analytics, ML 
models

Learning Capability of transforming 
the experience of the 
physical twin into reusable 
knowledge for a new 
experience

23 / 57 
papers

Data analytics, ML 
models
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presence of cognitive capabilities, based on the definitions by Zheng 
et al. 2022, within the DT solutions identified in the literature, together 
with their enabling technologies. As shown in Table 1 (the full table with 
references is provided in Annex 1), all DTs exhibit perception, attention, 
and memory, which appear fundamental across applications. For 
example, perception allows structuring incoming data into the DT [37]. 
Attention filters and monitors relevant variables, enabling the detection 
of faults [38], while memory allows the retention of historical and 
temporary data [1]. By contrast, reasoning, problem-solving, and 
learning are more selective and are primarily observed in works 
explicitly focused on CDTs.

Some technologies, or more appropriately, combinations of tech
nologies, are identified in the SLR as enabling DTs to be enhanced with 
human-like capabilities. For instance, perception and attention can be 
triggered using data analytics [37,38]. Memory can be obtained using 
persistent technologies like databases or semantic technologies, like 
ontologies [1]. Reasoning capability can be enabled by employing ML 
models [39] as well as ontologies [35], while learning can be activated 
by ML algorithms [40]. Instead, in the case of problem-solving, none of 
the papers provides an implementation case, highlighting the difficulty 
in automating this capability, which, in most cases, is still left to 
humans. Therefore, for the sake of the classification, the studies in which 
the developed approaches are able to suggest solutions and not only 
provide pieces of information, like in Dhada et al. (2021), are classified 
as compliant with this capability.

2.3. Research gaps and concluding remarks

Based on the review and interpretation of the current state of the art 
about CDT and reinterpreted DT with cognitive capabilities for main
tenance, it is possible to define some research gaps currently present in 
the scientific literature:

To date, only a limited number of works have developed and 
implemented CDT frameworks and solutions in the manufacturing 
domain, with few points of contact with maintenance. For instance, 
Eirinakis et al. (2022) introduce a conceptual CDT framework aimed at 
production resilience, but without operational deployment. Notably, no 
operational CDT framework grounded in semantic technologies has 
been implemented specifically for maintenance, particularly one that 
formalizes expert knowledge through ontologies to enable cognitive 
capabilities in support of FDD decision-making. Certain maintenance 
activities, such as FDD, are inherently human-intensive, relying heavily 
on the tacit knowledge and decision-making abilities of experts, espe
cially during diagnosis. However, compared to strategies like PdM and 
HAS, despite FDD being a foundational step, it remains underrepre
sented [42]. While PdM is frequently praised for its ability to predict 
failures, RUL estimation, and optimize maintenance schedules, the 
crucial role of FDD in identifying and diagnosing faults before the pre
diction is performed has been underexplored. Also, despite the impor
tance of FDD in ensuring operational reliability, no comprehensive CDT 
frameworks have been proposed to effectively capture and utilize 
human knowledge to support or enhance these processes.

Building on the gaps, some concluding remarks can be drawn to 
address several aspects of CDT for maintenance in the manufacturing 
industry: 

1. The elaboration of the definition of the cognitive capabilities in CDT, 
and the analysis of its key enablers of technology and asserted 
knowledge in the domain of maintenance, specifically in FDD, will 
allow for the enabling and implementation of the CDT.

2. The integration and formalization of human tacit knowledge as part 
of the development of maintenance ontologies, starting from FDD, 

where actions are still based on human-machine interactions, will 
support human decision-making process and enable further capa
bilities of CDT.

Given the above premises, this research addresses the identified gaps 
by proposing a CDT framework for FDD in maintenance. Hence, Section 
3 describes the proposed CDT framework, and Section 4 shows how it 
has been tested and assessed in a laboratory setting.

3. CDT framework for fault detection and diagnosis decision- 
making support in maintenance

Stemming from the literature review results shown in Section 2, this 
Section 3 aims at describing the proposed CDT framework in light of 
FDD, as one of the processes requiring significant human content, both 
in terms of knowledge, decisions and action, for the optimal execution of 
related activities. Firstly, the role of expert knowledge within FDD is 
clarified in Section 3.1 as a propaedeutic digression to streamline the 
CDT framework description. Then, Section 3.2 goes through the char
acteristics of the proposed framework, which is built on the concurrent 
use of semantic technologies, namely ontologies, and data analytics.

3.1. The role of expert knowledge in fault detection and diagnosis

The current scientific research has demonstrated an increasing 
commitment toward the full exploitation of DTs’ technological capa
bilities [43]. However, if digitalization revolutionized the 
manufacturing sector by integrating technologies and interconnecting 
machines prioritizing process automation, it didn’t consider how the 
cooperation between machines and humans (with their expert knowl
edge, adaptivity, and decision-making capabilities) could lead to process 
empowerment [40,43]. This gap is especially evident in maintenance, 
where human expert knowledge and decision-making capabilities 
remain central [44]. Considering the processes of fault detection, diag
nosis, and repair, the human role is fundamental [45], as these tasks rely 
heavily on expertise and are typically not standardized. Moreover, to 
limit intervention time, they must be performed in short time spans, and 
human error must be reduced to the minimum [46]. For this reason, 
fault diagnosis requires both technical proficiency and a deep under
standing of the machine’s structure and operation to generate and test 
diagnosis hypotheses [47].

With the advancement of digital technologies, the production envi
ronment is growing in complexity. This leads to increasing both [46] the 
required level of expertise, involving multidisciplinary knowledge, and 
the amount of machine state information to manage, along with the 
probability of errors during maintenance activities [46]. Systems need to 
be carefully monitored and maintained to avoid unexpected events [28], 
reducing the impact of failure and performance loss on productivity, 
costs, environment, and workers. Nevertheless, complexity increases 
system vulnerability, and regardless of the adopted maintenance strat
egy, failures still occur. To muffle their effect, efficient FDD techniques 
are increasingly demanded to be aware of the health status of each 
machine and its parts [28,47].

In this setting, the adoption of DTs offers support to operators in 
understanding processes and equipment by enabling anomaly detection, 
efficient data analysis for diagnosis, which helps narrowing possible 
fault causes, repairing action recommendations, and displaying relevant 
metrics [40]. Still, human knowledge is needed in the decision-making 
process for the interpretation of the results of the analyses and the 
actuation of the optimal decision [48]. Given the need for intelligent 
reasoning in fault identification and isolation, especially in unforeseen 
scenarios, humans ultimately bear responsibility for interpreting data 
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and ensuring effective maintenance outcomes.

3.2. CDT framework in maintenance: a proposal for fault detection and 
diagnosis

To comprehensively present the CDT framework, it is first required 
to i) define cognitive capabilities for FDD (Section 3.2.1), and ii) 
describe the framework with a focus on enabling technologies (Section 
3.2.2) already framed according to results presented in Table 1.

3.2.1. Definitions of the cognitive capabilities in fault detection and 
diagnosis

Before detailing the CDT framework and mapping cognitive capa
bilities to its constituting elements, it is necessary to outline the 

definitions of these capabilities as applied to the specific domain of FDD. 
The FDD-specific definitions are proposed in Table 2, also highlighting 
their main enablers. These definitions were elaborated by combining the 
ones proposed by Zheng et al. (2022) and Eirinakis et al. (2022): the first 
provided a general definition of the cognitive capabilities of CDT, while 
the second reported more domain-specific definitions for Prognostics 
and Health Management. For comparison, the original reference defi
nitions, along with their tailored elaboration for FDD, are provided in 
Annex 2.

In the following Section 3.2.2, the CDT framework for FDD will be 
presented in detail.

3.2.2. CDT framework in maintenance: a proposal for fault detection and 
diagnosis

Based on the delineated cognitive capabilities, the proposed CDT 
framework for FDD in maintenance (Fig. 3) starts from the physical 
layer, where sensor data from the physical asset is retrieved. This data is 
successively collected into the server, which bridges the physical and 
virtual layers, and fed to the CDT in the virtual layer (arrow 1). The CDT 
includes multiple interacting technologies (arrow 2), which are classi
fied with reference to Cho et al. (2019) into two categories: 

1. Analytics & Synchronization technologies: these encompass data- 
driven algorithms used to process real-time and historical data, 
perform analyses, and populate or update the ontology.

2. Knowledge Management technologies: these include databases for 
integrating and managing large volumes of historical and current 
data, and ontologies for knowledge modelling, formalization, and 
reasoning.

Afterward, the elaborated information output from the CDT serves as 
input to the maintenance decision-making process (arrow 3) in the 
physical layer, which is held by the maintenance staff, who, following 
the FDD activity, can intervene on the physical asset (arrow 4). This 
interaction is not unidirectional: operators critically evaluate the output 
from the CDT, validating its inferences, refining the fault hypotheses if 
needed, and using this insight to guide both the physical action and 
potential knowledge updates in the system. This human decision- 
making process is not limited to interpreting outputs but also contrib
utes to the evolution of the CDT by validating or refining diagnostic 
conclusions. In this sense, human plays a central role in adapting and 
improving the system over time.

As highlighted in the SLR, depending on the application case, full 
automation in DTs, as well as in CDTs, is rarely reached. Therefore, 
enabling cognition within DTs, so realize the concept of CDT, requires an 
effective combination of technology and human capabilities. In the 
specific case of FDD proposed in this paper, the technologies of data 
analytics, ontology, and database are rationally integrated and com
bined in support of maintenance staff to enable all six cognitive capa
bilities. Hereafter, the core CDT elements are described, highlighting the 
enabled cognitive capabilities: 

1. Ontology: belonging to the branch of symbolic AI, ontologies 
provide an opportunity to resolve problems of both syntactic and 
semantic interoperability by using logic-based theories that frame 
ontological entities in an unambiguous, human- and machine- 
readable manner [49]. This knowledge-modelling semantic tech
nology also offers a rich understanding of the context, i.e., what is 
happening inside the system under analysis, thereby enhancing both 
interpretation and reasoning capabilities. Hence, ontology can be 
used as a support to maintenance staff in the execution of tasks where 
a deep level of context awareness is required, as in the FDD activity. 

After the modelling of the assertive knowledge about the system 
and the process, related data can be fed into the ontology in a timely 
manner, for the identification of the root causes of the anomaly and 
the failure modes thanks to its reasoning cognitive capability and 

Table 2 
Proposed FDD-specific definitions of the cognitive capabilities for FDD in 
maintenance and enabling technologies.

Cognitive 
capability

Proposed FDD-specific definition Enabling Technology

Perception Capability of forming structured 
human and machine-readable 
representations of data related to 
the physical twin and its physical 
environment, to allow the 
identification and prediction of 
anomalies and events in the 
system.

It can be enabled by data 
analytics, ML models, semantic 
technologies, and simulation 
tools.

Attention Capability of focusing selectively 
on a task or information either by 
intent or driven by 
environmental signals. It allows 
a prompt and proper reaction to 
the identification of an anomaly, 
triggering diagnosis activity 
involving the appropriate tools.

It can be enabled by data 
analytics, ML models, and IoT.

Memory Capability of encoding 
information, storing and 
maintaining information, and 
retrieving information. It allows 
the storage of relevant fault 
diagnosis information for the 
correct functioning and 
modelling of the technologies 
employed in support of the 
activity and for the performance 
of offline analysis of the fault.

It can be enabled by persistent 
technologies, such as databases 
and semantic technologies 
(ontology), and the cloud.

Reasoning Capability of deriving knowledge 
and conclusions (fault diagnosis) 
about the state of the system and 
the fault, and its causes.

It can be enabled by semantic 
technologies like ontologies 
and knowledge graphs, 
simulation tools, data 
analytics, and ML models.

Learning The ability to convert established 
and new derived knowledge 
gained by experience and the 
CDT during the FDD process into 
reusable insights for future 
applications.

It can be enabled by ML models 
and data analytics. 
Technologies like ontology, 
knowledge graph, and 
simulation tools can be 
exploited in support of the 
human learning process. The 
human is then able to provide 
asserted knowledge and 
feedback aimed at improving 
the technology and the 
physical system.

Problem- 
solving

Capability of finding a solution 
for a given problem or achieving 
a given goal and acting back on 
the real system.

As the most difficult capability 
to automate, technologies like 
ontology, ML models, data 
analytics tools, and simulation 
tools can be employed in 
support of the human decision- 
making process by suggesting 
possible solutions to be 
implemented by the human on 
the physical system.
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context awareness. Moreover, the formalization of the knowledge 
performed by this technology is, with databases, a form of encoding, 
storing, and keeping the relevant information typical of the memory 
capability. 

It is important to note that the ontology does not evolve auto
matically based on accumulating data; rather, it is enriched through 
expert input. Maintenance staff, upon completing diagnosis and 
intervention, may revise or refine the knowledge structure, thereby 
supporting the CDT’s learning capability through human involve
ment (arrow 5 in Fig. 3). Additionally, the ontology enables a 
cascade reasoning process, whereby the identification of one 
anomaly may lead to inferred conclusions regarding other related 
components or failure modes, further supporting systemic diagnosis 
and contextual awareness.
2. Data analytics: thanks to their accuracy and fast response time, 
data analytics are suitable, based on the data retrieved from the 
physical layer and stored in the database, to detect the probable 
occurrence of a fault in a physical asset and to assess its degradation 
condition. These algorithms are not designed for optimizing detec
tion performance, but to activate and sustain the ontology’s 
reasoning capability as part of the broader engineering of the FDD 
process. To do so, according to the condition-based maintenance 
strategy, once the monitored data reaches an unwarranted threshold 
computed on the basis of past operational data, a warning is trig
gered to alert maintenance staff of the possible unhealthy status of 
the equipment. Thus, data analytics allow the enabling of the 
perception and attention cognitive capabilities for the structuring of 
the collected physical twin data and the detection of anomalies. 
Importantly, maintenance staff may use their diagnostic experience 
to suggest refinements to the configuration of these algorithms, 
improving their contextual relevance.
3. Database: in nowadays production environments, vast amounts of 
data are generated from various sources like the shop floor, pro
duction management systems, and maintenance management sys
tems. This data, if managed effectively, can provide valuable insights 

for optimizing processes and improving decision-making [50]. 
Recent advancements in database technologies, such as NoSQL da
tabases, allow for more flexible and efficient storage and retrieval of 
this data, especially for unstructured or semi-structured information 
[51]. Thus, these systems can integrate and store a high volume and 
variety of historical and real-time operational data, and so enabling 
the memory cognitive capability.
4. Expert knowledge: expert knowledge (e.g., designers, mainte
nance, and production personnel) about the system and the related 
FDD process is a fundamental input to the virtual layer of the CDT. 
Thanks to the formalization of this knowledge, data analytics and 
ontology technologies are able to provide a meaningful output. This 
can then be elaborated by the maintenance staff who, by exploiting 
their learning, reasoning, and problem-solving capabilities, can inspect 
the real system for the identification of the actual cause of failure, 
and act back on the physical equipment. Hence, data analytics’ in
formation can be used for the timely detection of the fault and 
activate the fast response of the operators; instead, ontologies, based 
on the detection-related information provided by data analytics, can 
then be exploited for the generation of the diagnosis-related hy
pothesis. After the repair task is completed, the newly acquired 
experience can be used to refine the diagnostic models and update 
the formal knowledge within the CDT. This human feedback mech
anism is key to enabling the learning capability of the system, 
ensuring that the CDT framework remains adaptive and relevant 
over time (arrow 5 in Fig. 3).

The interaction process between the maintenance staff (specified as 
maintenance domain experts and maintenance technicians) and the 
main system components with which it interacts, namely the ontology 
(transformed into a knowledge graph when instantiated) and data an
alytics, is summarized in the flowchart in Fig. 4.

Given the central role of semantic technologies, particularly ontol
ogies, and data analytics in supporting FDD within the proposed CDT 
framework, these are the areas in which this paper contributes most 

Fig. 3. Cognitive Digital Twin framework for FDD decision-making support in maintenance.
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Fig. 4. Flowchart illustrating the interaction between data analytics, ontology-knowledge graph, and maintenance staff in the proposed CDT framework for fault 
detection and diagnosis.
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significantly. Accordingly, Section 3.2.2.1 presents a novel ontology for 
FDD (FDDO – fault detection and diagnosis ontology), while Section 
3.2.2.2 provides an overview of the data-driven algorithms developed in 
support of the functioning and instantiation of the FDDO. While other 
enabling technologies are also important, they are not the primary focus 
of this work and are therefore not explored in depth. Interested readers 
can refer to the following works for more information [52–54].

3.2.2.1. Ontology for fault detection and diagnosis (FDDO). As the field of 
ontology in FDD remains underdeveloped [55], it was deemed necessary 
to extend available ontologies to a more comprehensive one to enhance 
system interoperability, scalability, and semantic consistency in the 
domain. Ontologies provide a formal, shared, and machine-interpretable 
representation of knowledge, enabling interoperability among hetero
geneous systems, facilitating knowledge reuse, and supporting auto
mated reasoning for decision-making [49]. In industrial contexts, they 
play a key role in ensuring agility and resilience by providing a common 
semantic foundation across systems and stakeholders [49], which in the 
maintenance and FDD domain translates into more accurate fault 
diagnosis, improved decision support, and enhanced coordination 
among maintenance staff.

Hence, the starting point for this work was the contribution by 
Franciosi et al. 2022 [56], which compares multiple 
maintenance-related ontologies and non-ontological resources such as 
international norms to define a taxonomy. The taxonomy was based on 
the integration of such resources, considering also best practices from 
established associations, like IOF (Industrial Ontologies Foundry) (see 
afterwards more details on knowledge reuse practice for the present 
research work). Therefore, stemming from this contribution, this paper 
elaborates and extends an ontology, named FDDO, that embeds specific 
FDD-domain concepts.

Methodologically speaking, AMODO (asset management ontology 
development methodology) [57] has been followed, which consists of 
the following macro-phases: 

1. Specification: the first macro-phase is meant to define and clarify (i) 
the domain addressed by the ontology, (ii) the selected reference 
foundational ontology that allows for the standardization and reuse 
of the concepts modeled through the ontology, which guarantees 
that the ontology has a predefined ontological commitment, (iii) the 
competency questions (CQs) that the ontology must answer to ensure 
its validity to meet the needs of the final stakeholders of the 
ontology, and (iv) the proper implementation language and anno
tation properties, balancing formality of the ontology and its 
description and executability.

2. Knowledge elicitation: the second macro-phase is meant to retrieve 
useful domain-related knowledge to be included into the ontology, 
which may derive from both ontological and non-ontological re
sources, therefore bringing out knowledge reuse as pivotal.

3. Conceptualization: the third macro-phase has the objective of 
formally representing the ontology concepts’ definitions and axioms.

4. Formalization and implementation: the fourth macro-phase, which 
will be addressed in Section 4 (application case), has the objective to 
formalize and implement the ontology in the selected language. In 
this phase, the instantiation of the ontology at the application level 
and its validation are performed.

1-Specification. The FDDO aims to provide a formalized base 
averting the complete utilization of knowledge for FDD applications in 
industrial maintenance. Therefore, in order to meet the needs of the final 
stakeholders, which is depicted in the CDT framework as the mainte
nance staff, the FDDO should be able to answer 10 CQs, listed in Table 3, 
with both asserted (explicitly modeled) and inferred (derived through 
reasoning) knowledge related to the FDD process and the machine to be 
monitored and inspected.

The FDDO has been modelled according to OWL language with the 
support of the ontology editor Protégé. To define inference rules among 
classes and instances, they have been implemented using SWRL, while 
the activation of the reasoning has been made possible through the 
adoption of Pellet reasoner.

The selected reference foundational ontology (or top-level) is the 
Basic Formal Ontology (BFO), compliant with the ISO 21838 standard 
[58] and with established guidelines by IOF, which represents the 
highest level of generalization of the knowledge independent from any 
domain. As emphasized by both Ameri et al. (2022) [49], Savic et al. 
(2023) [59], and Franciosi et al. (2025) [60] aligning domain ontologies 
with upper ontologies such as BFO and established standards like IOF 
not only ensures semantic consistency and interoperability, but also 
enhances the scalability, adaptability, and long-term sustainability of 
complex industrial systems through the seamless integration of hetero
geneous data sources.

2-Knowledge elicitation. Going through the hierarchical structure 
of the ontology, Common Core Ontologies (CCO) (i.e., the two sub- 
ontologies Information Entity Ontology (IEO) and Artifact Ontology 
(AO) have been reused), and Information Artifact Ontology (IAO) (i.e., 
the father class of Information content entity and its child class Identifier 
have been reused) have been selected as reference domain-independent 
ontologies. These allow the introduction of more targeted concepts that 
can be reused in the developed ontology, continuing to ensure alignment 
with reference ontologies and reusability of their concepts as they are all 
grounded on BFO. This approach follows best practices highlighted in 
the literature, where reusing well-established ontological resources en
sures semantic consistency, supports system interoperability, and re
duces development effort [49]. To further lower down the level of detail 
of the ontology to the maintenance domain, related concepts have been 
introduced and positioned in the ontology by confronting both 
non-ontological resources like IEC 60812:2018 [61], ISO 14226:2006 
[62], IEC 60300-3-11:2009 [63], and domain-specific ontologies like 
Karray et al. [64], Montero et al. [65], Polenghi et al. [57], and IOF [66,
56]. All of these resources have been compared and analysed consid
ering the goal of FDD; given some inconsistencies and that none of them 
was specifically though for FDD (also, some of them are at the moment 
not finalized or released, like IOF Maintenance Ontology), afterwards in 
the Conceptualization macro-phase of AMODO, more details will be 
provided on the defined taxonomy. To summarize, on the basis of this 
retrieved taxonomy/ontologies, related concepts have been modeled 
and positioned in the FDDO as presented in Fig. 5, alongside related 
resources.

3-Conceptualization. For the modelling of the FDD domain, related 
concepts from the non-ontological sources of the FMEA (Failure Mode 
and Effect Analysis) and HAZOP (Hazard and Operability Study) have 

Table 3 
Competency questions of the ontology for fault detection and diagnosis.

Competency question Knowledge 
type

CQ1. What are the machine units of the machine? Asserted
CQ2. What are the components of the machine unit? Asserted
CQ3. What is the flow associated with the component x? Asserted
CQ4. What is the primary failure cause that is associated with the 

failure mode?
Asserted

CQ5. What are the failure modes of the fault x? Asserted
CQ6. What is the state of component x? Inferred
CQ7. Is the machine doing the set up? Inferred
CQ8. Is the component x of the system operating with its nominal 

function?
Inferred

CQ9. Are there negative and positive deviations affecting the 
process?

Inferred

CQ10. Is the component x in a total state of failure? Inferred
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been employed and semantically revised to create a common source of 
reusable knowledge for FDD applications. The FMEA and HAZOP are 
used, after a preliminary functional analysis about the normal 

functioning of a system, for the study of abnormal situations affecting it 
and the identification of the causes and consequences of the occurring 
degradation [47]: 

Fig. 5. Layers of the ontology for FDD (FDDO).

Table 4 
System characterization and FMEA classes of the ontology for fault detection and diagnosis (FDDO).

Class Sub-class Source Natural language definition

Material 
artifact

​ CCO A Material Entity that was designed by some Agent to realize a certain Function.

​ Component FDDO A CCO:MaterialArtifact that has role a FDDO:ComponentRole
​ Machine FDDO A CCO:MaterialArtifact that has role a FDDO:MachineRole
​ Machine unit FDDO A CCO:MaterialArtifact that has role a FDDO:MachineUnitRole
​ Product FDDO A CCO:MaterialArtifact that has role a FDDO:ProductRole
​ Sensor FDDO A CCO:MaterialArtifact that has role a FDDO:SensorRole
​ Tool FDDO A CCO:MaterialArtifact that has role a FDDO:ToolRole
Object 

aggregate
​ BFO An object aggregate is a material entity consisting exactly of a plurality (≥1) of objects as member parts 

which together form a unit
​ System FDDO A BFO:ObjectAggregate that has member a CCO:MaterialArtifact
Failure mode ​ IOF (definition by 

FDDO)
A BFO:Disposition of a CCO: MaterialArtifact to exhibit the consequence of a Failure mechanism through 
which a failure occurs

​ Electromechanical 
Failure Mode

FDDO A IOF:FailureMode whose characteristic is Electromechinal

​ Hydraulic Failure Mode FDDO A IOF:FailureMode whose characteristic is Idraulic
​ Mechanical Failure Mode FDDO A IOF:FailureMode whose characteristic is Mechanical
​ Pneumatic Failure Mode FDDO A IOF:FailureMode whose characteristic is Pneumatic
Failure cause ​ IOF (definition by ISO 

14224: 2016)
Circumstances associated with design, manufacture, installation, use and maintenance that have led to a 
failure

Identifier ​ FDDO A CCO:DesignativeInformationContentEntity that is used to uniquely identify an entity within a particular 
context

​ ComponentID FDDO A FDDO:Identifier that relates to a FDDO:Component
​ FailureCauseID FDDO A FDDO:Identifier that relates to a IOF:FailureCause
​ FailureModeID FDDO A FDDO:Identifier that relates to a IOF:FailureMode
​ MachineID FDDO A FDDO:Identifier that relates to a FDDO:Machine
​ MachineUnitID FDDO A FDDO:Identifier that relates to a FDDO:MachineUnit
​ SensorID FDDO A FDDO:Identifier that relates to a FDDO:Sensor
Role ​ BFO A role b is a realizable entity such that b exists because there is some single bearer that is in some special 

physical, social, or institutional set of circumstances in which this bearer does not have to be & b is not such 
that, if it ceases to exist, then the physical make-up of the bearer is thereby changed

​ ComponentRole FDDO A BFO:Role borne by a FDDO:Component when it is involved in carrying out some part of a BFO:Process
​ MachineRole FDDO A BFO:Role borne by a FDDO:Machine when it is involved in carrying out some part of a BFO:Process
​ MachineUnitRole FDDO A BFO:Role borne by a FDDO:MachineUnit when it is involved in carrying out some part of a BFO:Process
​ ProductRole FDDO A BFO:Role borne by a FDDO:Product when it is trasformed in some part of a BFO:Process
​ SensorRole FDDO A BFO:Role borne by a FDDO:Sensor when it provides a BFO:Function that is of type “monitoring” of another 

CCO:MaterialArtifact
​ ToolRole FDDO A BFO:Role borne by a FDDO:Tool when it is involved in carrying out some part of a BFO:Process
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• The system characterization and FMEA classes, which are listed and 
defined in Table 4, allow for the identification of known and po
tential failure causes, failure modes (with their nature), their major 
effects on the different parts of the system, and thus suggest the 
possible area of intervention.

• The HAZOP classes, which are listed and defined in Table 5, allow 
identify anomalies by focusing on the operability of the system 
through logical sequences of cause-deviation-consequence of process 
parameters [67].

The FMEA and HAZOP classes of the ontology for FDD and their 
object properties (asserted properties in continuant lines and inferred 

properties in dashed lines) are shown in Fig. 6.
The complete hierarchy of FDDO, from top-level ontology BFO to leaf 

classes, is shown in Fig. 7.
The disclosed classes were therefore linked through properties and 

rules such that the FDDO is able to assess the health state of the moni
tored components and to recognize, once a component degradation/ 
failure has been identified, the primary cause of failure, the mode of 
failure, and the resulting sequence of detectable deviations on the pro
cess. Hence, the FDDO has been modelled to furnish adequate support to 
maintainers’ decision-making process when performing the FDD task by 
providing both asserted and inferred knowledge about specific charac
teristics of the modelled equipment and its process, as well as knowledge 
directly related to the FDD activity.

Table 5 
HAZOP classes of the ontology for fault detection and diagnosis (FDDO).

Class Sub- 
class

Source Natural language definition

Variable ​ FDDO A BFO:DescriptiveInformationContentEntity that is measured by a FDDO:Sensor
Deviation ​ FDDO A BFO:RealizableEntity that is measured by a FDDO:Sensor and can lead to some FDDO:StateOfFailure
​ Negative FDDO A FDDO:Deviation that occurs when a FDDO:Variable falls below its normal or expected value
​ Positive FDDO A FDDO:Deviation that occurs when a FDDO:Variable falls above its normal or expected value
State of 

failure
​ FDDO A IOF:State that occurs when a CCO:MaterialArtifact or FDDO:System no longer performs its intended BFO:Function or fails to meet specified 

performance criteria
Flow ​ FDDO A BFO:RealizableEntity involving a CCO:MaterialArtifact and FDDO:Variable that, when a IOF:FailureMode occurs, undergoes a FDDO: 

Deviation

Fig. 6. FMEA and HAZOP classes of the ontology for FDD and their object properties (Protégé OntoGraf View).
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3.2.2.2. Data analytics. The second technological component enabling 
the implementation of the CDT framework revolves around the use of 
data analytics. These algorithms provide analytics and synchronization 
capabilities that support both the ontology and the maintenance staff 
during the FDD process. In this proposed solution, five key data analytics 
algorithms, each equipped with its respective HMI facilitating the 
interaction of the maintenance staff with the technology, have been 
developed: 

1. Data Acquisition algorithm: it is responsible for gathering real-time 
data from the physical asset through sensor integration and makes 
the collected data available in a structured format via the OPC UA 
server. From the server, the high amount of collected time-evolving 
variables can be integrated and input into the NoSQL database, 
which allows for their flexible storage and retrieval for further 
elaborations.

2. Database Querying algorithm: it is responsible for extracting relevant 
stored data for further processing, on user-defined intervals, aimed at 
retrieving significant information for the FDD process (e.g., control 
limits for the identification of the health state of the physical asset).

3. Statistical Computation algorithm: as the ontology for FDD is 
required to identify the health state of the asset and detect the 
occurrence of a fault, this algorithm calculates key statistical pa
rameters (such as the mean and standard deviation) for relevant 
variables, which are then modelled as data properties into the 
ontology.

4. Visualization algorithm: the ontology provides time-updated se
mantic information to the maintenance staff, allowing them to be 
aware of the behavior of the asset. Visualization algorithms are a 
beneficial addition for the maintenance staff to gain meaningful in
sights into the evolving (past and current) behaviour of the asset.

5. Ontology Integration (update ontology) algorithm: it is ultimately 
responsible for feeding the data into the ontology for FDD, enabling 
timely, event-driven, updates and alignment with the knowledge 
base.

This suite of data analytics algorithms collectively facilitates efficient 
data handling, processing, and integration with the CDT framework, 
supporting both human operators and the ontology.

Fig. 8 reports the functioning of the data analytics algorithms and 
their respective HMIs.

4. Application of the CDT framework in a laboratory setting

The CDT framework was implemented in a laboratory setting with a 
platform built ad-hoc [whose details will be disclosed upon eventual paper 
acceptance as a matter of anonymity] for maintenance-related experi
ments. The platform is equipped with sensors and connected to the OPC 
UA server, supporting the recording and access to all process data at 
each stage of the process, thus allowing insights into the asset in the 
maintenance area. In detail, the platform is composed of two over
lapping and independent systems (Fig. 9): 

• The first system is a continuous press/punching production process. 
This system can be found in industries like automotive 
manufacturing, in car body parts production, or in the paper in
dustry. This system can be summarized into three main subsystems: 
(i) the coil changing subsystem which is in charge of providing the 
input material in the form of a coil (once the coil is finished, a new 
one is equipped), (ii) the unwinding subsystem which is in charge of 
unrolling the raw material and conveying the product in the form of a 
band to the entrance of the vertical press, and (iii) the advancement 
and pressing/punching subsystem which is in charge of providing the 
band in the right position at the entrance of the press and of pressing/ 
punching it in the final product.

• The second system is made of two magnetic brakes, placed in cor
respondence to the two motors, that allow the creation of degrada
tion and symptoms of failure on the machine. The management of 
the operation of the brakes is performed by a Programmable Logic 
Controller (PLC), ensuring precise control and functionality. In 
addition, several actuators are integrated into the system to emulate 

Fig. 7. FDDO hierarchy.
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various fault scenarios, enabling robust testing and validation of FDD 
processes.

In detail, the application case consists of the implementation of the 
degradation scenario bearings deterioration caused by wear by friction and 
fatigue affecting the accumulator motor of the unwinding subsystem.

Provided the overview of the functioning of the platform, Section 4.1
will disclose the instantiation of the degradation scenario into the 
ontology for FDD and its validation, whereas Section 4.2 will discuss the 
output from the implementation of the framework.

4.1. Ontology for fault detection and diagnosis: instantiation on the 
platform

To lower the ontology at the application level, this requires being 
instantiated with instances related to the scenario under analysis. Be
sides the knowledge related to the machine and its process, the knowl
edge related to the degradation scenario needs to be formalized to allow 
the identification and localization of the anomaly within the system and 
how the process is affected by it. With this purpose, information 

regarding the causes of the degradation or failure, its modes, and the 
affected artifacts, both at component and machine-unit levels, was 
retrieved from the FMEA of the platform. Instead, the sequence of pro
cess deviations and the associated variables and affected components of 
the subsystem were retrieved from the HAZOP of the platform. Both 
FMEA and HAZOP are a result of the asserted knowledge formalization 
from experts. Afterward, the information has been integrated into a sort 
of ETA (Event Tree Analysis), illustrated in Fig. 10, on which basis the 
relationships and rules of the ontology have been modelled and imple
mented habilitating reasoning.

In detail, starting from the information that the primary failure cause 
of the bearing’s deterioration is the wear by friction and fatigue, through 
the FMEA it has been possible to identify the mechanical modes of the 
failure at a component level. At a machine unit level, the secondary 
mechanical failure modes resulting from the propagation of the degra
dation to the other components have been identified. From the process 
standpoint, according to the HAZOP, starting from the bearings, the 
degradation propagates at the process level, causing a succession of 
deviations in the process according to a waterfall effect affecting the 
entire subsystem. The classes of the ontological model were thus 

Fig. 8. Data analytics algorithms and HMIs of the Cognitive Digital Twin framework for fault detection and diagnosis decision-making support.
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instantiated and related through data properties (e.g., the numerical 
values of the health, alert, and alarm thresholds) and object properties 
between instances, as well as through asserted (continuant line) and 
inferred (dashed line) SWRL rules in Protégé. A summary of the imple
mented SWRL rules, along with their corresponding logical functions 
within the diagnostic process, is provided in Table 6 to concretely 
illustrate the inference mechanisms enabled by the FDDO.

Fig. 11 shows an extract of the ontology for FDD modelling from 
OntoGraph in Protégé (asserted properties in continuant lines and 
inferred properties in dashed lines) and an example of its validation 
through competency questions (CQs).

Once the ontology for FDD is modelled, the full implementation of 

the CDT framework requires transforming the ontology into a Knowl
edge Graph (KG).

This transformation allows the ontology to be populated with case- 
specific instances and continuously updated with data from the moni
tored system. The process begins with the instantiation of the ontology, 
where the key components, failure modes, variables, and operational 
states relevant to the specific use case are defined as individuals. To 
ensure the KG remains current with the status of the system in a timely 
manner, the dedicated “update ontology” algorithm retrieves sensor 
data from the database, updates the corresponding data properties of the 
instantiated individuals in the FDDO, and activates the rule-based 
reasoning engine. Based on the previously formalized relationships 

Fig. 9. Elements specification of the platform.

Fig. 10. ETA of the platform for the scenario ’bearings deterioration caused by wear by friction and fatigue’.
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(captured through SWRL rules and the class hierarchy), the KG 
dynamically infers contextual information about the process through 
reasoning [68]. The KG is therefore able to distinguish the operational 
status of the process, whether it is active or inactive. When active, it can 
infer whether the system is in setup mode (e.g., coil change) or material 
processing. In the processing phase, the monitoring of key variables 

allows the KG to semantically determine the state of health of the 
monitored component, identify deviations, and support fault diagnosis. 
Conversely, when the system is inactive, the KG may associate this with 
a confirmed faulty state.

The process from ontology modelling to KG update is illustrated in 
Fig. 12, where the tasks highlighted in blue indicate the activities that 

Table 6 
Competency questions of the ontology for fault detection and diagnosis (FDDO).

Number SWRL rule SWRL rule description

1 Variable(?V1) ^ Component(?C1) ^ hasHorizontalPosition(?V1, false) ^ Variable(?V2) ^ hasVerticalPosition(?V2, true) ^ 
Identifier(?I1) ^ hasID(?C1, ?I1) ^ hasIDvalue(?I1, ’Bob1′) -> isChanging(?C1, true)

Coil changing condition

2 Variable(?V1) ^ Component(?C1) ^ hasHorizontalPosition(?V1, true) ^ Variable(?V2) ^ hasVerticalPosition(?V2, false) ^ 
Identifier(?I1) ^ hasID(?C1, ?I1) ^ hasIDvalue(?I1, ’Bob1′) -> isChanging(?C1, false)

Coil not changing condition

3 State(?S1) ^ hasLabel(?S1, 0) ^ Variable(?V1) ^ Component(?C1) ^ greaterThan(?A, 0) ^ hasCurrentValue(?V1, ?A) ^ 
lessThanOrEqual(?A, ?B) ^ hasAlertThreshold(?V1, ?B) ^ Identifier(?I1) ^ hasID(?C1, ?I1) ^ hasIDvalue(?I1, ’M1′) ->
hasState(?C1, ?S1)

Healthy state

4 State(?S1) ̂  hasLabel(?S1, 1) ̂  Variable(?V1) ̂  Component(?C1) ̂  hasAlertThreshold(?V1, ?B) ̂  hasAlarmThreshold(?V1, ? 
C) ^ greaterThan(?A, ?B) ^ hasCurrentValue(?V1, ?A) ^ lessThanOrEqual(?A, ?C) ^ Identifier(?I1) ^ hasID(?C1, ?I1) ^ 
hasIDvalue(?I1, ’M1′) -> hasState(?C1, ?S1)

Alert state

5 State(?S1) ^ hasLabel(?S1, 2) ^ Variable(?V1) ^ Component(?C1) ^ hasAlarmThreshold(?V1, ?C) ^ greaterThan(?A, ?C) ^ 
hasCurrentValue(?V1, ?A) ^ Identifier(?I1) ^ hasID(?C1, ?I1) ^ hasIDvalue(?I1, ’M1′) -> hasState(?C1, ?S1)

Alarm health

6 State(?S1) ̂  hasLabel(?S1, 0) ̂  Variable(?V1) ̂  Component(?C1) ̂  equal(?A, 0) ̂  hasCurrentValue(?V1, ?A) ̂  Component(? 
C2) ^ isChanging(?C2, true) ^ Identifier(?I1) ^ hasID(?C1, ?I1) ^ hasIDvalue(?I1, ’M1′) -> hasState(?C1, ?S1)

Zero value of the monitored variable 
because the coil is changing

7 State(?S1) ̂  hasLabel(?S1, 3) ̂  Variable(?V1) ̂  Component(?C1) ̂  equal(?A, 0) ̂  hasCurrentValue(?V1, ?A) ̂  Component(? 
C2) ^ isChanging(?C2, false) ^ Identifier(?I1) ^ hasID(?C1, ?I1) ^ hasIDvalue(?I1, ’M1′) -> hasState(?C1, ?S1)

Zero value of the monitored variable 
without coil changing

8 Variable(?V1) ^ Component(?C1) ^ isMeasureOf(?V1, ?C1) ^ PrimaryFailureCause(?FC1) ^ occursIn(?FC1, ?C1) ^ 
MechanicalFailureMode(?FM1) ^ isCauseOf(?FC1, ?FM1) ^ MechanicalFailureMode(?FM2) ^ isCauseOf(?FM1, ?FM2) ^ 
Negative(?D1) ^ resultsIn(?FM2, ?D1) ^ Flow(?F1) ^ hasFlow(?C1, ?F1) -> hasDeviation(?F1, ?D1)

Negative deviation condition

Fig. 11. Extract of the ontology for FDD of the platform from Protégé (up-hand side) and of its validation through competency questions (down-hand side).
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correspond directly to nodes already presented in the flowchart of Fig. 4
(Section 3.2.2), thus showing the connection and continuity between the 
two representations. In detail: 

• The node “Data acquisition from the physical asset” of Fig. 12 cor
responds to the node “Acquire data from the physical asset” of Fig. 4

• The node “Update ontology each ΔT (seconds)” of Fig. 12 corre
sponds to the node “Update data into the ontology” of Fig. 4

• The nodes “Ontology classes modelling”, “Ontology instances 
modelling”, “Ontology SWRL modelling” of Fig. 12 correspond to the 
node “Model and update the ontology-Knowledge Graph and SWRL” 
of Fig. 4

• The node “Ontology instantiation with data from the physical asset: 
transformation into Knowledge Graph” of Fig. 12 corresponds to the 
node “Instantiate the ontology with data (transform into Knowledge 
Graph)” of Fig. 4

• The node “Ontology reasoning (e.g., Pellet reasoner activation)” of 
Fig. 12 corresponds to the node “Run reasoning” of Fig. 4

• The node “Continuous Knowledge Graph update (every ΔT seconds) 
and FDD knowledge inference” of Fig. 12 corresponds to the nodes 
“Display asserted and inferred FDD knowledge” and “Model and 
update the ontology-Knowledge Graph and SWRL” of Fig. 4.

4.2. Output of the implementation of the CDT framework

The CDT framework implementation shows that maintenance staff is 
supported during the FDD process through dynamic insights about 
subsystem health and degradation, inferred by the KG. Using data from 
the accumulator motor torque and coil position, mapped into the KG, 
five states characterizing the modelled scenario were successfully 
assessed (Fig. 13): 

• State 1 – No processing due to setup: when the coil is changed, the 
torque assumes the value of zero. The setup state is associated with 
the healthy state of the component as it is not possible to establish 
whether the degradation is occurring without the process perform
ing. Once the change is completed, the platform resumes operation 
and it will be possible to precisely determine its state of health.

• State 2 - Healthy state of the accumulator motor: when the machine 
is not performing the setup and the values of the torque of the 
accumulator motor are below the alert threshold (no zero values), 
the component is identified as healthy and able to provide its func
tion. Therefore, the maintenance staff is not required to perform any 
inspection action nor to intervene in the process, but just to continue 
monitoring the behaviour of the significant variables.

• State 3 – Alert state of the accumulator motor: when the machine is 
not performing the setup and the values of the torque of the accu
mulator motor are between the healthy and alarm limits the machine 
is processing with a partial degradation state. Therefore, the main
tenance staff is provided with a contextualization of the values 
assumed by the torque by displaying relevant information regarding 
the alert state of health of the component and the deviations 
affecting the process. This knowledge can therefore be of support in 
the evaluation of the optimal time to perform the inspection process 
before the expansion of the degradation from the component to the 
machine unit level of the platform.

• State 4 – Alarm state of the accumulator motor: when the machine is 
not performing the setup and the values of the torque of the accu
mulator motor exceed the alarm threshold, the machine is processing 
at an advanced level of degradation. The maintenance staff is 
therefore provided with a contextualization of the values assumed by 
the torque by displaying relevant information regarding the alarm 
state of health of the component and the deviations affecting the 
process. Contrary to the previous scenario where there was still a 
time margin on the failure, herein the torque is not anymore able to 

Fig. 12. Flow chart of the transformation process from Ontology to Knowledge Graph.
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compensate for a decrease in the rotational speed of the component 
which is consequently reaching its total state of failure. Hence, the 
maintenance staff is suggested for an immediate intervention in the 
performance of the inspection and diagnosis activities.

• State 5 – Total state of failure of the accumulator motor: when the 
value of the accumulator motor torque is zero and no setup is per
formed, the platform is not processing due to the total state of failure 
of the component. Hence, the maintenance staff is provided with 
knowledge regarding the faulty state of the motor and the specific 
fault state that can be useful for technicians to perform post-failure 
analysis on the machine. However, since the platform has been 
programmed to never reach total failure because the motor’s torque 
is always able to compensate for the rotational speed reduction, it 
has been simulated (‘* symbol’ in Fig. 13).

These outputs reflect the framework’s primary aim to engineer a 
structured and consistent FDD process that supports operator decisions.

5. Discussion and managerial implications

Building on the results presented in Section 4 and grounded in the 
conceptual framework introduced in Section 3, this section provides a 
broader discussion on the significance and implications of the proposed 
CDT framework. While the laboratory implementation served to test and 
demonstrate the feasibility of the approach, several transferable insights 
emerged regarding how cognitive technologies can support knowledge- 
driven FDD in maintenance. The discussion is structured in three parts: 
Section 5.1 describes the key findings from the implementation of the 
CDT framework in support of FDD decision making, Section 5.2 provides 
the lessons learnt from the application of the CDT framework in a lab
oratory setting, and Section 5.3 discusses the managerial implications.

5.1. Discussion from results

Drawing upon the results obtained in Section 4, this subsection 
highlights the main findings that demonstrate the value and feasibility 
of the proposed CDT framework, particularly in supporting knowledge- 
driven FDD activities: 

• It is verified the potential of the ontology to include tacit and un
structured knowledge about FDD applications in support of the 

maintenance staff. This latter is indeed promptly informed about the 
operative state of the process, as well as the state of health of the 
monitored components of the system. If anomalies are detected, the 
maintenance staff is also provided with specific information 
regarding the occurring degradation/failure, such as the primary 
failure cause, the failure modes, and the deviations in the process.

• It is demonstrated the ability of the proposed framework to effec
tively integrate expert knowledge within technological models in 
support of humans in the engineering process of FDD. Specifically, 
the accuracy of data analytics algorithms and the interoperability 
and context awareness provided by the ontology - combined in a 
unified decision-support framework - allow supporting FDD 
decision-making process.

• It is proven the possibility of the framework to enable CDT in the 
maintenance domain. Indeed, the human-technology collaboration 
enables the six cognitive capabilities of attention, perception, 
memory, reasoning, learning, and problem-solving (previously 
defined in Section 3), thus leading to a first CDT implementation in 
FDD.

5.2. CDT framework for FDD implementation replicability

The CDT framework’s viability has been demonstrated in a 
controlled environment, with the potential to extend it to real industrial 
systems. The application experience provided not only technical vali
dation but also the opportunity to abstract a generalizable set of re
quirements and development insights. These inputs do not constitute a 
prescriptive methodology, but rather a set of operational lessons learned 
to support future replication and scaling of the framework in diverse 
contexts.

Although the proposed CDT framework was applied to a single 
degradation scenario (bearing wear) in a laboratory setting, its con
ceptual architecture is intentionally designed for generalization and 
adaptation to a broader range of degradation scenarios and, potentially, 
to diverse industrial contexts. This framework represents a foundational 
engineering solution for the development of CDTs in FDD, where the 
primary objective is to establish a methodologically valid, reusable 
structure that integrates expert knowledge and ontology reasoning ca
pabilities into the decision-support process.

Therefore, from this first application, a set of technological and 
knowledge requirements (Section 5.2.1), implementation steps for 

Fig. 13. Output of the implementation of the CDT framework on the platform.
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replicability (Section 5.2.2), and scalability considerations (Section 
5.2.3) have been outlined. These elements represent operational lessons 
learned, aimed at guiding replication efforts and bridging the theoretical 
underpinnings of the CDT with its concrete application in FDD.

Unlike general DT implementation procedures proposed in the 
literature (e.g., [69–71]), the insights derived here are specifically 
tailored to the development of CDT for FDD applications.

5.2.1. Technological and knowledge requirements
The successful deployment of the CDT framework in any new use 

case relies on the presence of key technological and knowledge 
requirements.

Technological requirements include: 

• Sensorization of the physical asset, which enables the timely moni
toring of variables related to degradation and operational status.

• Suitable data infrastructure, typically a server layer (e.g., OPC UA), 
to support the acquisition, storage, and transmission of continuous 
data streams from the physical asset.

Knowledge requirements include: 

• Comprehensive understanding of the system structure and func
tioning, including its operational workflows and interdependencies.

• Expert knowledge about critical components, associated failure 
causes, modes, and potential process deviations, which serve as 
essential inputs for conducting the FMEA and HAZOP dysfunctional 
analyses.

5.2.2. CDT framework implementation procedure
Once the technological and knowledge requirements are in place, the 

CDT framework can be implemented by following a six-step procedure 
derived from the current study: 

1. Analyse the system: conduct a comprehensive analysis of the system 
and operational workflows to understand the functioning of the 
system.

2. Execute FMEA/FMECA and HAZOP studies: systematically identify 
potential failure modes, causes, effects, and process deviations that 
will constitute the knowledge base of the FDD engineering process.

3. Identify critical components and variables: prioritize system com
ponents with the highest relevance for reliability, safety, or perfor
mance impact.

4. Instantiate and extend the ontology: reuse the upper-level structure 
of the FDDO (based on BFO and aligned with CCO and IOF stan
dards), and adapt it (if needed) by adding new classes, subclasses, 
and instances that reflect the system-specific taxonomy (e.g., new 
components, failure modes, deviations).

5. Define SWRL rules and reasoning logic: translate expert knowledge 
and diagnostic rules into formal logic expressions, allowing inferred 
knowledge to support the decision-making process.

6. Implement data analytics: implement ad-hoc algorithms (data 
acquisition, querying, statistical computation, visualization, and 
ontology update) for use case-specific variables, thresholds, and 
server configurations.

5.2.3. Generalizability and scalability
The CDT framework is built on a conceptual foundation that ensures 

reusability and extensibility: 

• The FDDO structure is modular and hierarchical, allowing the reus
ability of upper-level classes (e.g., Component, FailureMode, Devi
ation), while scenario-specific knowledge can be captured by adding 
subclasses and populating them with new instances.

• The SWRL rules are general in structure but must be contextually 
adapted to reflect the fault logic and causal dependencies of the 
specific use case.

• The data analytics algorithms’ function (e.g., threshold computation, 
data collection), and their logical connection (Fig. 8) remain gener
alizable, although input parameters, signal types, and server ad
dresses will need to be adjusted.

• The ontology-based knowledge graph construction workflow is 
replicable: once the ontology is instantiated and linked to equipment 
data via the data analytics layer, reasoning is activated through rule- 
based engines, producing semantically enriched, contextualized 
output for maintenance staff.

In summary, the CDT framework, though tested in a single, lab-scale 
scenario, is built to be scalable and transferable. By combining struc
tured expert knowledge, semantic reasoning, and modular data pro
cessing, it provides a pathway for future implementations in real-world 
industrial systems.

5.3. Managerial implications

From a managerial perspective, possible impacts, to be intended as 
medium-to-long-term actions, resulting from the implementation of the 
CDT framework are: 

• De-fragmentation of diagnostic knowledge: the fragmentation of diag
nostic knowledge is a relevant industrial challenge. While fault 
identification may often be handled by embedded systems or auto
mated tools, fault diagnosis typically remains reliant on external 
experts or scattered documentation, leading to delayed decisions and 
divided responsibilities. This was also evident in the application case 
presented in this study, where diagnostic understanding resided in 
different sources - technical documents, spreadsheets, and personnel 
expertise. By consolidating this dispersed knowledge into a formal, 
reusable ontology, the framework enhances traceability, consis
tency, and accessibility of diagnostic reasoning. Although no quan
titative performance metrics were assessed, the framework shows 
potential to contribute meaningfully to reducing time-to-repair 
(TTR) by making fault diagnosis more structured and accessible, 
thus supporting operators more effectively within their existing 
workflows.

• Efficient Monitoring and maintenance: the technological support pro
vided by the CDT framework facilitates easier monitoring, inspec
tion, and maintenance. Operators can manage maintenance activities 
more efficiently by leveraging technology-driven insights about 
system health and operational status.

• Improved maintenance and production scheduling: the integration of 
real-time health and operational data could allow for more flexible 
and coordinated scheduling of production and maintenance activ
ities. It also reduces human error during FDD tasks by offering 
technological guidance.

• Economic and operational considerations: To implement the proposed 
solution, organizations must address the costs related to training, 
equipment, and infrastructure. This will ensure that the workforce is 
equipped to fully utilize the technological and cognitive capabilities 
offered by the framework.

• Rethinking employee purpose: the framework enhances employee ca
pabilities, requiring a reconsideration of their roles to ensure optimal 
collaboration with technologies.

6. Conclusions

This research work contributes to the existing literature by enabling 
CDT through a framework that has been proposed and assessed in a 
laboratory setting. Its originality lies in how ontology and data analytics 
are combined into a cohesive system that enables cognitive decision 
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support specifically for FDD in maintenance.
The CDT in the domain of maintenance is an emerging concept, and 

besides its potential to address the current maintenance needs for 
resiliency, dynamism, broad vision of the system, and responsiveness, 
implementations of CDT solutions in the current literature remain 
scarce. While some studies provide general definitions of CDT and its 
cognitive capabilities, there is still a lack of shared understanding when 
it comes to defining these capabilities specifically in the maintenance 
domain. Therefore, this paper provides a new definition of the cognitive 
capabilities of attention, perception, memory, reasoning, learning, and 
problem-solving by adapting the definitions of Zheng et al. (2022) and 
Eirinakis et al. (2022) in the domain of FDD, highlighting the main 
human and technological enablers.

In the proposed solution, technologies are seen as an important 
support for maintenance staff for the accomplishment of the activities, 
but no longer as the main means. As a matter of fact, this paper con
tributes to overcoming the identified gap from the SLR about the inte
gration of human knowledge with advanced technologies to develop 
intelligent and adaptive solutions capable of understanding and 
addressing complex scenarios and making informed decisions. Focusing 
on FDD, a crucial task in maintenance that typically requires human 
expertise, this research work identifies data analytics and asserted- 
knowledge embedded ontology as a key enabler for implementing 
CDT, integrated in a novel framework to support cognitive capabilities 
in a practical maintenance setting.

The main research contributions can be therefore summarized as 
follows: 

• Development of a SLR for the identification of the state-of-the-art DT 
in the domains of maintenance and asset management, aimed at 
analyzing CDT contributions in maintenance.

• Elaboration of a new definition of the cognitive capabilities of the 
CDT applied to the domain of FDD and their enabling technologies.

• Proposal of a CDT framework in the domain of FDD in support of the 
decision-making process in maintenance. The synergistic employ
ment of human knowledge and the technologies of ontology, algo
rithms, and database allows for the enabling of the cognitive 
capabilities of attention, perception, memory, reasoning, and 
problem-solving, leading towards the implementation of a CDT in 
maintenance FDD.

• Development of a novel ontology for FDD (FDDO) based on the 
taxonomy proposed by Franciosi et al. (2022). The formalization and 
integration of the FMEA and HAZOP dysfunctional analyses concepts 
and classes allowed the development of a common knowledge base 
that can be reused for different applications that aim to verify the 
health status of systems and determine the causes of failure, the 
modes of failure, and its effects on the process.

• Implementation and assessment of the CDT framework at laboratory 
scale.

6.1. Limitations and further research

Despite its innovative and pioneering approach in relation to CDT, 
this work can be improved. As a novel topic, the CDT doesn’t present a 
shared definition. Despite an elaboration and adaptation of the defini
tion of the cognitive capabilities in the maintenance domain of FDD is 
provided, still, a more generic, shared definition of the CDT in the 
domain of maintenance is missing. Secondly, the implementation of the 
CDT framework requires the adoption of a blend of technologies. In this 
regard, the algorithm responsible for updating the ontology with data 
from the physical asset does not support continuous real-time 

synchronization. Instead, it operates in an event-driven manner, where 
updates are triggered only by relevant changes in the monitored vari
ables. While this approach has proven sufficiently responsive for the 
specific FDD scenario addressed in this study, future enhancements of 
the update mechanism could further improve the reactivity of the sys
tem, particularly for applications requiring higher-frequency data inte
gration or more dynamic process conditions. Moreover, the instantiation 
of the ontology at the application level is assessed with one degradation 
scenario only. Hence, the result of implementing other scenarios can 
allow improvements in the ontology to make it more flexible in recog
nizing different anomalies and providing related diagnosis information. 
Additionally, the performance of the data analytics algorithms 
(responsible for data acquisition, querying, statistical computation, and 
ontology integration) was not the central focus of this study and was not 
evaluated in terms of computational efficiency or scalability. Future 
work should assess the behavior of these algorithms under large-scale, 
high-frequency industrial data streams, and identify potential trade- 
offs between performance, responsiveness, and system complexity.

Building on the results obtained in this study, future developments 
should focus on validating the CDT framework across additional fault 
scenarios and applying it to other laboratory and industrial systems. This 
is essential to assess and enhance the adaptability and robustness of the 
proposed approach, and to extend its applicability to a broader range of 
maintenance contexts and operational environments, thus addressing 
current limitations and advancing toward industrial-scale implementa
tion. Moreover, future work should explore how human feedback 
gathered from real diagnostic activities can be systematically incorpo
rated to evolve the ontology and improve system performance over time, 
strengthening the learning capability of the CDT. In this regard, 
particular attention could be given to hybrid approaches that continue 
to integrate human reasoning and learning within the ontology, to 
enhance its adaptability and evolution.

In addition, an extension of the CDT framework could be developed 
by proposing other combinations of technologies aimed at addressing 
maintenance applications. Last, further research on the function of the 
CDT in supporting information flows aimed at optimizing the manage
ment of the assets (not limited to maintenance) along their life cycle 
would be beneficial.
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Appendix

Annex 1 
Mapping of the papers with respect to cognitive capabilities defined by Zheng et al. (2022) with references.

Cognitive 
capabilities

Definition of the cognitive capabilities 
by Zheng et al. 2022

Papers Enabling technologies

Perception Capability of forming useful representations of data related to the physical twin 
and its physical environment

All papers Data analytics, semantic technologies, 
simulation tools, ML models

Attention Capability of focusing selectively on a task or a goal or certain sensory information 
either by intent or driven by environmental signals and circumstances

All papers Data analytics, ML models, IoT

Memory Capability of encoding information, storing and maintaining information, and 
retrieving information

All papers Database, semantic technologies, cloud

Reasoning Capability of drawing conclusions consistent with a starting point [1,10,11,16,18,25,26,29,30,
32–35,37–41,44,72–88]

Semantic technologies, ML models, 
data analytics

Problem- 
solving

Capability of finding a solution for a given problem or achieving a given goal [1,10,25,26,32,40,86,88,89] Data analytics, ML models

Learning Capability of transforming the experience of the physical twin into reusable 
knowledge for a new experience

[1,10,16,18,29,30,32,33,35,
37–41,44,74,75,77,83,84,
86–88]

Data analytics, ML models

Annex 2 
Reference definitions of the cognitive capabilities by Zheng et al. (2022) and Eirinakis et al. (2022), and the proposed FDD-specific definitions.

Cognitive 
capabilities

Definition by 
Zheng et al. (2022)

Definition by 
Eirinakis et al. (2022)

Proposed FDD-specific definition

Perception Capability of forming useful representations of 
data related to the physical twin and its physical 
environment

Capability of identify/predict anomalies and events, 
which can be implemented through data analytics on 
various data streams.

Capability of forming structured human and machine- 
readable representations of data related to the physical 
twin and its physical environment, to allow the 
identification and prediction of anomalies and events 
in the system.

Attention Capability of focusing selectively on a task or a 
goal or certain sensory information either by 
intent or driven by environmental signals and 
circumstances

Capability that focuses on handling the identified/ 
predicted anomalies and events. It is enabled by 
anomaly detection tools, therefore, tools that emulate 
the behavior of the asset and hence can identify 
abnormalities.

Capability of focusing selectively on a task or 
information either by intent or driven by 
environmental signals. It allows a prompt and proper 
reaction to the identification of an anomaly, triggering 
diagnosis activity involving the appropriate tools.

Memory Capability of encoding information, storing and 
maintaining information, and retrieving 
information

Capability consisting of encoding and retrieving all 
the appropriate information. Memory enables the 
evocation of stored past knowledge and experience, 
and in turn manipulation of the needed information to 
execute complex cognitive tasks. It can be enabled by 
production data or domain knowledge (e.g., 
ontologies) and persistent technologies (e.g., 
databases).

Capability of encoding information, storing and 
maintaining information, and retrieving information. 
It allows the storage of relevant fault diagnosis 
information for the correct functioning and modelling 
of the technologies employed in support of the activity 
and for the performance of offline analysis of the fault.

Reasoning Capability of drawing conclusions consistent 
with a starting point

The process by which we derive conclusions that can 
be enabled by root cause analysis tools and simulation 
tools.

Capability of deriving knowledge and conclusions 
(fault diagnosis) about the state of the system and the 
fault, and its causes.

Problem- 
solving

Capability of finding a solution for a given 
problem or achieving a given goal

The overall output upon the completion of a task can 
become new knowledge and induce learning. DT and 
Knowledge Graph models can enable this process.

The ability to convert established and new derived 
knowledge gained by experience and the CDT during 
the FDD process into reusable insights for future 
applications.

Learning Capability of transforming the experience of the 
physical twin into reusable knowledge for a 
new experience

Process that requires the mental representation of an 
initial state of the problem, a goal state, and the 
possible intervening states (problem space), as well as 
the strategies for moving through the problem space 
towards the end goal state. Problem-solving can be 
enabled by optimization for obtaining optimal 
responses, and by simulation for evaluating the 
corresponding activities.

Capability of finding a solution for a given problem or 
achieving a given goal and acting back on the real 
system.
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Data will be made available on request.
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