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leads to a combinatorial number of possible GBM alternatives that come with different trade-offs between
computational burden and physical fidelity. In this work, we propose a Value-of-Information (Vol)-based
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Power and Telecommunication (IP&TLC) infrastructure: Vol-driven GBM alternatives are evaluated and
those that reduce the computational burden while keeping accurate in computing the risk metrics of interest
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1 INTRODUCTION

Cyber-Physical Systems (CPSs) integrate cyber and physical subsystems to streamline operations across
critical domains like energy, transportation and manufacturing (Lin et al., 2017; Lv et al., 2021). Their
safety can be evaluated by Computational Risk Assessment (CRA), which relies on accidental scenarios
simulation and post-processing (Di Maio & Zio, 2018). CRA is challenged by the high computational
burden of the high-fidelity first-principles CPS models used (Cassottana et al., 2023; Zio, 2018). Advanced
sampling methods have been introduced to accelerate accident scenarios simulation, but these may not be
sufficient in practice due to the curse of dimensionality and the elevated complexity of the systems (Beck

& Zuev, 2017; Futalef et al., 2025; Turati et al., 2016).

Modelling of CPS can resort to:

»  White-Box Models (WBMs), also known as physics-based models; these are high-fidelity,
first-principles models based on a deep understanding of the system dynamics to formulate the set of
analytical equations that describe the underlying CPS behavior (de Paula Ferreira et al., 2020; Guo et
al., 2021). While highly interpretable, WBMs are computationally burdensome for large CPSs
(Colabianchi et al., 2021; Zografopoulos et al., 2021). Model simplifications, e.g., linearizing or
reducing model granularity, can reduce the computational burden, but at the expense of their accuracy

(Zio, 2018; Zografopoulos et al., 2021).

»  Black-Box Models (BBMs), also known as data-driven or surrogate models; these are empirical models
built and calibrated (trained) on data (e.g., monitoring data from sensors or data provided by high
fidelity simulations) to approximate input-output relationships in terms of, for example, system
response (Mao et al., 2024) and control logic (Pinto et al., 2021) (the interested reader may also refer

to the review papers (Deb et al., 2017) and (Zaparoli Cunha et al., 2023)); once trained, BBMs often

allow a significant reduction of computation times, but their construction and training require large
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Figure 1 Hierarchical CPS model (left) and GBM alternatives (right)

amounts of data, they lack interpretability (hence “black box’’) and calibration errors cannot be avoided

(Hastie et al., 2009; Zeigler et al., 2019).”

= Grey-Box Models (GBM); these models leverage both WBMs and BBMs in a unified framework, thus
benefiting from the advantages of both WBMs (e.g., interpretability) and BBMs (e.g., speed of

calculation) (Giselle Fernandez-Godino et al., 2019; Thelen et al., 2022).

In this work, we construct GBMs of CPS by combining WBMs and BBMs of the different CPS
subsystems (Figure 1). The CPS model is a hierarchy of N > 2 layers, each corresponding to a CPS
subsystem made of one or many components (Futalef et al., 2022, 2025), and there is a combinatorial
number of 2V — 2 possible GBM alternative configurations. Each alternative configuration of WBMs and
BBMs offers a unique trade-off between computational burden and physical fidelity, and identifying the
best alternative can be a challenge: a GBM configuration with a large majority of WBMs may lead to a
prohibitive computational burden, whereas an excessive use of BBMs in the GBM may introduce
approximation errors that degrade the accuracy of systemic risk metrics and performance indicators

estimates.

In this paper, we propose a procedure to identify the GBM (i.e., the combination of WBMs and BBMs)

that optimally balances computational burden and fidelity for the CRA of CPS. The procedure makes use



of the Value-of-Information (Vol) (Fenwick et al., 2020; Hoseyni et al., 2021; Malings & Pozzi, 2018) to
efficiently quantify the expected trade-off gain (or loss) obtained by adopting a particular GBM relative to
a Ground-Truth (GT) dataset of CPS responses generated using a full-WBM. The GBM alternative that

maximizes expected performance optimally balances computational burden and fidelity.

To efficiently explore the GBM alternatives, we propose an adaptive selection mechanism that, based
on Vol, allocates computational resources into refining the estimates of both computational load and fidelity
of the sole alternatives that offer the best trade-offs. First, we split the GT data into batches of representative
scenarios of normal and accident CPS responses. Then, at each iteration, the procedure (i) computes the
Vol of each alternative from prior knowledge, (ii) selects probabilistically an alternative with large Vol,
(iii) collects evidence of its computational burden and fidelity by simulating a batch of scenarios, and (iv)
updates posterior estimates efficiently through conjugate priors (Robert, 2007). The procedure ends when

the Vol increments are small or all batches are used, returning the GBM that maximizes expected trade-off.

We demonstrate the Vol-driven approach on an Integrated Power and Telecommunication (IP&TLC)
system (Di Maio et al., 2022) that integrates three subsystems: a Power Grid (PG), a Telecommunication
Network (TLCN) and a Control Center (CC). This configuration yields six GBM alternatives in addition to
the original full-WBM and full-BBM. Fidelity of the configuration is measured in terms of its capability to
estimate Energy Not Supplied (ENS) as risk metric with respect to the full-WBM. An exhaustive search
shows that an optimal GBM alternative exists that outperforms the original full-WBM, capable of lowering
the computational burden by more than 94% and retaining the same fidelity. The Vol-based selection
framework identifies the same optimal GBM in <5% of the computational time needed for the exhaustive

search.

The structure of the paper is organized as follows. Section 2 presents the concept of GBM for CPS
evaluation. Section 3 introduces the Vol-based GBM selection procedure and the proposed solution method.
Section 4 presents the realistic case study based on the IP&TLCN. Finally, Section 5 concludes the research

findings and proposes future research directions.



2 CYBER-PHYSICAL SYSTEMS GREY-BOX MODELING

Let us consider a CPS made of N > 2 subsystems that interact in time under a fixed-step discrete-time
setting: each instant k corresponds to a continuous time t;, = At - k + t,, where At > 0 is the fixed time
step and t, the initial time. At each k-th instant, the j-th CPS subsystem is characterized by its state vector

X;(k), j=1,..,N, with initial condition ¥;(0) = 55]9, whose entries can be continuous and discrete

variables: continuous variables are physical quantities represented by the vector /Tj (k), whereas discrete

variables are binary component states (e.g., 1 for “up” or 0 for “down”), represented by the vector 77; (k):

, (k)
X (k) = <J . ) (1)
7Tj( )
The evolution in time of ¥; (k) is governed by a nonlinear one-step state transition function f;:
%k + 1) = f; (%), % (k), (k) ) @

where 1;(k) are the subsystem-level controlled inputs (e.g., devices settings) and €;(k) the uncontrolled
external stimuli (e.g., demands, disturbances, environmental conditions). Optionally, noise can be injected
in the transition to account for epistemic uncertainty, e.g., unmodeled dynamics and/or imperfect

parameters settings.

The CPS state vector X (k) is such that:

% (1)
2 = [ *2) @3)
iy ()

and its evaluation in time follows a state transition function F(-) that accounts for the interactions between

the N subsystems:

#(k +1) = F(#(k), i (k), 8(k)), (4)



where 1 (k) and €(k) are the CPS-level controlled variables and uncontrolled external stimuli, respectively.

miss

The simulated trajectories obtained recursively solving Eq. (4) over n instants produce a scenario

Y = (Yo, Y1, Y2, wr) Yymiss ), where each yj, = {t, #(k),u(k), é(k)} stores the process variable at instant k.

To simulate the CPS dynamics with Eq. (4), one can resort to well-known off-the-shelf suites like
Matlab (MathWorks, 2025) and Modelica (Modelica Association, 2025), or custom co-simulation
approaches (Hansen et al., 2024). In this work, we resort to the CPS-oriented co-simulation approach in
(Futalef et al., 2025) (see Appendix A for a summary of key concepts) as, with respect to others, it offers a
standardized way to handle exchanges of information between subsystems, whether they are physical (e.g.,
energy, mass) or digital (e.g., measurements, control signals), thereby enabling modularity by relieving the

analyst from redefining the coordination logic whenever a subsystem model changes.

Modularity enables implementing each f; as either a WBM or a BBM. In practice, several WBMs and
BBMs can be considered for the same subsystem (e.g., by training different BBMs), each one with a
different fidelity; this, however, leads to an unmanageable combinatorial explosion of the number of
modeling alternatives to ensemble into GBMs. In this work, to keep the number of GBMs controlled, we
assume only single WBMs and the best BBMs (in terms of training performance) to be available for each
subsystem; this assumption needs to be verified to be conservative for the practice of reliability assessment.
Thus, the GBM repository consists of 2V model alternatives F = {Fl, Fy, ..,F ZN} , where each F;

implements a strategy for estimating F(-) in Eq. (4). A plan vector §; = (§i(1), §i(2), v S (N)) encodes the

model types of each j-th sub-system in model alternative F;:

—>(j)_ O, fjiSElWBM 5
b7l fjisaBBM )

Under this convention, the all-zeros configuration defines a full-WBM (i.e., each f; is a WBM), the

all-ones configuration defines a full-BBM (i.e., each f; is a BBM), and the remaining 2N -2



configurations define GBMs that combine WBMs and BBMs in one or more subsystems, as shown in

Figure 1.

As explained earlier, a good combination of WBMs and BBMs can be advantageous since the presence
of BBMs, well trained on monitoring data, can speed up the simulation of some expensive WBMs, reducing
the overall computational burden of the global CPS model. Nevertheless, selecting a suitable GBM
introduces two technical challenges: (i) there is a combinatorial explosion of possible GBM alternatives
and (ii) the trade-off between the gains in computational efficiency and the reduction of model fidelity when
certain components are modeled by BBMs is, a priori, unknown. To tackle this issue, an optimization

problem must be defined and solved, as we shall see in what follows.

3 GREY-BOX MODEL SELECTION FOR CPS CRA

3.1 PROBLEM SETTING

The performance of each model alternative F; € F is quantified by two losses: computational load L} (see
Section 3.3) and fidelity L? (see Section 3.4) with respect to a Ground-Truth (GT) dataset of CPS scenarios
Der = {Yl, Y5 ., Ynar} where, in our case, each scenario ¥; € Dy is generated using a full-WBM Fy. The
losses for Fy, denoted L(lz, and Lé, are known a priori. Instead, the losses for the alternatives F; € F\{Fy}

are unknown. In practice, L} and L? are:

i.  uncertain, as their values depend on the quality and quantity of information available, which can

only be obtained from simulations;

ii.  conflicting, since the inclusion of BBMs can introduce approximation errors and epistemic
uncertainties that propagate and interact at systemic level, yielding solutions that, although

computationally efficient, come with lower fidelity.



To handle uncertainty, we assume that L} ~ N (i;*, (6;%)?) and L2 ~ N (i, (0/*)?) so that each F;
is associated with mean and variance distributions parameters éf = (uiLl, (O'L-L 1)2) and
§lL 2 = (uiLl, (aiL 1)2) (see the following Sections 3.3 and 3.4). To handle the conflicting behavior of the

objectives, we define an aggregated loss L; £ L(@).L1 é).LZ) (see Eq. (8) in following Section 3.2) that

| A )

uantifies the trade-off between L} and L? according to their normal distribution parameters.
q L L g p

The goal is to identify the model alternative F* € F that optimally balances computational load L} and
fidelity L% by minimizing L;. Since L} and L? are unknown initially (except for L%D and Lé), an efficient way
to accurately estimating them is needed. For this, we (i) enable collecting evidence of computational burden
and fidelity from batches of simulations to update their distribution parameters é)lL tand élL % (e.g., through

normal-normal conjugacy), and (ii) frame the selection procedure as a Value-of-Information (Vol) decision-

making problem (Howard, 1966) to guide the exploration.

In general, Vol is defined as the difference between the expected cost of an optimal decision with prior
information (i.e., some reference optimal F) and the expected cost of an optimal decision after collecting

new information (i.e., 3; of model alternative F;):
Vol(Fy) = E{L}} — E, {Li} (6)

In our case, Vol measures the expected loss decrease when collecting evidence of model alternative F;,
enabling targeted refinement towards the alternatives that are more likely to improve the optimal decision.
Then, since a lower L; implies larger Vol, the selection problem is reframed as identifying the model
alternative F* that maximizes Vol, subject to VoI(F;) > 0 (ensuring improvement), over the repository F
of all possible model alternatives:

F* =arg %r:g%(VoI(Fi) @2
s.t. Vol(F;) >0



Vol is a concept rooted in Bayesian statistical decision theory that quantifies the net benefit of acquiring
(often costly) new information before committing to a decision. Recent applications of Vol include sensor
placement (Hoseyni et al., 2021; Malings & Pozzi, 2018), data acquisition (Alawad & Kraemer, 2022; Liu

et al., 2022) and resource allocation (Jarwan et al., 2022; Tong et al., 2024).
3.2  VOI-BASED PROCEDURE FOR GBM SELECTION

The performance of GBMs (in terms of both computational load and fidelity) is known only after running
(potentially costly) simulations; thus, solving Eq. (7) by screening all model alternatives (i.e., simulating
each Y, € Dy with each F; to compute Vol(F;)) results impractical. Adaptive selection procedures, e.g.,
racing for lazy-learner selection (Maron & Moore, 1997) and its variants for algorithm tuning (Lopez-
Ibaiiez et al., 2016), have addressed the unknown error of models using Bayesian updates at runtime to

remove inferior models; however, as in traditional selection, these adaptive methods only focus on fidelity.

When computational burden is also considered as an explicit objective, as in our case, such methods become

impractical.

In this work, we propose the adaptive selection procedure in Algorithm 1 to efficiently find the optimal
GBM F*. The procedure guides the exploration and refines the estimates of computational burden and
fidelity of the sole alternatives that offer the best trade-offs. First, D is partitioned into batches Bsr of
representative scenarios using the GTBatches procedure (Figure 2) by (i) identifying accident scenarios in
Der using some relevant risk metric 7(+) (see Section 3.4), (ii) randomly splitting the normal scenarios into
nf = [nGT /nP atCh] pre-batches and (iii) randomly inserting enough accident scenarios into the batches so

that at least pg;““% of the scenarios in each batch are accidental.

Since the mean and variance of L} and L? are unknown for each F;, we place a Normal-Inverse-Gamma
(NIG) prior on each loss (see Appendix B ). A generic NIG prior is made of four parameters

g = (BD, @), ), g that parametrize the uncertainty on the mean and the variance. At each iteration



Algorithm 1 Iterative Vol-driven GBM selection

Inputs:  model repository F; GT dataset Dgr; risk metric 7(+); batch size n?*“; batch accidental

. . . . =L =L
scenario percentage pgcc; ranking skips n°%*; NIG prior values {B;3,5;%}. LgN-1
g ’ 1=1:

predictive data samples M.
Outputs: Optimal GBM F*

1. Partition GT data: B;r = GTBatches (DGT, nbatch poce, r(-)); (Figure 2)

2. Initialize k < 0
3. For each F; € F\{Fy}, initialize NIG prior parameters:

SL SL
a. By < Bios
L SL
b. Bix < Bigs
4. while k < nB:
a. Foreach F; € F\{Fyz}:

i. 5{“{( < NIGtoNormal (ﬁf}’c) forj =1,2; (Appendix B)

il L < L(656.2); (Eq.(8))
b. Vol (F;) « L; — Ly; for each F; € F\{Fp} (Eq. (6))
c. Select F. from F with probability « VoI, (F;);
d. Simulate batch b, using F. to obtain evidence zﬁl and zﬁz ;  (Sections 3.3 and 3.4)
e. Update NIG priors for F,:

i ﬁi]j,iﬂ < NIGUpdate (ﬁéj,zfj), forj =1,2; (Appendix B)
f. Temporarily remove E,. from F for n°%! iterations;
g Kek+1;

5. Return F* = arg max Vol(F;)
L

K, we associate each alternative F; with the prior NIG parameters ELL . and ﬁlL ? for L} and L2, respectively.
It is worth mentioning that the initial setting of NIG priors may greatly impact the search of the best GBM.
While the adaptive search is designed to refine these estimates throughout the iterations, to accelerate early
convergence towards reasonable settings, the analyst is suggested to provide an educated guess for the
priors using all available information from standalone BBM training performances (e.g., by estimating their
computational burden reduction and expected fidelity loss) and eventually set the variance of the NIG priors
parameters large enough to reflect high initial uncertainty. Then, to update these parameters, we collect
evidence Zl-L * for the computational burden (see Section 3.3) and ZiL % for fidelity (see Section 3.4) by

simulating a batch from By with some alternative F;; then, the NIG priors are recursively updated using

10
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Figure 2 Illustration of the GTBatches procedure to construct batches representative of normal and accident

conditions

=
the method 3, . ,

=NIGUpdate (ﬁf}’c, ZiL J ), thereby producing updated priors for the next iteration. Since
the expected values of the normal parameters é)lL tand é)lL % can be estimated from the NIG parameters using
the method §lL’ = NIGtoNormal ([;’)lL] ), the NIG updates produce refinements on the normal posteriors.
Considering the above parametrization, we quantify the trade-off between some generic L} and L? via
the aggregated loss L; in Eq. (8) that accounts for (i) the conflicting nature of computational burden and

fidelity and (ii) the uncertainty in the estimates:

- - 2 2
L2 L(87,87) = 01 () + w2 (17) + [ (0) + (01, ®
where 1, (-), A,(-) > 0 are scaling functions, and w4, w, € [0,1] with w; + w, = 1 are weights reflecting

the relative importance of computational load and fidelity. Penalizing the standard deviations is intended to

reduce uncertainty at early iterations, followed by refinements of the mean values.

To avoid sub-modularity (in our context, it means that the marginal benefit obtained by including BBMs

into the GBM configuration can diminish rather than increase (Hoseyni et al., 2019; Malings & Pozzi,

11



2019)), at each iteration k, Algorithm 1 selects the next model to refine with a probability proportional to
its current Vol, thereby allocating more computational effort to the most promising alternatives. To enable
exploration of more alternatives, once an alternative is selected, the procedure removes it for n°%t > 0
iterations. As a result, by selectively refining only the most promising alternatives, we rapidly converge to
the GBM alternatives with largest Vol (thus, avoiding purely greedy updates from getting stuck in

suboptimal solutions (Malings & Pozzi, 2019; Memarzadeh & Pozzi, 2016).
3.3 COMPUTATIONAL BURDEN

Computational burden L} measures the ratio of execution time per simulation time needed by F; to solve
Eq. (4). It is defined as the slope m; in the (approximately) linear relation

tk ~m;: tIgPU (9)
—

1
Ly

where, at each k-th instant, t5FU is the cumulative execution time and t; the simulated time horizon. It is

assumed that m; ~ V' (uiLl, (aiL 1)2), thus associated with the normal parameters §f ' of the computational

burden.

For a given scenario Y; € Dsr, we can obtain an estimation 7; ; of m; by (i) simulating Y; with Fj, (ii)

collecting the points {(tk, teP U)}k—o-nmi“ and (iii) computing the least-squares slope:
=0}

miss

n trt I(CJPU
o 4k=0
ml,l - n‘{niss ” (1 0)
k (tk)
: . batch S : Ly ~1 2 ~nbatch
Repeating this procedure over a batch of n scenarios yields the evidence z;* = {m;, m;, ..., m; ,

which can be used to update the NIG ELL ! and, thus, the normal 67“ ! parameters.
3.4 FIDELITY

Fidelity L? is measured in terms of Lack-of-Fit (LoF) €;, which is defined as the Kolmogorov-Smirnov
(KS) statistic (Gibbons & Chakraborti, 2020) between the probability distributions of the risk values

12



computed from Dg;r and by simulation with F; . Risk is quantified along some scenario
Y, = (yo, Vis Y2 oo yn?'Liss) through some risk metric r(y;); this metric is aggregated for the scenario (e.g.,
via summation, averaging or other methods) to obtain the scenario risk value: 77 ; if Y; was simulated using

model alternative F; or, instead, 77 ¢ if ¥; was extracted from Dr. This metric can be used to label accident

scenarios, for instance, using a traditional threshold approach (e.g., when 7 ; = 0).

Ideally, 7;; = 74 if F; models well the CPS. In practice, 7 ; # 77 ¢ because of (1) uncertainty and (ii)
errors introduced by BBMs. From a statistical point of view, #7; and 77 g are samples from two different
distributions, p; isk and pgiSk, respectively. We can measure empirically the discrepancy between these
distributions through the KS statistic by, first, extracting some batch from B; and compute the aggregated
scenario risk values {77g},_;.,bawch; then, those scenarios are simulated using F; and the corresponding

aggregated risk metrics {#7;},_4.,bawch are computed. By obtaining the empirical cumulative distributions

131-”5" and 135 isk of the corresponding aggregated risk metrics, the KS statistic of the batch is:
& = 8(P/*, pyk) (11)
where §(-) is the maximum distance between P7™** and Pj"¥ (a perfect fit yield &; = 0, whereas ¢; = 1 is

a complete mismatch). This unique measurement represents the collected evidence of fidelity ziL 2 ={¢é},

which can, then, be used to update the NIG ElL % and, thus, normal é)lL % parameters.
4 CASE STUDY — INTEGRATED POWER AND TELECOMMUNICATION NETWORK

4.1 MODEL DETAILS AND GBM LIBRARY

We consider an Integrated Power and Telecommunication Network (IP&TLCN) system (Futalef et al.,
2025) comprising three subsystems, as illustrated in Figure 3. At each time t, the Power Grid (PG) must
supply a set of customers with power. For this, Smart Monitoring Devices (SMDs) measure and transmit

electrical quantities through the Telecommunication Network (TLCN) to the Control Center (CC); in turn,

13



the CC computes and sends back control actions to regulate the PG by accounting for load changes or

network reconfigurations (e.g., due to unavailable components). It is worth noting that, although the

IP&TLCN is made of only three layers, the numerous cyber-physical interdependencies (e.g., non-linear

power flows, time delays, non-convex optimal control logic, among others) yield properties that are typical

of CPSs, making it a representative case study with enough complexity and realism to justify the need of a

GBM selection method for enabling CRA.

—> Digital flow

"""" » Physical flow

External stimuli

IP&TLCN

Control Center
(CO)

A !
O(a', ) @t (tr)
: Y

Telecommunication network
(TLCN)

A !
' (tx) (i, tr)
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Power demands

IEEE14 Power Grid
(PG)

Subsystem

s®

i

Figure 3 Hierarchical representation of the IP&TLCN system (Futalef et al., 2025)

Using the hierarchical co-simulation approach described in Appendix A , we build a noisy full-WBM

Fy for the IP&TLCN (see Appendix C for details). We use Energy Not Supplied (ENS) as a risk metric,

which measures the mismatch between requested and delivered power to customers at each time instant;

the risk aggregation method is a numerical integration, so that a scenario is labelled as accidental when the

aggregated ENS is greater than zero.
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Table 1 Specification of the different model alternatives in the repository F

Model alternative 5 = ( Si(l)' Si(Z)' s i(3)) Model name
Fo 5 = (0,0,0) FullWBM
F 5 = (0,0,1) GBM1
F, 5, = (1,0,0) GBM2
Fs 55 = (1L,0,1) GBM3
F, 5, = (0,1,0) GBM4
Fs 5 = (0,1,1) GBMS5
Fe 5. = (1L,1,0) GBMG6
F, 5, =10 Full-BBM

The three subsystems yield a repository F with a total of 23 = 8 model alternatives, including the full-
WBM Fy, a full-BBM and six possible GBMs (as shown in Table 1). The BBMs are selected according to

established solutions found in the literature and, then, tailored to the case study:

e for CC and PG, we consider fully connected feedforward Neural Networks (NNs) for learning the
Power Flow (PF) and Optimal PF (OPF) mappings as in (Fioretto et al., 2020), with the resulting

training performances shown in Table 2;
o for the TLCN, we consider a binary Gradient Boosting Classifier (GBC) for learning the End-to-
End (E2E) communication between cyber devices as in (Futalef et al., 2024), with the resulting

training performance shown in Table 3.

Training has been performed using the generated GT data Dy, with ngr = 3,607 scenarios simulated
with F, according to (Futalef et al., 2025). Each scenario spans over a range of n™ = 3 to n™S = 384
simulation instants with At = 15 [min] (i.e., mission times between 0.75 to 96 hours). From these
generated data, the full-WBM obtains a computational effort L} = 4.64e — 4 and a fidelity Lé =0

(comparing the exact data implies perfect fidelity).

15



Table 2 Architecture and training performance obtained by the BBM surrogates for the PG and CC subsystems

Final RMSE loss
Subsystem  Surrogate type Architecture Train Validation Test
CcC NN 81 —-500—-7 3.07e-04  3.08¢-04  3.42¢-04
PG NN 63 —-500—111 2.72¢e-4 2.78e-4 2.82e-4

— Architectures are listed as [# input] — [# hidden] — [# output]
— Activation functions: ReLU for hidden, linear for output
— RMSE: Root Mean Square Error

Table 3 Parameters and training performance obtained by the BBM surrogate for the TLCN subsystem

ROC-AUC score

Estimators Maximum
number  tree depth

TLCN GBC 80 5 1.0 0.889
— AUC-ROC: Area Under the Receiver Operating Characteristic Curve

Subsystem  Surrogate type Training  Test

In Section 4.1, we first verify that an optimal GBM exists by running exhaustive simulations. To
compute the loss function in Eq. (8), we set w; = w, = 0.5 (i.e., trade-off where computational load and
fidelity have equal importance) and consider different scaling factors A4; and 4, to study their effects on the
loss outcomes: Max. normalization, WBM values normalization and Min-Max normalization, obtained
from the simulation outcomes. Later, in Section 4.2, we test our Vol-driven approach with the same
parameters. All experiments run on a computer with the following specifications: WSL2 on Windows 11,
CPU Intel 17 8750H at 2.2 GHz, GPU Nvidia GeForce GTX 1060 with CUDA enabled and 32 GB RAM

memory at 2,667 MHz.

4.2 EXHAUSTIVE GBM SELECTION

To verify the existence of an optimal GBM alternative that balances computational load and fidelity, we
exhaustively simulate every scenario in D;r for each alternative described in Table 1. Even in this relatively
limited case, the exhaustive approach required ~33.25 hours of sequential execution and ~14.37 hours in

parallel, which highlights the need for an efficient exploration method. For each alternative F;, we compute

16



L} (Eq. (10)) and L? (Eq. (11)), which are listed in Table 4; while each computational burden obtains
positive variance (arising from the many simulations), the KS values are deterministic because we build the
empirical distributions using all available data, thus, yielding variance zero for all cases. Using these values,

we compute each L; (Eq. (8)) and the actual Vol (Eq. (6)) considering the following scaling approaches:
. . L]' L]' L]' .
Scaling 1. A maximum-based approach, where 4;(x) = x/ max (:“0 Sy sl ), forj =1,2.

Scaling 2. Normalization for computational load using the WBM values, i.e., 1, (x) = x/ uél; no scaling

is performed for the fidelity, since it is already between 0 and 1.

Scaling 3. A min-max normalization with:

(x — min (yéj,yfj, ...,u;j))
L; L;

O ) =i ()

forj =1,2.

Table 4 Obtained losses, scaled losses and tradeoff gain computation for each model alternative

E{Lg} — E{L;}
lliLl UiLl MiLz OiLZ Scaling 1 | Rank | Scaling2 | Rank | Scaling3 | Rank

Model (x1076) | (x1076) | (x 1071) | (x 10) | (x 1072) (x 1072) (x 1072)

Full-WBM | 464.38 46.15 0.00 0.00 0.00 3 0.00 4 0.00 3
GBM1 26.64 4.75 0.00 0.00 41.44 1 47.13 1 42.05 1
GBM2 405.75 38.65 9.43 0.00 -43.56 7 -40.85 7 -43.48 7
GBM3 7.71 1.78 9.55 0.00 -6.47 5 1.44 3 -5.83 4
GBM4 528.19 342 0.00 0.00 -6.04 4 -6.87 6 -6.13 5
GBMS5 77.05 16.33 0.00 0.00 36.67 2 41.70 2 37.21 2
GBM6 473.97 26.34 9.37 0.00 -49.72 8 -47.91 8 -49.74 8
Full-BBM | 19.77 1.56 9.6 0.00 -7.91 6 -0.14 5 -7.29 6

Legend: underline is > 0; bold is the largest

GBM1 consistently performs better than the other alternatives regardless of the scaling approach,

yielding the largest loss reduction and, thus, making it the optimal choice: it reduces simulation times by
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94.26% with respect to the full-WBM with the same fidelity. This occurs because the PG remains a WBM,
thus preserving the underlying physics behavior that affects the state variables from which the ENS is
derived. Although other alternatives are faster than GBM1 (e.g., GBM3 and the Full-BBM), their fidelity
is lower, making them suboptimal with respect to GBM1. This fidelity loss may be due to the propagation
of error when calculating the systemic risk metrics (see, for example, combinations GBM2, GBM3, GBM6
and the Full-BBM which adopt the PG BBM, whose physical state variables are crucial for computing the

ENS).

The combinations that include the TLCN BBM (i.e., GBM4, GBMS5, GBM6 and the Full-BBM) result
in an increase of the computational burden. This occurs because the chosen GBC implementation, which is
based on GPU acceleration, is mainly optimized for processing large amounts of data inputs simultaneously
(in batches), yet less efficient when processing inputs one-by-one (as it is within the co-simulation
environment here adopted) (Chen & Guestrin, 2016; Nabavinejad et al., 2022). While reducing the GBC
complexity (e.g., by tuning specific hyperparameters to constrain model growth) may limit this drawback,
it is here shown that the Vol-guided approach overcomes this issue thanks to adaptively driving the search
towards the most beneficial combinations, naturally avoiding configurations where BBMs might introduce

unexpected runtime overheads.

As an example, in Figure 4 the calculated ENS is plotted for a scenario of partial blackout and the errors
obtained for the derived ENS using the constructed model alternatives F;: while most alternatives exhibit
non-zero error, alternatives GBM1, GBM4 and GBMS5 show close approximations thanks to the use of a

WBM in the power grid subsystem.
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Accidental scenario evolution
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Figure 4 Prediction error and computed aggregated ENS using each model alternative for an accidental scenario

4.3 VOI-BASED SELECTION PROCEDURE

We now apply the Vol-based procedure (Algorithm 1) to explore the GBM alternatives. The algorithm

parameters are adjusted as follows: n?4°" = 8 (batch size), n°% = 5 (ranking skips) and p§°c = 20%.

Considering a practical case in which only Dsr and Fy are available, we use the scaling approach 2 (i.e.,
normalizing using the full-WBM values). As discussed in Section 3.2, we derive the NIG priors (Table 5)

from the known performances of the Full-WBM and the individual BBM training outcomes. For the
computational burden, each initial mean guess (85'13 ) is obtained by proportionally scaling the average
computational burden of the original Full-WBM by the percentage of average execution time reduction
offered by the BBMs in the configuration; for the fidelity, each initial mean guess (Bg,lg) is obtained by
linearly increasing the expected LoF based on the fraction of BBMs in the configuration, so that the Full-
BBM yields a high baseline error with a LoF of 0.5. In both cases, the precision parameters (Bfg and Bg?g

are set based on a pre-defined epistemic uncertainty tolerance. Regarding the variance components, the
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shape parameters (Bfg and ng) are set to 5.0 and 2.5 to reflect high uncertainty and the scale parameters

(Bg‘fg and Bg_}g ) are set so that the expected initial variance matches a prior guess obtained by scaling the

original Full-WBM variance (for fidelity, a negligible value of 10™* is used to ensure numerical stability,

since its value is zero).

Table 5 Prior NIG parameters

L} L2
® ©)] 3 O] [€Y) 2 (3) ©]
1,0 1,0 1,0 1,0 2,0 2,0 2,0 2,0
Model (x 107%) - - (x 10719 (x1071H) (x1071) - (x10™%)

GBM1 2.093 1.100 5.000 5.019 1.705 2.401 2.500 1.090
GBM2 4.096 1.100 5.000 19.212 1.705 2.401 2.500 1.090
GBM3 1.638 1.100 5.000 3.074 3.352 1.067 2.500 4.214
GBM4 3.732 1.100 5.000 15.949 1.705 2.401 2.500 1.090
GBMS5 1.274 1.100 5.000 1.860 3.352 1.067 2.500 4.214
GBM6 3.277 1.100 5.000 12.296 3.352 1.067 2.500 4.214
Full-BBM 0.819 1.100 5.000 0.768 5.000 0.600 2.500 9.375

The procedure completes in ~1.9 hours, over 85% faster than the exhaustive method. Figure 5 illustrates
the parameter evolutions, where the narrowing bands indicate a reduction in standard deviation across
iterations, while converging to a mean value (as encouraged by the loss function in Eq. (8)). The Vol of
each alternative evolves accordingly in Figure 6, displaying notorious early high values for most
alternatives, which later remains high for F;, F, and F5, which correspond to the top options for

Normalization 2. Table 6 shows the final ranking obtained using this method, whose order notoriously
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Figure 6 Evolution of Vol estimates for each model alternative

matches several of the alternatives in the exhaustive approach. Notably, F; is, again, identified as the best

option, with a positive loss gain higher than the other alternatives.

To further analyze the performance of the Vol-driven approach, we implement a greedy heuristic that
mimics the straightforward practice of iteratively replacing the most computationally burdensome WBM
(among those modeling the subsystems of the IP&TLCN) with the best corresponding “off-the-shelf” BBM.

At each iteration, the tradeoff gain of the model alternative is evaluated using Dsr and the Scaling 2
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Table 6 Final ranking obtained using the Vol-driven method

E{Lo} — E{L;}
Rank Model name Description (x1071)

1 GBMI (0,0, 1) 8.21

2 GBMS 0,1,1) 782

3 FullWBM  (0,0,0)  0.00

4 GBM3 (1,0,1)  -12.69
5 GBM4 (0,1,0)  -625.55
6 FullBBM  (1,1,1)  -640.68
7 GBM2 (1,0,0)  -645.47
8 GBM6 (11,00  -647.23

approach (see Section 4.2), until the Full-BBM configuration is reached. This greedy heuristic completes

in ~2.1 hours on the same computational resources, i.e., ~10.5% slower than the Vol approach.

A comparison of rankings is provided in Table 7 that shows that, whereas the greedy heuristic method
correctly identifies the two best alternatives, it overlooks GBM3, which is instead considered by the Vol-
driven approach, meaning that it falls into the suboptimal solutions Full-WBM and Full-BBM (ranked 4%
and 5" by the exhaustive search, respectively). This is because the greedy heuristic is solely driven by
computational burden and does not account for fidelity, as it is, instead, in the Vol-driven tradeoff gain
search of the optimal GBM. For example, GBM3 is overlooked by the greedy heuristic ranking because its
reduction in computational burden is negligible, due to the adoption of the computational demanding BBM
of the TLCN, with respect to the overall IP&TLCN fidelity gain. In contrast, the Vol-guided approach
strategically explores the model repository F, resulting in a complete ranking of alternatives (including
GBM3) that, although approximate, offers a full overview of the benefits (and drawbacks) of all alternatives

in the repository.

Table 7 Comparison of obtained rankings for each method

Ranking | Exhaustive | Vol-driven | Greedy Heuristic
1 GBM1 GBM1 GBM1
2 GBMS5 GBMS5S GBMS5
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3 GBM3 Full-WBM | Full-WBM
4 Full-WBM | GBM3 Full-BBM
5 Full-BBM | GBM4 -

6 GBM4 Full-BBM | -

7 GBM2 GBM2 -

8 GBM6 GBM6 -

5 CONCLUSIONS

Computational Risk Assessment (CRA) of Cyber-Physical Systems (CPSs) by Grey-Box Models (GBMs)
requires to optimally combine White-Box Models (WBMs) and Black-Box Models (BBMs) of CPS sub-
systems to balance the trade-off between computational burden and fidelity. Since such trade-off are
unknown a priori and can only be uncovered by running simulations, we frame the GBM optimization as a
Value-of-Information (Vol) decision-making problem and propose an efficient procedure of solution. Vol
is iteratively computed using prior knowledge while resorting to efficient Bayesian updates from data, using
conjugate priors. As a result, we avoid the need to exhaustively screen all GBM configurations across all

data.

We illustrate the Vol-driven GBM optimization method by application to a case study regarding an
Integrated Power and Telecommunication Network (IP&TLCN), where the performance is assessed using
Energy Not Supplied (ENS) as risk metric. For validation of the procedure, we first by exhaustive search
that an optimal GBM indeed exists that outperforms the original WBM; then, we show that the proposed

Vol-based procedure effectively finds the optimal GBM at a fraction of the computational cost.

Future research will include developing further the proposed Vol-driven approach for i) applications to
CPSs with more subsystems than the IP&TLCN, and ii) allowing the GBM selection from a repository Fof
multi-states fidelity WBMs and BBMs. A detailed study of the impact of the GBM structure (i.e., the
configuration vector) on the global performance of the optimality search (e.g., through global sensitivity

analysis) to characterize and refine the computational burden and fidelity estimates (e.g., dropping
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normality assumptions) can prove useful for such endeavors and, also, enable accelerated identification of

the optimal GBM for real-time applications.
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Appendix A THE CO-SIMULATION ENVIRONMENT FOR HIERARCHICAL CPS

INFRASTRUCTURES

The CPS simulation relies on a co-simulator to coordinate the interaction across the N CPS subsystems,
thus, avoiding strict dependence on individual models for each CPS subsystem. Following (Futalef et al.,
2022), we achieve this task by: (i) organizing the CPS into layers, where each layer contains a subsystem
that controls that in the layer immediately below; (ii) associating each subsystem with a model that
implements the one-step transition function (f; in Eq. (2)); (iii) defining the physical and cyber exchanges,
corresponding to flows of bottom-up (e.g., measurements) and top-down (e.g., computed control inputs)
quantities that emerge from the state vectors of each subsystem; and (iv) simulating the dynamics of the
CPS using Algorithm 2, which yields a detailed simulation of the CPS response at the end of each time
window (t, tx4+1), with k € {0,1,2, ... }.

Algorithm 2 Procedure for the recursive evaluation of the one-step state transition function F(-)
in the CPS state-space model (Eq. (4)) considering the hierarchical approach in
(Futalef et al., 2022, 2025)

Inputs: CPS state x(k)
Output: updated CPS state X(k + 1)

For each j-th subsystem: sample external stimuli €; from assigned PDFs
Update the binary statuses 7; (e.g., Markov chain)

Simulate the (imperfect) bottom-up transmission layer by layer

Use the transmitted data to compute the CPS control inputs ; (top-down data)
Simulate the (imperfect) top-down transmission layer by layer

Use the transmitted data to evaluate: x;(k + 1) « f; (fj (k), u; (k), f?j(k)) (Eq. (2))
Return ¥(k+1) = (x;(k + DT,k + DT, o, xy(k+ DT

NSk =
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Appendix B CONJUGATE PRIORS FOR THE NORMAL DISTRIBUTION WITH
UNKNOWN MEAN AND VARIANCE

Let x ~ NV (u, 02) with both mean u and variance o unknown (e.g., computational burden and fidelity).

Here, a convenient conjugate prior is the Normal-Inverse-Gamma (NIG) (Robert, 2007), parameterized by

four parameters § = (BD, p@, B3, B such that:
plo® ~ N(BW,0%/p@),
0® ~ Inv— Gamma(p® ,p®W)

where, b remains as the prior mean guess with ) > 0 acting as an equivalent sampling size for ,

while b®) > 1 and b™® > 0 encode the prior belief on o2

The expected values of the original normal distribution parameters y and o can be estimated from the

NIG prior parameters using the marginal normal prior for u; these yield:

u=pw
,  BW (NIGtoNormal)
0% = ——
B3 -1

To update the NIG parameters from evidence of n i.i.d. measurements {z;, 2, ..., z,,}, first, let:

n

i=1

S = Zn:(zi — 2)?
i=1

The conjugate update is performed to obtain the posterior parameters ﬁ "

o1
zZ= -
n

ﬁ/(Z) — B(Z) + n,
) ARV 4 nz
'8 - BI(Z)
,6”(3) _ p® 4 n > (NIGUpdate)
2 )
S  B®n 2
(4 _ pa) 4 2 s _ pl
B = +=-+ z—p

2 Zﬁ'(z) ( ) )

Hence, the posterior normal parameters are recovered using u', g’ = NIGtoNor‘mal(E .
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For the expected posterior analysis in Vol, one must integrate over the NIG parameters space to obtain
the marginal distribution of unobserved data 3. Following (Raiffa, 1961), this results in the predictive

distribution being the Student-t.
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Appendix C THE WBM OF THE INTEGRATED POWER AND

TELECOMMUNICATION NETWORK SYSTEM

C.1 1IEEE 14 POWER GRID CASE

The IEEE14 Power Grid (PG) (Christie, 1993) (Figure 7) is composed of 14 buses, 20 transmission lines
and 3 transformers. Power sources are 2 generators of active and reactive power, and 3 synchronous

condensers of reactive power. Power demands are 11 loads (customers) of active and reactive power.

Three winding
transformer equivalent

9
7
8
4

@ Generator

Synchronous 12
condenser

Figure 7 Electrical schematic of the IEEE14 case with its numbered buses

External stimuli. The vectors py(k) and G, (k) track the active and reactive power demands of

customers, respectively. Then, the external stimuli are:

8 (k) = éd(k)> R?2 12
epg (k) (ﬁd(k) € (12)
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The values of p,(k) and 3, (k) are taken from (Di Maio et al., 2022), consisting of historical open data
provided by (Terna, 2023), sampled every At = 15 [min]. For generalization purposes, we process the
Terna data by applying min-max normalization and, then, multiplying these results by the nominal active

and reactive power load demands in the original IEEE14 case.

Controlled inputs. The PG can be controlled by setting the voltage angles ﬁé,gen(k), active power
generation pg gen (k) and voltage magnitudes ¥, gen (k) of generators, and the voltages magnitude U, s (k)

setpoints of the synchronous condensers. Then, the controlled inputs are

1_7)4, gen (k)
ﬁg, gen (k)
ﬁm,gen (k)
1-7)m,sc (k)

tpg(k) = € R® (13)

State variables. The tracked continuous variables /TPG (k) are: py(k) and G4 (k), i.e., the actual active
and reactive power received by the customers, p, (k) and g4 (k), i.e., the actual active and reactive power

generations, U, (k) and ¥, (k), i.e., the voltage magnitudes and angles at each bus:

Pa (k)
Ga (k)
pg (k)
Gg (k)
Uy (k)
v, (k)

Apc (k) = € R®O (14)

The tracked discrete variables 7 p; (k) are binary vectors Tgepn (k), TLine (k), and praro (k), corresponding

to the statues (1/0 for ON/OFF) of generators, transmission lines and transformers, respectively:

ﬁGen(k)
ﬁPG = ﬁLine(k) € {0,1}28 (15)

7_T-)Trafo (k)
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Generators, transmission lines and transformers can fail and be repaired (see (Futalef et al., 2025) for
failure/repair rates), making 7 p; (k) follow a binary Markov chain with initial condition 7p; (0) = 1 (all

components are up).

Following the A-7t representation of Eq. (1), the state vector of the power grid Xpg (k) is:

o= (e <= a0

One-step transition function. The simulation of the PG is achieved by (i) stepping the Markov chain and

(i1) solving a power flow instance.

C.2 TELECOMMUNICATION NETWORK

The TLCN is an undirected weighted graph G = (V, E, t;), whose vertices V are the TLCN nodes and

edges E are the TLCN links, according to Figure 8. Each edge e € E is associated a weight function
tq: E X [0,00) = [0,00) corresponding to a time-evolving time delay ty (e, tday(k)), with tgqay (k) =0

the time of the day at simulation instant k. The time delays follow a reflected Wiener process with a
standard deviation o and boundaries t~ >0 and t* >t~ . The TLCN enables End-to-End (E2E)

communication between cyber devices (i.e., sensors/actuators in the PG and the CC), which is, however,

Figure 8 Topology of the TLCN with the corresponding nodes and edges labels
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affected by the evolving time delays and the structure of the TLCN network itself (see (Futalef et al., 2024)

for specific details).

External stimuli. Without loss of generality, the TLCN is not affected by external stimuli; thus:
érLen(k) = 0 17)

Controlled inputs. The bottom-up packet il (k) are the PG external stimuli épg (k) and the binary

statuses 7pg (k) in the PG:

a0 = (°00) a8)

The top-down packet ﬁ%LCN (k) are the PG control settings (e.g., computed by the control center in the next

Appendix C.3):

1_7)4, gen (k)
ﬁg,gen (k)
ﬁm,gen (k)
1-7)m,sc (k)

tUtren(k) =

(19)

The controlled inputs vector gy (k) is the stack of both packets:

UlLeN (k)> 20)

tren (K)

ﬂTLCN (k) = <

State variables. We track the following variables: the time delays across TLCN links £ (t), the binary
statuses of TLC nodes 7,4 (t,) and links 7, (t,); by denoting the bottom-up(top-down) flow variables

with superscript T(1), then the state variables are:
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£ty

7T[);rlode (k)
51 ot
S XTLCN (k)> Tink (K)
k) = = I 21
Fren () (f%LCNUc) () @y
\ﬁrllode (k)
7T[)link(k)

At any instant k, any node in V and edge in E might become due to sudden disconnections of nodes/edges

or underlying TLCN protocol (see (Futalef et al., 2024) for specific values).

One-step transition function. The simulation of the TLCN is achieved by (i) simulating the stochastic
disconnection of TLCN nodes and links, (ii) stepping the reflected Weiner process and (iii) emulating the

E2E communication between cyber devices.

C.3 CONTROL CENTER

The Control Center (CC) is a cyber device that computes optimal control inputs for the PG by solving an

Alternating Current Optimal Power Flow (AC-OPF) instance according to the received measurements.
External stimuli. Without loss of generality, the CC is not affected by external stimuli; thus:

écc(k) =0 (22)
Controlled inputs. Following Appendix C.1, these inputs correspond to the transmitted packet ﬁrTrLCN(k),

i.e., the PG measurements, denoted ¥ (ﬁ)’}‘LCN k), Xrrcn (k)), where W(+) is a transmission function that

emulates the E2E communication (see (Futalef et al., 2024)) according to the TLCN state vector Xr, ¢y (k):

Ucc(k) =W (ﬂTLCN(k).fTLCN(k)) (23)

State variables. The state vector is like that of the PG, although these are obtained from the AC-OPF
simulation (and not the power flow simulation) according to the received measurements, denoted with the

subscript “OPF”:
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%o (k) = <iPG,OPF(k))

Ttpg,opr (k)

One-step transition function. The simulation of the CC is achieved by creating and solving an instance
of the AC-OPF using the obtained measurements; if the AC-OPF does not converge, the CC state is set to

zero, i.e., request all generators to shut down.

C.4 CPSDYNAMICS

The CPS process variables are the concatenation of the subsystem process variables (Egs. (12) to (24)):

5(’\“) = (6;6 (k), 5TTLCN(k)' 5gc(k))T
ﬂ(k) = (ﬁpc (k)vﬂTLCN(k)'ﬁCC(k))T (24)

i
%(k) = (%86 (k), #en (), 22 () )
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