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A B S T R A C T

Resilience is crucial for systems to maintain functionality under disturbances, especially in critical applications. 
However, current methods for assessing resilience in multi-state systems (MSS), particularly those modeled with 
Markov Repairable Processes (MRP), often face high computational costs and inefficiencies in handling complex 
dynamics. To address these issues, this paper proposes a systematic framework for resilience assessment of MSS 
whose recovery process is described as a MRP, integrated with enhanced Physics-Informed Neural Networks 
(PINN). In the first step of the framework, the computation of resilience indices is performed, based on the MRP 
of the MSS and considering the system evolution through vulnerable and recovery phases. In the second step of 
the framework, the enhanced PINN is integrated into the MRP solution. A typical standby MSS structure is 
analyzed based on the proposed framework. By gradient calibration and momentum-driving training, the 
computational cost is shown to be reduced by 92.4 %, compared to the eigenvector method of solution. The 
approach is adaptable to other safety-critical systems, offering a robust tool for more effective resilience eval
uation and system optimization.

1. Introduction

Integrity and reliability analyses have proven effective in facilitating 
safety assessments of systems. Integrity primarily considers the intrinsic 
structure of the system under evaluation but often lacks a comprehen
sive systematic analysis [1]. Reliability looks at the achievement of 
predefined functions under normal operation [2,3]. However, reliability 
does not consider recovery after the system has suffered a major 
disturbance. As the complicating of the system structure and functions, 
some units in the system become the core of the system inevitably. For 
example, units such as the compressors in natural gas supply [4], or the 
hydrogen production apparatus in hydrogen energy supply [5]. These 
units may become non-operational when the system encounters sizable 
natural disasters. Then, the system tends to breakdown. For critical 
systems and infrastructures, it is crucial to evaluate the recovery 

capability of the system after a severe disturbance [6,7].
To this aim, the concept of resilience of a system has been introduced 

to measure the system’s ability to resist, absorb, and promptly recover 
from external disturbances. Resilience has been used for assessing nat
ural disaster adaptation for power grids [8,9] and nuclear power plants 
[10]. For the resilience assessment and optimization of engineering 
systems, a suitable approach is to model them systems as Multi-State 
Systems (MSS) [11]. The evolution of MSS is described as a stochastic 
process of transition across a finite number of intermediate states rep
resenting of performance levels between normal operation and break
down. The rich intermediate states in MSS models enable a more 
granular representation of the degradation behavior of engineering 
systems.

Markov Repairable Process (MRP) can be used for the time-evolving 
probabilistic representation of the states transition process in the MSS 
[12]. A system of ordinary differential equations (ODE) is used to 
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represent mathematically the system transition process. But its solution 
may present significant challenges. Firstly, expanding the state space 
complicates the solution, particularly for non-homogeneous MRP or 
semi-MRP. Secondly, the computational cost increases with the time 
granularity. As a consequence, when solving high-dimensional MRP 
matrices, numerical solution methods such as Runge-Kutta (RK) [13] 
and Monte-Carlo simulation (MCS) [14,15] are computationally 
demanding, especially when dealing with safety-critical applications 
requiring uncertainty and sensitivity analyses with batch computing.

Given the limitations of these traditional methods, there is a pressing 
need for more efficient and scalable approaches to solving MRPs [16], 
particularly in the context of resilience assessment. Physics-Informed 
Neural Networks (PINNs) have recently emerged as a promising alter
native, integrating physical laws directly into the neural network’s ar
chitecture to offer more efficient solutions without requiring extensive 
datasets. However, the application of PINNs to MRPs introduces its own 
challenges, notably the potential for gradient conflicts during training, 
which can hinder convergence and accuracy.

This study aims to enhance the stability and accuracy of PINNs for 
solving MRPs by introducing a novel gradient calibration method. This 
method seeks to address the gradient conflict issues inherent in multi- 
task training within PINNs, thereby improving their effectiveness in 
resilience assessment for MSS.

By overcoming these challenges, the proposed approach has the 
potential to significantly improve the computational efficiency and ac
curacy of resilience assessments in complex systems. This, in turn, can 
lead to better-informed decisions in the design and management of 
critical infrastructures, ensuring they are more resilient to disruptions 
and capable of rapid recovery.

2. Literature review and original contributions

2.1. Resilience definition for MSS and indices

Resilience, derived from the Latin word resiliere meaning "to bounce 

back," is a concept applied across diverse fields such as critical infra
structure, ecology, and engineering. Initially introduced by Holling [17] 
in ecological studies, resilience has expanded to include a system’s 
ability not only to recover from disruptions but also to resist and absorb 
potential damages. This broader perspective is especially vital in critical 
infrastructure, where maintaining functionality during and after dis
ruptions is essential.

Resilience studies often describe systems as undergoing three key 
stages when faced with disruptive events: resistance, absorption, and 
recovery [18–20]. 

• Resist stage: The key in the resist stage is the ability to resist to 
external disturbances to the system.

• Vulnerable stage: The vulnerable stage refers to the system’s ability 
to absorb external disturbances and reserve a certain working 
capability after being disturbed.

• Recovery stage: The recovery stage investigates the system’s re
covery ability after the external disturbances.

Based on these stages, various resilience indices have been developed 
to assess a system’s resilience comprehensively [21]. Table 1 summa
rizes the indices used in previous studies, categorizing them according to 
the Resist, Vulnerable, Recovery stages and the global perspective of the 
system resilience. Despite differences in terminology and definitions, 
these indices consistently capture the core aspects of system resilience, 
underscoring their effectiveness in evaluating and modeling resilience in 
complex systems.

In modeling MSS using the MRP, the transition between transient 
and steady states is crucial for analyzing system resilience. Traditional 
methods have approached the quantification of resilience across the 
three stages in various ways. Building on these models and inspired by 
[32], our approach focuses on integrating the transition from transient 
to steady states into resilience indices using an integral method. This 
allows for a more comprehensive quantification of the system’s overall 
resilience.

Nomenclature

ADAM adaptive moment estimation
C(t) maintenance cost for the system
DNN deep neural network
FNN feed-forward neural network
L(θ) total loss of the physics-informed neural network
MRP markov repairable process
MSS multi-state system
MCS monte-carlo simulation
NADAM nesterov-accelerated adaptive moment estimation
NAG nesterov accelerated gradient
ODE ordinary differential equations
p probability of unsuccessful switching
PINN physics-informed neural network
P(t) state transition probability matrix
Pʹ(t) state transition matrix
Q(t) state transition rate matrix
QI state transition rate matrix for system I
QII state transition rate matrix for system II
QIII state transition rate matrix for system III
QIV state transition rate matrix for system IV
RK runge-kutta
RMSE root mean square error
RMSProp root mean square error propagation
S system state space
S0 state vector for the system in healthy condition

Sf failure state
Si state vector for the system in vulnerable states i
Sb standby state
Sn state vector for the system in breakdown state
Sw normal operational state
α conversion factor for the repair rate
ε slack variable in network training
λ(t) failure rate of the system
λA failure rate of unit A in working state
λB failure rate of unit B in working state
λs

B failure rate of unit B in standby state
μ(t) repair rate of the system
μA repair rate of unit A
μB repair rate of unit B
μt repair rate when the system is in breakdown state
μg converted repair rate
φt resilience indices set
φresist resistance of the system in vulnerable phase
φa absorptivity of the system in vulnerable phase
φv vulnerability of the system in vulnerable phase
φrecover recoverability for the system in recovery phase
Φ̂(t; θ) output vector of the neural network
Δ0 gradient j the initial state
Δi gradient for the ith transition equation
Δs origin gradient for the transition equation
Δʹ

s calibrated gradient for the transition equation
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The perspectives considered at each stage in our paper are as follows: 

• Resistance during the resist stage.
• Absorptivity and vulnerability during the vulnerable stage.
• Recoverability during the recovery stage.

These indices, derived from a thorough review of existing research, 
address the limitations of traditional models by incorporating the tran
sient aspects of the MRP. This approach is particularly applicable to 
complex systems with multi-state transitions, ensuring that resilience 
assessments are both robust and relevant to real-world scenarios.

2.2. MRP solution and PINN

In the realm of MSS, the MRP is frequently employed to model the 
probabilistic state transitions over time, capturing the stochastic 
behavior of such systems [33–35]. Traditional numerical methods, such 
as Runge-Kutta (RK) and Monte Carlo Simulations (MCS), have been 
extensively utilized to solve MRPs. For instance, RK methods have been 
successfully applied to solve ordinary differential equations (ODEs) 
associated with MRPs, providing accurate solutions for system reliability 
analysis [13]. Similarly, MCS is widely adopted for probabilistic as
sessments of Markov chains, particularly in the context of complex 
systems with expansive state spaces, where it provides robust estimates 
of system state distributions over time [14,15].

Despite their widespread use, these traditional methods present 
notable limitations. As the state space of the system expands or the 
system exhibits non-homogeneous behavior, the computational cost of 
applying RK and MCS becomes increasingly prohibitive [36]. This 
challenge is especially pronounced in safety-critical applications, where 
high computational efficiency is required to perform uncertainty and 
sensitivity analyses in a timely manner [37].

Given these challenges, there is a clear need for more efficient and 
scalable solutions for MRP problems. This is where PINNs come into play 
[36,38–40]. PINNs offer a novel approach by embedding the physical 
laws governing the MRP directly into the neural network structure. 
Unlike traditional neural networks that require large amounts of data for 
training [41], PINNs leverage the governing differential equations and 
initial conditions of the MRP, enabling them to solve these problems 
with higher efficiency and without the need for extensive datasets.

The construction of a PINN for MRP begins with the establishment of 
a Deep Neural Network (DNN) as a surrogate model for the ODE-based 
MRP solution. A Feed-Forward Neural Network (FNN) is often employed 
in this context due to its simplicity and effectiveness in solving ODEs. 
The training of the FNN involves two main processes: forward propa
gation and backpropagation. During forward propagation, time vari
ables are used as inputs, and the network produces an output that 
approximates the solution of the MRP. The network parameters are 

iteratively adjusted during backpropagation to minimize the loss func
tion, which measures the discrepancy between the network output and 
the physical laws governing the MRP.

A critical aspect of the PINN approach is the calculation of the re
siduals, which quantify how well the network output satisfies the MRP’s 
governing equations. These residuals are computed using the Automatic 
Differentiation (AD) [42] algorithm, which precisely calculates de
rivatives for functions expressed as computational graphs, such as those 
found in neural networks. This eliminates the need for approximation 
methods, such as finite difference schemes, and reduces errors associ
ated with truncation and rounding. Furthermore, PINNs are mesh-free 
methods, meaning they do not require a discretized mesh to solve the 
ODEs, which simplifies the solution process.

However, one challenge with PINNs is the potential for conflicting 
gradients during the training process, particularly when dealing with 
multiple loss functions derived from different physical laws [43]. This 
conflict can result in non-convergence or slow convergence of the neural 
network. To mitigate this issue, a gradient calibration method has been 
proposed. This method adjusts the conflicting gradients to ensure that 
the network training is balanced and that useful information from all 
gradients is utilized. By resolving these conflicts, the trained PINN can 
provide more accurate results and achieve faster convergence.

In summary, while traditional methods for solving, MRPs are 
computationally intensive and may not scale well with complexity, 
PINNs offer a promising alternative by integrating physical laws into the 
neural network framework. However, to fully leverage the potential of 
PINNs, it is crucial to address the challenges associated with gradient 
conflicts during training. The gradient calibration method proposed in 
this paper provides a feasible solution to this problem, offering a more 
reliable and efficient approach to MRP-based resilience assessment in 
MSS.

2.3. Original contribution

This work aims to address the challenges of non-homogeneous 
resilience in MSS by proposing a systematic method for resilience 
assessment using a PINN-based solution for MRP. The key contributions 
are as follows: 

(1) Novel resilience indices are proposed taking into account the non- 
homogeneous nature of MSS. These indices—resistance, absorp
tivity, vulnerability, and recoverability—enable a dynamic and 
cumulative evaluation of the system.

(2) A PINN-based solver has been introduced, enhancing computa
tional efficiency and providing stable, accurate solutions for high- 
dimensional MRPs. Gradient calibration with NADAM accelerates 
convergence and reduces computational costs by up to 92.4 %, 
giving contribution to rapid and scalable resilience assessments.

Table 1 
Perspective of resilience assessment and related indices

Reference Year Indices

Resist stage Vulnerable stage Recovery stage Global perspective for three stages

Bruneau [19] 2003 Robustness Absorbability Rapidity -
Rose [22] 2007 Robustness Absorbability Rapidity -
Zobel [23] 2011 Robustness Absorbability Rapidity Overall resilience
Francis [24] 2014 Robustness Absorbability Recoverability -
Zobel [25] 2014 - - - Predicted resilience and partial resilience
Zhang [26] 2018 - - - System resilience
Zeng [27] 2021 Resistance Absorbability Recoverability -
Zeng [28] 2021 Resistance Absorbability Recoverability Overall resilience
Yang [29] 2023 Resistance Vulnerability Recoverability -
Tan [30] 2023 Resistance Absorbability Recoverability Inherent and acquired overall resilience
Dui [31] 2024 Resistance Absorbability Recoverability Overall resilience
Our Work 2024 Resistance Absorptivity, 

Vulnerability
Recoverability The cumulative of the system’s evolution has been considered

# - denotes not being considered.
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(3) The framework has been applied to classical standby MSS struc
tures, effectively capturing system resilience dynamics. It sup
ports resilience evaluation for a wide range of standby systems 
and is adaptable to other complex engineering systems.

2.4. Paper organization

The remainder of this paper is organized as follows: Section 2 elab
orates on the details of the proposed resilience evaluation method, 
including the resilience indices modeling for MSS and the solution of 

MRP based on PINN. Section 3 tests the proposed modeling method by 
applying it for the calculations of four classical standby systems. Finally, 
Section 4 concludes the paper.

3. Methodology

The proposed resilience assessment methodology is presented in 
detail in this section (Fig. 1). It is outlined in two main parts: resilience 
modeling and solution. In the first step, the resilience interval is defined, 
encompassing the system’s evolution from disturbance to recovery, and 

Fig. 1. Proposed methodology of resilience assessment
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MSS and MRP are employed to model and assess resilience during this 
period. In the second step, the key solution processes are addressed by 
introducing a gradient-corrected PINN, leading to the determination of 
the system’s resilience indices.

3.1. Theoretical framework for resilience formulation

This subsection provides a systematic introduction to the modeling 
process within the proposed resilience assessment methodology. The 
modeling consists of two main steps. In the first step, the process of the 
MSS being disturbed and recovered is modeled as MRP. In the second 
step, resilience indices are proposed for evaluation.

3.1.1. MSS resilience modelling
The core of system resilience modeling focuses on the process from 

disturbance to recovery. As shown in Fig. 2, this paper divides the sys
tem’s resilience into two phases: the vulnerable phase, from disturbance 
to the start of remedial actions, and the recovery phase, where the 
system’s function is restored, returning to an imperfect operational 
state.

Assume a system starts in a normal operational state. When the 
system encounters disturbances of varying magnitudes, its perform
ance—such as the probability of remaining in a normal operational state 
P(X(t) = S0)—declines, entering the vulnerable phase. At the moment of 
disturbance, performance drops rapidly. Assuming the system has some 
self-repair capability, this decline will gradually slow down. However, it 
might still breach the acceptable performance threshold, leading to a 
potential breakdown state. At this point, timely repairs are needed to 
push the system into the recovery phase, ensuring its function and 
guiding it back toward a normal operational state.

Consider a system exposed to three levels of disturbance: If the 
disturbance is too severe, remedial measures may be ineffective, 
resulting in system breakdown. If the disturbance is acceptable and re
pairs are timely, the system can recover to its normal operational state 
through a combination of self-repair and external remedies. However, 
untimely repairs might still result in failure.

Further, MSS is introduced to describe the resilience states of the 
system. Consider the performance of a MSS is characterized by n +1 
discrete ordered states represented by the following collection: 

S = {0,1,…, n} (1) 

where 0 denotes the initial state, and n denotes the final state in the 
system evolution. The others are the intermediate states. Considering 
the transformation of the system between different states, the conver
sion rate matrix is introduced as Q(t). 

Q(t) =

⎛

⎜
⎜
⎝

a0,0(t) a0,1(t) … a0,n(t)
a1,0(t) a1,1(t) … a1,n(t)

⋮ ⋮ ⋮ ⋮
an,1(t) an,1(t) … an,n(t)

⎞

⎟
⎟
⎠ (2) 

where ai,j(t) denotes the conversion rate between state i and state j. And 
the system evolution from initial state space S0 can be depicted as Eq. (3)
with MRP: 

Pʹ(t) = P(t)Q(t)
P(t = 0) = S0

(3) 

As in Fig. 2, the performance of resilience begins when a disturbance 
happens in the system. Presuming the initial state space of the system to 
be S0 = [1,0,…,0]. The system changes to a state of degradation after the 
disturbance. This can be represented by the change in the P(t) in Eq. (3). 
Set ai,j(t) = λi,j(t) to characterize the degradation of the system, where 
λ(t) represents the failure rate. During the degradation of the system, it 
will receive remedies from the outside. ai,j(t) = μi,j(t) is used to charac
terize the repair characteristics of the system, where μ(t) is the repair 
rate of the system.

3.1.2. Proposed resilience indices
The state transition map of the MSS, as part of the resilience 

assessment, is illustrated in Fig. 3. Corresponding to the vulnerable 
phase shown in Fig. 2, the system begins to degrade after experiencing a 
disturbance. It is assumed that the system starts from a normal opera
tional state S0 and, after the disturbance, transitions forward into 
vulnerable states until it reaches the terminal state Sn (i.e., S0→Sn). 
During this phase, the system’s resistance and absorptivity to external 
disturbances are evaluated and quantified. When the system receives 
external remedies, the recovery phase is considered, during which the 
system undergoes a reverse transition process in the MRP (i.e., Sn→S0). 
This process evaluates the system’s recovery capacity and rate. The 
duration the system spends in intermediary vulnerable states is 
considered as vulnerability.

Additionally, resilience is considered a global characteristic shaped 
by the system’s historical state [44]. To capture this global resilience 
feature, concepts from calculus and cumulative probability have been 
integrated into the resilience assessment.

To further quantify the system’s behavior during the processes 
described above, and to support comparisons of resilience characteris
tics across different systems as well as system structure optimization, a 
collection of resilience indices is proposed. This collection includes four 
indices: resistance, absorptivity, vulnerability, and recoverability. The 
definitions of these indices are provided below as Definition.1-Defi
nition.4 and depicted in Fig. 3.

Definition 1. (Resistance). The resistance in system resilience is 
defined as the capability of the system to maintain normal operational 
status after suffering from external disturbances, which can be denoted 
as: 

Fig. 2. System evolution curve based on MSS considering resilience interval Fig. 3. Resilience state transition map of the system
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φresist =
1

tj − t0

∫tj

t0

P(X(t)= S0)dt (4) 

The φresist quantifies the probability of a system remaining in the S0 
state, from the moment t0 when the system is disturbed ted until the 
current time tj. To clearer analysis, this metric is made dimensionless 
and normalized, hence situating φresist within the range of [0,1]. Similar 
operations are also applied to the subsequent indices.

Definition 2. (Absorptivity). The absorptivity in system resilience is 
defined as the ability of a system to maintain partial functionality and 
prevent breakdown. It can be denoted as: 

φa =
1

tj − t0

∫tj

t0

[1 − P(X(t)= Sn)]dt (5) 

The φa quantifies the probability of a system remaining in the state 
space Ś = {0,…, n − 1} from t0 to tj. A higher absorptivity implies that 
under equivalent disturbance, the system affords a longer buffering 
period until the remedy.

Definition 3. (Vulnerability). The vulnerability in system resilience is 
defined as the possibility of the system becoming unstable after being 
disrupted. Herein, the vulnerable states mean that the system cannot 
work normally yet it hasn’t completely failed. It can be denoted as: 

φv =
1

tj − t0

∫tj

t0

[1 − P(X(t)= S0) − P(X(t)= Sn)]dt (6) 

The φv quantifies the probability of a system remaining in the state 
space Sʹ́ = {1,…, n − 1} from t0 to tj. When a system remains in an un
stable state for a relatively long time, there is a higher probability that it 
will eventually transition into breakdown.

Definition 4. (Recoverability). Recoverability in system resilience is 
defined as the possibility of a system quickly recovering from break
down and vulnerable states. Since recovery should be time-sensitive 
[45], the cost of recovery is introduced to reflect the increased degra
dation and higher repair costs as the system remains longer in the 
vulnerable stage. Modeling these costs provides a more accurate 
assessment of the recovery rate and clarifies the trade-offs in system 
resilience. By including recovery costs in resilience assessments, both 
recovery speed and associated costs are considered [46], offering a more 
comprehensive evaluation. Consequently, recoverability introduces the 
recovery rate as an additional factor, with the cost of recovery rising 
rapidly as the vulnerable stage persists. An exponential function is used 
to describe the time-dependent change in the costs, as expressed in Eq. 
(7). 

C(t) = e
η

(

1− t0
tn

)

(7) 

where η is the shape parameter. A greater η indicates an inferior feature 
for the recovery cost in the system. Based on this, the recoverability of 
the system can be articulated as: 

φrecover =
1

C(t)
(
tj − t0

)

∫tj

t0

[

1 −
∑n− 1

k=1

P
(

X(t)= Sk

⃒
⃒
⃒μk,0>0

)
]

dt (8) 

where k denotes the states with positive repairing rate to health states in 
Sʹ́  from t0 to tj. The φrecover focus on the probability of the system 
remaining in state space Sʹ́ . Overall, the φt = [φresist,φa,φv,φrecover] is 

used as the resilience collective in the following description.

3.2. PINN for MSS resilience assessment

The precise and effective solution for state transition is crucial for the 
resilience assessment with MSS. This subsection presents a compre
hensive introduction to the effective MRP solver based on PINNs. As 
shown in Fig. 4, the solver consists of two steps. In the first step, a neural 
network model is constructed. The loss function is established based on 
the governing equations and the initial state of the MRP. The second step 
deals with the drawbacks of the gradient direction caused by the nature 
of multi-project training for neural networks. This is accomplished by 
implementing an effective neural network training method.

3.2.1. PINN modelling
A PINN for MSS resilience assessment, governed by the ODE (i.e., Eq. 

(3)), initiates with the establishment of a Deep Neural Network (DNN). It 
serves as a surrogate for the ODE solution. The FNN is employed in this 
case. It’s relatively simple, but sufficient for most ODE solving problems 
with PINN. As shown in Fig. 4, the training of the FNN encompasses a 
two-fold process: forward propagation and back propagation.

In the forward propagation, the temporal variables denoted as t are 
introduced as input, and the solution Φ̂(t; θ) = [Pi(t; θ)] as output. Here, 
θ denotes a vector that holds the weights and biases of all neurons. The 
fine-tuning for θ with a gradient descent algorithm is executed during 
back propagation. The variables denoted with a hat symbolize Φ̂ those 
computed by the neural network. The next key step is to constrain the 
output Φ̂(t; θ) to satisfy the physical laws defined by Eq. (3). To quantify 
the compliance of the neural network with the physical laws, the re
siduals are defined as: 

F1 = P̂(t= 0) − S0 (9) 

F2 =
dP̂i(t)

dt
− Pi(t)⋅Q(t) (10) 

The residual vector F = [F1, F2] signifies the degree to which the PINN 
conforms to physical laws in MRP.

Smaller residual values indicate higher conformity. The time de

rivatives dP̂i (t)
dt in F2 are computed utilizing the AD algorithm. Notably, 

AD can precisely compute the derivative of numeric functions expressed 
as a graph structure, particularly in the case of neural networks. It ob
viates the need for approximation schemes (e.g., the finite difference 
approximation), and bypasses errors such as truncation and rounding. 
Consequently, the PINN is a mesh-free method, negating the need for a 
discrete mesh in solving the ODEs. Based on the description above, the 
loss function L(θ) in the PINN is constructed by: 

L(θ) = F2
1
(
tj; θ

)
+

1
N

∑N

j=1

(
F2

2
(
tj; θ

))
(11) 

where N indicates the number of the samples of time.
Subsequently, in the backward-propagation phase, the gradients of 

the L(θ) are calculated using the back propagation rules as: 

Δ0 =
∂
∂θ

L(P̂(t=0) − S0; θ) (12) 

Δi =
∂
∂θ

L
(

dP̂i (t)
dt

− Pi(t)⋅Q(t); θ
)

(13) 

where Δ0 denotes the gradients combined with the initial state equation 
and Δi denotes the gradients calculated from the state transition equa
tion at Si. The θ is iteratively updated through this process on the whole 
training samples until the total loss converges. In addition, the conver
gence of the total loss function, in this paper, is evaluated by the 
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Nesterov-accelerated Adaptive Moment Estimation (NADAM) algorithm 
[47]. It combines the benefits of two popular methods, Root Mean 
Square Propagation (RMSProp) and Adaptive Moment Estimation 
(ADAM). Besides, it incorporates Nesterov Accelerated Gradient (NAG) 
into ADAM. Nesterov acceleration is a technique used to speed up 
gradient descent. It achieves this by starting at the current training 
sample and jumping ahead reasonably by the momentum. NADAM is 
robust to changes in hyperparameters and avoids local minima, resulting 
in the speeding of model training.

3.2.2. Gradient calibration for stable solution with resilience assessment
Investigating Eqs. (12) and (13), it is apparent that the units of Δ0 

and Δs =
∑n

i=1 Δi are inconsistent. This discrepancy leads to a ubiqui
tous issue within PINNs: the magnitudes of the gradient vectors corre
sponding to each loss function differ substantially. If these two gradient 
vectors conflict in direction (i.e., the cosine similarity of the two vectors 
is less than 0), it may result in the neural network parameters’ training 
relying solely on one of the gradient vectors. This conflict is indicated in 
the original gradient calculation part in Fig. 4. Consequently, the trained 
neural network fails to provide accurate results with lower convergence. 
To address this issue [40,43], proposed a gradient calibration method 
for these conflict losses in training. The core of this method involves 
calibrating one of the gradients when two gradient vectors conflict. For 
another gradient Δ0, the conflicting component of gradient 

∑n
i=1 Δi, 

denoted as Δc, is treated as zero. Then, the calibrated gradient is: 

Δʹ
s = Δ0 −

Δ0⋅Δs

‖ Δ0 ‖ ‖ Δs ‖
Δs (14) 

After such calibration, both gradient vectors Δ0 and Δʹ
s can provide 

useful information for neural network training, thereby avoiding 
gradient masking. The overall calibrated gradient Δʹ

E is then obtained 
through vector addition.

4. Numerical example

4.1. Experimental setup

Assuming a MSS with multiple units, it exists certain units that play a 
more crucial role in ensuring the normal functionality of the entire 
system. Once those units fail, the system will breakdown and give out 

with low acceptance to external disturbance. In such cases, there are two 
methods to enhance those MSS with resilience: (1) ensuring high reli
ability of the core units. This approach incurs high maintenance costs. 
(2) Implementing a redundant design, such as introducing one or more 
parallel protective units. This redundant approach, i.e., standby, 
significantly increases the probability of the unit continuing to work 
properly when subjected to external disturbance.

As a result, the standby structure is widely used in MSS, for example, 
in gas pressure boosting devices [4], hydrogen supply devices [5], and 
the operational core of nuclear power plants [30]. However, factors such 
as the natural degradation of standby units, and the probability of 
normal startup of standby units can affect the ability of the standby 
system. These influences need further quantification and discussion 
under resilience. Therefore, the numerical example of this study focuses 
on various redundant structures on MSS. The proposed resilience 
assessment method is used.

4.1.1. Description of the standby structures in MSS
Most complex standby structures can be simplified into two parallel 

units. Therefore, this study primarily focuses on the analysis of the two- 
unit standby structure. As shown in Fig. 5, S represents the system switch 
cell, A represents the normal operational unit of the system at the initial 
state, and B(Aʹ)represents the standby unit of the system. Under both 
normal degradation and external disturbance, the failure rate of the unit 
i is denoted by λi(i = A,B). When the active unit fails, it immediately is 
under repair. The repair rate follows an exponential distribution with a 
parameter of μi(i = A,B). Once the unit is repaired, it immediately goes 
into a standby state.

The standby in the system, the successful upload, and the natural 
degradation in standby units are being considered. There are systems 
with four structures being discussed as follows: 

• System I (Cold storage and perfect switch). As shown in Fig. 5 (a), 
considering the passivity of the standby unit, it is assumed that 
failure will not occur during its standby phase. The switch is pre
sumed perfect. Furthermore, it is assumed that any failure in the 
active unit would be immediately detected. The successful activation 
of the standby unit is a certainty.

• System II (Cold storage and perfect switch, Unit A as the main working 
unit). Based on System I, unit A is set as the primary working unit. 

Fig. 4. Flowchart of the PINN modeling for MRP with MSS
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Unit B is only used when Unit A fails or requires maintenance. As 
illustrated in Fig. 5 (b), once unit A is able to function properly, unit 
B automatically switches to a standby state. The system is considered 
to be in a breakdown only when unit B fails and unit A is being 
repaired simultaneously

• System III (Cold storage and non-perfect switch, Unit A as the main 
working unit). According to Fig. 5 (c), based on System II, it is 
assumed that the switch is not perfectly toggled. When the active unit 
A fails, the standby unit B will activate with a probability of (1 − p).

• System IV (Partial load standby, perfect switch, and Unit A as the main 
working unit). According to System II, and based on Fig. 5 (d), it is 
assumed that the standby unit B may fail during the standby period. 
Let the failure rate be denoted as λs

B. It can be considered smaller than 
λB.

Therefore, the possible states that the MSS with standby can be in are 
summarized in Table 2.

Based on the previous description, it is assumed that each system has 
a common maintenance rate λi and degradation rate μi. The state tran
sition rate matrix Q for each system and the assumed value used in 
subsequent experiments are shown in Table 3.

4.1.2. Guidelines for network training
The PINN training steps for MRP solver in resilience assessment are 

shown in Fig. 6. After time-space discretization and sampling for the 
input points, the samples are randomly divided into two parts, the 
training samples and validation samples. The trained PINN has extrap
olation capabilities [48]. The sampling of training and validation points 
does not overlap. The training points used for network weights optimi
zation are divided into several batches, successively provided for an 
epoch of training updates. Determining the number of training epochs is 
critical for neural network learning. A validation point set with 20 % of 

the data is used for an early stop mechanism [49]: when the loss function 
of the model cannot be improved by Δmin within 3000 training epochs, 
which is called patience, the training process is terminated.

The architecture of the neural network is based on FNN. Each of the 
three hidden layers consists of 80 neurons and applies the tanh activa
tion function. The number of neurons in the output layer matches the 
number of states n in the target MSS under MRP. Additionally, L2 reg
ularization [50] and Dropout [51] mechanisms are introduced in the 
hidden layers to mitigate overfitting during the training process.

For initial details in model training, the learning rate is set to 0.001 
and NADAM is used as the optimizer for automatically adjust and 
compute the learning rate at each step of the training process. The batch 
size is set to 512. The code runs in Python 3.9 with TensorFlow 2.9.1 
frameworks. As a summary, the default training hyperparameters of the 
model are given in Table 4. They have been set by a grid search mech
anism [52].

For a given time space T0, the predictions of the trained PINN model 
are compared with the exact solution from the eigenvector method. The 
root mean square error (RMSE) is used as the accuracy matric in Eq. 
(15). 

Fig. 5. System state transition for MSS with a redundant structure. (a). Cold storage and perfect switch. (b). Cold storage and perfect switch, unit A as the main 
working unit. (c). Cold storage and non-perfect switch, unit A as the main working unit. (d). Partial load standby, perfect switch, and unit A as the main working unit.

Table 2 
Status of the Parallel Standby system

System State State of Unit A State of Unit B

0 Sw Sb
1 Sf Sw

2 Sb Sw

3 Sw Sf

4 SF Sf

# Sw means the normal operational state, Sb means the standby state, Sf means 
the failure state.

Table 3 
Calculation parameters for each system

System 
index

State transition rate matrix Key value of the 
system

I QI =
⎛

⎜
⎜
⎜
⎜
⎝

− λA λA 0 0 0
0 − (λB + μA) μA 0 λB
0 0 − λB λB 0
μB 0 0 − (λA + μB) λA
μt 0 0 0 − μt

⎞

⎟
⎟
⎟
⎟
⎠

λA = 2.3×

10− 4h− 1λB = 1.7×

10− 4h− 1λs
B = 8.5×

10− 5h− 1μA = 8.3×

10− 2h− 1μB = 4.2×

10− 2h− 1μt = μA +

μB = 1.25×

10− 1h− 1 

p = 0.05

II

QII =

⎛

⎜
⎜
⎜
⎜
⎝

− λA λA 0 0 0
μA − (λB + μA) 0 0 λB
0 0 0 0 0
0 0 0 0 0
μt 0 0 0 − μt

⎞

⎟
⎟
⎟
⎟
⎠

III

QIII =

⎛

⎜
⎜
⎜
⎜
⎝

− λA (1 − p)λA 0 0 pλA
μA − (λB + μA) 0 0 λB
0 0 0 0 0
0 0 0 0 0
μt 0 0 0 − μt

⎞

⎟
⎟
⎟
⎟
⎠

IV QIV =
⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

−
(
λA + λs

B
)

λA 0 λs
B 0

μA − (λB + μA) 0 0 λB

0 0 0 0 0
0 0 0 − λA λA

μt 0 0 0 − μt

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠
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RMSE =
1
n
∑n

j=0

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅

1
N

∑N

i

(
Pt − Ptp

)2

√
√
√
√ (15) 

where n denotes the count of the states in Fig. 5, N denotes the number of 
samples in the time space T0, Pt denotes the true value of the state’s 
probability, and Ptp denotes the estimations.

Fig. 6. Flowchart of the PINN training

Table 4 
Default training hyperparameter

Hyperparameter Default Value

Optimizer NADAM
Learning rate 0.001
Patience 3000
Δmin 1× 10− 13

Training set proportion 0.8
Batch size 512
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4.2. Results and analysis

4.2.1. Network training and comparation
Herein, the precise solution provided by the PINN serves as the 

foundation for the proposed resilience assessment method. Therefore, 
the PINN is trained using the basic parameters listed in Tables 3 and 4, 
and four different MSS with standby are tested accordingly. Addition
ally, the gradient calibration method proposed in Section 3.2.2 is 
verified.

To demonstrate the effectiveness of the proposed gradient calibra
tion method for PINN, both the original and improved PINNs are tested 
with the same number of training epochs (10,000). The results, as 
depicted in Fig. 7, show that while the original PINN failed to converge 
in certain systems, the improved method with gradient correction 
consistently achieved convergence across all systems, with losses 
reduced to less than 10-11 [40,53]. This indicates that the proposed 
approach significantly enhances the stability and efficiency of PINN 
training for complex multi-state systems.

The PINN training with gradient calibration not only converges 
faster but also exhibits a relatively stable training process. This stability 
is crucial, especially when considering the fluctuations introduced by 
the NADAM optimizer during training. Although the loss function with 
gradient calibration shows some local fluctuations instead of a consis
tently smooth decrease, this behavior is expected due to the momentum 
incorporated in NADAM’s gradient descent process. While this can oc
casionally lead to suboptimal training directions, the use of momentum 
is essential for improving the robustness of the model’s convergence. 
NADAM’s ability to prevent the model from becoming trapped in local 
minima ultimately ensures that the final training outcome is more robust 
and globally optimal.

The computational cost of PINN was compared with that of the 
eigenvector method to highlight its efficiency. In the eigenvector 
method, each point in the state space must be solved sequentially, 
leading to significant computational expenses as the complexity of the 
system increases. In contrast, PINN requires only a partial sampling of 
points for training. Once trained, PINN can estimate the entire time- 
space efficiently.

As illustrated in Fig. 8, as the number of samples increases, the 
computational cost of the traditional eigenvector method escalates 
significantly, while PINN maintains a consistently lower computational 
load. Unlike traditional numerical or analytical methods, PINN, after its 
initial training, can rapidly provide solutions for MRP. Notably, when 
the number of samples reaches 4× 107, PINN can reduce the compu
tational cost by 92.4 % compared to the eigenvector method. This sig
nificant reduction in computational cost demonstrates the practical 
advantages of using PINNs, particularly in scenarios where efficiency 
and scalability are critical. Thus, the choice of PINNs is not only justified 
but also essential for handling complex multi-state systems effectively.

To validate the accuracy of the PINN further, the trained PINN model 
is tested with four systems. The results are compared with the exact 
solutions in Fig. 9. To illustrate informatively, both the results from 
PINN and the exact solutions for MRP transition probability matrix 
P(X(t)) are plotted as the X-axis and Y-axis, respectively. It combines all 
of the errors under all state space S. When the estimation lies on the 
diagonal depicted by the black dash line, this indicates the accuracy of 
the PINN solution. Among all the estimations, the largest deviation by 
PINN is about 3.68× 10− 5.

Generally, most of the deviation of PINN is centered on the small 
probability range. It is attributed to the slack variables ε in the training 
process to prevent gradient explosion [54]. The magnitude of ε is usually 
in 

[
10− 11, 10− 8]. This makes the neural network training extremely 

sensitive to very small probability values. Furthermore, the RMSE of 
PINN is computed with Eq. (19), as demonstrated in Table 5. The overall 
error is within an acceptable range.

To clarify the scalability of our framework, we define the system’s 
size in terms of the state transition phases. In engineering applications, 
an increase in the number of states leads to a more sparse state transition 
matrix and a larger matrix size. In this study, we have selected four basic 
configurations of standby systems to evaluate computational efficiency. 
Larger systems with more state transitions can be understood as 

Fig. 7. Comparation of PINN training with and without gradient calibration

Fig. 8. Computation cost between PINN and exact solution

Fig. 9. Comparation between PINN and exact solution for process evolution 
with the setting systems
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combinations of these four standby modes. Additionally, the use of GPU 
acceleration has proven to significantly enhance the performance of the 
PINN, making it possible to efficiently handle larger and more complex 
systems. Therefore, in the subsequent modeling and analysis of resil
ience assessment for MSS with standby, the PINN trained with gradient 
calibration is adopted to ensure both computational efficiency and 
accuracy.

4.2.2. Effect of structure in MSS with standby for resilience
Based on the resilience indices proposed in Section 3.1.2, the changes 

in resilience collection φt for the four systems are calculated, as shown in 
Fig. 10. For a standby system, such as systems II, III, and IV, when the 
system uses a certain unit as the primary working unit, the system has 
stronger resistance (i.e., higher φresist) and tends to keep in normal 
operation. When the standby units have degradation characteristics, 
such as System IV, the system’s resistance will decline, and the system 
will become more vulnerable. Observing Systems III and IV, it can be 
found that the abnormal switch and degradation of standby can reduce 
the system’s absorptivity. The recoverability of the four systems all 
decrease to a lower level over time. Therefore, adopting a standby for 
MSS, or methods to improve the standby behavior, will hardly signifi
cantly enhance the system’s recoverability.

In general, by adopting a standby for the MSS, the resistance can be 
effectively enhanced, and the resilience of the system during the 
vulnerable phase can be strengthened. However, it is still necessary to 
enhance the system’s recoverability from the perspective of improving 
the overall recovery rate μ of the system.

4.2.3. Effect of balance between failure and repair rate in MSS with 
standby

As described in Section 3.2.1, optimizing the structure of the MSS 
mainly affects its resilience in the vulnerable phase. The combination of 
the failure rate and the repair rate is another perspective of resilience 
enhancement in MSS with standby. Therefore, a joint analysis of the 
ratio of failure rate and repair rate λμ with the system’s resilience indices 
is carried out. The system’s failure rate λ is set as a constant in Table 3. 

Let the μ changes, the system’s repair rate μ is multiplied by a conversion 
factor α, forming a new repair rate μg = μ× α. When the dimension level 
difference is 102, the μg and λ are considered much greater or much less 
than each other. Therefore, the conversion factor α is continuously 
increased from 0.001 to 100, with a step of 0.05. It is well known that a 
MRP eventually reaches a steady state. The resilience indices have been 
integrated the transient factors of the MRP into the modeling using 
calculus. To assess the overall resilience of different standby systems 
comprehensively, the resilience collection φt at steady-state is used. This 
allows for comparative analysis across all phases, from disturbance to 
recovery.

As shown in Fig. 11, when the repair rate μg is a very low value (i.e. α 
is a low value), the overall resilience indices of all systems are also in a 
lower state. With the increase of μg, the resilience indices of System II 
and System III develop towards a better direction at the fastest rate. 
Therefore, adopting the structure with a certain unit as the main one can 
significantly enhance the effects of external remedies received by the 
system. When μg reaches a large enough value, that is, the system re
ceives the timeliest remedial measures, the simple parallel work unit 
may still fail. But by adopting a working mode with a certain unit as the 
main one, it can enhance and even perfectly guarantee the normal 
operation of the system. The case in which standby units with abnormal 
switch does not significantly affect the resilience of the system. By 
contrast, the natural degradation of the standby will reduce the effect of 
system repair. When the system’s repair rate is at an average level (i.e., 
λ ≈ μg), and the health of standby cannot be guaranteed, the standby 
structure is not working well in the vulnerable stage. It only enhances 
resilience during the recovery phase.

As a result, adopting a standby system and ensuring the health of 
standby is core to improving the overall resilience of the parallel 
working MSS. This will enable the system to absorb external distur
bances effectively with the same level of remedies.

5. Conclusion

In this paper, a resilience assessment framework for MSS under MRP 
is proposed. The resilience interval is divided into vulnerable and re
covery phases. Based on these phases, a resilience indices collection is 
derived, from the perspective of cumulative evolution of the system. An 
effective solver for MRP is proposed based on enhanced PINN.

The resilience analysis conducted in this study provides insights that 
extend beyond those offered by traditional reliability analysis. While 
reliability analysis primarily assesses the likelihood of system failure, 
resilience analysis considers the system’s overall response to distur
bances, including its capacity to absorb disturbances and recover to
wards a normal operational state. The resilience indices—resistance, 
absorptivity, vulnerability, and recoverability—offer a detailed assess
ment of the system’s performance throughout the different phases of 
disturbance and recovery. This comprehensive approach supports more 
informed decision-making for improving system robustness and recov
ery strategies, especially for critical infrastructures facing high-impact 
events.

In the vulnerability stage, three indices are proposed: resistance, 
absorptivity, and vulnerability. These indices focus on ensuring normal 
operation, preventing complete system breakdown, and controlling 
system vulnerability, respectively. Moreover, recoverability is proposed 
considering recovery costs a long time during the recovery phase. The 
proposed resilience assessment method is applied to analyze a typical 
parallel multi-state system (MSS). The results indicate that for a two-unit 
parallel structure, using one unit as the main working unit or relying on 
a standby system can enhance the system’s resilience during vulnerable 
phases.

For an effective MRP solution, the introduction of PINN can reduce 
the computational cost by 92.4 % with 4 × 107 time samples compared 
to the eigenvector method. The RMSE is at an average level of 2.59×

Table 5 
RMSE for the solution on the setting system with 
PINN

System index RMSE

I 1.15× 10− 3

II 8.41× 10− 5

III 1.54× 10− 4

IV 2.59× 10− 4

Fig. 10. Resilience indices for evolution with the setting systems
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10− 4. For PINN training, the imbalance caused by loss magnitudes is the 
critical factor that leads to non-convergence and affects the training 
efficiency. The proposed training method provides a means for the stable 
convergence of PINN with MRP. The gradient calibration balances 
multiple training losses of PINN by transforming the vectors of con
flicting loss. It gives orthogonality to the loss gradient and accelerates 
the convergence of the training neural network during backpropagation 
with NADAM. Although this approach introduces more significant 
fluctuations in the training process, it effectively reduces the complexity 
of parameter tuning and the possibility of failure during training. In 
resilience assessment under MSS, it is essential to solve MRPs that 
involve extremely rare probability values. These small probability 
values can still bring gradient explosion to the PINN training.

In future work, the following aspects can be focused on three key 
points: 

• Although the trained PINN can achieve efficient response, the 
training process of PINN is still slow and uncertain. The solution for 
PINN training in this paper still relies on a large volume of parameter 
tuning. The training process of PINN needs to be more intelligent and 
automated to speed up training and convergence to reduce compu
tational cost.

• For the analysis of resilient systems, this paper only considers the 
classical parallel system under a two-unit configuration. In practical 
systems, there may exist series, mixed, or even more complex system 
structures. Further exploration, modeling, and validation for the 
resilience of these structures are needed.

• The physics mentioned in this paper is based on the quantification of 
system transitions between different stages in the MRP. In practical 
applications, the failure rates λ and repair rates μ within the state 
transition matrix exhibit more complex physics, which has been 
simplified through assumptions in this study. Future research should 
focus on developing more scientifically rigorous quantification 
methods, such as those based on fault tree analysis and related 
techniques.
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