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Abstract: This article presents an optimal distributed energy resource management system for a smart
grid connected to photovoltaics, battery energy storage, and an electric vehicle aggregator. These
management systems are one of the key factors for the optimal control of power converters connected
to the grid. The proposed management system includes the communication architecture necessary
for realizing the information flow between the individual control of the distributed generators and
the master supervisory control algorithm. The work carried out on two levels is first to design a
control strategy for energy management and validate it with the grid in real-time hardware-in-the-
loop simulation integrating the IEC61850 communication layer and physical intelligent electronic
devices. The second is to analyze the vulnerabilities of the designed methodology for cybersecurity
threats explicitly with the extension of IEC61850 to electric vehicle aggregators for communication
with the master energy management. A man-in-the-middle attack conducted in the supervisory
communication layer enabled us to investigate the effects of such an attack on the performance and
operation of the smart electric grid.

Keywords: cyber-physical systems; cybersecurity; DERMS; GOOSE messages; hardware in the loop;
IEC61850; intelligent electronic devices; MMS server; smart grid; fuzzy logic

1. Introduction

The decentralization of a power flow is a common trend in the electric network to
increase the power penetration of renewable energy resources and tap local the energy
sources available in the community [1-3]. This decentralization will significantly impact
the grid services, especially in managing the power at the transmission level. Hence,
to facilitate the decentralization of power flow and increase the number of DERs in the
power network, a power management system [4-6] is introduced that takes the input from
the transmission system based on the unit commitment and participates in the energy
market [7]. The power demand is locally met with a high penetration of the PV system,
high utilization of BES, and the participation of an EV aggregator. DERMS will take all
the burden from the uncertainties [8] occurring in presence of EVs and other renewable
energies such as PV systems and give a reliable estimation of the demand requirements to
solve the unit commitment problem of the transmission system operator.

The crucial functions performed by DERMS are aggregation, simplification, opti-
mization, and translation [7,9]. The aggregation function identifies the available energy
resources, locates the different DERs and plans their penetration to the power network.
The services that are provided by the identified DERs to the grid are formalized in the
simplification process. The good exploitation of DERs in achieving the proposed grid ser-
vices is performed in optimization functionality. Whereas the translation enables seamless
information flow among all the systems participating in DERMS by adopting a suitable
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communication protocol, it supports the systems running different protocols and allows in-
teroperability.

DERMS is not just an energy management system but also a facilitator for swift and
extremely reliable communication [10] among DERs and TSO. Since DERMS operates with
multiple communication protocols [11], it is inclined towards cybersecurity threats [12].
Much research has been conducted in this direction with the integration of EV aggregators
to manage power flow. As EV aggregators can be reached by civilians, providing physical
security is an issue, and it is more prone to the threats that can occur in mishandling
information. The communication protocols that are used in enabling the information flow
between the EV and the substation are OCPP, ISO15118, open ADR [13], and IEC61850.
A study has proposed a combination of OCPP and IEC61850 in realizing the communication
between the EV aggregator and the DSO [14]. The possibility of the successful utilization
of IEC61850 in EV mobility was discussed in [15]. Using IEC61850 in DERMS with BES
participation is discussed in [16].

IEC61850 is a popular industrial communication protocol [17,18]; its advancement in
technology, strict real-time information flow, and inter-operable characteristics [19] lead
it to make a quick jump into the electric grid as a substation protocol. This provides
the communication interface among all the levels of the substation devices such as the
process bus level, bay level, and the supervisory level. The bay level communication is
often horizontal among the IEDs using GOOSE messages [20], whereas the other two
levels are vertical with sample measured values in the process bus and MMS [21] at the
supervisory level. In this work, to enable the communication of DERMS with DERs,
the IEC61850 MMS protocol is implemented, and the information model is required to
realize the communication explained in the later section. To have a fast transfer of messages,
IEC61850 is not encrypted [22], and extending this type of protocol to EV aggregation can
compromise all the systems participating in DERMS. Therefore, the use of IEC61850 in
DERMS should be investigated before the system is implemented in the power network.

Previous studies such as [23-25] limit the analysis to the implementation of the DER
energy management system for vehicles using IEC61850 without a deep analysis of the
vulnerabilities of in-encrypted protocol on the power system. [26] delivers the synthesized
datasets to study cybersecurity attacks in the substation with the detailed implementation of
the attack model, however, the attack scenarios and the grid performance are not discussed.
The authors in [27] have well demonstrated the IEC61850 GOOSE and MMS attacks, but it
is limited to PV inverters.

In the present work, we want to bridge the gap in analyzing the performance of the
power system network during a cybersecurity attack and investigate the DERMS control
and the power system behavior at critical times.

The DERMS system implementation to control the DERs such as the PV system, BES
system and an EV aggregator present in the modified IEEE 13 node test feeder network [28]
is realized in a real-time simulated grid with the hardware-in-the-loop [29,30] configuration
exchanging the data in real-time through the IEC61850 protocol in a physical Ethernet
communication network. Physical IEDs are interfaced with the simulated grid to investigate
additional protection scenarios along with the DERMS. The objectives of this work are
as follows:

1.  To develop an analytical control algorithm used in DERMS to optimally utilize the
DERs for the maximum power production of PV and handling an EV aggregator
using the BES system based on fuzzy logic.

2. To successfully realize DERMS to manage the DERs present in modified IEEE 13
node test feeder network using the IEC61850 communication protocol using the HIL
simulation setup.

3.  To investigate the vulnerability threat scenarios by performing man-in-the-middle
attacks exploiting EV aggregation as a vulnerable point.
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The organization of the article is as follows. The integration of the DERs into the
IEEE 13 node test feeder network is described in Section 2; the DERMS architecture and
the control algorithm are explained in Section 3; the HIL simulation setup for the DERMS
implementation with the physical communication network and IEDs is evidenced in
Section 4; the discussion of the obtained results and validation is provided in Section 5; and
finally, the conclusion is drawn in Section 6.

2. Modeling Electric Grid

The investigation of the proposed DERMS was performed on a modified IEEE 13
node test feeder network shown in Figure 1. An additional PV generator, BES system
and EV aggregator were added to the original network. The network is a three-phase
unbalanced system, operating at 4.16 kV and 50 Hz. A total of 1040 kW of the load is
connected at various points in the network. The modeling of PV and BES systems [31] for
a real-time target is adopted as described in [32,33] and the respective power rating is in
Table 1. In the case of EV, the same model of the BES system was used but the direction of
the power flow with the set reference power was modified to be treated as an active load.
The DERs will have their control that receives the set reference of power from the master
power control of DERMS and operates at a set power level with an injection of power in
the specified direction.

Equivalent i i |

of the grid |— o] -
115KV
4.16 kV

[ Bus 650
Node 646 Node 645 Node 633 S § Node 634
|‘| Node 632 |—| ¥
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Figure 1. Modified IEEE 13-node test network with additional PV, EV and BES systems to evalu-
ate DERMS.
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Control setting, anomaly check, and

energy bid from TSO

Real-time power measurements
(P, Q) at selected nodes

Table 1. Installed capacity of DERs in modified IEEE 13-node test feeder.

System Nominal Active Power (kW) Nominal Apparent Power (kVA)
Battery energy system 750 1500

Photovoltaic system 800 1200

EV aggregator 600 800

3. Distributed Energy Management System

DERMS is the combination of communication network protocols and the control algo-
rithm. It often operates with multiple communication protocols to enable interoperability
among the DERs in which a different communication protocol might have been used.
In this work, we implement the DERMS with an IEC61850 MMS communication protocol
to transfer information between the local DERs and the master control. This gathers the
input required for the decision-making control algorithm and in order to send the reference
power for the DERs to operate at optimal power generation. The architecture of the DERMS
is given in Figure 2, it receives the power requested from EV, the power available for gener-
ation at the PV site, the battery state of charge in percentage, and determines the power
references to operate P54, PiT1 and PiH! for the PV, BES and EV aggregator, respectively.
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Figure 2. DERMS architecture showing a communication gateway along with the control algorithm
for the DERs optimal power generation implemented in this work.
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3.1. DERMS Control Algorithm

An analytical energy management system is proposed in this work to manage the
power flow that determines the optimal power generation of DERs. It is a master control
that determines the reference power for the BES, aggregated EV, and PV system. It also
regulates the SOC of BES. In BES, the power flow is bidirectional to charge and discharge the
batteries, whereas in the case of the PV and EV aggregator, the power flow is unidirectional
only with the generation and consumption, respectively. Once the DERMS issues the
reference power, the respective local controllers will ensure the power injection at the
set rate from the DER in the specified direction by maintaining a balance between the
generation and demand of power. The power balance equation and the constraints of the
grid and DERs participating in DERMS are given as follows:

By neglecting the power transmission loss, for any given time t’, the power balance
in the DERMS is given by Equation (1). We can treat the EV aggregation system as an active
load, and hence the power demand is given by Equation (2).

Pyria(t) + Ppo(t) + Pioads(t) + Ppat(t) + Pey (t) =0 1)
Piemand(t) = Proads(t) + Peo(t) — Porig(t) — Ppo(t) ()
Pyo(t) < Paogitavle 3)

Pl < Pour(t) < Ppig* @

SOCM < SOCyy(t) < SOCHAx (5)

Pl < Peo(t) < Po™ )

P < Pyyig(t) < PIox 7)

where

Pgig(t)  power purchased from the upstream grid;
Py (t) PV power generated from the DER;
Ppoags(t)  total power of the connected loads;

Py (£) battery power;

Poy(t) electric vehicle power;

Piemand(t) power that should be regulated.

The resulting Pyepana(t) is compensated with regulating power Py (t) by following
the designed analytical algorithm. The primary limitation on the operation of DERMS
are physical constrains of the systems presented in Equations (3)—(5). The first one is the
limitation by the PV system, where the injected power Pp,(t) depends on the maximum
power available over the installed capacity, which is highly dependent on the weather
characteristics. The second limitation is set by the active load EV, whose power injection
is limited by the number of vehicles available; in other words, an aggregation with a
minimum rating of capacity is formed, and in the case of the BES system, a fixed installed
capacity with maximum power and minimum power rating is known and very interested
in the variable SOCy,;(t). The final one given in Equation (7) is an operating constraint,
which is received by the transmission system operator and based on day-ahead scheduling
and participating in the energy market. Traditionally, it is always less than the maximum
bid amount of power Pg":%‘, but due to the high penetration of renewable energy systems,
a minimum limit to draw the power Pg”;ig can be imposed.

To design the DERMS control system, the power demand P4 () given in Equation (2)
was taken as the first input, and the SOC of the battery SOC,;(t) given in Equation (5) and
the power demand requested by the EV Prequest(t) are taken as the second and the third
input, respectively. The DERMS algorithm determines the reference Py, () and Py (t) given
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in Equation (6) as outputs/ Finally, for the PV system, the reference P, (t) is analytically
calculated using Equation (1) while respecting Equation (3).

In order to avoid very drastic decision making, the system relies on fuzzy logic to
weight and average the system inputs and thus allow smoother operation.

The membership function of the inputs is determined according to the physical and
operational constraints of DERs [34]. For each variable, a classifier is applied in order
to select the range of evaluation. The logic of this classifier is very simple: evaluate the
interval of the signal and select the proper membership function—as shown in Figure 3.
Inside the interval, the decision is made by means of a trapezoidal rule defined by the
main parameters a,b,c,d (according to Figure 4 and reported in Table 2. The first input
Piemand(t) is associated with four membership functions, which is interesting since the
negative power demand shows that the sum of PV available and the grid minimum power
are more than the required load and EV demand. The available excess power is used for
charging the BES system. The positive load demand is further classified into low, medium
and high membership functions, and their respective parameters for forming trapezoidal
membership functions of all the inputs and outputs are given in Table 2, which can be
mapped to the generic trapezoidal membership functions given in Figure 4.
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Figure 3. The classification of inputs and outputs into their membership functions used before and
after the logic process.
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Figure 4. Generic trapezoidal membership function showing the position of parameters a, b, c and d.

Using the parameters given in Table 2, the membership function of every element can be mapped to

the given trapezoid.

The control algorithm of DERMS at any time instant 't’ for optimal power flow is given
in Figure 5 and based on the set rules, it generates the output power reference for the EV
aggregator and the BES system. For an EV aggregator, most often the set reference output
follows the input EV power requested unless the Pj,,4,4(t) is very high and the PV power
production is lower than 10% of the installed capacity. The control output has five output

modes such as chargeg,yy, charge,rtiainy, discharge sy, discharge,atiany and ldle.

Table 2. Classification of the DERMS inputs and outputs into membership categories and the

parameters to form the trapezoidal membership function.

System Classification a b c d
1. Available —800 —800 —15 0
2. Low 0 20 230 250
Power demand (kW) 3. Medium 250 270 900 950
4. High 950 980 980 980
1. Low 0 0 12 15
BES SOC% 2. Medium 15 20 85 90
3. High 90 95 100 100
1. Charge fully —750 —750 —270 —250
2. Charge partially —250 —230 —15 -5
BES reference output (kW) 3. Idle —4 0 0 +4
4. Discharge partially 5 15 230 250
5. Discharge fully 250 270 750 750
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Read values: PV available power Pme_
EV requested power

PEV,.I,
State of charge of the battery  %.S0C
Max limit of power purchased from grid Pgn'd_‘ foz
Min limit of power purchased from grid Pyrid‘,m
Total power of the loads connected  PJ,p445

{

Piemand = Proads + Pev,,, — Pyria,,, — Ppv,,

YES /\ NO
Piemand > 0

t+1 +
Ppy = Ppy, Ph' = Proad + Pavreg — Pariayg,
t+1
Py = Py, P4} = Py,
t+1
P = | Piemandl Pt =0
(charge fully) B
Pot = Pry,,
PLi = Pevie,
NO
P = |Piemanal >
(discharge partially) (discharge partially)
y
YES (%s0C > 30 %soc > 3010
NO YES
i1 t+1 i1
Ppy = Pry,, Ppy = Ppv,, Ppi} = Pry, Ppy = Prv.,
t+1 t+1 t+1 t+1
Py = Pgy,, Py = Pay,, Ppy = Py, Py =0
t+1 t+1 t+1 t+1
Py = | Piemand| Py =0 P = | Piemand| Pyt =0
(discharge fully)
(discharge fully)
5:
END %

Figure 5. The control algorithm of DERMS to achieve optimal power flow with maximized integration
of DERs.

3.2. Information Model of DERs Used in Proposed DERMS

To set up the communication interface, the client and server model is necessary.
The master DERMS control is a client and the DERs local controllers are the servers;
these DER servers need to send the messages with the vital data of the system with the
information model complaint to the IEC61850. The information model is vertical where the
DER is represented as an IED, a logical device is defined that contains the logical nodes
and data objects, and the transferred vital parameters are in the data attributes which are
present in the DO. All these data are built in the SCL description language, and each DER
model will carry each description file containing an information model of respective DERs
along with their IP addresses.

An IEC61850 information model of the PV system is given in Figure 6 and a virtual
IED which represents a PV logical device is created within a physical device having an IP
address. This PV LD contains many logical nodes such as a DER control action DRCC1 as
well as all the control parameters that are exchanged between the DERMS and the local PV
controller. Logical node LLNO has all the associated logical information such as the status
of the switch to open and close the DER connection with the point of common coupling.
The last logical node MMXUT1 carries all the measurement parameters such as the active
and reactive power produced, the frequency, voltages currents and their respective angles.
Most importantly, the DRCC1 logical node will have configuration CF, control function MX
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and the status information ST. The data from the external client are sent through the control
function MX that carries the active power reference 'outWset' data attribute. In the case
of the BES and EV aggregator system, a similar information model is used but with an
additional logical node ZBAT, this logical node carries the information associated with the
state of charge and the battery health.

IED

Logical Device (LD) IP:192.168.1.92

Logical Nodes (LN) LLNO LPHD1 = MMXU1

Functional ‘
Constraints (FC)

st | cF | wmx |

Data Object (DO) | OutWSet |OutVarSet|

Data Attributes (DA) | Mxval | q | t |

Figure 6. IEC61850 compliant information model of the MMS server used in PV system.

4. Real-Time HIL Simulation Setup and Attack Scenarios

The electric grid with the DERs is run in real-time using the real-time digital simulator
Typhoon HIL. The DERMS logic will be in the IEC61850 MMS client present in an external
PC that both systems are connected with the physical Ethernet communication via a
network switch. As explained earlier and shown in Figure 2, they will exchange the
vital parameters and the set references using IEC61850 MMS messages and the complete
test-bench setup is shown in Figure 7.

As we are in the initial phase, the protection scenarios are implemented outside
DERMS so that we can completely understand the grid behavior with the designed control
algorithm. As we investigate further, the identified vulnerabilities are mitigated by provid-
ing immunity to DERMS by designing the protection logic alongside the control algorithm,
making DERMS smart and reliable. External IEDs are used to investigate the grid protection
scenarios. The grid measurements are sent from the real-time simulator to the IED using
IEC61850 SV messages, and then if the IED trips, the relevant information is given to the
mapped circuit breaker in the grid to break the circuit. This flow of data from the IED to
the circuit breaker is sent via IEC61850 GOOSE messages, thereby enabling the complete
IEC61850 information model implemented in the test bench. Once the performance of the
grid with the DERMS is verified in the normal operation, “if-Then” scenarios are applied
by pushing the limits of the grid and DER parameters. Later, man-in-the-middle attack
scenarios are analyzed by breaching the security of the network in attack mode.

In this work, one of the protection scenarios implemented in the IED is reverse power
flow. When the power flow changes direction, the IED trips and sends the open command
to the circuit breaker mapped to the IED. This type of protection is implemented here as an
example to construct a scenario. The advantage is that placing an IED with reverse power
flow protection between the substation connected to the transmission system and the rest
of the grid avoids the injection of power from the DERs to the transmission line. As we
set the minimum consumption of power from the transmission system, using this kind of
protection scenario is valid and it is a good example to demonstrate.
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Figure 7. The test-bench used to realize the DERMS in the modified IEEE 13 node test feeder network
for optimal power generation using DERs.

5. Results and Discussion

In this section, various scenarios of the operation of the grid with DERMS while
extracting maximum available power from PV and balancing the power of EV and load
demand using BES are verified. Later, the implementation and results of the man-in-the-
middle passive and active attacks are discussed.

5.1. DERMS Operation Validation

The ability of DERMS to regulate the power of DERs as per the designed control
algorithm shown in Figure 5 is tested. The first case to investigate is when the SOC%
of the battery is at 70%, the installed load capacity Pj,,; is maintained constant with
1040 kW, the minimum Pg”iﬁg and maximum P;”r?ﬂ’l‘ power that can be tapped from the grid
are 300 kW and 700 kW, respectively, and the PV power available P,;i1.510 to extract is set at
its maximum installed capacity of 800 kW. The EV demand request is increased from 0 kW

to a maximum installed capacity of 600 kW. The obtained results are shown in Figure 8.
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Figure 8. The DERMS performance for variable EV demand request with the battery SOC = 70%.

In this case, initially, with no EV demand request, the P4 assigned to the DERMS
is —60 kW. As designed, DERMS will extract the maximum available power from the
PV system, which is 800 kW, and it will put the BES system in partial charging mode
with 60 kW of power. As the EV request power increases, the BES goes from charging to
discharging mode. We observed that, in the designed DER system, the response time of the
BES system is slower compared to the EV. For the additional support, the grid provides the
required power which can be seen as spikes in the grid power in Figure 8.

In the second case, the SOC% of the BES system is maintained at 70%, the PV power
P aitapie is varied following a daily curve [35], and the EV demand is varied for a daily
profile as mentioned in [36] to capture a time-varying sporadic EV request in a day. Figure 9
shows the DERMS performance to manage the power demand of the EV while extracting
the maximum available power from PV and keeping the power obtained from the TSO to
the minimum possible at all times. While analyzing this case, a fault scenario is studied,
wherein the IED present between the EV aggregator and the PCC of the grid interrupts
the supply in case of a line-line fault seen in the EV aggregator system. The current and
voltage measurement is sent to the external IED that controls the status of the circuit breaker
present in the grid via GOOSE messages. Figure 10 shows that the trip command is given
by the IED GOOSE to interrupt the circuit at time ¢ = 0, the fault is cleared within 12.8 ms,
re-closure is attempted at t = 2.106 s, and the system is brought to normal operation.
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Figure 9. The DERMS performance for variable PV power and an EV demands request following a
daily profile with constant battery of SOC = 70%.

The third case is repeated with the same parameters as in the case 1, but instead
of varying the EV demand request, the PV available power is varied from 0 kW to the
maximum installed capacity of 800 kW—while keeping the EV power request to 300 kW
all the time. Since the P,y,i1qp1, is varied, the Pjp,,4 input of the DERMS is varied. The
DERMS managed to allocate the requested demand to the EV despite all the changes in the
PV power. As the SOC lies at a medium level, the DERMS used its flexibility to fully utilize
BES to serve the requested demand by keeping the power consumed by the grid below the
set maximum of Pg”;’fg’l‘ =700 kW. As the PV available power increases, power consumption

from the grid is reduced to the minimum grid consumption of Pg"% =300 kW first, and then
the BES power is reduced, as detailed changes in power levels are given in Figure 11.

The fourth case is executed with SOC in the lower range >20%, and as the SOC is very
low, the BES operation will depend on the P44 classification. When the Pjgyyy0,,4 is not low,
BES will maintain the idle state and not participate in power generation, however, when the
Pjemana is low, it is positive, and the BES will move from an idle state to a partially charging
state with the power reference of Pgrs = Piomand + Pgn% — Pg”;?;. As the BES is in critical
condition, power is extracted from the grid below the maximum level set. It is shown in
Figure 12 when the initial EV request is set at 300 kW, the PV is producing approximately
760 kW, with the constant load of 1040 kW, and the resulting Pj.,,,,,4 is obtained as 280 kW
classified under a medium level; in this condition, the BES is maintained in its idle state.
At time t = 12.5 s, the EV request is reduced to 150 kW, making the Pj,;,4,4 shift from
medium to low classification with the value of 130 kW in this condition, the DERMS will
move BES from an idle state to a partially charging state with the set power reference

of —270 kW.
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Figure 10. Interruption of the supply to the EV aggregator by the upstream IED connected between

the EV aggregator and the PCC for line-to-line fault while following a daily load. The EV aggregator

is reconnected after clearing the fault. Three-phase currents in the healthy system and the fault

currents as seen by the IED are given in this figure.
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Figure 11. The DERMS performance for variable P,;,i1zp1¢, the constant EV demand request of 300 kW
and the battery SOC = 70%.
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Figure 12. The BES critical operation when SOC = 10% and the power consumption from the grid is
moved from a set minimum to an available maximum to charge the BES system.

5.2. Man-in-the-Middle Attack Snooping

The attack on the communication network is from the EV side, and as shown in the
attack outline given in Figure 13, the DERMS algorithm for such an attack and the grid
behavior are tested, with which the contingencies are planned accordingly. As the test
bench is correctly validated, now the attack scenario planning is up to the creativity of the
test designer. Each scenario might result in different grid behavior: some might not affect
the power network, but some attacks can be fatal to the grid.
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Figure 13. The outline of a false data injection attack on a communication path between DERMS and

pub Jo 1seY A
2€9 9poN

the EV aggregator inside the main grid simulation.
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Snooping is a passive attack in which the attacker gathers all the information regarding
the information model and the transmitted data by sniffing the network with software
tools. This kind of attack will not cause any problem to the system but it facilitates the
attacker with all the required information to plan a catastrophic scenario and disrupt the
system. The snapshot of the network sniffing tool is given in Figure 14, and with this
tool, we obtained all the necessary information being transferred in the network between
the EV aggregator server and the DERMS client running in the IP address of 192.168.1.93
and 192.168.1.84, respectively. The logical nodes and the data attributes are also identified.
The sniffed data are analyzed and used to create the active attack.
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Figure 14. The snapshot of the data recorded in the Wireshark network sniffing tool gave us the
information model of the EV aggregator, with all the logical nodes and data attributes along with the
client and the server IP addresses.

5.3. Man-in-the-Middle Attack: False Data Injection

False data injection is an active attack on the network which can disrupt the functional-
ity of DERMS and have a physical impact on the electrical system. In this attack mode, the
EV aggregator MMS server is imitated by another device and made to inject the data into
the network with the same information model obtained from the snooped data, thereby
attacking the DERMS control algorithm. The false data injection is made at a higher rate to
block the original server, pushing DERMS to actuate on the injected data.

The initial conditions of the grid before the attack scenario are as follows: the BES
system is operated with 230 kW; SOC% = 70%; the PV system is operated with 710 kW;
and EV aggregator request is of 200 kW. At this operating condition, the PV system is set to
maximum, and the EV demand is served by the BES system. As soon as our attack model
hijacks the grid at the time instant of —0.192 s by injecting a false EV request of 500 kW
and giving a false active reference of 0 kW for consumption at higher rate, the DERMS
will not be able to recognize the disconnection of the EV from the grid and hence it will
keep the BES system in discharge mode with an increase in power injection, as shown in
Figure 15. It will create a power unbalance and hence the power is injected from the lower
end of the grid to the transmission line. An additional power injection is detected by the
IED and activates the installed reverse power flow protection to stop this power injection.
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The IED of the circuit breaker CB1 issues the GOOSE command to break the circuit and

CB1 interrupts at time 0 s, and the voltage as seen by CB1 is given in Figure 16.
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Figure 15. Attack scenario power measurement at the EV, BES and PV system. At the instant of the
attack, the EV is infused with 0 kW power consumption and the DERMS is raised in the EV demand
request. The attack is made to imitate the EV active power request, causing grid to disconnect from
the transmission system.
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Figure 16. Measured voltage downstream from the circuit breaker whose IED is implemented with
reverse power flow protection.
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5.4. Solution for the Caused Cybersecurity Attacks

The immediate solution to these types of attacks is to train the DERMS by implement-
ing protection scenarios inside them and making them smart with additional measurements.
The second way is to determine the rate at which the server is publishing the message and
any anomaly or change detected is denied with service and warning alarms are issued.
Last but not the least, special software can be used to detect the newly present mac address
in the network and the denial of services to such new systems can also stop these attacks.

6. Conclusions

In this article, we presented a detailed implementation of DERMS with an analytical
control algorithm and communicating using IEC61850 with all the DERs and EV aggrega-
tors participating in DERMS. The designed algorithm is tested for all possible cases. Once
the stable operation is confirmed, the developed testbed is used to analyze the cybersecurity
threat of using the IEC61850 communication protocol in DERMS. As EV aggregators are
easily accessible, attacking them to disrupt the system operation is easier. Man-in-the-
middle attacks are conducted to analyze the behavior of the designed algorithm under such
attacks, and its impact on the grid is studied. This test bench is not limited to the study
cases presented here; it can be further extended to study multiple scenarios according to
their testing needs, involving DERMS and cybersecurity threats. The future development
of this methodology could be summarized as follows:

e Implement a DERMS based on reinforcement learning and evaluate the behavior of
this type of algorithm when data are altered due to cyber-attack and how they can
become robust;

*  Compare the reinforcement learning algorithms based on fuzzy logic;

*  Detect the attacks with robust algorithms.
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Abbreviations

The following abbreviations are used in this manuscript:

BES Battery energy storage

CB Circuit breaker

DER Distributed energy resource

DERMS Distributed energy resource management system
DSO Distribution system operator

EMS Energy management system

EV Electric vehicle

GOOSE  Generic object oriented substation event
HIL Hardware in the loop

IED Intelligent electronics device

LD Logical device

LN Logical node

DA Data attribute

DO Data object
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MMS  Manufacturing message service
OCPP  Open charge point protocol
PCC Point of common coupling

PV Photovoltaic

SCL Structured control language
S0C State of charge

TSO Transmission system operator
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