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Nowadays Quantum Key Distribution represents the most mature quantum technology, and multiple countries
as well as private institutions are building their quantum network. However, QKD devices are still far from
representing a product within everyone’s reach. Indeed, limitations in terms of compatibility with existing
telecom infrastructure and limited performances in terms of secret key rate, using non-cryogenic detection
systems, are still critical. In this work, we implemented a quantum key distribution link between Sicily (Italy)
and Malta utilizing two different Single-Photon Avalanche Diode (SPAD) detectors. The performances of a
standard commercial SPAD have been compared with the results achieved with a new prototype of fast-gated
System in a Package (SiP) SPAD; the SiP detector has shown to be able to accomplish a fourteen times higher
key rate compared with the commercial device over the channel showing 20 dB of losses.

I. INTRODUCTION

Quantum Key Distribution (QKD), a method for exchang-
ing symmetric cryptographic keys exploiting the laws of
physics, is the most mature technology among the ones that
appeared within the second quantum revolution [1–4]. Sev-
eral experiments, both in physics laboratories and in field trial
links, have shown QKD potential and readiness. Today, QKD
links connecting cities among different continents are already
a reality [5, 6] and are employed in commercial applications
as well as in governments. Nevertheless, many challenges still
need to be faced in order to make QKD an everyday consumer
technology. An important and very pragmatic example is the
necessity to build QKD devices that are portable, scalable,
and can guarantee a high key generation rate in long-distance
links. In fact, today the current record in terms of key genera-
tion rate over a long-distance link has been achieved using Su-
perconducting Nanowires Single-Photon Detectors (SNSPDs)
[5–8], which present ultra-low dark count rates and high quan-
tum efficiencies. The main drawback of this technology is its
ultra-low operational temperature (below 4 K) which makes it
difficult to integrate into deployable systems.

On the contrary, Single-Photon Avalanche Diodes (SPADs)
working at room-temperature or at temperatures achievable
with a compact cooling system offer high integrability in cur-
rent telecommunication networks.
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In this work, we realized a QKD link in the middle of the
Mediterranean Sea, connecting Italy to Malta through a 100
km fiber-based underwater optical channel. The transmitter
was located in a telecom center in the city of Pozzallo (Sicily,
Italy), while the receiver was placed in the Melita Limited
data center of Madliena (Malta). This link, which can be
considered a new step in the frame of a European Quantum
Network [9], has been used to test a System in a Package
(SiP) Indium Gallium Arsenide (InGaAs) SPAD [10]. This
detector features a dedicated fast-gated active quenching cir-
cuit that allows it to synchronize with a gate signal locked
to the quantum states generation clock [11]. As a result, it
is considerably less affected by dark counts and afterpulses.
Moreover, we compared the SiP detector with a standard com-
mercial InGaAs SPAD (ID221 by IDQuantique [12]). The
new SPAD achieved a fourteen times higher key rate over the
20 dB-attenuation link with respect to the commercial device.
We also investigated the behavior of the detector emulating a
shorter link budget, showing that the SiP SPAD guarantees a
high secret key rate up to 25 kbit/s at 3 dB channel loss .

Finally, we report a comparison of the detectors’ perfor-
mances in controlled laboratory conditions. We added to the
comparison a second SiP detector, similar to the first one but
with a larger sensor area, intended for free space applications.

II. QKD PROTOCOL

The implemented protocol is the three-states efficient BB84
with time-bin encoding and one decoy method [13–16]. In
this protocol, one basis is used for sharing the key, while the
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second basis is reserved for security checks. This choice al-
lows to simplify the setup and to generate only one of the two
eigenstates of the second mutually unbiased basis. The key
generation basis is the computational Z-basis, whose eigen-
states, according to the time-bin encoding, are characterized
by the emission time of a pulse into a time slot frame. The
eigenstates of the security check basis, X-basis, are formed
by the superposition of the Z-basis with a relative phase (0
or π). It is worth pointing out that, even if the photon wave
function is spread over two pulses, each state is supposed to
contain no more than one photon; states with more photons
(i.e. multi-photon states) introduce security issues and should
be avoided. Unfortunately, multi-photon events cannot be to-
tally suppressed, therefore, the decoy-state method has been
introduced to overcome the vulnerabilities deriving from the
lack of a real single-photon source [17, 18]. In this method,
randomly switching intensity levels helps to detect an eaves-
dropper that intercepts and re-sends only multi-photon states
and blocks the rest and hence, cannot keep the photon number
statistics stable. It has been proven that two different inten-
sity levels are enough [14], a technique that is known as the
one-decoy method.

For one-decoy 3-state BB84 protocol, in the finite-key
regime, the key length l is bound to [13]:

l ≤ sl
Z,0 + sl

Z,1(1−H2(φ
u
Z ))−λEC−6log2

(
19
εsec

)
− log2

(
2

εcorr

)
,

(1)
with sl

Z,0 and sl
Z,1 being the lower bounds for the vacuum and

the single-photon events, φ u
Z the upper bound of the phase er-

ror rate, λEC the number of disclosed bits in the error correc-
tion stage, H2(x) =−x log2(x)−(1−x) log2(1−x) the binary
entropy and εsec = 10−12 and εcorr = 10−12 the secrecy and
correctness parameters. The ε parameters are defined as [19]:

P[SA 6= SB]< εcorr,

1(SA,SB;Z,C)< εsec,

where SA and SB are Alice’ and Bob’s sifted keys, P[x] the
probability of x, 1(·) a generic information measure, Z is the
eavesdropped sequence owned by a potential eavesdropper,
and C is a random variable representing the exchanged infor-
mation. The second term denotes the probability εsec of hav-
ing a stronger correlation between Alice’s and Eve’s strings
than Alice’s and Bob’s ones. In the standard BB84, the phase
error rate in the Z-basis φZ corresponds to the bit error rate
in the X-basis δX , however, since in this protocol Alice sends
only one state in the X-basis, φZ cannot be directly measured
and it needs to be estimated from the X-basis quantum bit er-
ror rate QBERX [20]; it is connected to the visibility visX of
the receiver interferometer by QBERX = (1−visX )/2.

III. EXPERIMENTAL SETUP

A. Network architecture and QKD devices

The link is made by two 96 km long optical fibers deployed
under the Mediterranean Sea and connecting Malta to Sicily;

the same channel has already been employed for a demon-
stration of entanglement distribution in 2018 [21]. The fibers
show an attenuation of around 20 and 21 dB, hence, we re-
served the former for distributing the quantum states while
the latter was used as a service channel (distribution of a syn-
chronization signal, parameters estimation, etc.).

The experimental setup is illustrated in Fig. 1; the pulses
encoding the states are generated by carving a continuous
wave C-band laser with an intensity modulator controlled by
a field programmable gate array (FPGA); after the carving
stage, the pulses are attenuated down to single-photon level
by a variable optical attenuator (VOA). More details about the
transmitter device are reported in [22]. The SiP SPAD can
accept a gate trigger signal where the subsequent gating time
(the ON and OFF times) of the detector can be set by the user.

The qubit generation rate has been fixed to 119 MHz for
both detectors to acquire comparable data. However, the de-
tector can accept up to a 150 MHz gate signal.

Alice and Bob select equal probabilities to generate and
measure in the computational basis (Z-basis), PZA = PZB =
0.5; such choices for PZA and PZB are in accordance with a
simulation model that takes into account the channel proper-
ties and the detection stage performances.

On the service channel, two classical signals are shared be-
tween the two parts: a synchronization signal at 145 kHz and
another signal at 119 MHz that is used as the gate signal for
the detector. The mean numbers of photons per pulse are cho-
sen such that they maximize the key rate in our simulation
model, and are reported in tab. II.

After traveling through the underwater fiber channel, the
photons arrive at the receiver setup; there they impinge on
a 50:50 beam splitter, which acts as a passive basis choice.
The Z-basis output brings the photons directly to one Single-
Photon Detector (SPD), while the X-basis output lets the pho-
tons pass through a delay line interferometer (DLI) before
reaching the detection part. The DLI is a Mach-Zehnder in-
terferometer with one arm 800 ps longer than the other, so
that the two pulses characterizing the wave-function states in
the X-basis overlap and their relative phase can be measured.
The interferometer is stabilized by a phase-lock loop (PLL)
which adjusts a phase shifter to compensate for phase fluctu-
ations. The feedback for the loop is provided by sending a
weak classical laser, counter-propagating with respect to the
quantum signal, and monitoring its phase fluctuation. Finally,
the synchronization and the gate signals traveling in the ser-
vice channel are demultiplexed and sent to the corresponding
modules.

B. Detecting stage

The employed research-product SiP detector is a state-of-
the-art InGaAs/InP SPAD developed at Politecnico di Milano
(PoliMi) and designed to operate with low dark count rate,
competitive photon detection efficiency, and contained timing
jitter. The primary feature of this detector is its time-gating
capability. A conventional gated circuits often uses a sim-
ple passive quenching circuit, which cannot be gated at high
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Figure 1. Sketch of the setup. Alice produces the states by carving (intensity modulator stage - IM) and attenuating (variable optical
attenuation stage - VOA) a continuous wave laser. Bob makes the basis choice with a beam splitter (BS 50:50), then directly reads the arrival
time of the photons (Z-basis) or makes an interferometric measurement with a delay line interferometer (DLI) for the X-basis. A second fiber
is used to share a synchronization and a gate signal, multiplexed and then divided again by a dense wavelength division multiplexer (DWDM).
The single-photon detectors are connected to a time-to-digit converter (TDC) that produces the timestamps to be elaborated by Bob’s computer.

SiP PoliMi ID221
τo f f (µs) 1 20
rDC (kHz) 10.8 2.5

nZ 109

pZ,A 50%
pZ,B 50%

νrep (MHz) 119
εsec 10−12

εcorr 10−12

τZ (dB) 1
τX (dB) 3

Table I. Setup parameters. τo f f is the hold-off time of the detec-
tors, rDC the dark count rate, nZ is the block size, pZ,A and pZ,B the
probabilities of choosing the Z basis for Alice and Bob respectively,
νrep is the repetition rate, εsec and εcorr are the security and correct-
ness parameters, τZ and τX are the losses of Bob for the Z and X
basis. SiP PoliMi detector is the SiP detector with 10 µm diameter
sensitive area.

frequency and requires a long dead time to limit the afterpuls-
ing effect (APE). APE happens when carriers generated in an
avalanche are trapped, and after a certain time (up to a few
microseconds for InGaAs/InP SPADs operating at 220 - 240
K), are randomly released, resulting in a secondary avalanche
without any real photon impinging on the SPAD. By imple-
menting a fast active quenching circuit in place of a simple
passive one, the after-pulses are strongly reduced. The tested
detector implements a newly developed circuit able to fast-
gate the detector at frequencies up to 150 MHz, with ON-time
as short as few hundreds of picoseconds. When a photon is
detected, this circuit enforces a hold-off time to the SPAD by

skipping a programmable number of gate periods, resulting
in a suppression of the after-pulses impact [11]. The photo-
sensitive area of the SPAD has a diameter of around 10 µm,
making it the perfect choice for fiber-based applications. A
second detector with identical characteristics except for a big-
ger sensitive area (25 µm) has been tested utilizing the same
optical setup. The paper [23] reports a detailed description of
the detector and an accurate characterization of its specifica-
tions in laboratory conditions.

IV. RESULTS

A. Field trial

The described setup has been utilized for establishing a
QKD protocol from Sicily to Malta. We performed the ex-
periment and data acquisition with both the ID221 detector
from IDQuantique and the described SiP PoliMi SPAD. For
the ID221, a hold-off time of τoff = 20µs has been set in or-
der to keep the after-pulses within manageable values. The
hold-off feature keeps the SPAD turned off for τoff after each
detection event to empty the active area from possibly trapped
carriers. For the fast-gated detector, we have been able to set
τoff = 1µs thanks to the limited after-pulse probability.

With the hold-off time set to 1 µs, the SiP PoliMi detector
shows a higher dark count rate compared to the commercial
SPAD (10.8 kHz vs 2.5 KHz). However, the maximum count
rate CRmax = 1/τoff allows to detect a higher rate of events
than the commercial SPAD. It should be noted that a high τoff
also limits the SPAD performance by reducing its saturation
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3 dB 5 dB 10 dB 15 dB 20 dB
SPAD by Polimi

µ1 0.36 0.41 0.46 0.46 0.41
µ2 0.16 0.16 0.16 0.16 0.16
µ3 0

εZ(%) 0.7 0.8 1.1 1.8 4.6
εX (%) 2.8 3.0 3.1 3.4 6.4

SKR (kbps) 24.65 21.75 13.10 5.80 1.50
ID221 SPAD

µ1 0.21 0.31 0.31 0.36 0.41
µ2 0.06 0.11 0.11 0.16 0.16
µ3 0

5tttεZ(%) 4.4 4.4 5.0 6.0 9.3
εX (%) 4 2.9 3.2 4.0 7.2

SKR (kbps) 3.25 3.05 2.10 1.05 0.11

Table II. Chosen parameters and measured values: µ1, µ2 and µ3
are the numbers of photons per pulse according to the decoy method,
εZ and εX are the qubit error rate in the two bases and finally, SKR is
the secure key rate. The probabilities of choosing each µ have been
chosen such that it maximizes the key rate.

threshold, resulting in lower detection efficiency. The low τoff
setting allows for avoiding such conditions in the SiP PoliMi
detector.

In comparison, ID221 shows a dark count rate of around
200 kHz for τoff = 1µs. A specially designed quenching cir-
cuit that manages the fast-gate signal allows considerably im-
proved performances for the SiP PoliMi SPAD at low τoff.

Successively, to evaluate the performance of the detector at
different channel losses, we repeat the experiment on shorter
segments of the channel. To simulate that, we gradually com-
pensated for the losses encountered by photons traveling at
different channel lengths by increasing the input power. This
is equivalent to placing Alice’s transmitter in the correspond-
ing loss-compensated location on the link.

The achieved key rates are reported in Tab. II and are shown
in Fig. 2.

B. Laboratory test

The detector has successively been tested in controlled lab-
oratory conditions. The second SiP detector with a sensitive
area diameter of 25 µm has been added to the comparison.
Since a bigger sensitive area entails a higher dark count rate,
a hold-off time of 10 µs has been preferred for this detec-
tor. We performed the test for different channel losses intro-
duced by a tunable attenuator between Alice’s and Bob’s se-
tups. The results are reported in Tab. III and Fig. 3. The
second SiP PoliMi detector does not show a significant im-
provement over the commercial SPAD. We observed a small-
scale increase in SKR up to 15 dB of channel loss, however,
due to excess noise and low signal-to-noise ratio (SNR), SKR
falls to zero at higher channel losses. Finally, the SiP detec-
tor with the smaller active area (10 µm diameter) was tested
under different excess bias voltages. While increasing excess
bias improves the detector’s efficiency, it also increases the af-
terpulsing effect and the dark count rate. The test results show

Figure 2. Key rate results (field trial). The plot shows the secure
key rates achieved by the commercial detector (ID221) and the tested
SiP detector fabricated by the research group of Politecnico di Mi-
lano (SiP Polimi SPAD). Thanks to the fast-quenching circuit ap-
plying the gate signal, the SiP PoliMi SPAD outperforms the com-
mercial device by a factor of seven in terms of key rate for small
attenuation link, and up to fourteen times when the entire channel is
considered (20 dB).

an improvement in low channel losses, while the performance
dropped with excess bias voltage increase due to the reduction
of SNR.

Figure 3. Secrete key rate extracted in laboratory conditions with the
different detectors for different channel attenuation values. 10 µm
and 25 µm are the two SiP PoliMi SPAD and the value is referred
to the relative photosensitive active area diameter. The selected de-
tector settings are reported in the legend (hold-off time, excess bias
voltage).
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3 dB 5 dB 10 dB 15 dB 20 dB
10 µm SPAD, 1 µs, 2V (kbps)

24.83 21.19 12.89 5.80 1.38
10 µm SPAD, 1 µs, 3V (kbps)

28.42 23.62 13.39 4.72 0.47
25 µm SPAD, 10 µs, 3V (kbps)

3.34 3.10 2.42 1.61 0
IDQ, 20 µs, 20% eff. (kbps)

3.32 3.00 2.07 1.10 0.15

Table III. Secure key rate extracted with the two SiP PoliMi detectors
in laboratory conditions. The detector with 10 µm sensitive area has
been set with a hold-off time of 1 µs and has been tested for 2V and
3V of excess bias. For the detector with a sensor area of 25 µm, the
set parameters are 10 µs of hold-off time and 3V of excess bias. The
ID221 has been kept on 20 µs of hold-off time and 20% of detection
efficiency.

V. DISCUSSION

Boosting the key rate on long-distance links is the priority
for the widespread deployment of QKD technology. Many
new protocols are being experimented and are showing their
potentialities: twin field QKD [24] and high dimensional pro-
tocols [25–29] are just few examples that go in this direction.
Simultaneously, with the appearance of SNSPDs [30, 31] and
photon number resolving detectors [32, 33] much attention
has been paid to the detection stage. Although InGaAs/InP
SPADs established their place as the most common technol-
ogy for single-photons detection in C-band because of their
portability and cost-effectiveness, compared to newer tech-
nologies, they present limited performance in terms of quan-
tum efficiency, dead-time, and timing jitter. In addition, they
are considerably more affected by dark counts and afterpuls-
ing phenomenon.

In this paper, we enabled quantum communications be-
tween two European countries. Although several works al-
ready demonstrated a limited European quantum network, a
full-scale deployment faces many open challenges regarding
range, cost, etc [22]. This work, introducing a more cost-
effective approach, represents an additional step toward a Eu-
ropean quantum infrastructure.

We demonstrated that in a real QKD scenario, without an
important technological replacement and only improving the
detection stage, an improvement of up to a factor of 14 in

terms of key rate is achievable thanks to an advanced sensor
design and an active quenching circuit implementation.

The advanced innovative built-in quenching circuit together
with the adaptive gating technique allows for increasing the
detection rate as well as reducing the effect of afterpulsing by
minimizing the ON time of the detector to the expected optical
pulse width. Thanks to the fast quenching, a gating of up to
150 MHz is achievable, which contributes to the final key rate
in significant amounts. In comparison, in the old technology,
a long hold-off time was necessary to overcome the effect of
afterpulsing, which in turn reduces the detection rate. Besides,
the two SiP SPADs have been engineered and designed in or-
der to show state-of-the-art performances in terms of intrinsic
dark counts, timing jitter, and detection efficiency.

This work also provides a comparison of performance with
the sensitive area dimensions. The second SiP PoliMi detector
featuring a 25 µm diameter active area and similar circuitry
shows greater susceptibility to dark counts and afterpulsing.
In comparison, the new detector produces results slightly bet-
ter than the commercial detector. It should be noted that the
25 µm detector has been designed and intended for free-space
applications where a larger sensitive area is desiderable.

Our demonstration proves the effectiveness of the newly in-
troduced detector technology in reducing cost per secure bit
and increasing the final key generation rate, and will help to
make QKD a more user-accessible technology.
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