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Abstract

Effective Cyber Threat Intelligence (CTI) is crucial for proactive defense; however,
the high costs and technical complexity of commercial solutions make them inaccessible
to the majority of Small and Medium Enterprises (SMEs). Furthermore, public CTI is
predominantly available as unstructured text, making manual processing unbearable for
resource-constrained organizations. To address this gap, we present a unified, low-cost
pipeline that ingests, processes, and presents actionable CTI to Small and Medium Enter-
prises (SMEs) through a Retrieval-Augmented Generation (RAG) conversational interface.
The system automatically crawls public CTI sources and integrates them with up-to-date
Common Vulnerability Exposure (CVE) repositories to ensure coverage of structured and
unstructured threat data. To enhance scalability compared to existing solutions, we trans-
form raw reports into a knowledge graph that facilitates efficient querying and contextual
retrieval. The system finally combines graph-derived intelligence with organization-specific
software configurations to generate tailored, accessible threat guidance from a Large Lan-
guage Model (LLM). We evaluate the pipeline through large-scale ingestion of 49,747 public
threat documents and the latest CVE records, alongside a survey of security experts and an
unsupervised assessment. Results show a substantial improvement in response complete-
ness and relevance compared to a baseline language model, achieving a median answer
relevance score of 93.7%, while remaining interpretable and actionable for non-specialists.
This work demonstrates that structured CTI extraction combined with lightweight gener-
ative interfaces can enable cost-effective cybersecurity awareness for SMEs.

1 Introduction

Attackers routinely exploit vulnerabilities in both software and hardware to conduct sophis-
ticated cyberattacks, resulting in substantial economic losses and outages across public-sector
organizations and private enterprises [8]. Current prevention methodologies rely on detailed,
up-to-date information about existing threats [3], commonly referred to as Cyber Threat In-
telligence (CTI). However, CTI is often available in an unstructured and decentralized form
across the Internet [44]. Public feeds predominantly provide Indicators of Compromise (IoCs),
digital artifacts (e.g., malware hashes or IP addresses associated with malicious infrastructures)
that can be used to automatically detect intrusions. Because attackers can easily modify these
artifacts to evade detection, CTI analysis has increasingly shifted toward higher-level intelli-
gence, such as Tactics, Techniques, and Procedures (TTPs), which are general enough to render
manipulation significantly more complex, although much harder to formalize [9]. Timely in-
telligence about threat actors and their TTPs is predominantly available in the form of CTI
reports expressed in natural language. Extracting actionable knowledge from these reports
typically necessitates sophisticated natural language processing (NLP) methods to transform
unstructured text into machine-interpretable representations suitable for large-scale analysis.
In response to this need, several commercial solutions have begun to offer conversational agents
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designed to support security practitioners in constructing CTI-driven threat models for their
software systems. Despite showing significant capabilities in identifying security threats, these
solutions require expensive access fees that exclude Small and Medium Enterprises (SMEs),
which in the European Union represent 99.8% of total businesses [42] as of 2024. For example,
the annual cost of existing commercial offerings spans from several tens of thousands to sev-
eral hundreds of thousands U.S. dollars [23, 36]. Many SMEs lack the resources to establish
dedicated security teams. Such organizations are left exposed to cyberattacks with potentially
devastating consequences. Additionally, the economic burden is paired with a technical one, as
CTTI information is not readily understandable to non-specialized personnel.

Large Language Models (LLMs) have proven to be a versatile tool for restructuring and
presenting information in different forms, particularly when prompted to adopt a specific style
via Zero-Shot Prompting [62]. While LLMs are generally prone to hallucination (i.e., confidently
provide non-factual information), it is shown that this phenomenon is significantly reduced when
the LLM is paired with a Retrieval Augmented Generation (RAG) engine [60]. Research works
have proposed the use of RAG for providing CTI information tailored to enterprises [37, 7];
however, their traditional approach, based on vector index RAG, fails to scale with the large
amount of CTT information present on the internet, especially with the typical hardware setup
of a SME. To address this problem, methodologies have been proposed to construct knowledge
graphs out of the extracted entities and relations [5]. Graphs can represent large quantities of
information without the overhead and verbosity of natural language. These graphs can then
be queried to obtain relevant subgraphs with the requested information.

In this work, we propose an end-to-end pipeline for ingesting, processing, and presenting CTI
information to SMEs using an LLM chatbot augmented with a RAG engine. The system ingests
public CTT reports and blog posts using crawlers and public repositories. The information is
processed to construct a knowledge graph using the state-of-the-art framework LADDER [5].
Once the graph is populated, the RAG engine retrieves information from a knowledge graph
containing CTT information and an up-to-date repository of CVEs. Information from these
sources is retrieved using both the user’s question and the organization’s software setup, detail-
ing the version of each package so that the responses are limited to relevant information.

We identify the requirements for each stage of our pipeline and evaluate the extent to
which they are met. We crawl CTI reports and blog posts from 15 public sources, collecting
49747 documents as well as the complete records of CVEs from the official CVE Program. A
survey is administered to security experts to evaluate the system’s responses to properties that
cannot be evaluated automatically. The results of the questionnaire indicate that the proposed
pipeline generates responses that are significantly more comprehensive than those produced
by the baseline language model, while remaining readily interpretable by non-expert personnel
and directly actionable. RAG properties, such as answer relevance and faithfulness, are instead
assessed in our unsupervised evaluation using the commonly used RAGAS framework [19]. In
this evaluation, the system reaches an answer relevance score of 93.7%.

We summarize our contributions as follows:

e We introduce a low-budget conversational pipeline for CTI, designed for the needs of
SMEs. The pipeline follows three stages: ingestion, processing, and presentation.

e We formalize the automation of presenting CTT information to SMEs into a three-stage
problem and identify requirements for each of them.

e We evaluate the extent to which these requirements are met in our pipeline. The evalua-
tion consists of realistic use cases, with parts of the evaluation including human feedback.
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2 Primer on Natural Language Processing

Since our methodology employs Natural Language Processing (NLP) techniques, this section
aims to familiarize the reader with key NLP concepts that will recur throughout the following
sections. Part of the broader Speech and Language Processing field, NLP aims at developing
software capable of understanding humans and interacting with them [27]. In the following
paragraphs, we introduce specific NLP tasks and concepts mostly related to our approach. For
a comprehensive treatment of this subject, we refer the reader to Jurafsky et al. [27].

Named Entity Recognition (NER). Typically formulated as a sequence labeling [29] or
text-span detection problem [52], this NLP task involves the identification and categorization
of entities mentioned in text into predefined classes. In CTI, this translates to identifying
elements such as malware, threat actors, and vulnerabilities. For instance, given the sentence
“Zeus Panda is a Trojan designed to steal banking information”, a NER algorithm may identify
“Zeus Panda” as a mention to a malware. This task can be solved by leveraging predefined
dictionaries [43, 46], by training deep learning models [28, 20], fine-tuning language models (e.g.,
BERT) on cybersecurity corpora [43, 5], or by instructing generative language models [12].

Relation Extraction (RE). Often pipelined with NER, RE identifies semantic relations be-
tween entities that interact or are associated. Consider the sentence “The TALONITE activity
group uses LookBack”: a RE algorithm for CTI should identify the relation “uses” between
“TALONITE” and “LookBack”. As in NER, techniques for RE range from rule-based meth-
ods [46], to deep neural architectures and generative models [5, 12]. NER and RE are combined
to annotate linguistic structures and build machine-interpretable representations of concepts
(e.g., entities and relations) appearing in natural language texts, known as Knowledge Graphs
(KGs) [5, 46].

Large Language Models (LLMs). LLMs are, at their core, deep learning-based NLP models
capable of predicting the next word given a previous one [27]. From a broader perspective, LLMs
can be defined as agents capable of interacting with humans by conversing in natural language.
These models possess general language knowledge by previous extensive training procedures
conducted on extremely large corpora of text (pretraining). Importantly, given their ability to
predict words, many NLP tasks can be approximated as a word prediction problem known as
Conditional Text Generation [27]; in other words, LLMs can solve tasks on natural language
texts by being instructed with an input text known as “prompt”. Notably, LLMs suffer from
hallucinations [63]: their answers could contain erroneous, non-factual information.

Retrieval-Augmented Generation (RAG). This emerging paradigm combines the strengths
of LLMs with external information retrieval mechanisms to enhance factual accuracy, contex-
tual relevance, and explainability. Unlike traditional generative models that rely solely on the
knowledge encoded within their parameters, RAG frameworks dynamically retrieve relevant
documents or passages from an external knowledge base before or during the generation pro-
cess. The retrieved content serves as contextual grounding, allowing the model to produce
responses that are both informed by up-to-date evidence and reduce hallucination.

3 Motivation and Challenges
Cyber Threat Intelligence (CTT) analysis emerged as a paradigm for cyberattack prevention,
providing organizations with contextual insights into adversarial behavior, enabling proactive

defense and informed response strategies. A large fraction of CTI research involves study-
ing methodologies for extracting intelligence from unstructured sources (e.g., online discus-
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sions [43, 13] or natural language reports on cyber threats [5, 32]). CTI data by itself provides
limited value unless it is systematically analyzed within the context of an organization’s spe-
cific threat model and operational environment. This environment encompasses not only the
organization’s software systems but also its physical infrastructure and associated assets. The
interpretation and application of CTI typically require specialized expertise, a function com-
monly performed by Security Operations Centers (SOCs). However, the highly specialized na-
ture of SOC personnel and their corresponding compensation levels often render such resources
inaccessible to many SMEs.

3.1 Motivation

While many approaches have been proposed to automate the ingestion, analysis, and presen-
tation of CTT information [37, 22, 7, 59], and several powerful commercial solutions are avail-
able [23, 30], existing systems generally overlook the economic and expertise constraints faced
by SMEs. Open-source solutions employing RAG engines have been proposed [37, 22, 7, 59];
however, none of them address the problem of data scalability. As more reports on similar
topics are incorporated, the vector index query used for RAG contexts can rapidly exceed the
available context window size, particularly when employing open-source models on resource-
constrained hardware, which is typical of SMEs. In addition to financial constraints, SMEs
also face significant technical limitations, as they often lack the resources to employ specialized
personnel capable of interpreting and acting upon threat intelligence reports. Many commercial
products exist that offer advanced automated threat monitoring solutions, with the likes of Mi-
crosoft Security Copilot [36] and Recorded Future [23]. These solutions are enterprise-grade and
rely on high-cost cloud computing resources to deliver monitoring, alerting, and other security
services customized to client-specific requirements. The associated costs can range from tens to
hundreds of thousands of dollars annually, placing such systems beyond the financial reach of
most SMEs. Current general-purpose commercial LLMs, such as ChatGPT [40], Gemini [24],
and Claude [6], already provide users with the ability to generate responses that integrate web
search and reasoning capabilities, often at a low cost or even for free. However, web search
includes both reputable sources and low-quality or inaccurate materials. Consequently, these
tools cannot be fully trusted for critical decision-making contexts. Moreover, being general-
purpose models, they are not readily adaptable to a specific scenario. As such, we require a
tailored solution for the CTI domain.

Addressing this gap in CTT research, our work proposes a cost-effective framework designed
to deliver clear, actionable, and contextually relevant CTT tailored to the specific needs of SMEs.

3.2 Challenges

In this section, we formalize the key challenges associated with designing a threat monitoring
platform tailored to the needs of SMEs. These challenges are articulated as a set of requirements
that must be satisfied for the proposed approach to effectively achieve the objectives of this
study. We identify three main stages for such a pipeline: (A) information ingestion, (B)
information processing, and (C) information presentation. We now enumerate the requirements
associated with each stage.

e (A) Ingestion. The ingestion stage of a threat monitoring pipeline should collect infor-
mation from publicly available intelligence sources to construct a comprehensive knowl-
edge base of global CTI data. This stage has one primary requirement: (1A) Information
Completeness, which means that the knowledge base must contain information that is
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sufficiently comprehensive for its intended users. Such information comes in two forms,
structured and unstructured information. While the former is easier to parse, ignoring
the latter would exclude a large corpus of information.

e (B) Processing. The processing stage of a threat monitoring pipeline should au-
tonomously transform and organize incoming CTI data to facilitate efficient storage and
enable optimized downstream operations, such as querying and analysis. Raw structured
information collected during the ingestion stage is directly usable by the presentation
stage, as it can be stored and retrieved with negligible overhead. In contrast, the unstruc-
tured textual information obtained from web sources is substantially more verbose than
necessary for efficient storage and retrieval of the relevant content. We can formalize the
requirements of the information processing stage as follows. (1B) Information Factuality,
which specifies that the processed information must preserve its original truth content,
and (2B) Scalability, which requires that the system be able to continuously incorporate
additional information without burdening the retrieval stage with excessive contextual
overhead.

e (C) Presentation. The presentation stage of a threat monitoring pipeline should sup-
port user interaction through natural language queries. Likewise, the system is expected
to generate natural language responses consistent with the ingested global CTI corpus.
However, because not all intelligence is contextually relevant, the system should filter this
knowledge to highlight elements most pertinent to the user’s organizational profile. This
stage is subject to the following requirements: (1C) Clarity, meaning information should
be conveyed in plain, accessible language, suitable for personnel with limited technical
expertise, (2C) Answer Relevance, which requires that responses be tailored to the spe-
cific circumstances of the organization using the system, and (3C) Actionability, which
mandates that the system’s response be formulated such that it is directly actionable,
suggesting straightforward translation into practical measures for threat mitigation.

4 Methodology

We propose a conversational system designed to ingest, process, and present CTI information
in a manner accessible to personnel with limited technical expertise within small and medium-
sized enterprises. Figure 1 makes an overview of our approach, highlighting to what stage of
the pipeline each component belongs. We now examine each of the three stages: Ingestion, Pro-
cessing, and Presentation, detailing their respective requirements (as described in Section 3.2)
and the solution by which those requirements are satisfied.

4.1 Information Ingestion

The ingestion stage of our pipeline is responsible for autonomously acquiring information from
designated reputable sources. Some of this information comes in structured format, for example
Common Vulnerability Exposure (CVE) reports. The majority of this information however, is
only publically available in unstructured form (e.g. CTI reports, blogposts, hacking forums). To
retrieve unstructured information, the ingestion stage deploys autonomous crawlers to collect
CTI data from these sources. On the other hand, structured information of CVE data is
simply retrieved from up-to-date official repositories. This information is particularly valuable
because it can be readily correlated with an organization’s infrastructure to yield an accurate
enumeration of unresolved vulnerabilities within its systems. By ingesting both structured and
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Figure 1: Overview of our approach.

unstructured CTI data, the first stage of our pipeline satisfies requirement (1A) Information
Completeness.

4.2 Information Processing

The processing stage of our pipeline ingests raw information collected from diverse CTI sources
and stores it in a database for subsequent querying. The latest CVE data is retrieved from
the repository and cleaned to remove rejected or duplicated entries and parse the standardized
fields. Versions of softwares are expected as a typical dot-separated sequence of major version,
minor version, and optionally a build number. The textual description of the CVE is kept
as is and will be indexed in a vector database to be used directly by the RAG engine. While
structured data obtained from CVE reports can be directly integrated with minimal processing,
unstructured data is subjected to information extraction procedures to identify relevant entities
and relationships, which are then represented in the form of a knowledge graph. The knowledge
graph serves as a minimal representation of the factual content extracted from the original data,
effectively eliminating the redundancy and ambiguity inherent in natural language text. Con-
sequently, the adoption of a knowledge graph enables efficient data organization and retrieval,
thereby addressing requirement (2B) Scalability in the system design.

We instead address requirement (1B) Information Factuality through the use of the state-of-
the-art framework LADDER [5], which processes CTI reports with encoder-based transformers
to extract TTPs, Advanced Persistent Threats (APTs) and other relevant information using
NER and RE (introduced in Section 2). The entities and relationships that will form the
knowledge graph are extracted using traditional encoder models (e.g. BERT [17, 34, 14]).
In contrast to generative models like LLMs, classification models like BERT [17] offer the
advantage of extracting only the exact tokens that were present in the text, thereby avoiding
the generation of unsourced content and satisfying requirement (1B).

4.3 Information Presentation

The presentation stage of the pipeline is the component that is deployed to allow continuous
user interaction with the system. It allows a user to ask a question and to follow-up with

6
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Figure 2: Example of queried subgraph (left) and its textual LLM context representation (right).

additional doubts after the model has provided an answer. Due to the recent advances in
language modeling, a natural candidate for this step is an LLM. Language Models can be
prompted to restructure and adapt complex information into various formats and for diverse
audiences [35]. Owing to their strong generalization capabilities, LLMs can reliably follow
such requirement-focused prompts [62]. In our zero-shot prompting strategy, we guide the
LLM into providing a clear response, targeted to an untrained user working in a SME. The
LLM is asked to limit the usage of technical vocabulary, and to explain its meaining when
the use is deemed necessary. The choice of using an LLM to execute this task thus fulfills
requirement (1C) Clarity. We address requirement (3C) Actionability in a similar manner. In
our prompt engineering strategy, we instruct the LLM to always include key takeaways at the
end of their response. This paragraph has to contain clear and easy-to-follow action points that
can meaningfully mitigate the described threats.

By itself, the LLM cannot be expected to provide factual answers, as such our pipeline
integrates a RAG engine into the LLM conversation loop. The RAG engine queries the knowl-
edge graph using the user question. Entities are retrieved by their semantic similarity to the
request. The similarity is thresholded to discard irrelevant results. From the selected entities,
the relations are traversed up to k jumps (tunable parameter). Relations are also considered
backwards from the connected entity to the source to increase informational coverage. The re-
sulting subgraph is encoded as a string. For reference, the example from Figure 2 is represented
as would be returned by the RAG engine. After the extraction, LADDER provides us with enti-
ties that represent specific concepts such as malware families, dates, organizations, individuals,
operating systems, to name a few. Simultaneously, it links these entities through relations such
as “discoveredIn”, “targets”, and “isA”. Figure 2 (left) illustrates an example of a knowledge
graph that could be produced by LADDER. The RAG engine also retrieves CVE entries by
matching them to an additional list provided by the user describing the software setup of the
organization. Fach entry in the list contains the name of the software and its version. Only
CVEs affecting the provided software versions are retrieved by the engine. The usage of the
described RAG pipeline addresses requirement (2C) Answer Relevance, allowing the generated
answer to contain relevant CTI information for the specific query and organizational character-
istics of the user. The usage of a RAG backend also strengthens requirement (1B) Information
Factuality, since the usage of RAG has been empirically demonstrated to substantially reduce
LLM hallucinations when supplied with factual information [50].
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After receiving an answer, the user may provide a follow-up message. In such cases, the
pipeline is executed again, with prior messages incorporated into the context to enable the
LLM to generate a coherent continuation of the dialogue. When using models with limited
context windows, extended conversations may exceed the maximum allowable input length. In
these situations, earlier messages are summarized before being reintroduced into the context,
following common practice in transformer-based conversational systems [60, 30].

5 Experimental Evaluation

In this section, we go through the validation steps for our pipeline, from the setup of our
experimental setting to the discussion of results.

Datasets. For a comprehensive evaluation of our pipeline, three datasets are required. The
first is needed to extract real-world CTI information to populate the knowledge graph. The
second consists of CVE entries to be served when matched with vulnerable versions of the user’s
software. The third contains usage scenarios designed to assess the quality and relevance of the
overall system’s responses. To assemble the first dataset, we replicate the crawling procedure
described by Paladini et al. [43], collecting up-to-date blogposts, reports, and papers from 15
sources. This is one fewer than in the original study, as one source has since employed non-
trivial anti-crawling protections that prevented reliable data acquisition. In total, we collected
49747 documents, whose processing resulted in a graph with 60885 entities and 221933 relation-
ships. For a complete characterization of the knowledge graph constructed in our experimental
evaluation, read Appendix A. The second database is downloaded from a cache of the official
up-to-date CVE List from the CVEProject on Github '. CVE information in this repository
is organized in a json file for each entry. We process each file to populate a SQLite dataset for
easier querying. Finally, the third dataset consists of a synthetic JSON collection comprising
103 usage scenarios for the system. FEach scenario includes both a software-setup field (a list of
software names and corresponding versions) and a user query, which may or may not pertain
to the software installed on the user’s system. This enables an evaluation of the pipeline’s ca-
pacity to reason over both CVE information and the CTI subgraph retrieved during inference,
which we will employ in our unsupervised evaluation. For generating these scenarios, we use
the state-of-the-art model Gemini 2.5 Pro [15].

Hardware and Software Specifications. All experiments are run on a machine with a
Intel(R) Xeon(R) Gold 6418H 2.100GHz, 64 GB of RAM, and a Nvidia L40 (48 GB VRAM) on
Ubuntu 24.04.3 LTS. The machine runs an Ollama [39] server for LLM inference, a Neo4j [38]
server for the knowledge graph, and a Jupyter server for the experiment scripts. We use
LangChain, LangGraph and the OpenAl library for inference on the Ollama server.

5.1 Human Evaluation

Properties like (1C) Clarity and (3C) Actionability of a textual response are not straightfor-
ward to evaluate in an automatic experimental suite. As such, we rely on the judgment of
human evaluators for this purpose. We conducted a survey with a pool of 15 security-trained
volunteers, reporting the system’s responses to three realistic use cases. These subjects include
both Ph.D. Students and professionals in the field of Information Security. For this assessment,
we compare our system with the base LLM model that does not have access to a knowledge
graph nor a CVE database. Having to evaluate information-agnostic aspects of a response, we

Thttps://github.com/CVEProject/cvelistV5/
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Figure 3: Scores provided by respondents on clarity of threats and prevention.

ignore the factuality of the answers for the purposes of this evaluation. Accordingly, our term of
comparison will not be guaranteed to satisfy the requirement (1B) Factuality. The base model
selected for both our pipeline and the baseline evaluation is Gemma 3 27.4B [58] (Q4-K_M quan-
tized), a widely adopted open-source LLM that can be deployed on consumer-grade hardware
and is therefore particularly accessible to small enterprises.

We briefly describe the three realistic use cases evaluated in the survey.

e Windows Desktop User
This use-case includes software that is commonly present on a desktop computer. Natu-
rally, the operating system for this use case is Windows, being the one with the largest
market share at the time of writing (66.25%) [54].

e Linux Enterprise Server (RHEL)
This use case includes software that is commonly present on an average company server
hosting websites and databases. According to recent statistics on operating system market
share in the server domain, Linux is the most popular choice (58.3%) among web servers
for which the operating system is known [57].

e Mobile Threats (Android)
This use case does not focus on specific software installed on a company’s system. Instead,
it entails a request for information on potential threats targeting an employee’s Android
device. Similarly to the previous use cases, Android was chosen as the most prevalent
Mobile operating system (72.6%) [55]. In this case, the LLM’s response is primarily
conditioned by the knowledge graph information rather than the CVE database.

The survey included three questions per scenario. The questions are the same for all sce-
narios, except for the second question, which is not asked in the third scenario.

e Q1. How much do you think a non-expert user will be able to understand what could
happen and what can be done to prevent exploitation?

e Q2. What do you think of the length of this response? (1 is too short, 5 is too long).

e Q3. Give a score on the completeness of this response.

In the Mobile Threats (Android) scenario, question (2) was not included, as the model’s
responses in this scenario are of comparable length.
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Answer Clarity (1C) and Actionability (3C). Figure 3 shows the distribution of responses
to the first question across all three scenarios, whereas Figure 4 shows the distribution of
responses to the second question across the first two scenarios. These two questions both pertain
to the clarity of the response. The distribution across the two models is similar and close to the
center of the range. We can see that the base model is considered slightly more understandable
than the model using the knowledge graph and CVE database. This also correlates with the
length of the responses, which are shorter in the base model. The reason for this mismatch is
clear: the base model does not have much pertinent information to present to the user, and
thus falls back on its training data. Figure 3 also covers the property of actionability, as it
asks the respondent whether a non-expert would “be able to understand what could happen
and what can be done to prevent exploitation”. In all responses, both our approach and the
baseline consistently include a closing paragraph with actionable bullet points, guiding the user
on mitigating the discussed threats.

Information Completeness (1A). Figure 5 presents the distribution of responses to the
third question across all three scenarios. This aspect appears to be a particular strength of our
pipeline, as the scores assigned by respondents are consistently higher than those of the base
model in all cases. These results indicate that the experts participating in the survey judged the
model’s output to be sufficiently comprehensive for explanatory purposes when addressing non-
expert personnel. The reason for this is readily apparent, since the base model is only capable
of generic remarks, and does not have access to up-to-date CVE entries nor CTI reports.

10
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5.2 Unsupervised Evaluation

RAGAS [19] is a framework including both unsupervised and supervised metrics for the evalua-
tion of RAG pipelines. Metrics in the first category use a judge model to produce scores on the
target of the evaluation (e.g., answer relevancy, faithfulness to the retrieved context, context
recall). Metrics in the second category require a ground truth and may rely on a judge model
or embedding similarity (e.g., answer semantic similarity, answer correctness). While heavily
reliant on the quality of the judge model, RAGAS is extensively used by state-of-the-art RAG-
based approaches [7, 37]. We focus on the two most significant unsupervised metrics, that is
answer relevancy and faithfulness. The former, in particular, serves as the metric for assessing
requirement 2C (see Section 4.3).

For the LLMs employed in our evaluation, we select Gemma 3 27.4B [58] (Q4-K_M quan-
tized) as the answer generation model and GPT-4.1 [41] (gpt-4.1-2025-04-14) as the evaluation
model. Gemma 3 was selected because it represents one of the highest-performing open-source
models within its parameter range and is readily accessible to small and medium-sized enter-
prises. GPT-4.1, a larger commercial model, was chosen to provide a more reliable, robust, and
unbiased assessment of the outputs produced by the generation model.

Results. The evaluation yields a median answer relevance of 0.937. Among the 103 scenarios,
only 32 samples received a low relevancy score. This occurred because the model sometimes
provided verbose answers or asked multiple follow-up questions instead of giving a direct, concise
response to the main query. In these cases, manual verification shows that the answers are
usually satisfactory despite their verbosity. Since the RAGAS evaluation is restrictive in this
regard, computed relevancy for these samples yields lower scores. Faithfulness exhibits a median
value close to 0.5, with a relatively uniform distribution spanning the interval [0,1]. This
variability reflects the dependence of faithfulness on the information content present in the
provided context. Questions achieving the highest faithfulness are those for which the model
can derive a complete answer directly from the supplied context. For example, in the query
“What vulnerabilities could expose source code to unauthorized access?”, the system accurately
retrieves and reports relevant CVE information corresponding to vulnerabilities that satisfy the
request. Conversely, questions with the lowest faithfulness are those for which the model relies
predominantly on its parametric (training) knowledge rather than the retrieved context. An
illustrative case is: “How can malware spread through file-sharing applications?”. In this
particular case, the model was unable to retrieve any relevant contextual information from the
knowledge graph and consequently generated a response based solely on its general training
knowledge.

5.3 Discussion

In Section 4, we presented our approach, which consists of three distinct stages, each charac-
terized by specific requirements intended to address the challenges outlined in Section 3. Our
experimental evaluation omits two properties of the processing stage. Requirement (1B) Infor-
mation Factuality is excluded from evaluation because it is assumed to hold due to: (1) the
reliability of the CTI information sources, which include reputable publishers of threat intel-
ligence reports and blog posts; and (2) the use of extraction technologies (e.g., BERT [17]),
which operate solely on existing tokens within the text and are therefore incapable of gener-
ating fabricated content (“hallucinations”). Requirement (2B) Scalability is likewise omitted,
as it is considered trivially satisfied: raw textual data inherently contains the redundancy of
natural language, which knowledge graphs effectively eliminate. Thus, retrieved context for a
vector index database would be larger than that of a graph representing the same concepts. All
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remaining properties are included in the evaluation. Table 1 highlights how each property was
evaluated and the measurable results we obtained.

Still, the motivation of our work has a strong financial component. The pipeline we devel-
oped is designed to be sustainable for a SME in terms of resource investment. While we have
already argued how our choices support this goal, we also include an analysis of the prospective
costs of our pipeline. To prove our point, we run our model on a consumer-grade laptop with a
Intel® Core™Ultra 7 Processor 155H and a Nvidia GeForce RTX 4050 Mobile. Across multiple
experimental runs, the generation time ranged between 154 and 238 seconds. Although this
duration is relatively long for a general-purpose model, it remains acceptable for a sparsely
utilized system performing an analytical task. The process exhibited a memory footprint below
20 GB of RAM and approximately 5.64 GB of VRAM. The complete knowledge graph, stored
in Neo4J, required only 1.16 GB of disk space, whereas the model itself occupied roughly 17 GB.
Power consumption during operation averaged 30 W, with approximately 15 W attributed to
GPU utilization. Electricity prices vary geographically and temporally; however, according to
the Italian National Confederation of Artisans and Small and Medium Enterprises (CNA) [16],
the national average price for Italian SMEs in June 2025 was approximately 118 €/MWh.
Under these assumptions, the estimated electricity cost per query is between €0.000151 and
€0.000234.

While enterprise threat intelligence platforms are generally sold via private offers negotiated
on a customer basis, we can make some estimates on some existing solutions that publically
disclose pricing. For example Recorded Future Threat Intelligence [23] contract is available on
Amazon Web Services (AWS) [47] for $281,250.00 USD (36 month contract). On the other
hand, Microsoft Security Copilot is estimated to cost between $4 and $6 USD per Security
Compute Unit (SCU) per hour. Considering that the system requires a minimum of one SCU
operating continuously (24 hours per day, 7 days per week), this corresponds to a baseline
annual cost of approximately $35,040 USD. While such enterprise-grade services provide exten-
sive functionality, such as continuous threat monitoring and proactive attack mitigation, these
capabilities extend well beyond the operational and financial reach of most SMEs.

6 Related Work

CTI Mining. CTT mining approaches typically aim at converting unstructured information
into structured representations known as Knowledge Graphs (KGs). Such a structure enables
several key CTI tasks, such as structured knowledge retrieval [5, 51], or threat hunting activi-
ties [5, 46]. KG development is mostly based on a pipeline of two NLP tasks [5, 45]: NER (see
Section 2), to identify text spans mentioning cybersecurity entities, and RE (see Section 2), to
identify the semantic relationships between such entities (e.g., threat actor is-author-of a spe-
cific malware). Popular examples are Extractor [46] and LADDER [5]. Eztractor [46] focuses
on the extraction of IoCs and links them via relations representing system calls to reconstruct
the behavior of a specific threat. Conversely, LADDER [5] connects IoCs, as well as TTPs, with
cybersecurity entities (e.g., threat actors, malware), to structure CTI into a KG and support
several threat hunting activities. Other examples include TRICTI [32], which associates IoCs
to the specific phases of the attack killchain, CyberEntRel [2], which proposes a deep learning
approach for jointly solving NER and RE, or CSKG4APT [45], which proposes a KG structure
that supports conversion to the Diamond Model [11] of cybersecurity.

More recent efforts proposed to solve this task via Conditional Text Generation with Large
Language Models (LLMs) [21, 26, 33, 51], i.e., by instructing a LLM to identify such entities
and relations from text with a specific input prompt. aCTlon [51] performs NER and RE with
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Table 1: Summary table of the evaluation of each requirement.

Pipeline Stage | Req. | Evaluation Findings

Ef(;rsrgz‘;lon (IA) | Human Survey (Q3). Responses of our pipeline are rated as
& significantly more complete than the base model’s.
Information (1B) | Justified by choice of model architecture. BERT-like models only
Processing extract text from the input and do not hallucinate.
(2B) | Trivially verified. The usage of a knowledge graph significantly
reduces the textual overhead of the knowledge base.
(1C) | Human Survey (Q1). Good performance. Base model is slightly
Information better rated, but correlates with shorter responses.
Presentation

(2C) | Unsupervised RAGAS evaluation. Median 93.7% answer rele-

vancy score.

(3C) | Human Survey (Q1). Good performance. Base model is slightly
better rated, but both always include short bullet points of key
takeaways.

prompt-instructed LLMs, to build STIX representations of narrative CTI reports. Similarly,
CTINEXUS [12] performs the task using LLMs; however, they also propose a structure capable
of adapting to diverse ontology schemas (e.g., MalONT), as well as a methodology for identifying
novel links in the final KG structure. Other works [26, 49] propose agentic frameworks [56], or
fine-tuned LLMs to build KGs. CTIKG [26] uses a dual-memory design and multi-temperature
reasoning to mitigate hallucinations. MAD-CTT [49], instead, uses multi-agents to analyze dark
web data for emerging cyberthreats. Lastly, LLM-TIKG [25] is a Llama2 fine-tuned on synthetic
LLM-generated data to support the extraction of entities and relations from CTI reports.

Considering the vastity of methodologies proposed, and evaluation settings that hinder
comparison, we refer the reader to the systematization of Biichel et al. [10] to gain a complete
understanding of CTI extraction techniques. Our approach relies on LADDER [5], which, to
the best of our knowledge, is the only fully publicly available methodology capable of extracting
numerous CTI entities, among which IoCs, TTPs, and connect them with adversaries and tools
in a Knowledge Graph. Furthermore, LADDER employs encoder models like BERT [17], which
enables us to process large quantities of documents with state-of-the-art performance and low
resource consumption.

Conversational Agents. Similarly to our work, other CTI research regards the study of
frameworks that support CTI operations and natural language interactions with practition-
ers [22, 48, 53]. Locallntel [37] integrates global and local cyber-knowledge to generate contex-
tualized organizational threat intelligence. Their approach combines open-source and organi-
zational data sources to improve the relevance and specificity of threat information available
to analysts. IntellBot [7] is an LLM-based chatbot that leverages retrieval-augmented gener-
ation (RAG) to deliver cybersecurity knowledge. Tellache et al. [59] present an approach for
automating incident response, by using RAG to incorporate CTI information into user queries.
Notably, Alam et al. [4] introduce CTIBench, a benchmark suite for evaluating LLMs in cyber
threat intelligence tasks. The benchmark encompasses multiple datasets and subtasks designed
to measure domain knowledge, reasoning ability, and generalization of LLMs in CTT scenarios.
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As the field advances, many approaches are continuously proposed; thus, we refer the reader
to the work of Xu et al. [61], which survey over 180 papers to map trends in model architectures,
adaptation strategies, and emerging use cases such as autonomous security agents and proactive
defense mechanisms. With respect to existing solutions, our approach is tailored to the require-
ments of SMEs, constraining and directing the methodological choices towards affordable and
efficiently scalable solutions.

Retrieval Augmented Generation (RAG). Several works introduce RAG techniques to
improve the quality of LLMs’ answers and reduce the likelihood of hallucination (see Section 2).
In Locallntel [37], RAG is used to combine global knowledge from public threat repositories
with local knowledge from private databases. In this way, Locallntel contextualizes such global
information for specific infrastructures of an organization. Agrawal et al. propose CyberQ [1],
an innovative model designed for educational purposes. The novelty introduced by this work
lies in the fact that the same entity is queried three times with different and increasingly
specific prompts to enhance ChatGPT’s knowledge and context. Lekssays et al. [31] propose a
retrieval-augmented framework targeted for adversarial technique annotation in CTI text. The
system enhances retrieval precision via zero-shot re-ranking and domain-specific alignment,
improving the reliability of LLM-generated annotations. Our retrieval module for CTI reports
is instead inspired by GraphRAG [18], which extends the RAG paradigm by incorporating
graph-structured knowledge representations. Graph RAG uses LLMs to create a knowledge
graph, according to two phases: first, it extracts entities and relations from source documents,
and second, it creates summaries for communities of related elements. The summaries from
such communities are integrated to produce the final answer to a specific question. While
GraphRAG effectively mitigates the retrieval overhead associated with individual queries, our
approach further reduces it by directly retrieving subgraph information in a structured form. In
this manner, the system mitigates rapid exhaustion of the context window (limited on low-end
hardware), optimizing token utilization.

7 Limitations and Future Works

The performance of our approach is limited by several factors. As explained in Section 4, we rely
on LADDER [5] for the Information Processing module. To a certain degree, LADDER’s NER
and RE models introduce noise in our pipeline, reducing the validity of the information and
facts presented to the practitioner. In few cases the intelligence produced contains noise (en-
tities might be extracted with the adjacent punctuation, e.g. “OneNote”). We attribute these
errors to the intrinsic limitations of the BERT-based models and their training data. Note
that LADDER [5] figures among the few works that provide complete, open access to models
and data, making it fully reproducible [10]. The impact of its performances on our practical
CTT application leads us to think that future works should focus on improving the performance
of CTI mining tools and knowledge representation methodologies. For example, augmenting
knowledge graphs with logical constraints could filter out impossible relations, improving the
reliability of the extraction. Additionally, the performance of our approach is limited by the
specific configuration adopted for our Graph-querying RAG and our LLM. These represent
cost-performance trade-offs that reduce resource consumption and align the requirements with
the limited amount of resources typically possessed by SMEs. We acknowledge that, although
our dataset comprises 49,747 reports, comparable in scale to datasets used in related studies,
the information contained in the Knowledge Graph may be incomplete. Specifically, it currently
represents data associated with a limited subset of cyberattacks, and more recent threat intel-
ligence may be underrepresented. Nevertheless, the collected sources provide a representative
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dataset for the requirements assessed in our experimental evaluation. Future iterations of the
system could enhance coverage by extending the crawling pipeline to incorporate a broader
range of publicly available sources. Additionally, the current implementation does not process
ToCs embedded within the crawled reports, which limits the system’s ability to identify spe-
cific threats during the presentation phase. However, the primary objective of our approach
is preventive CTI rather than incident response or intrusion detection. Future work may in-
vestigate methods for integrating deterministic IoC matching with the inherently stochastic
characteristics of LLMs.

8 Conclusions

As the cyberthreat landscape evolves, all organizations face major challenges, and the ability
to analyze, understand, and mitigate such threats is a necessity. In this paper, we explored how
Large Language Models (LLMs) can support Cyber Threat Intelligence (CTI) by presenting
structured intelligence collected in a Knowledge Graph (KG) through natural language conver-
sation and support non-expert practitioners. Our goal was to provide an accessible solution
tailored for Small and Medium Enterprises (SMEs), which do not have the financial and techni-
cal resources to address these needs. We proposed a framework structured in three main stages.
The first stage was responsible for collecting CTI information from public sources using dedi-
cated crawlers and repositories of structured Common Vulnerability Exposure (CVE) reports.
The second module processed raw information from the sources; for this task, we relied on LAD-
DER [5], a well-recognized state-of-the-art approach based on the BERT [17] language model.
The final stage presented the information using an LLM with Retrieval Augmented Generation
(RAG) to provide contextual answers by integrating information from local sources, software
and versions used by the user, and global sources encoded in the KG produced by LADDER.
In our experiments, we evaluated our approach with a human survey and an unsupervised eval-
uation based on RAGAS [19], a commonly employed framework for evaluating RAG systems.
Respondents of our survey have deemed the answers of the model significantly more complete
than the baseline, consistently producing clear and actionable responses. Our unsupervised
evaluation yields a median answer relevancy of 93.7%, measured across numerous and diverse
use-cases. Future work could improve the ingestion stage by acquiring information from a more
comprehensive pool of sources, as well as ensuring real-time update of the KG content. The
integration of LLMs with structured knowledge poses as a promising direction for Cyber Threat
Intelligence.
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A Knowledge Graph Characterization

We provide a concise description of the assembled knowledge graph to contextualize the infor-
mation sources used in evaluating the answer-generation experiments. After extracting entities
and relationships from the crawled documents, the final graph consists of 60885 nodes, con-
nected with 221933 relationships, with an approximate density of 0.000060. As expected, the
graph is sparse. Table 2 shows the distribution of the top relationship types in the graph. The
most frequent relationship is “targets”, which usually links a malware entity to an organiza-
tion’s. This is very relevant information to have, given the scope of the work. If many similar
organizations are targeted by a certain malware, the user should be notified that their orga-
nization could be affected as well. The average degree of a node is 7.29, with the max degree
being 4581. As can be noted from Figure 6, there are a few hub nodes degree in the same order
of magnitude. The obvious hub nodes are the dates (particularly years like 2022, 2012, 2017,
...), locations (US, Russia, China, Korea, ...), and the types (“Trojan”, “malware”, ...). There
are a couple of less obvious insight from this. First of all, Android is the only OS in the top 20
hub nodes, indicating a higher prevalence of mobile threats in the context information. One of
the hub nodes corresponds to a specific individual, a consultant who appears frequently across
the reports but is not a cybercriminal. Although this person is a public figure, their name has
been redacted to preserve privacy. Figure 7 shows the complete distribution of node degrees.

Table 2: Top relationship type distribution

Type Count
targets 70323
has 58677
indicates 31981
discoveredIn 29046
isA 15628
uses 9974
madeBy 4782
variantOf 1058
hasAlias 463
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Figure 6: Top 20 entities by degree. Size of the circle is proportional to the degree of the entity.
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Figure 7: Full distribution of entity node degrees in logarithmic scale.
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