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ABSTRACT

Major Space Economy (SE) trends are pushing the space industry into an era of radical transformations. New
missions, infrastructures and in-space activities are envisaged under deep technological and business un-
certainties, with strong implications on how space organizations identify, assess and treat risks at different levels.
Space organizations should enhance their risk management models and practices to cope with an evolving risk
landscape. There are two main shortcomings in the extant body of knowledge about risk management in the
space domain: (1) there are no robust approaches to the modelling and analysis of risks in space projects under
the SE paradigm; (2) there is still a limited understanding of how the major technological, business and regu-
latory trends, taking place in the SE, influence the risk profile of new space missions and services.

The aim of this study is to address these gaps by investigating how SE characteristics and trends influence the
risk exposure of space organizations. The research design consists of four phases. First, leveraging a systematic
literature review, a taxonomy of the 5 key trends (e.g., New organizational and operational models) charac-
terizing the SE, divided into 25 sub-trends (e.g., platformization), and a taxonomy of 36 risks (e.g., De-orbit risk)
targeting different space missions and businesses are developed. Second, rich Bow-Tie models for each risk are
set, linking risk events, causes, consequences, and types of impacts. Third, interviews with space experts were run
to validate the taxonomies and the Bow-Tie models. Fourth, by reviewing the extant literature and collecting
experts’ opinions, possible positive or negative impacts of SE trends on space missions and business risks were
analyzed and summarized in a “SE Trends-Risks” matrix. Results include 40 mechanisms of influence between SE
sub-trends and space mission risks, 82 % are negative (i.e., lead to risk increase), and 18 % are positive (i.e.,
mitigate risks). Additionally, SE sub-trends worsen the business risk exposure through 59 identified mechanisms
(64 %) and contribute to mitigating it through 33 mechanisms (36 %). The results may support space organi-
zation managers in planning new space missions or in innovating their business models. Space infrastructure
insurers can leverage the same results to develop appropriate risk analysis methods. Future research can take the
proposed taxonomy and framework as a reference for assessing risks of new system architectures and space-based
services, or for investigating the effects of new regulations and governance models on the risk landscape in the
SE.

1. Introduction

the predominant presence of private companies, whether suppliers or
customers, the democratization of the space market, and the application

According to the OECD definition [1], the Space Economy (SE) is the of new and unseen business models [3]. Because of the liberalization of

full range of activities that create value for human beings through
exploring, researching, understanding, managing, and utilizing space. It
encompasses all parties involved in creating, delivering, and utilizing
space-related goods and services, including those involved in research
and development, space infrastructure, applications derived from space,
and the ensuing body of scientific knowledge [2]. The definition entails
several concepts that have gained high relevance as the SE developed:

space, the involvement of government agencies has become much lower,
even though the public sector played a critical role in the success of the
first space ventures [4]. These evolutions are boosting the development
of a new business paradigm, the so-called New Space (NS), besides the
more traditional and institutional-driven one.

Major trends in SE are fostering the space industry’s evolution. New
missions, infrastructures, and in-space activities are envisaged under
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deep technological and business uncertainties [5,6], with strong impli-
cations on how space organizations identify, assess and treat risks at
different levels. However, the literature does not fully address the
relationship between business and industrial trends and the associated
risks faced by different industrial and institutional actors. Significant
gaps are still present at different levels: from a theoretically grounded
definition of risk and widely recognized and adopted risk taxonomies [7,
8], to the systematic modelling and analysis of those risks under the
influence of different technological and business trends [9,10]. More
specifically, we identified two main knowledge gaps: (i) the lack of
robust approaches to the modelling and analysis of the risks of space
programmes under the NS paradigm; and (ii) a limited understanding of
how the major technological, business, and regulatory trends influence
the risk profile of space projects and programmes.

The objective of the present study is to address the abovementioned
gaps by adopting a qualitative research approach when answering the
following research questions.

RQla How to classify the mission and business risks faced by space
companies under the NS paradigm?
RQ1b How to model the main risk drivers and their dependencies under
the NS paradigm?
RQ2 What are the drivers of mutual influence between mission and
business risks and the major trends in the SE?

In the present research context, risk is conceptualized as the "effect of
uncertainty on objectives", as per ISO 31000 standard. Instead, the "risk
event" is defined as the "occurrence or change of a particular set of cir-
cumstances". One or more causes can trigger the risk event and might
bring several consequences, defined as the "outcome of an event
affecting objectives" [11].

The rest of the paper is organized as follows: Section 2 presents the
Research Methodology adopted to investigate our research questions;
Section 3 describes the risk taxonomy and risk modelling resulting from
our analysis. Finally, in Section 4, we discuss our results and
implications.

2. Research Methodology

We leveraged three specific models and methods to answer the three
research questions. We adopted a hierarchical risk taxonomy [12] to
answer RQ1a. The risk tree model has been used because of its clearness
and completeness, especially when risks are divided into several cate-
gories [13]. To answer RQ1b, we used the bow-tie model to link specific
risk events (as reported in the risk taxonomy) with their possible asso-
ciated causes and consequences [14,15]. To answer RQ2, we developed
a matrix similar to the House of Quality, an instrument functional to the
Quality Function Deployment (QFD) [16]. This matrix enables the
mapping of both the relationships between SE trends and risks (reported
in the body of the matrix) and the interdependencies among different
risk categories (reported in the roof of the matrix) [17].

The adopted research approach is abductive and implemented by
combining a systematic literature review with experts’ interviews.

2.1. Systematic literature review

The systematic literature review was based on 147 documents; 62 %
(91) were selected from scientific literature, while the remaining 38 %
(56) were retrieved from technical literature.

We started by collecting data from scientific literature. We per-
formed a systematic search [18] through the Sciverse Scopus Database,
the most adopted database in social science and engineering. In May
2022, we performed the query:

TITLE-ABS-KEY ("risk" OR "risk management") AND TITLE-ABS-KEY
({space industry} OR {space project*} OR {space program*} OR {space
economy} OR {new space}) AND PUBYEAR >2010 AND (LIMIT-TO
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(DOCTYPE, "cp") OR LIMIT TO (DOCTYPE, “ar”) OR LIMIT-TO (DOC-
TYPE, “ch™))

We included only English articles and reviews. We limited the search
to documents published after 2010 to observe the latest trends in the NS.
We also included conference proceedings, articles, and book chapters to
guarantee inclusivity.

From our query, we obtained 330 papers. We included and excluded
them in the final analysis according to the following criteria and steps.

e We reviewed the titles and abstracts of the selected articles to

identify those that were not relevant (e.g., by excluding studies in

which word risk is a keyword because the main topic concerns sat-
ellites used to manage risk); at this stage, we excluded 181 papers
because out of scope.

We retrieved the full texts of the identified relevant reports, thus

excluding the ones in which the full text was not accessible through

our resources; at this stage, we excluded 62 papers because the full
paper was unavailable.

e We assessed whether the full texts met the eligibility criteria,
marking the excluded studies as “out of scope.” We excluded 6 papers
because, after reading the full texts, we understood they were out of
scope.

¢ In the end, we included 91 papers coming from scientific literature.

Then, we searched for technical literature. We performed a query on
Google searching through the query (“New space” and risks). We
analyzed more than 200 reports, studies, documents, surveys, and book
chapters from firms (e.g., banks) or institutions (e.g., ESA, NASA, ESPI)
following the same inclusion and exclusion criteria adopted in the aca-
demic literature review. In the end, we included and analyzed 56 doc-
uments. These reports belong to the following categories: i) institutions
and space agencies, 78 % (44); ii) insurance companies, 16 % (9); iii)
consulting firms, 4 % (2); and iv) banks, 2 % (1).

We systematically analyzed the 147 documents included in the
literature search. We built a table to collect and analyze the content of
the documents. The structure of the table was the following.

e Study identifier (Authors, Title, Year of publication, Journal, Journal
Quality (Quartile - SJR), Cited by (Received Citations), and source
link).

e Additional information about the study (Abstract, Author Keywords,

Index Keywords, Publisher).

Risk type: i.e., the risk of the NS that is dealt with in the study. Here,

we reported the labelling used by the author to identify the risk. This

work contributed to elaborating the risk classification.

Implications for insurance: this section reports comments and cita-

tions regarding insurance topics dealt with inside the studies. This

was done in the initial phase of the review, to give more credit to
insurance topics and examine the importance of insurance in the NS.

Objective of the paper: the main goals of the studies have been

identified to detect the most common arguments or concepts and the

gaps to be tackled.

e Methodology: i.e., the method used by the author to present their

study. The categories identified were case study, description, eco-

nomic analysis, exploratory research, focus group, interviews, qual-
itative analysis (the most frequent, n = 13), quantitative analysis,
report, and review.

Conclusion: output of the study.

Comments: our thoughts about the paper and how to include its in-

formation in the study.

Additional notes: important citations reported that might have been

relevant for the study; additionally, this section includes reference

locations to effectively identify each paper’s relevant parts.

Re-reading: section used to keep track of the paper reading and re-

reading status (each paper has been analyzed multiple times to

discover the proper relevant information).
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Table 1

Experts’ profiles.
# Profile
Expert 1 SE Senior Academic Researcher
Expert 2 SE Junior Academic Researcher
Expert 3 Space Insurance Broker Director
Expert 4 Space Insurance Broker Manager
Expert 5 Space Insurance Analyst
Expert 6 Space Senior Consultant

This information was used to build a risk taxonomy (see the Results
Section for further details).

2.2. Experts’ interviews

To validate and refine our results, we interviewed 6 experts [19] in
the new space economy and risk management [20]. We selected experts
following a purposive sampling [21,22], according to their recognized
expertise in the field, qualified by apical roles in organizations dealing
with NS and risk management, and scientific publications. The profiles
of the involved domain experts are reported in Table 1.

We involved six domain experts in two separate stages of the
research:

e First, we interviewed them in a one-to-one 1-h meeting, in which we
presented the risk taxonomy resulting from the literature review to
the experts. The purpose was to revise and validate the risk taxon-
omy and bow-tie models resulting from the literature review. This
phase was very useful for revising our framework. In particular, the
risk tree, namely the risk taxonomy, has been revised, by adding
some risks and giving more precise names to others. Instead, the bow
tie models we presented received very few corrections, therefore
they were mostly validated by the experts.

Second, at the end of the meeting, we sent them the taxonomy dis-
cussed, asking them to fill it according to their knowledge and give us
written feedback. The purpose was to collect primary data from ex-
perts on the relationships between SE trends and risks and the in-
terdependencies between risks.

The risk taxonomy and bow tie integrated with experts’ comments
was the final output of our research.

3. Results
3.1. Risk taxonomy

To create a comprehensive taxonomy of risks in the SE sector, we
preliminarily divided the identified risks into two main categories,

Engineering &  Launch Deployment &  Decommissioning
Development Phase Operational Phase
Phase Phase
Technology
Adoption Risk
Hull Risk
Quality
Assurance Risk
Cyber risk
Wrong Orbit
Risk
Failed-to-
Orbit Risk
Space Weather Event Risk
In-Orbit Collision Risk
Component Failure Risk
Communication
failure Risk
De-Orbit Risk

Fig. 1. Taxonomy of space mission risks.
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depending on the scope of their potential effects.

e Mission risks. It comprises all the risks associated with the achieve-
ment of specific objectives across the different phases of a space
mission (Fig. 1).

e Business risks. It comprises all the risks that are not directly related to
mission’s objectives but are associated with the overall business
activities of a specific SE actor, including project management, and
may influence the achievement of its business objectives (Fig. 2).

Mission risks are directly associated with one or several mission
phases (Fig. 1); they were classified into the following categories.

Technology Adoption risk involves the potential challenges and un-
certainties linked to embracing new and innovative space technol-
ogies [7];

e Hull risk consists of "all risks of physical loss or damage to the [space]

vehicle whilst on the ground and in transit from any cause except

those specifically excluded. Standard exclusions are: wear, tear and
gradual deterioration, mechanical breakdown, war, strikes, riots,
civil commotions, effects of radiation or nuclear device." Hull risk
includes damages to "hulls, machinery, instruments and the entire

equipment of the vehicle" [23].

Quality assurance risk occurs when components or modules fail to

meet the required technical standards and performance specifica-

tions during the engineering phase conformance tests [12].

e Cyber Risk is a breach of integrity and failure of information &
communication technology systems (ICT) [24].

e Wrong orbit risk pertains to the situation where a payload, despite

successfully reaching the orbit, is positioned in an incorrect orbital

location [25].

Failed to orbit risk: "Launch failure in which a vehicle that left the pad

did not result in a payload making it successfully into orbit. Failure

modes include self-destructive, commanded destruction by Range

Safety, in-flight breakup, and low launch vehicle performance,

resulting in suborbital flight. [...] Intentionally suborbital flights are

not included." [26].

e Space Weather Event risk refers to adverse environmental conditions
in space "which can disrupt or damage sensitive equipment that is
not prepared for such an event." [27].

e In orbit collision risk involves the potential for two space assets to

collide during their orbital lifespan [28].

Component Failure risk involves the potential for a space asset, such as

satellites, launch vehicles or others, to face failure between their

components [29].

e Communication risk involves the potential for a space asset in orbit to
lose, temporarily or permanently, communication with the ground
system [30].

e De-Orbit risk encompasses the possibility of a space asset uninten-

tionally deviating from its pre-assigned orbit during the operational

phase or, without control, during the decommissioning phase. This
deviation may lead to de-orbiting, possibly re-entering the Earth’s

atmosphere [31].

Following the recommendations for the implementation of the COSO
Enterprise Risk Management—Integrated Framework (2017), and the
related COSO Risk Cube (2004) taxonomy, business risks in the Space
Economy were divided into four main categories, as shown in Fig. 2.

o Strategic risks are associated with events that may impede the reali-
zation of the company’s goals and hinder the achievement of its
strategic objectives [32], such as socio-political, macro-economic,
market, or reputation al risks.

e Operational risks are connected to events that may take place within
and affect the performance of the company’s operational processes
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Socio-Political risk |

Macroeconomic risk |

Competitive Environmentrisk

Market risk

Strategic Risks m

Profitability Loss risk

IPR and Licencing risk

Govemance risk

I S S S ——— S —— ———

Eeputational risk |

AssetIntegrityLossrisk

—|Perfonna.nc eDegradationrisk

-| Business Interruptionrisk

1

Supply Chain risk

Projectrisk

Environmental risk

Business Risk Operational Risks |+

Health&Safetyrisk

Cybernsk

N S S— ————

Contractual iability risk

«IBm’a—conUacmal liabilility n'sk{

-| Human Resourcesrisk

-| Internal unlawful actsrisk

-I Liquidity risk
- Financial Risks --«I Creditrisk

~| Market variablesrisk

-I International regulation risk
L ComplianceRisks |-

<| Local regulationrisk |

Fig. 2. Taxonomy of business risks in the SE.

[33], such as project risk, supply chain risk, cyber risk, business
interruption risk, or HSE risk.

e Financial risks are centered on the financial management and per-
formance of the company, such as liquidity risk and credit risk.

e Compliance risks encompass all risks related to the adherence to
primary national and supra-national regulations and laws [34].

3.2. Risk modelling (bow-tie models)
To answer RQ1b, bow tie models for each mission risk were devel-

oped. Four risk impact categories were used to analyze the expected
effects of different risk event consequences, namely.
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e Property impact refers to the economic loss incurred in any com-
pany’s asset integrity loss [35], including first party liability, even in
presence of insurance coverage [38].

e Business impact refers to any negative effect on a company’s business
capabilities. In particular, it might refer to profit loss — namely the
loss of current profits — or loss of profitability — namely the loss of
future enterprise business and activities [33].

e Reputation impact refers to reputational damage, i.e., a business or
entity’s good name or standing [36].

e Liability impact pertains to any consequence, e.g., to property or
people, for which the company is held liable or responsible for an
action or inaction, whether or not at fault. The liability concept en-
compasses several instances, namely second and third-party liabil-
ities, depending on which other parties are involved [37].

Examples of Bow-Tie models for some relevant mission risks are re-
ported in Appendix A.

3.3. Main space economy trends

Overall, twenty-five (25) trends have been identified from the liter-
ature and further grouped into five (5) megatrends.

New regulations and policies, namely the main rules and policies is-
sued by policy-makers to govern the space industry. This megatrend
includes the Liberalization of the space market, Open access, and
Orbital Debris Mitigation Standard Practices [38,39].

e New actors, including Private space companies, Non-space com-
panies, New space-faring nations, and New end-users [27,40,41]1;

e New organizational and operational models; this megatrend primarily
refers to the emergence of Public-private partnerships, Open inno-
vation practices, Standardization and mass production, and Plat-
formization [6,39,42,43];

e Commercialization of space, including Commercial off-the-shelf, Earth
observation, Global navigation satellite system, Commercial orbital
transportation services, Space mining, Insurance of space systems,
On-orbit servicing, and Space tourism [31,44,45];

e New technologies, including Spin-in, Satellite miniaturization, New

manufacturing technologies and materials, Reusable rockets, and

New propulsion technologies [20,46].

Domain experts validated these five megatrends and, as such, were
taken as the reference for investigating the relationships between SE
trends and risks, as reported in the following sub-section.

The space industry is becoming increasingly complex, marked by
high uncertainty and rapid evolution. Identifying and understanding key
megatrends in this dynamic environment is essential, as they represent
critical risk factors that influence strategic decision-making, business
models, and governance structures [3]. The emergence of new regula-
tions and policies, for example, introduces compliance challenges and
market opportunities, shaping the competitive landscape. Similarly, the
rise of new actors, including private companies and non-traditional
stakeholders, increases market volatility and competition while
fostering innovation [4]. Adopting new organizational and operational
models, such as public-private partnerships and standardization, drives
efficiency and creates dependencies and systemic risks. The commer-
cialization of space expands revenue streams yet introduces un-
certainties regarding market stability and long-term value [43]. Finally,
new technologies accelerate advancements but pose challenges in terms
of integration, obsolescence, and security [24]. These megatrends
collectively highlight the growing uncertainty and interconnectedness
of the space industry, making their analysis crucial for risk management
and long-term resilience.
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Table 2
Rules for experts’ judgements aggregation.
Rule Sign
No input from the literature, and less than 2/3 of experts’ agreement <blank>
Input from the literature, and less than 2/3 in experts’ agreement; <yellow>
OR No input from the literature, but at least 2/3 of experts’ agreement
Input from the literature and at least 2/3 of experts’ agreement <green>

3.4. Mapping of SE trends-risk relationships

The matrix reporting the mapping of both the relationships between
SE trends and risks, as well as the interdependencies between risks, is
shown in Appendix B.

SE trends are listed on lines, while mission or business-related risks
are listed in columns. The main body of the matrix is used to map
existing relationships between SE trends and risks; the roof of the matrix
is used to map existing interdependencies between risks. Table 2 pro-
vides the criteria through which we filled the matrix, combining the
literature review outcomes and the expert interviews.

The cross-analysis of trends and risks derived from the matrix pro-
vides valuable insights into the most influential risk factors, allowing for
a more comprehensive understanding of their potential impact. This
approach helps distinguish whether each risk contributes positively,
negatively, or in an ambiguous manner to the evolution of the space
industry, enabling more informed strategic planning and risk mitigation
efforts.

Some relevant insights can be drawn from the results summarized in
the final matrix.

o The large majority of the identified relationships between SE trends
and risks, 69.70 % (92), are expected to increase mission and busi-
ness risks. In particular, more than 30 % of this negative impact is
due to the following three SE trends: the liberalization of the space
market, the predominant presence of private space companies, and
space tourism. This suggests that while these trends bring significant
opportunities, they also introduce complex challenges that need to
be carefully managed. It is crucial to assess these risks in more detail,
considering their direct effects and potential to create cascading
impacts across different sectors within the space economy.
The residual 30.30 % (40) of the identified relationships between SE
trends and risks are expected to have a beneficial influence in
reducing mission or business risks. In particular, more than 50 % of
this positive impact is driven by the following three SE trends: the
rise of public-private partnerships, the insurance of space systems,
and the on-orbit servicing. They positively impact risk management
as they collectively enhance collaboration, provide financial safe-
guards, and ensure the continued functionality of space assets, thus
mitigating operational and financial uncertainties in an increasingly
complex and competitive space environment. However, their effec-
tiveness depends on properly aligning interests and establishing
robust regulatory frameworks to manage potential risks associated
with these mechanisms.
Commercialization is the SE megatrend with the strongest ambig-
uous influence, i.e., it brings both positive and negative impacts, on
mission and business risks; mission risks are predominantly nega-
tively affected, while business risks are largely mitigated. Mission
risks are predominantly negatively affected due to the increased
complexity, competition, and unanticipated challenges that
commercialization can bring. On the other hand, business risks are
largely mitigated, suggesting that commercial opportunities in space,
such as new markets and revenue streams, provide a buffer against
financial uncertainties.
e Among mission risks, in-orbit collision, technology adoption, and
cyber risks are the most influenced ones, receiving a predominantly
negative impact; as for business risks, competitive environment,
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human resources shortage, and environmental risks are the most
influenced ones, receiving a predominantly negative impact from the
identified SE megatrends.

Finally, it is worth noting that among the 132 identified relation-
ships, those coded in yellow are more frequent than those in green. It
implies that the extant knowledge about how SE megatrends are ex-
pected to affect mission and business risks in space is still incomplete,
with partial scientific evidence and a relatively limited level of agree-
ment among experts. In particular, further investigation is needed to
strengthen our understanding of the influence that new organizational
and operational models and new space technologies trends may have on
business risks.

4. Conclusions

The present study offers a novel framework for analyzing space
mission and business risks, and their relationships with the major trends
in the Space Economy (SE). The proposed risk taxonomies and models
are better grounded and more comprehensive compared to prior con-
tributions in technical and scientific literature. Both the proposed tax-
onomies and bow-ties might be exploited to develop more robust and
reliable risk analyses for space mission planning and business model
validation in the new space.

Furthermore, the SE trend-risk matrix returns a rich picture of a
multifaceted relationship, entailing not only escalating (+) and miti-
gating (—) influences but also interdependencies between different risk
items. It highlights that several SE trends are expected to have ambig-
uous impacts on both mission and business risks. The main implication is
that under the influence of current trends, the SE risk landscape is ex-
pected to become even more complex than it was in the past. Thus, to
navigate a challenging business environment, space actors will have to
build stronger risk management capabilities at both project/programme
and business levels.

Finally, our thorough analysis of explicit and tacit knowledge about
the relationship between SE trends and risks revealed some gaps in
incomplete scientific evidence and limited experts’ agreement. The
present study represents a first attempt to approach the problem in a
systematic and comprehensive manner, and further research is needed
to cover existing gaps and to offer space managers more robust insights
for making risk-informed decisions and supporting the growth of the
Space Economy.
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Appendix A. (Examples of Bow-Tie models of Mission Risks)

Appendix A presents examples of Bow-Tie models of Mission Risks. The bow tie model is a widely used risk management framework visually
representing a specific risk event’s causes, consequences, and impacts.

The first Bow-Tie describes the In-orbit collision risk. On the left side, the model highlights the primary causes of in-orbit collision risk. The main
drivers include orbital congestion, which increases the likelihood of accidental collisions due to the high density of objects in space. Whether caused by
operator error or technical failures, wrong satellite maneuvers can lead to unintended trajectories and collisions. Cyber attacks pose a growing threat,
as malicious actors could disrupt satellite operations or alter their courses. Loss of control, whether due to system malfunctions or external inter-
ference, can render satellites incapable of performing collision avoidance maneuvers. Additionally, human error, including miscalculations in mission
planning or operational execution, can contribute to collision events.

At the center of the bow tie is the risk event itself: an in-orbit collision. This could occur between active satellites, defunct objects, or debris,
potentially leading to cascading collision effects that threaten space sustainability.

The right side of the Bow-Tie outlines the consequences of an in-orbit collision. These include asset integrity loss, where a satellite or space system
sustains irreversible damage. Reduced lifetime of operational assets can result from minor collisions or debris impacts. Unintended de-orbiting can
occur if a collision disrupts a satellite’s orbit, causing it to re-enter the atmosphere prematurely. Orbit loss can render an asset non-functional,
eliminating its ability to provide intended services. Business interruption may arise due to service outages, affecting industries that rely on space
infrastructure. Furthermore, collisions can cause first, second, and third-party damage, impacting other operators and stakeholders in the space-
operators and stakeholders in the industry.

Causes Risk Event Consequences Impacts

| Orbit congestion | | Asset integrity loss } """"""" .

Property

‘ Reduced lifetime I[

Satellite wrong
manoeuvre

| Unintentional de-orbit

Business

‘ Orbit loss

| | In-orbit collision
Cyber attack

risk

| Kessler syndrome

Reputation

| Performance degradation

| Loss of control l

| Business interruption I
— Liability
I H or I Second and third party i
umanerror | [ SRR PE
damage or harm

Legend: I Input from the literature I

| mput from the experts |

Fig. 3. Appendix A — Bow-Tie In orbit collision risk
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Fig. 4. Appendix A — Bow-Tie Cyber risk

The second Bow-Tie models the Cyber risk of a space mission. The left side of the Bow-Tie highlights the primary causes of cyber risk in space
operations. The main drivers include human error, where mistakes in coding, system configuration, or operational procedures can create vulnera-
bilities that cyber threats may exploit. Cyber attacks pose a significant risk, as malicious actors can target satellites, ground stations, or communication
links to disrupt operations, steal data, or take control of assets. Additionally, a lack of cybersecurity measures, such as insufficient encryption, outdated
software, or weak access controls, increases the likelihood of cyber incidents affecting space systems.

At the center of the Bow-Tie is the risk event itself: a cyber incident. This event could range from unauthorized access to critical satellite functions
to full-scale attacks that disrupt or turn off space-based operations.

The right side of the Bow-Tieoutlines the consequences of a cyber risk event. These include unintended de-orbiting, where a compromised satellite
may be forced out of its designated orbit, leading to mission failure. In-orbit collisions can result if a hacked satellite is moved unpredictably,
increasing the likelihood of space debris generation. Loss of control is another critical consequence, where operators may be unable to command or
retrieve data from their spacecraft. Loss of data can occur if cyber attackers erase or corrupt mission-critical information. Performance degradation
may arise as malicious code slows down or alters system operations, affecting the reliability of services. Business interruption is a major risk, as
satellite-dependent industries may face downtime due to compromised infrastructure. Furthermore, a lack of data availability and loss of confi-
dentiality can have severe implications, including breaches of sensitive information and strategic disadvantages for space operators.

The broader impacts of cyber incidents extend to property loss, business disruptions, reputational damage for space agencies and private operators,
and increased liability due to regulatory and financial consequences.
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Appendix B. (Mapping of the SE trend-risk relationships)
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Fig. 5. Appendix B — SE trends and risks framework

Appendix B presents the SE trends and risks framework developed in this study. The framework is structured around the House of Quality model,
illustrating the relationships between risks and trends. It is divided into two main sections: the "roof" and the "body." The roof displays the relationships
between different risks, showing how they are interlinked. The body focuses on the interdependence between trends and risks, depicting how trends
influence risk levels. Specifically, a "plus" sign (“+) indicates that a trend escalates a risk, increasing its likelihood or severity, while a "minus" sign
(“-”) shows that a trend reduces the risk, mitigating its impact (See the legend). This structure helps to map out both the positive and negative in-
fluences of trends on risks, providing a clear visual representation of their effects. For example, let’s look at the first cell on the right of the matrix. The
liberalization of the market increases the number of actors and objects in space, thereby having a positive impact on the risk of in-orbit collisions. We
filled in the framework based on literature input and expert agreement. A blank cell indicates no input from the literature, and less than two-thirds of
experts agree on the relationship. This signifies a low level of consensus and support for the identified connection. A yellow cell represents situations
where there is either input from literature, but expert agreement is still below two-thirds, or there is no input from literature, but at least two-thirds of
experts agree. This suggests a moderate level of support, with either literature backing the relationship or expert consensus, but not both. Green cell
signifies a strong relationship, where literature supports the connection, and at least two-thirds of experts agree. This indicates a well-established and
widely accepted relationship between the trend and risk.
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