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Abstract—Neural Architecture Search (NAS) paves the way
for the automatic definition of neural networks architectures.
The research interest in this field is steadily growing with several
solutions available in the literature. This study introduces, for the
first time in the literature, a NAS solution, called Constrained
NAS (CNAS), able to take into account constraints on the
search of the designed neural architecture. Specifically, CNAS
is able to consider both functional constraints (i.e., the type of
operations that can be carried out in the neural network) and
technological constraints (i.e., constraints on the computational
and memory demand of the designed neural network). CNAS has
been successfully applied to Tiny Machine Learning and Privacy-
Preserving Deep Learning with Homomorphic Encryption being
two relevant and challenging application scenarios where func-
tional and technological constraints are relevant in the neural
network search.

Index Terms—Neural Architecture Search (NAS), Once-For-
All Network (OFA), Constrained optimization, Tiny Machine
Learning, Homomorphic Encryption.

I. INTRODUCTION

Neural Architecture Search (NAS) [1] is a novel and promis-
ing research field whose goal is to automate the definition of
neural network architectures for a specific task. Solutions in
this field are becoming very popular in recent years due to the
widespread diffusion of deep learning models [2]. Indeed, the
definition of deep neural network architectures is typically a
complex and time-consuming task [3] often requiring a high
expertise in the field [3]. Therefore, NAS solutions became
relevant assets for experts and practitioners.

From the technical point of view, NAS solutions typically
comprise optimization algorithms able to automatically select
and combine neural network layers, activation functions, and
connections (just to name a few), given a task to be addressed
and a corresponding dataset (used to train and validate the
neural networks).

The state of the art NAS solutions belong to a family of NAS
dubbed One-Shot NAS [4]–[8]. This class relies on the Once-
For-All (OFA) [9] supernets (also called one-shot models),
which encompass many configurations of networks. The main
advantage of using a supernet is the decoupling of search
and training, making it computationally feasible to perform
the search by training a supernet once and evaluating the
subnetworks through inference.

Typically, NAS solutions based on OFAs aim at optimizing
the classification accuracy of the designed neural networks [4],
[5]. Unfortunately, these solutions cannot take into account
other figures of merit such as the computational complexity
or the memory demand of the designed neural networks.

Recently, the research started focusing on bi-objective NAS
solutions (e.g., [6]–[8]) where the network search aims at
jointly optimizing accuracy and a figure of merit related to
the neural network efficiency (e.g., the number of layers, the
number of parameters, etc.).

Interestingly, a promising but mostly left unattended re-
search field concerns NAS with constraints [8] [10]. Adding
constraints to NAS paves the way for the automatic design
of neural networks that must be executed on technologically-
constrained devices (e.g., characterized by constraints on the
memory or computational demand) and/or that must comprise
only given sets of operations (i.e., only linear or polynomial
operations must be considered).

The goal of this study is to develop the Constrained Neural
Architecture Search (CNAS) that is a novel NAS solution able
to take into account constraints on the neural network search.
More specifically, CNAS is able to manage functional and
technological constraints. The former refers to constraints on
the type of processing layers and operations that are carried
out in the designed neural network; the latter consists in
constraints on the computational and memory demand of the
designed neural network. The proposed CNAS, which is based
on MSuNAS [6], comprises an Once-For-All Approximation
module to manage the functional constraints, and a Search
Strategy module which uses the NSGA-II [11] genetic algo-
rithm to manage the technological constraints, through an ad-
hoc objective function.

The proposed CNAS has been applied to two relevant
application scenarios: TinyML (Section IV-D) and Privacy-
Preserving Deep Learning with Homomorphic Encryption
(Section IV-E). The former refers to the design of deep
learning solutions able to be executed on tiny devices such
as Internet-of-Things or Edge computing units [12]. In this
scenario, severe technological constraints (on the memory
and computational demand) bound the search phase of the
designed neural networks. The latter refers to deep learning
solutions able to operate on encrypted data, hence guaranteeing
the privacy of users [13], thanks to Homomorphic Encryption
(HE). Unfortunately, one of the drawbacks of HE is that
privacy-preserving deep learning solutions must be redesigned
both to encompass only polynomial operations (e.g., nonlinear
operations such as ReLU and sigmoid cannot be used with
HE) and limit the depth of the neural processing pipeline, due
to high memory and computational demand of HE. Hence, in
this setting, both functional (i.e., only polynomial operations
are allowed) and technological constraints (on memory and



computational demand) are considered.
To sum up, the novel contributions introduced in this study

are the following:
• a novel NAS solution able to manage constraints on the

search procedure;
• the introduction of functional and technological con-

straints in NAS;
• a new Once-for-All (OFA) network for Privacy-

Preserving Deep Learning with Homomorphic Encryp-
tion.

The source code of CNAS, as well as the new OFA for
Privacy-Preserving Deep Learning with Homomorphic En-
cryption, are released to the scientific community as a public
repository.1

The remainder of this paper is organized as follows. Sec-
tion II introduces the existing solutions for NAS. Section III
presents the problem formulation of constrained NAS. Sec-
tion IV introduces the CNAS framework developed in this
study, while in Section V experiments on the applications of
CNAS to the two aforementioned case studies are presented.
Conclusions are finally drawn in Section VI.

II. RELATED LITERATURE

The research interest in the field of NAS is steadily growing
in recent years and several solutions are available in the liter-
ature. This section details and comments on these solutions,
highlighting advantages and disadvantages. We emphasize that
NAS is an important subfield of AutoML even if the former
focuses on the definition of the network architecture, while the
latter focuses on the optimization of both the hyperparameters
of a given network architecture and the training process. For
this reason, this analysis of the related literature focuses only
on NAS solutions and, in particular, on One-Shot NAS (i.e.,
relying on a OFA supernet), being the state of the art in this
field.

Block-wisely Self-supervised Neural Architecture Search
(BossNAS) [5] is one of the most important NAS solutions
in the literature. Its main novelty is the use of a diversi-
fied search space consisting of both Convolutional Neural
Networks (CNNs) [14] and Transformers [15]. This allows
BossNAS to produce neural networks combining CNNs and
Transformers able to outperform both pure Transformers and
pure CNNs. The BossNAS is a One-Shot NAS paired with
block factorization of the search space and a pre-trained
teacher model to provide block-wise supervision [16]. The
supervision is implemented through an ensemble bootstrap-
ping scheme [17] to ensure unsupervised evaluation. This
approach is fundamental in a hybrid scenario where the nature
of the teacher may bias the search process. The BossNet-T1+
model, produced by BossNAS, achieves 82.5% of accuracy on
ImageNet [18], surpassing Efficient-Net [19] by 2.4%.

Differently, AlphaNet [4] is a NAS introducing a more
general divergence figure of merit that extends the Kullback

1The link to the GitHub repository will be made available in the final
version of the paper.

Leibler (KL) one used in the standard student-teacher approach
(known as Knowledge Distillation [20]). This enlarges the
set of divergence measures by introducing, in the traditional
formulation of KL divergence, an hyperparameter that permits
to simultaneously penalize both over-estimation and under-
estimation of the teacher model uncertainty. The accuracy
obtained on ImageNet with AlphaNetA5 is 80.6% of accuracy
in its base version, and of 80.4% in the small version.

Neural Architecture Transfer (NAT) [7] is a multi-objective
NAS algorithm based on Evolutionary Algorithms. NAT is
designed to efficiently generate task-specific custom models
that are competitive under multiple conflicting objectives. The
main contribution of NAT is the introduction of an accuracy
predictor, which is an ensemble of Radial Basis Functions
(RBF) [21] models. This allows the search procedure not to
validate each candidate architecture on a validation set, saving
time and resources. The NAT-M4 model produced by NAT
shows a 80.5% accuracy on ImageNet. BossNAS, AlphaNet,
and NAT aim at only optimizing the accuracy of the obtained
models.

Differently, Evolutionary Multi Objective Surrogate-
Assisted NAS (MSuNAS) [6] is a NAS procedure able
to adopt a bi-objective optimization for the search of
CNNs. In particular, MSuNAS is able to jointly optimize
the accuracy of the model (i.e., the final accuracy of the
selected optimal architecture) and a secondary objective. The
possible secondary objectives are: number of parameters of
the network, number of Multiply and Accumulate (MAC)
operations, and latency. MSuNAS supports different CNN
OFAs, such as MobileNetV3 [22] and ProxylessNAS [23].
Its search procedure explores four important dimensions of
CNNs, including depth (number of layers), width (number of
channels), kernel sizes, and input resolution. The structure
of NAT and MSuNAS are quite similar, being both based
on Evolutionary Multi Objective Surrogate-Assisted NAS
methods. The main difference regards the accuracy predictor.
Indeed, the accuracy predictor in MSuNAS is obtained
through a selection mechanism which constructs four types
of surrogate models at every iteration and adaptively selects
the best model via cross-validation. These four different
surrogates are RBF, Multi Layer Perceptron (MLP) [24],
Classification And Regression Trees (CART) [25], and
Gaussian Processes (GP) [26]. The NSGANetV2-xl model
produced by MSuNAS search shows a 80.4% accuracy
on ImageNet, but with a slight reduction in terms of
computational demand with respect to NAT-M4.

Hard Constrained diffeRentiable Neural Architecture Search
(HardCore-NAS) [8] is able to limit the latency of the obtained
models, through a differentiable search space trained with the
block coordinate stochastic Frank-Wolfe (BC-SFW) [27] algo-
rithm. The HardcoreNAS E KD model selected by HardCore-
NAS shows a promising result in terms of MACs (i.e.,
330M MACs), the lowest value among the state of the art
architectures. At the same time, it achieves a 80.1% accuracy
on ImageNet.

Constrained Neural Architecture Search For Microcron-



tollers (µNAS) [10], although not belonging to the SOTA
architectures on top1 Imagenet accuracy, shows remarkable
results in terms of model size retention. Indeed, the model
selected by µNAS has 11.4K parameters and 384K MACs
proving that NAS can be compliant even with extremely
resource-scarce devices like microcontrollers units (MCUs).

We emphasize that, while HardCore-NAS and µNAS fo-
cuses only on model size and latency constraints, the CNAS
framework proposed in this paper introduces more general
figures of merits (see Section IV-B), as well as an entirely
different family of constraints (see Section IV-A).

III. PROBLEM FORMULATION

The problem of NAS with constraints consists in selecting
a network architecture providing a high accuracy on a given
task, while respecting constraints on its architecture or its
processing. These constraints may concern the maximum
values of some figures of merit (e.g., the maximum number of
MACs is limited) of the candidate network architectures, or
the type of operations composing the neural network (e.g.,
the division operation is not allowed). Formally, the NAS
with constraints can be defined as the following constrained
optimization problem:

minimize G (S(x̃), F1(x̃), . . . , FN (x̃))

s. t. Fi(x̃) < F i, i = 1, . . . , N (1)
x̃ ∈ Ωx̃

where G is a multi-objective optimization function, x̃ and
Ωx̃ represent a candidate neural network architecture and
the search space of the search, respectively, S(x̃) is the
classification accuracy of x̃, Fi(x̃) and F i with i = 1, . . . , N
account for the i-th figures of merit and the corresponding
constraint, respectively, and N is the number of constraints.
The optimization problem described in Eq. 1 will be tackled
by the proposed CNAS framework that is introduced in the
next Section.

IV. THE PROPOSED CONSTRAINED NAS

This study introduces the proposed CNAS, which is a NAS
solution able to take into account constraints in the search of
neural network architectures.

An overall description of the CNAS framework is given
in Fig. 1. In detail, CNAS receives as input a dataset DS,
comprising a training part (used to train the candidate net-
works) and a validation part (used to validate the candidate
networks), an OFA set Ωx from which the candidate neural
networks are obtained, and the two classes of constraints
which can be considered in the search procedure, namely
the functional constraints FC (detailed in Section IV-A) and
the technological constraints T C (detailed in Section IV-B).
Moreover, a vector of weights W = [wP , wA, wM ], used to
balance the different search objectives, can be specified: the
role of these weights is detailed in Section IV-C.

At the end of the search, CNAS returns the set of the k opti-
mal network architectures X◦ = {x◦

1, . . . , x
◦
k}. These network

architectures are guaranteed to respect both the functional and
technological constraints. The value of k can be specified by
the user of CNAS.

A. Functional constraints FC
The functional constraints FC allow the CNAS to exclude

from the neural network search the layers and activation
functions which include given operations. In other words, if
there is a functional constraint on a layer/activation function τ ,
CNAS guarantees that τ is never used in the obtained optimal
network architectures X◦ = {x◦

1, . . . , x
◦
k}. This is a crucial

ability, for example, in the field of Privacy-Preserving Deep
Learning with Homomorphic Encryption (PPDL-HE) where
only additions and multiplications are allowed in the process-
ing. This particular scenario is presented in Section IV-E.

B. Technological constraints T C
Considering technological constraints in the search process

is useful when the designed neural network has to be de-
ployed on a device with a limited amount of memory and
computational resources. In this study, the following three
technological constraints T C have been defined:

• FP (x̃) < FP , where FP (x̃) accounts for the total number
of weights present in x̃ and FP is the corresponding
technological constraint;

• FA(x̃) < FA, where FA(x̃) accounts for the size of
the activations (i.e., the number of floating point values
composing the feature maps) present in x̃ and FA is the
corresponding technological constraint;

• FM (x̃) < FM , where FM (x̃) accounts for the total
number of MAC operations2 in x̃ and FM is the cor-
responding technological constraint.

We emphasize that FP (x̃) and FM (x̃) are available in
MSuNAS only as secondary objectives for the search and not
as constraints to be considered during the search. In addition,
FA(x̃) has been introduced in CNAS and represents a novel
outcome of this study. Remarkably, FP (x̃) and FA(x̃) account
for the total memory demand of x̃, while FM (x̃) accounts for
its computational demand.

C. The CNAS framework

In CNAS, the constrained optimization problem described
in Eq.1 has been reformulated in its non-constrained version
as follows:

minimize G (Sf (x̃),ΦCNAS(x̃))

s. t. x̃ ∈ Ωx̃ (2)

where Sf is the predictor of the classification accuracy of x̃
introduced in MSuNAS and ΦCNAS(x̃) is defined as follows:

ΦCNAS(x̃) =wP ·
(
FP (x̃) + α ·max

(
0,
(
FP (x̃)− FP

)))
+

wA ·
(
FA(x̃) + α ·max

(
0,
(
FA(x̃)− FA

)))
+

wM ·
(
FM (x̃) + α ·max

(
0,
(
FM (x̃)− FM

)))
2We can approximately state that 1MAC ≃ 2FLOPS.
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Fig. 1. The proposed CNAS framework, composed of an OFA Approximator and a Search Strategy module.

where α is a penalty factor, which is a constant posi-
tive term. Its role is to assign a high value to ΦCNAS(x̃)
when a technological constraint is violated in x̃. The weights
{wP , wA, wM} are used to optimize the different figures of
merit. By default, {wP , wA, wM} = {1.0, 1.0, 1.0} which
means that all the figures of merit are equally important.3

The functional constraints FC are managed in CNAS by
means of the OFA Approximator module, which enforces them
on the OFA set Ωx received in input. In particular, the OFA
Approximator implements a “search-and-replace” mechanism
on the code definition of each OFA in Ωx. Formally, let Ωx =
{Θ1, . . . ,ΘN} be the set of OFAs which constitute the search
space of the NAS, and let τ be a layer or activation function
that is forbidden in Ωx, representing a functional constraint
(i.e., τ can not be used in the network candidates). The OFA
approximation modifies Ωx into Ωx̃ = {Θ̃1, . . . , Θ̃N}, where:

Θ̃k =

{
Θk if Θk does not use τ

Θτ,τ̃
k otherwise

(3)

for k in {1, . . . , N} where Θτ,τ̃
k refers to Θk where the layer

τ is replaced with the layer τ̃ (i.e., Θτ,τ̃
k does not use τ ). The

rules used to replace τ with τ̃ are specified by the user. The
module returns the Approximated OFA set Ωx̃, which is the
search space of CNAS.

The core of CNAS is the Search Strategy module. It
uses the genetic algorithm NSGA-II [11] to solve the bi-
objective problem introduced in Eq. 2, by jointly optimizing
the objectives Sf (x̃) and ΦCNAS(x̃) on the dataset DS,
evaluating network architectures candidates from Ωx̃. The
search process is iterative: at each iteration the surrogate
accuracy predictor Sf is chosen with a mechanism called
“adaptive-switching”, the same method adopted by MSUNAS
[6], which selects the best surrogate model according to a
correlation metrics (Kendall’ s Tau [28]). Then, the candidates
are ranked according to their predicted accuracy, and a new set
of candidates—to be evaluated in the next round—is obtained
by NSGA-II.

D. The TinyML scenario

One of the most representative application scenarios to
show the usefulness of CNAS is the one of TinyML. This

3The figures of merit are normalized to take into account their different
orders of magnitude.

is because TinyML typically requires the deployment of
deep learning models on severely-constrained hardware, which
ranges from IoT-devices (e.g., Arduino [29]) to mini-PCs
(e.g., Raspberry [30]). The objective function presented in
Eq. 2 is well suited to be used in this case. As anticipated
in Section IV-A, FP (x̃), FA(x̃), and FM (x̃) are related to
the technological aspects of the considered device. In fact,
it is possible to estimate the values of FP and FA from the
available memory on the considered device. On the other hand,
FM can be estimated given the CPU clock of the considered
device. In Section V, the experimental campaign will explore
technological constraints introduced due to the need to design
neural networks to be used on a Raspberry device. The details
about the corresponding T Cs are given in Section V-B.

E. Privacy-Preserving DL with HE

PPDL-HE is an interesting example of application of CNAS
with functional constraints. In fact, HE schemes represent
a particular type of encryption schemes which support the
computation of a restricted set of operations directly on
encrypted data [31]. This is possible because the algebraic
structure of the plain data is maintained also when the data
are encrypted. However, many HE schemes support only
additions and multiplications. For these reasons, PPDL-HE is
particularly relevant in CNAS from two different perspectives.

First, using NAS to design network architectures compatible
with HE requires the introduction of functional constraints. In
particular, all the layers and blocks containing non-polynomial
operations (e.g., ReLU and maximum pooling) should not be
considered. In this scenario, for instance, a single OFA, based
on ResNet [32], is considered. Formally, Ωx = {ΘResNet}
and τ = ReLU .

Given that ΘResNet contains τ , it should be approximated.
A polynomial approximation of ReLU [33] is used. Formally:

τ̃(x) = 0.01x2 + 0.5x.

As a result, Θ̃ResNet = Θτ,τ̃
ResNet, which is the ΘResNet ar-

chitecture with ReLU activations replaced with the polynomial
presented above. The approximated OFA set Ωx̃ = {Θ̃ResNet}
does not contain τ (i.e., it is HE-compliant).

Second, HE introduces an important overhead in terms of
memory and time for the computation of operations. Sim-
ilarly to the TinyML scenario presented in Section IV-D,
technological constraints can be used to tackle this problem.



Usually, PPDL-HE models are run on the Cloud where, even
if a high amount of resources is available, the costs may be
important. This justifies the use of technological constraints
also in this scenario. Further details about the T Cs are given
in Section V-C.

It is stressed that the CNAS is used on plain, unencrypted
data: the details on the deployment of the obtained network
architectures on encrypted data are outside of the scope of this
work (the reader can refer to [13] for details).

V. EXPERIMENTAL RESULTS

This section details the results of the experimental cam-
paign. Here, the goal is to show that CNAS is able to design
network architectures that are effective (i.e., providing a high
accuracy for the considered task) and that are able to satisfy
functional and technological constraints. In all the experi-
ments, the weights wP , wM , and wA are set to [1.0, 1.0, 1.0],
while the penalty factor is set to infinite.

A. Dataset

The dataset considered in this analysis is the CIFAR-10 [34],
which comprises 32x32 color images representing 10 classes
of objects. The training set comprises 60000 images, while the
testing set comprises 10000 images.

B. The TinyML scenario

In the TinyML scenario, the goal is to identify the best
network architecture which can be deployed on a device with
severe technological constraints. As reference, the Raspberry
Pi 3 Model B+ [35], which is endowed with 1GB RAM
memory and a 1.4GHz CPU, is used. The technological
constraints T C on the number of parameters, the number of
MACs and the size of activations correspond to the 1% of
the computational resources available on the Raspberry Pi 3
Model B+, and they are consequently defined as follows:

• FP = 2.2M ;
• FM = 7M ;
• FA = 0.3M .
The OFA considered in this experimental scenario is based

on the MobileNetV3 [22], while the following deep learning
models are used for comparison: MSuNAS [6], µNAS [10],
MUXNET [36], HCGNet-A1 [37], CCT-2/3x2 [38] and CCT-
7/3x1 [38]. MSuNAS is the NAS solution described in Sec-
tion II, whereas the remaining models4 are detailed in the
Image Classification ranking on CIFAR-10 presented in [39].

Experimental results are presented in Table I. Some com-
ments can be made. First, as expected, CNAS is able to design
a neural network satisfying the technological constraints T C.
Differently, MSuNAS identifies a neural network characterized
by a higher classification accuracy, but with values of FP (x̃),
FM (x̃) and FA(x̃) far beyond T C. Similarly, the manually-
designed models (i.e., HCGNET-A1, CCT-2/3x2, and CCT-
7/3x1), being designed to optimize only the accuracy, do not
satisfy the constraints T C. Interestingly, CCT-2/3x2, which

4We considered models with comparable values of number of parameters
and number of MACs.

satisfies the constraint on FP (x̃) but not the ones on FM (x̃)
and FA(x̃), provides an accuracy that is lower than CNAS.
Lastly, µNAS outperforms CNAS in terms of model size
retention but achieves lower top1 accuracy.

TABLE I
RESULTS FOR TINYML SCENARIO. THE COLUMN NAS SPECIFIES IF THE

NETWORK IS DESIGNED BY A NAS PROCEDURE (YES) OR NOT (NO).

Model NAS Params (P) MACs (M) Act. Sizes (A) Accuracy

T C 2.2M 7M 0.3M

CNAS (our) yes 2.14M 6.85M 0.23M 89.9%

MSUNAS yes 2.53M 194.16M 8.2M 97.75%

µNAS yes 11.4K 384K - 86.49%

MuxNet yes 2.1M 200M - 98.0%

HCGNet-A1 no 1.1M 100M - 96.9%

CCT-2/3x2 no 0.28M 30M - 89.2%

CCT-7/3x1 no 3.76M 950M - 98.0%

C. The Privacy-Preserving Deep Learning scenario

In this scenario, the goal is to identify a neural network
architecture which provides a high accuracy for the classifica-
tion of encrypted CIFAR-10 images. The functional constraint
FC forces the neural network to comprise only polynomial
operations. In addition, the following technological constraints
T C, selected in order to obtain a model with less parameters
than the one used in the TinyML case, have been introduced:

• FP = 0.5M ;
• FM = 150M ;
• FA = 5M .
As a comparison, we considered the privacy-preserving

version [13] of the well known LeNet-5 neural network and
a simple neural network with a single Linear Layer (called
SingleLayerNN). Experimental results are shown in Table II.
The main comment is that CNAS is able to provide a net-
work architecture that respects the functional constraint FC,
meanwhile guaranteeing an accuracy far higher than the one
of LeNet-5 and SingleLayerNN. It is also worth noting that
the neural network architecture also satisfies the technological
constraints T C. A more thorough analysis of this scenario can
be found in [13].

VI. CONCLUSIONS

This work proposed Constrained Neural Architecture Search
(CNAS), an extension of NAS that allows one to specify

TABLE II
RESULTS FOR PPDL-HE SCENARIO. THE COLUMN NAS SPECIFIES IF THE

NETWORK IS DESIGNED BY A NAS PROCEDURE (YES) OR NOT (NO).

Model NAS Params MACs Act. Sizes Accuracy

T C 0.5M 150M 5M

CNAS (our) yes 0.49M 137.51M 1.19M 74.7%

LeNet-5 no 0.14M 1.5M 0.018M 68.0%

SingleLayerNN no 0.05M 0.05M 0.005M 41.0%



constraints on the candidate neural network architectures. The
constraints can either be on the computational and memory
demand of the networks, or on the presence of particular
operations or layers. The software implementation, built on
top of a state of the art NAS, is released to the scientific
community as a public repository. Lastly, experiments are
provided on two real use-cases to prove the efficiency and
effectiveness of the solution. Future works will encompass
the introduction of new OFAs able to extend the range of
application of CNAS, new types of constraints, different multi-
objective optimization algorithms, more application scenarios,
and the combination of CNAS with other AutoML techniques.
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