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Abstract. Niederreiter-style post quantum cryptosystems based on QC-
MDPC codes, such as BIKE, have shown promising efficiency figures and
enjoy a straightforward reduction to conjectured-hard problems in cod-
ing theory. The longstanding issue in their design is having a closed form
Decoding Failure Rate (DFR) analysis of the iterative decoder employed
by their decryption primitive, as decoding failures leak information on
the private key. State of the art models either provide loose bounds, or
do not consider the decoding algorithm employed in practice, using the
behavior of a simpler one as a proxy. In this work, we provide a closed-
form estimate of the DFR for the practically employed three-iterations
parallel decoder, applied to QC-MDPC codes. This result constitutes the
first closed form DFR model targeting both the same code family and the
same decoder employed in the cryptosystem. Leveraging our estimation
technique, we design the parameters for a QC-MDPC based Niederre-
iter encryption scheme, obtaining a 2x improvement in public key and
ciphertext size w.r.t. the previous best cryptosystem design with DFR
closed-form bounds, LEDAcrypt-KEM. Furthermore, we show that our
new parameters yield up to 30% smaller public key size and 2.2X to
4.4x smaller ciphertexts w.r.t. HQC, the code based key encapsulation
method selected by the US NIST for standardization, and achieve up to
3x speedup with respect to BIKE in ephemeral and long-term key usage.
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1 Introduction

The design of post-quantum cryptosystems has seen a significant amount of
interest in recent years, also in the wake of the public international contest orga-
nized by the US National Institute of Standards and Technology (NIST). Among
the most promising computationally hard problems, the one of decoding the syn-
drome of a fixed weight error vector in a random code [I7] was employed to obtain



asymmetric encryption schemes, according to a template proposed by Niederre-
iter [29]. The Niederreiter scheme is based directly on both the hardness of the
random code Syndrome Decoding Problem (SDP), and the indistinguishability
of an obfuscated generator or parity-check matrix of an efficiently decodable
code from the one of a random code. Currently, two efficiently decodable code
families survived cryptanalytic attacks, giving rise to NIST contest participants:
the binary Goppa codes selected by Classic McEliece [2], and the sparse Quasi
Cyclic (QC) parity-check matrix codes selected by LEDAcrypt-KEM [I4] and
BIKE [g8], which employ the Low/Medium Density Parity Check codes (QC-
LDPC/QC-MDPC), providing compact public key sizes.

The crucial shortcoming in employing QC-MDPCs is the fact that the decod-
ing strategies employed with them are a family of fixed-point algorithms, known
as iterative bit-flipping decoders, that exhibit a non-null DFR. Having a sound
estimate of the DFR is a necessary condition for security, as it is known that ob-
serving even a single decoding failure allows an attacker to obtain the private key
of the Niederreiter PKE [39]. As a consequence, the cryptosystem parameters,
decoding algorithm and its parameters (thresholds) choices, should ensure that
the DFR is < 27*, where ) is the security parameter (e.g., A = 128), making the
occurrence of a single failure as hard as a combinatorial attack against the cryp-
tosystem. This requirement, crucial in scenarios where IND-CCA2 guarantees
are desired [24], does not allow Monte Carlo simulations to estimate the DFR.

Current Decoding Failure Rate Models. To tackle the DFR estimation
issue, LEDAcrypt-KEM [14] employs a closed-form loose upper bound on the
DFR of a two-iteration parallel bit flipping decoder [12], and exhibits public key
and ciphertext sizes roughly 2x larger than the alternative design by BIKE [§].
A recent work [4] improved the two-iterations DFR bound, albeit being still
limited to the use of a two-iteration decoder. Moreover, such analysis does not
take into account the quasi-cyclic structure of the parity check matrix, which
can negatively affect the decoding performance [38].

A different approach was employed by the BIKE design team [8], who chose
to simulate the behavior of their chosen decoder in a high (=~ 273°) DFR regime,
and extrapolate the behavior around the alleged parameter set to achieve 27*.
Unfortunately, the trend of the DFR when increasing the code length, and keep-
ing all other parameters still, is known to have an exponential (in the code
length) decrease region known as waterfall, followed by a region where the de-
crease becomes polynomial known as (error) floor. Extrapolating results from
the waterfall regime may provide optimistic estimates if the extrapolated point
lies in the floor region. BIKE parameters were shown to provide a non satisfac-
tory DFR that was at least 2!1-3% larger than required [39].

A significant research effort was made to estimate the beginning and shape
of the floor region for BIKE. Vasseur [38] observed that a specific set of error
vectors (near codewords) account for most of the failures in the floor regime of
specific decoders. The state of the art result (CRYPTO 2025 [9]) estimates the
DFR of an infinite-iterations sequential bit flipping decoder as a proxy for the
seven-iterations parallel bit flipping one employed in BIKE. The proxy decoder



is conjectured to have higher (worse) DFR than the one in BIKE, based on
simulations in the 2720-273% DFR regime [38]. The proxy decoder performance
estimates are thus employed as an upper bound to the DFR performance of the
actual BIKE decoder to design cryptosystem parameters. This was not deemed
sufficiently convincing to select BIKE for standardization [I], and in [35] it was
stated that the result needs more vetting by the community, remarking that “no
closed-form DFR analysis for more than 2 rounds of decoding [exists]”.

1.1 Contributions

In this work, we provide a DFR model for the practically employed three-
iteration parallel decoder applied to QC-MDPC codes, followed by a secure and
efficient re-design of Niederreiter-style cryptosystems.

Error Structures in QC-MDPC Codes. We show that the error vectors
dominating the floor region of a bit flipping decoder depend on the decoder
nature and parameters, making the use of DFR estimates on proxy decoders
potentially dangerous. To substantiate this claim, we generalize the concept of
near codewords from [38], defining a new set of error vectors, which we call
half codewords. We show that these error vectors, which are correctable by a
sequential decoder (such as the proxy one in [9], expected to perform worse than
a parallel decoder) can affect the DFR of parallel bit flipping decoders more
significantly than near codewords under common decoding parameters.

Decoding Failure Rate Model. We derive the first closed form DFR model
targeting both the exact codes (QC-MDPC) and decoder (parallel three-iterations
decoder) practically employed to build cryptosystems. To do so, we first anal-
yse the decoding failures induced by generic hard-to-decode errors extending the
analysis from [4]. Then, we quantify the effect of near codewords and half code-
words on the three-iteration decoder, successfully modeling both the waterfall
and error floor regimes of QC-MDPC codes. The utility of the resulting model is
twofold: it provides strong security guarantees for the usage of long-term keys,
while employing the efficient three-iterations decoder, and it constitutes a ver-
satile tool for the selection of optimal ephemeral keys parameters that minimize
the public key and ciphertext size, while maintaining a DFR sufficiently low
from an engineering perspective (e.g., 274). The third decoding iteration allows
for a reduction in public key and ciphertext size w.r.t. LEDAcrypt-KEM, while
requiring less than half the iterations employed by the BIKE-flip decoder.

Efficient QC-MDPC Cryptosystems Design. We leverage our model to re-
design the parameters of Niederreiter-style post-quantum cryptosystems, with
strong DFR bounding guarantees. To do so, we perform an exhaustive search
for code parameters that provide security against passive and active attackers.
Our design obtains ciphertexts smaller than BIKE and LEDAcrypt-KEM, and
achieve a 3x speedup with respect to BIKE for parameters with the same public
key and ciphertext size. Our parameter design also allows to obtain up to 30%
smaller public key size and 2.2x to 4.4x smaller ciphertexts w.r.t. HQC [26],
the code based KEM selected by the NIST for standardization.



2 Background

In this section, we summarize the relevant notions and definitions from cod-
ing theory, constructions of code-based post-quantum cryptosystems, and the
structure of a parallel iterative bit flipping decoder.

Notation. In the following, v € Fy, n > 1, is a column vector, while its trans-
posed vT is row vector. Supp(v) denotes the set of positions in {0,...,n — 1} of
the non null coordinates of v. wt(v) denotes the Hamming weight of v, i.e., the
count of its non null components, while 0 is the null vector. A matrix M € F5"2
has n; rows and ny columns, while M. ; and My,. denote the j-th column and
the ¢-th row of M, with 0 < j < ny—1, 0 < ¢ < n;—1, respectively. Given
a binary polynomial a(z) € Fa[z]/(2P — 1), we denote by A = circ(a(x)) the
associated p x p circulant matrix. A is thus a square matrix with the first row
defined by the coeflicients of a(x), ordered from least to most significant. Each
subsequent row is a one-element circular right shift of the previous one. We
denote as BIN(tr,pr,ns) the probability mass function of obtaining ns suc-
cesses out of tr independent trials each one having success probability pr, and
as X ~ BIN(tr,pr) a r.v. X following such distribution. We denote Fisher’s
noncentral hypergeometric distribution as FNCHYPG(qx; Gtot, Nu, Niots Das Prot)s
modeling the probability distribution of successful draws g, within a subset of
size N, given a fixed total number of successes g;,; and a total population size
Niot, where the success probability for each sample is p, for element in the subset
and py.¢ for elements outside the subset.

2.1 Preliminaries on Coding Theory

A binary linear code is a subspace of F} obtained as the image of a bijective
linear map C[n, k] : F§ — F%, n,k € Nt with k < n, between any binary
k-tuple, known as information word, and a binary n-tuple, known as codeword.
The values n and k are known as the length and the dimension of the code,
respectively, and their ratio % defines the code rate. Encoding in C [n, k] means
mapping an information word u € F§ into a codeword ¢ € C [n, k] C F3. Given
a codeword ¢ corrupted by an unknown error vector e € F3, i.e.: ¢ = ¢c D e,
with wt(e) < ¢, recovering the original information word u and the error vector
e requires the application of a error correcting decoding procedure.

In this work, we consider only the Hamming metric, which defines the dis-
tance between any u,v € [y as the number of their components with distinct
when paired by position, i.e., dist(u,v) = wt(u®v), where @ is the bitwise xor
between the vectors. The codewords of any C[n, k] can be obtained via a kxn gen-
erator matriz G built from k linearly independent vectors in F} spanning C[n, k],
ie, G =(g0,81,. .8k 1) €F" and VueFs, ¢"=u'G, ceCCFy A
code Cn, k] admits multiple generator matrices up to a pre-multiplication of G
by a non-singular k x k matrix over Fy (i.e., a change of basis).

The set of all vectors in F4 that are orthogonal to the codewords in Cln, k]
is known as dual code, C[n, k]* and can be built via a generator matrix H com-
posed by m — k linearly independent vectors in %, which is also known as a



parity-check matriz of C[n, k]. The quantity r=n—k is known as redundancy of
the code. For any x € Fy, s = Hx € F5, is known as the syndrome of x through
H. Being H a basis of C[n,k]", every ¢ € C[n, k] is s.t. Hc = 0,,,, i.e., any
codeword in C [n, k] has a null syndrome through H.

A binary linear code C[n, k] is (v, w)-regular if it admits a parity-check ma-
trix, where v and w are the Hamming weights of each column and each row,
respectively and "T_k = . It is customary to distinguish between regular Low
Density Parity-check (LDPC) codes when the code admits at least one sparse
parity-check matrix with v € O (log(n)) [3122], and regular Medium Density
Parity-check (MDPC) codes when the code admits at least one sparse parity-
check matrix with v € O (y/n) [36].

A quasi-cyclic code with rate ”031 (i.e., with ro=no—ko=1) where the px png
parity-check matrix has a fixed column weight v is (v,ung)-regular. QC-LDPC
codes admit a parity-check matrix with column weight v € O (log(n)), while
QC-MDPC codes admit parity-check matrices with column weight v € O (y/n).

2.2 Bit Flipping Decoders

An efficient and effective decoder for LDPC/MDPC codes, given the defining
sparse parity-check matrix, is the parallel bit flipping decoding procedure intro-
duced in [22], which provides a good engineering trade-off between speed and
error correcting capabilities (i.e., low DFR). Given the sparse parity-check ma-
trix H of the LDPC/MDPC code C[n, k] and the syndrome s corresponding to
a corrupted codeword ¢ = ¢ @ e with wt(e) = ¢, the bit-flipping decoder (re-
ported in Alg. |1)) iteratively estimates the most likely value € of the unknown
error vector e starting from an initial null estimate € = 01y, and iteratively
refining it. In the following, we will refer to values at the end of any iteration
of the loop at lines 3-11 adding a superscript integer with the value of the vari-
able itere{0,1,..., iterMax} between round brackets, e.g., s will denote the
value of the syndrome vector at the end of the first iteration, while s(®) denotes
the initial syndrome value. We denote as d=e @ & the vector of discrepancies
between the error vector estimate € and the unknown error vector e, referring
to the bit positions in d as d-positions. The decoder maintains the invariant
that, after the i-th iteration, Hd® = s(9) with d(© = &) @ e. We call each one
;l), with 0<j<r—1 parity check equation, or parity
check in short, and say that the equation is satisfied if the known term ng) is
zero, or unsatisfied if it is one. The decoder updates its estimate €, trying to
detect the d-positions where the discrepancy vector has a non-null entry, with
the aim of changing the estimate € so that the discrepancy vector becomes null
and therefore € equals the actual error vector e. This is done by counting the
number of unsatisfied parity-checks (upc;) in which a given d-position, the j-th,
0 < j < n—1is involved: this is efficiently done checking how many non-null
elements in a column H. ; (which imply that the j-th d-position is involved in
the corresponding parity checks) have a known term of their parity check in
s set to one (line 5). Once all upc, for all 0 < j < n — 1 are computed, the

of the equations H; .d®¥) = s



Algorithm 1: BiT FLIPPING DECODER

Input: s, F7' syndrome; H, F" parity-check matrix;
iterMax, max number of permitted iterations.
Output: € = [&o, ..., 8n—1]: estimated error vector;
decodeOk: Boolean indicating success
e+ 0;iter+ 1
while (s # 0 and iter < iterMax) do
for j from 0 to n — 1 do
upc; < (s, H. ;) // inner product: > s;H;;
th <~ THRESHOLDCHOICE(iter, s)
for j from 0 ton — 1 do
if (upc; > th) then
éj (—é]’@l; S(—S@H;’j
iter <— iter +1
if (s = 0) then decodeOk < true
else decodeOk < false
return e, decodeOk

© 00 N O Utk W N

o
N = O

decoder changes the error estimate values in the positions where the correspond-
ing upcs are above a threshold th(® (lines 8-9), determined as a function of the
iteration index iter and the current value of the syndrome s(***=1) (line 6).
This change in turn influences the discrepancy vector d, ideally reducing the
number of set terms. The decoder also updates the syndrome value to match
the required invariant (line 10) stopping if either a null syndrome is obtained
(marking a decoding success, as Hd) = 0 « d® = 0) or if a fixed maximum
number of iterations iterMax is reached. Bit flipping decoders are said to be
parallel if they perform all the flipping decisions simultaneously (as in Alg. ,
and sequential if they perform one flipping decision at a time, updating all the
upc values after each flip. In post-quantum cryptosystems, parallel decoders are
preferred for efficiency reasons. If the error estimate € does not match the error
vector e after iterMax iterations (meaning that d(i**™2x) - 0) then the decod-
ing algorithm terminates with an incorrect solution. This implies that flipping
decoders have a non-zero Decoding Failure Rate (DFR).

2.3 QC-MDPC based Post-quantum Cryptosystems

A popular construction for code-based post-quantum Public Key Encryption
(PKE) schemes was proposed by Harald Niederreiter [29]. It relies on the hard-
ness of decoding a random-like linear block code, and on the impossibility of
efficiently decoding a structured code when provided only with the systematic
form of its scrambled parity-check matrix. Employing either a QC-MDPC or
QC-LDPC code C[ngp, kop|, having no—ko=1, to reduce the keypair size of a
Niederreiter-style PKE was proposed in [I5)27], and lead to the design of the
Key Encapsulation Methods (KEMs) known as “Bit Flipping Key Encapsulation”



SETUP(lA): param = (ng, p, v, t), with v odd, ord,(2)=p—1, p>2 prime

KEYGENERATION(param): sample ho(z),- - ,hyy—1(z) € Fo[z]/(xP — 1),
with wt(h;(z)) = v and H; = circ(h;(z))€F5®
compute M < [Mo, M1, -, My,_2,1 = H;O{I H,

return sk < { H},pk «+ { M }.

ENCRYPTION(pk, €): choose plaintext message e & Fb "0, ut(e) = ¢,
return s < Me". (ciphertext)

DECRYPTION(sk, ¢): 8" <= Hyg_1s
compute e, res « BrrFLipPINGDEcoDER (H,s'),
if (res = false) e + L, (null value)
return e.

Fig. 1: Niederreiter based QC-MDPC PKE scheme matching BIKE-PKE when
no =2 [§] , and the PKE in LEDAcrypt-KEM [I4] when ng € {2,3,4}.

(BIKE) [8], and “Low-dEnsity parity-check coDe-bAsed cryptographic systems’-
KEM (LEDAcrypt-KEM) [14]. LEDAcrypt-KEM takes as a design parameter
also the rate "21—;1 IS {%, %, %} of the underlying QC code, while BIKE assumes
a fixed number of codeword blocks ny = 2, and consequently a fixed % code rate.

The first proposal of the LEDAcrypt-KEM relied on QC-LDPC codes and
a dedicated sampling procedure [I0], later found to be affected by weak key se-
lections [7]. In the following, we consider the LEDAcrypt-KEM instantiation of
Niederreiter’s cryptoscheme, while retaining QC-MDPCs as codes [14].

The three algorithms (key generation, encryption and decryption) of the
Niederreiter PKE construction for both LEDAcrypt-KEM and BIKE are re-
ported in Fig. [[] The KEYGENERATION procedure samples the private key in
the form of the p x ngp parity-check matrix H = [Hy, - - - , H,,_1] picking uni-
formly at random ng p X p circulant blocks, and odd column weight v. The public
key M = [My, ..., M, _2,1] is obtained by computing the left systematic form
of H, which involves multiplying each of its blocks by the inverse of H, _;.
Since v is odd, when p is prime, the condition ord,(2) = p — 1 guarantees that
any p x p circulant block with row weight v is invertible [I4]. The plaintext
message taken as input by the ENCRYPTION primitive of a KEM (as in BIKE
and LEDAcrypt-KEM) is defined as an error vector e € Fy that is randomly
and uniformly sampled among the vectors having Hamming weight equal to ¢.
The ciphertext is computed as the syndrome of e through M. The DECRYP-
TION procedure multiplies the received syndrome by H,,,_1, turning it into the
syndrome of the same error e through the private parity-check matrix H, and
employs a parallel bit flipping decoder to retrieve e by decoding the syndrome
of the QC-MDPC code defined by H.

We recall the computationally hard problems that a passive attacker must
solve and on which the choice of cryptosystem parameters should be based.

Definition 1 (Key Recovery Attack). Given a public key, i.e., a binary
QC-MDPC parity-check matriz MEFY ™ in systematic form, compute the cor-
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responding private key H € , having column and row weight of its ng

circulant blocks equal to v.

Definition 2 (Message Recovery Attack). Given a binary QC-MDPC parity-
check matriz M € FYP"™ in systematic form, and the syndrome s = He € F} of
a weight t unknown error vector e € F5™° through H € FYP" | compute e.

KRA and MRA have been proven NP-hard problems (as their decision version is
NP-complete) for random codes [17I37], and are conjectured-hard for QC codes.
Currently, the best approach to tackle message and key recovery instances is
Information Set Decoding (ISD). ISD algorithms have seen a significant amount
of improvements since their inception [34/40], while retaining a fully exponential
computation time (in the code parameters). A detailed description of the various
ISD attacks is provided in the extended version of this work [6].

Besides the passive attacker scenario, a crucial observation for the security
of the cryptosystem is that an active attacker is able to derive information on
the private QC-MDPC matrix if the iterative bit flipping procedure fails to
decode a given syndrome [23J39]. The security against active attackers of the
PKE scheme in Fig. [T, and the INDistinguishability under adaptive Chosen
Ciphertext Attack (IND-CCA2) property of the resulting KEM, equally depend
on both the computational hardness of passive message and key recovery attacks,
and a reliable Decoding Failure Rate (DFR) estimation technique [24].

2.4 Near codewords

Near codewords [9I38] are error vectors with low Hamming weight that, due
to the set positions being related to the structure of quasi-cyclic parity check
matrices, prove to be hard to decode by iterative decoders employing such codes.
They are defined as follows:

Definition 3 (Near codeword). Let e = [eq) | eq1) | ... | €uo—1)], where
each ey is a vector of size p. The vector e is a near codeword if it is null save
for a single ey for which the following holds: e(;,y = (H:,pio_,_l)T ,0<I<p—1.

If e is a near codeword, then wt(e) = v and wt(s) = wt(He") = v: this stems
from the fact that the result of He is obtained multiplying one circulant block
of H, which is associated to a polynomial in Fa[z]/(2P — 1) by the non null, p
elements long portion of e, e;,). The same operation can be reinterpreted as a
polynomial multiplication in Fy[z]/(zP — 1) of the polynomial e(z), having the
elements e(;) as coefficients, by the polynomial associated to the block of H,
h(z). Observe now that, by definition of near codeword, h(x) can be rewritten
as e(z)z! mod xP — 1, therefore the multiplication result is h(x)e(z) = (e(z))?z!.
Recalling that, in Fo[x]/(zP — 1) taking the square of a polynomial amounts to
permuting its coefficients [I4] we have that the number of non null monomials
in (e(r))?2! and thus the Hamming weight of s is the same as H. ,;, 41, i-e., .
Iterative decoders are fixed point procedures that try to minimize the Ham-
ming weight of the syndrome s, and the aforementioned situation where the



syndrome weight matches the one of a single column of H, but the number of
columns added together to form the syndrome is v (with an expected weight in
the range of v?) constitutes an unrecoverable pattern. While near codewords are
a particularly critical case, errors e having set terms which share in a significant
amount of the positions of set bits with a near codeword still prove tougher to
decode than the average ones, by causing the discrepancy vector d(*) to converge
to such near codeword [9].

3 Closed Form DFR Estimation for QC-MDPC Codes

In this section, we report a complete closed-form model for the DFR of QC-
MDPC codes, decoded with the parallel bit flipping decoder (Alg. having
iterMax = 3. To do so, we separately consider the contribution to the overall
DFR provided by different error patterns. After listing the set of assumptions
on which our DFR model relies, we analyse generic hard-to-decode errors (The-
orem , that trigger a decoding failure not because of the QC structure of the
parity check matrix, but because the induced flips cause discrepancies to re-
main after three decoding iterations. Then, we model the failures induced by
near codewords (Theorem , taking into account the quasi-cyclic structure of
the codes employed in BIKE and LEDAcrypt. Moreover, we define a novel class
of errors, half codewords, studying its impact on the DFR in the floor regime
(Theorem . With such analysis, we are able to provide a conservative estimate
of the DFR of QC-MDPC codes (Theorem [4)).

3.1 Assumptions

In the derivation of our closed-form DFR estimation model, we rely on two
assumptions, related to the outcome of the parity-check equations and of the
flipping decisions.

Assumption 1 The probability that a parity check, involving a specific bit-
position, is unsatisfied at iteration iter is independent from the outcome at
iteration iter of the other v — 1 parity checks involving the same bit-position.

Assumption 2 The probability that a specific bit-position is flipped at iteration
iter is independent from the outcome of the simultaneous flipping decisions
taken on other bit-positions at iteration iter.

Assumption [I] is the same employed in many DFR estimation model of itera-
tive decoders, including [419], with [5] (the extended version of [4]) providing
evidence that such assumption yields a conservative failure rate estimation. As-
sumption [2] is a less stringent version of Assumption 2 in [9], and is also used
implicitly in [4]. While Assumption [1| always predicts experimental data accu-
rately, we found that Assumption [2] does not approximate the behaviour of the
parallel bit-flipping decoder accurately in the parameter regions where the av-
erage DFR is dominated by weak keys. Weak keys are QC sparse codes with



significantly higher DFR than the average DFR of (w,v)-regular sparse codes
with the same parameters, characterized by large intersections between columns
of the parity check matrix [38/20/39]. In the parameter regimes where weak keys
are statistically relevant, the distribution of the number of errors after the first
iteration appears to have heavier tails than the one of a (v, w)-regular codes
with the same parameters, in turn causing the probability of a high number of
errors to be larger (and increasing the average DFR). In particular, the discrep-
ancies distribution exhibits a high variance, caused by the covariance between
flips (which is assumed to be 0 under Assumption [2|) being positive, due to the
correlated columns. To detect whether weak keys play a significant role on av-
erage DFR of QC-MDPC codes with our selected parameters, we thus suggest
to analyze the distribution of the number of discrepancies after one decoding
iteration (i.e. the distribution of wt(d())). We provide the results of our tests,
along with a more detailed discussion on weak keys, in the extended version of
this work [6].

The long-term security of the QC-MDPC based cryptosystem employing our
chosen parameter sets, for which our model provides a DFR estimate below the
required level 27, relies on the following additional assumption.

Assumption 3 The decoding failures of cryptographic-grade QC-MDPC' codes
decoded with a 3-iterations parallel bit flipping decoder are caused either by hard-
to-decode errors, or by convergence to a near codeword or a half codeword.

This assumption is backed by decades of study and experiments on QC-MDPC
codes: while near codewords were the only structure known to be problem-
atic QC-MDPC codes, half codewords constitute the only generalization of such
structure that can lead to decoding failure with non-negligible probability. This
is particularly true for code parameters that lie in the waterfall regime or at the
very beginning of the error floor, coinciding with the parameters of interest for
QC-MDPC based cryptosystems. Note that we are not making any assumption
about which family of error structures dominates the DFR either in the water-
fall or error floor regime. Additionally, with Assumption [3] we are considering
the average DFR of QC-MDPC codes to be always higher (i.e., worse) than the
average DFR of (v, w)-regular codes.

3.2 Hard-to-decode Errors

In the following, we derive a closed-form probabilistic model for the DFR of the
parallel bit-flipping decoder induced by generic hard-to-decode errors (i.e. errors
that are not related to the QC structure of the parity check matrix). In doing
0, we can assume the parity check matrix to be (v, w)-regular, w = vng, and we
build on the model presented in [4], that assesses the DFR, of the same decoder
with iterMax = 2, applied to the same code family. We model the bit flipping
decoder employing thresholds depending only on the iteration index, and not on
the Hamming weight of the syndrome.

Random Variables Modeling the Bit-flipping Behavior. We represent
crucial quantities in the decoder behavior as random variables, and describe how
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Fig.2: Graphical representation of the bits in a parity-check with n = 12 and
w = 8, that includes a bit in Jggo (highlighted in blue), at the beginning of the
decoding process (iter = 0) and after the 1st and 2nd iteration. Each entry of
d(iter) js equal to 1 where e and €1*") differ and 0 where e and €***) match.
Curly brackets indicate in which set J,, Jop Jape (a,b, ¢ € {0,1}) each d-position

is contained at each iteration.

to compute their distributions. To provide a visual intuition of the quantities,
we depict in Fig. |2| a running example with one parity check equation Hy . with
n = 12, w = §, together with its corresponding syndrome term sy and the history
of the discrepancy vector in iterations 0 through 2: d(®,d™, d(®. We consider
W as the r.v. representing the initial syndrome weight wt(s(o)), and we move
onto modeling the evolution of the discrepancy vectors d(?). We categorize the
d-positions after each iteration i in 2¢*! sets, depending on the history of the
values taken by them in the discrepancy vectors d¥), 0 < j < i. We denote
as Jcar, where cat is a binary string of length ¢ 4+ 1, the set of all d-positions
for which the sequence of corresponding values in the discrepancy vectors, in
subsequent iterations, matches cat. As an example, in Fig. [2| Joo contains the
first five positions from the left for which d(® and d™™ have null values (i.e.,
Joo = {0,1,2,3,4}), while Jyo; = {8}, as A = 1, d{") = 0 and d =1
We denote as E..; the random variables assomated w1th the cardinality of each
Jcat. Additionally, given a specific parity-check equation, we denote as Fa¢ the
number of d-positions in J.,; that are also involved in the equation. In Fig.
we have that Fpp; = 0 since Jgo1 = {3,4}, but only d-positions 0 and 5 to 11 are
involved in the parity check. The outcome of a specific parity check depends on
the parity of F; during the first iteration, Fo; + F11 during the second iteration,
Foor + Four + Fior + Fiir during the third iteration.

Derivation of the Distributions of Random Variables. In the following,
we will refer to the results of the analysis of the first two iterations, derived in
[4]. Our goal is to compute the probability peiipjcar of flipping the value of a
d-position in J.,; during the third iteration, for all three-bit strings cat. We
report the derivation for cat = 000 as the probabilities for the other categories
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are derived in the same fashion, up to a matter of indexes. In this analysis, we
are going to fix the cardinalities of Jo1, J11 as Ey1=¢p1 and £11=¢€1; (therefore
|J01| + |J11| = €91 + €11 = Wt(a(l))), and the cardinalities of JOOl; J011, J101
and Jy11 as o1 = €001, 011 = €011, 101 = €101 and 111 = eq11 (therefore
1Joo1| + [Jor1| + [J101] + |T111] = €001 + €011 + €101 + €111 = wt(d?)).

The first step to model psyipj000 is to characterize the behaviour of bits ap-
pearing in specific parity-check equations, under assumptions on the outcome of
such parity check. This analysis will allow us to determine how parity checks are
affected by the flips resulting at the end of the second iteration. We begin with
the following proposition.

Proposition 1. Let pyjo be the probability that a parity check involving a bit in
Jo (i-e., a correct bit) is initially unsatisfied. Moreover, let pyjoo,s (T€5P- Pyj00,u)
be the probability that a parity check, involving a bit in Joo and initially satisfied
(resp. unsatisfied), becomes unsatisfied after the first iteration (these probabilies
are named punsat|07 P00,BecomeUnsat and Po0,stayunsat TespeCtively in the extended
version of [4]). Given that a bit in Joo appears in a parity check that is satisfied
both before and after the first iteration, the probability that such bit is flipped in
the second iteration is Pe1ip|00,ss =

£t
BIN(’U*l,p O7M)
Z (Zth(l) B ( T ) ) Z BIN(/U'vpuloo,u: ﬂu)BIN(U — K= 1,pu\00,sv Us)
=0 IN(v — 7pu\07 X s s Hu

pn=0
et >th

Proof. In order for a correct bit to be flipped in the second iteration, but not in
the first, two events must take place simultaneously: 1) its upc before the first
iteration equals a value p below th(?), and 2) a total of at least th® parity checks
involving the bit must become (or remain) unsatisfied after the first iteration.
The probability of the first event, under Assumption (1} is BIN(v — 1, pyjo, 1)
normalized over all values of p smaller than th(!), where the term v — 1 is
justified by the fact that one of the parity checks involving the bit is assumed
to be initially satisfied. For the second event, we must distinguish the case for
parity equations that remain unsatisfied (u,) and become unsatisfied (ps). The
probability that a check of the former type remains unsatisfied is pyjoo,4, and the
number of initially unsatisfied checks is u. The probability that a check of the
latter type becomes unsatisfied is pyjoo,s, and the number of initially satisfied
checks is v — . However, under the initial hypothesis that one of such checks
is satisfied also after the first iteration, the number of checks that can become
unsatisfied is v — p — 1. O

The probabilities pujo,su; Puj00,us A1d Pujoo,wu (and the corresponding probabilities
for bits Jo1, J10, J11) can be derived through an analogous line of reasoning.
The next step to compute pe1spg00 18 to model the behaviour of parity checks
that include a bit in Jgpgg, during the third iteration.

Proposition 2. Consider a parity-check equation, involving a bit in Jogg, hav-
z'ng ]:1 = f1, .7:01 = f01 and .7:11 = f11. The probabz'lity ng‘i(fl,fol,fu) that
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Foor is odd in such parity check is x5 (f1, fo1, f11) =

Z FNCHYPG (foo1; €001, w — f1 — for — 1,n —t — €01 — 1, , Ps11pjo0)
foo1,0dd

D£1ip|00,ss if f1 even, fo1 + f11 even
D#1ip|00,5u if f1 even, fo1 + fi11 odd
D£1ip|00,us if f1 odd, for + fi1 even
D#1ip|00,uu if f1 odd, fo1+ f11 odd

Proof. In a parity check with F1=f1, Fo1=f01, and F11=/f11, the total number
of bits in Jgo involved in the check (excluding the specific bit under analysis)
is w—f1— fo1—1. Globally, if £yy=€91 and &1 = €11, the total number of bits in
Joo (excluding the specific bit under analysis) is n—t—eg; —1. During the second
iteration, the probability p of flipping a bit in Jgy that is also involved in the
check, under Assumption @ is one of Ps1ip|00,sss - - - » Pr11p|00,uu depending on the
outcome of the parity check before and after the first iteration. On the other
hand, the probability of flipping a bit in Joo that is not involved in the check is
simply pe11pj00- After conditioning on the total number of positions in Joq that are
incorrectly flipped during the second iteration (Eypo1 = €go1), the flips happening
within the parity check on d-positions in Jog are no longer independent. This
implies that the random variable Fog; (modeling the number of such incorrect
flips) is bound to Fisher’s noncentral hypergeometric distribution, since the total
number of incorrect flips is fixed but the d-positions inside and outside the parity
check have a different prior probability of being flipped. The probability that
Foo1 is odd can be computed as the sum of such probability distribution over
the odd terms. ad

The probabilities X§i%(f1, for, f11), X355 (f1, for, f11), X399 (f1, for, fi1) that the
number of discrepancies of each kind appearing in the check is odd, can be

derived in the same way. We now have all the tools to compute the following
probability.

where p =

Proposition 3. Consider a parity check that involves a bit in Joog, and that
is satisfied both before and after the first iteration. The probability pyjooo,ss that
such check becomes unsatisfied after the second iteration is:

> fuforfn Pr(Fu, For, Fui = fi, for, fu1) - ¥ (f1, for, fi1)

fieven

Puj000,55 = foi+fii1even
e Z fi,for,f11 Pr(}—lv}—Olafll = flvalvfll)

Leven
for+fi1even

where ¥(f1, fo1, f11) := % - % (Hcate{001,011,101,111}(1 — 2 x%e(f1, for, f11)))

Proof. During the third decoding iteration, the outcome of a parity check de-
pends on the parity of the number of discrepancies involved, that is, Fgo1 +
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Foi1 + Fio1 + Fi11- Fixing F1 = f1, For = for and Fi1 = f11, the probability of
Feas being odd, cat € {001,011,101,111}, is x2%¢( f1, for, fi1) (Proposition [2)).
Using the formula given in [22] Lemma 1], the probability that the sum of the
four terms yields an odd result is ¥(f1, fo1, f11). Assuming F; and Fo1 + Fi1 to
be even, the probability of the parity check being unsatisfied after the second
iteration can be computed by averaging ¥(f1, fo1, f11) over all values fi, fo1, f11
respecting the hypothesis. The p.m.f. Pr(Fy, Fo1, F11 = f1, fo1, f11) is a corol-
lary of the analysis in the extended version of [4] ( [5, Propositions 8-10] ). O

The probabilities pyj00o,sus Puj000,us> Puj000,wu Can be computed by changing
the parity of /1 and Fp; + F11 in the previous statement. Our next goal is to
employ the probabilities pyjooo,ss; - - - s Puj000,wu t0 model the distribution of the
upc of d-positions in Jggo, with the aim of computing pe1ipj000 s the probability

that the upc in the third iteration is greater than or equal to the threshold th(®).

Proposition 4. Consider a bit in Joog. Assume the upc wvalue in the corre-
sponding d-position is p during the first iteration (0 < p < th(l)). Moreover,
let us be the number of satisfied checks involving the bit that become unsatisfied
after the first iteration, and p, the number of unsatisfied checks that remain
unsatisfied after the first iteration. Under Assumption[d], the probability that piss
parity checks become unsatisfied after the second iteration, out of v — p— us that
are satisfied both before and after the first iteration, is:

@SS(M, sy Hu, ,Ufss) = BIN('U — B — Hs, Puj000,ss> /ffss)

If the parity check is unsatisfied either in the first or second iteration, this prob-
abZthy becomes glf)su(,uy sy Hu, Msu) = BIN(HS7pu|OOO,su7 p’su)y @us (/J“a Hsy Hu, ,uus) =
BIN(.U — Hu; Puj000,us ,ufus); quu(/}ﬂ sy Hu, /Ufuu) = BIN(/Ufuapu\OOO,uua ,uuu)'

Proposition 5. Let pyjo be the probability that a parity check involving a bit in
Jo (i-e., a correct bit) is initially unsatisfied. Moreover, let pyjoo,s (T€8P- Pyjo0,u)
be the probability that a parity check, involving a bit in Jog and initially satisfied
(resp. unsatisfied), becomes unsatisfied after the first iteration. The probability
Ps1iplooo Of flipping a bit in Jooo during the third iteration is:

2 e O pis, pin) - At s fa)

ps+ i <th®

Ps1iplooo =
el Z Hsls s Hu 9(,UJ’ Hs, ,Ufu)
p<th®

s+ pa<th®

where 9(/”‘7 s .uu) = BIN(’U, Pul0s ,LL) ! BIN(U — 5 Pu|00,s> .us) : BIN(H’? Pu|00,us ,u’\l) and

A, sy fh) = Z H Deat (11, fsy ps Heat)

Hss s Hsusfus s Huu 5 cat€{ss,su,us,uu}
Hss+HsutHus +Huw > th

Proof. Under Assumption|[I] 6(u, ps, 11,) is the probability that a correct bit (i.e.,
a bit in Jg) has an upc value of u during the first iteration, and that a total of ug
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(resp. py) of parity checks involving such bit become (resp. stay) unsatisfied after
the first iteration. A(u, ps, tty) is the sum of all the disjoint events that lead to
the upc being greater than or equal to th(®). Given p, ps, and ju, A, sy ty) 1S
thus equal to the probability of flipping the bit in Jgoo. The probability psi;pj000
can be derived by averaging A(u, pis, tty) across all the possible values p, s, fiy.
Since all the bits in Jpgp are not flipped in the first and second iteration, the
possible values for i, jus, fty are g < th(® and pg + pro < th®. 0

The flip probabilities ps1ipjape (With a,b, ¢ € {0,1}) can be derived with a series
of steps which is equivalent to the one of pe1spj000 up to a matter of indexes.
We can now provide the explicit formulation for the decoding failure probability
after three iterations of the parallel bit flipping decoder.

Theorem 1 (Hard-to-Decode Errors). The decoding failure rate of a three-
iterations parallel decoder induced by hard-to-decode errors (DFRygq) is:
DFRpa = D y-con et (Pr(W =y): (HaE{O,l} Pr(€a = fal)) (Ha.be{0,1} Pr(&ap = Eabl)) 'DFRe)

€001,€011 ;5
€101,€111

with DFR, =1 — (Ha,be{o,l}(l - pfliplabO)(eabU)> (Ha,bE{O,l}(pflip|ab1)(6abl))y

where €000=n—t—€01—€001, €010=€01—€011, €100=L—€11—€101, and €110=€11—€111-

Proof. Under Assumption [2 the probability DFR. of performing at least an in-
correct flip during the third iteration equals 1 minus the probability of indepen-
dently maintaining all the bits that are correct after the second iteration while
flipping all the discrepant bits. The overall failure rate DFRysq can be calculated
by averaging DFR. over all the admissible values of the initial syndrome weight
and the number of discrepancies after the first and second iteration [4]. O

3.3 Near Codewords

In this section, we characterize the probability DFR,, that the decoding process
converges towards a near codeword, causing a decoding failure. By convergence,
we denote the event where the discrepancy vector Supp(c_l(?’)) obtained after
three decoding iterations has a high overlap with a near codeword, caused by
a large number of errors in e = Supp(a(o)) appearing in the support of said
near codeword at the beginning of the decoding process. To compute DFRy,, we
derive the probability p,., of converging towards a specific near codeword v.
We define M(%e7) to be the random variable counting the number of elements
in the intersection between Supp(d(i**¥)) and the support Supp(v). of the said,
specific, near codeword. Since the positions of the ¢ asserted bits in d(® (i.e.,
which match the ones in e) are uniformly distributed across the png bits, and
since Supp(v) has size v, we have that M(© follows a hypergeometric distribu-

tion, Pr(M©@=m(®) = (%)) (F"°"})/(*}°). We denote the amount of common

elements between Supp(e) and Supp(v) as m(9) | and study the properties of the
parity checks that include the v — m(®) null bits of e and the m(?) asserted bits
within v. We start by recalling the following two facts, proven in [9].
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d-pos 012345678910 d-pos 0123456738910
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00-1001010000 1[1JoJof1]o]1]o]ofo]o0
1)]1{0j0[1]|0[1|0|O]O Ay [0f1]1]0]0|1|0[X[0]0]O
00110010100 0|0[|1]1|0f{0[1]|0[|1]|O]|O
0|0|0]1]1]0[0[1]O|1]|O Ci |0|0jo[1[1]0|OfL[O[1]0O
0{0|0|0|1[1]0[0[1]|O]|1 0{0|0|0|1[1[0[O0[|1]|O]|1

Ap 0{0]0jOf1[1][0[|O[1]|O 1]10]0j0[0[1]1]|0|O|1]|O
110{0j0[0[1]1|0|0O|1 By |0|1]|0|0|0|0[1f1]0|0]|1

Ap 0[1]0|0j0[0O[1[1]O]|O By |1|0[1|o[0f0|OfT1|{1]|0]|O
0|1l]|0|1|0f0[0O[O[1|1]|O 0[1]0]1]0j0[0[O[1]|1]|O
WOlOlOOOOll 0|0|1|0|1j0[0[O|O|1]|1

By 0j0j1]|0j1|0[O0|O|O|1 1]10]0j1]{0[1]|0|0|0|O|1
(a) Correct bit (d-position 0) (b) Incorrect bit (d-position 7)

Fig. 3: Visualization of the near codeword v = {0,5,7,10} in one block of a QC
parity check matrix having p = 11, v = 4, where M(®) = 2, along with the parity
check types of a correct (a) and incorrect (b) bit within the near codeword.

Proposition 6. Consider the v parity checks where one of the v —m® correct
bits in the near codeword is involved. Then: i) m®) of these parity checks also
include one erroneous bit within the near codeword (denote the checks as type
Ap); ii) v — m(®) — 1 of these parity checks also include one correct bit within
the near codeword (denote the checks as type By); i) 1 of these parity checks
does not (necessarily) include any other bits within the near codeword (type C).

Proposition 7. Consider the v parity check where one of the m®) erroneous
bits in the near codeword is involved. Then: i) m(9) —1 of these parity checks also
include one erroneous bit within the near codeword (type A ); i) v —m(©) of
these parity checks also include one correct bit within the near codeword (type
By ); i) 1 of these parity checks does not (necessarily) include any other bits
within the near codeword (type C1 ).

Fig. [3] provides a visual representation of Proposition [ and Proposition [7}
In the example, the set of d-positions v = {0,5,7,10} is, by Definition |3} a
near codeword, since it matches the support of a column of the parity check
matrix (specifically, column in d-position 0). Within the near codeword v, where
MO = m® = 2 each correct bit (e.g., the bit in position 0) is included in
m(9=2 parity checks of type Ay, v—m(®)—1=1 of type By, and one of type Cp,
while each incorrect bit (e.g., the bit in position 4) is included in m(® —1=1
parity checks of type A1, v—m(9=2 of type By, and one of type Ci.

Proposition 8. Consider a parity check of the type Ay (i.e., a check including
one correct bit and one incorrect bit within the near codeword).
The probability pa, that such parity check is unsatisfied is:

Spars =0 S e pr - - we s

2 flodd

ba, = me(t ) Pr(}- = f)- % me (t,w) Pr(]: =f)(w— f)f
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Analogously:

S Pr(F = f) - (w— f)(w— [ —1) oy = L PP =) (w =)
me tw)P ]_- Zf)'(’u}*f)(w*ffl)7 0 me(tw PI‘( ) (w f)

The same calculations can be performed for parity checks including an incorrect
bit. We have that pp, = pa,, since both probabilities assume one correct and
one incorrect bit to be included in the parity check, and:

St Pr(F = ) (f - 1)f , S Pr(F = f) -
) Cq

ST FE =m0 S P = £

Knowing the unsatisfaction probability for each type of parity check, we can
compute the probability peiipo of flipping a correct bit within the support of

PB, =

f
paA, =
f

a near codeword. Correct bits appear in m(®) parity checks with unsatisfaction
probability pa,, v — m(9) — 1 parity checks with unsatisfaction probability DB,
and 1 parity check with unsatisfaction probability pc,, therefore the probability
that their upc is greater than the flipping threshold th() is Ps1iplo =

Z HAg, HBgs HCq W BIN(m(O)vauu N’AO)BIN(U - m(O) - 17PBUa /LBU)BIN(LPCW :U'Co)
HagthBgticyZ>th

Following the same line of reasoning, we have that the probability p_esp)1 of
maintaining an incorrect bit within the near codeword is p_¢15p)1 =

Z KAy BByy HCy W BIN(m(O) - 17pA17MA1)BIN(U - m(())7pB17MBl)BIN(17pC17 MC&)
ray+pB,tpcy <th

We now compute the probability that a parity check of the type Ag is unsatis-
fied, given that the correct bit included in the check has been flipped (pa,|¢11p) OF
not (pay|-s1ip)- We provide the formulation for p 4, j¢11p: the same line of thought
can be employed to derive p4,|-£1ip, and the same probabilities for other parity
checks of type By, A; and Bj.

Proposition 9. psgs1ip =

Z HAgs IBo> KCoy (pAo . a(ﬂon HBos #Co))
pag+istucy >t —1

Z Hags BBo> KOy (pAo . a(ﬂ'Aor HBo>s N'Co)) + E HAgr KBo» MCo ((1 71)/40) . a(ﬂon 120: 0% NCo))
Hag+iBg+ro, >taV -1 fag+iBy ey >th™)

where:

a(lag, 1Bos i) = BIN(MO 1, pa, s prag ) BIN(w — mY — 1, pp,, g, )BIN(L, pey, fic, )

Proof. a(pa,, tBys fic, ) 1s the probability that, among the parity check equations
different from the one under analysis, 114, of the type Ay, pp, of the type By,
and pce, of the type Cj are unsatisfied. Assuming that the parity check under
analysis is satisfied, we have that p14, + up, + pic, must be greater than th(® for
the bit to be (incorrectly) flipped. If the parity check under analysis is unsatisfied,
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A, + 1B, + i, must be greater than th® — 1. PAy|11p 18 thus the probability
sum of all the events that lead to the parity check being unsatisfied and the
correct bit being flipped, normalized over the probability of all the events that
lead to the correct bit being flipped. a

Since the bits within the near codeword share pairwise dependencies, we
cannot model the flipping decisions in the near codeword as independent. To ac-
count for this fact, we consider the flipping action applied to each bit of the near
codeword, one at a time, and model the probability of flipping or maintaining
the bit observed at each step.

Definition 4. The r.v. Ko1; models the number of correct bits that have been
(erroneously) flipped, after i correct bits have been observed, 0 < i < v — m(0).
The r.v. K11,; models the number of incorrect bits that have been (erroneously)
maintained, after j incorrect bits have been observed, 0 < j < m(9).

Proposition 10. Let KCo1,; = ko1,; and K115 = k11,5, and consider the event of
observing the (i 4+ 1)-th correct bit within the near codeword. Then:

Pr(’C01,i+1 = k()l,i + 1) = PI‘(UAO +Z/{BO +MCD +Z/{A0‘f +Z/{B0|f +UA0|ﬂf +UBO|ﬂf > th<1>)
and Pr(Ko1,i+1=ko1,i)) = 1 — Pr(Ko1,i+1=ko1,; + 1),

Upoe ~ BIN(j — k11,5, PB, j£11p)
Upyje ~ BIN(ko1,i, DBo|£1ip)

Ung-s ~ BIN(k11, 5, DB, |-£1ip)
Upy|-z ~ BIN(i — kOl,iapBo\—‘flip)

Z/{AONBIN(m(O) — J,PAo)
Up, ~ BiN(v —m® — 1 —i,pp,)
Ue, ~ BIN(1, pe,)

Proof. The event Koy ; = ko1 ,; implies that, when observing the (i+1)-th correct
bit (out of U—m(o)), ko1,; correct bits have been observed and incorrectly flipped,
i — ko1,; have been observed and correctly maintained, and v — m©® — i —1 have
yet to be observed. The parity checks shared between the current correct bit
and one of the kg1; incorrectly flipped bits have probability pp;je15p of being
unsatisfied. The parity checks shared between the current correct bit and one
of the ¢ — ko1, correctly maintained bits have probability pp,j-sip of being
unsatisfied. The other v—m(9) —1—; parity checks of the type By have probability
DB, of being unsatisfied. Applying the same reasoning to parity checks of the
type Ag, we can characterize the behavior of all the v parity checks involving
the currently observed correct bit. The probability of flipping such bit (causing
Ko1,i+1 = ko1 + 1) is thus equal to the probability that the sum of all the
unsatisfied checks is greater than or equal to th(!). a

The probabilities PI‘(’Cle_’_l = /f117j + 1) and PY(K11,J‘+1 = kll,j); modeling
the behaviour of an observed incorrect bit, can be derived in an analogous way.
Starting from the trivial distribution of KCo1,0 and 11,0 (both equal to 0 with
probability 1), we use Proposition [L0| recursively to compute the distribution of
Ko1 v—m and Ky; 0. Consequently, we can derive the distribution of MO
the number of discrepancies in the near codeword at the end of the first iteration.
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Proposition 11. Pr(M® = m®)) =

B _ o Galo) (Z03) G
- Z PT(W = y) Pr(ICOLU—m(O) + ]C11,7n(0> =m )

o (")

We now provide an analysis for the iterations following the first. We indicate the
current iteration index as i (starting from i = 1, since the first iteration has al-
ready been studied), and analyse how the overlap between the near codeword and
the discrepancy vector evolves during iteration i+ 1. Since our goal is to predict
the error floor caused by near codewords, we are interested in a probabilistic
model that is particularly precise for the parameter sets where the decoding
failures caused by generic hard-to-decode errors are negligible with respect to
failures caused by near codewords. Under this assumption, we can safely neglect
the influence on the convergence probability of discrepancies that lie outside the
support of a near codeword after the first decoding iteration. This observation
will allow us to avoid making the simplifying assumption that failures are caused
by a single near codeword (employed in, e.g., [9]).

Proposition 12. Let the number of discrepancies left in the near codeword after
i iterations be equal to m™). Then:
m<JZL1 (’U;2) (m(il)jilll—f) PB. = % (’U;2) (mz():)zf) P % (v?) (7nz()’7)jf)

Pa, = - = -
’ f=0,even (m’g")il) 7 ’ f=1,0dd (51(?)) 7 ’ f=1,0dd (7p71,(11))

m® _9 (v—2 p—v m®_1 (v-2 p—v m®_1 (v-1 p—v
pa, = Z ( f ()([T)rL_(JZ)—)Z—f) . pp, = Z ( f ()(;rz_(;—)l—f) - Z ( f ()(;)n_(l)—)l—f)
f=0,even

f=1,0dd md) -2 f=0,even m® -1 m® -1

Proof. The probability of a parity check being unsatisfied is equal to the proba-
bility sum of the disjoint events that lead to the number of erroneous bits (whose
total is m(i)) included in the parity check to be odd. Following Proposition @
parity checks of type Ay include one correct bit and one incorrect bit, therefore
such parity equation is unsatisfied iff an even number of discrepancies, among
the m() — 1 remaining ones, are also involved in the check. The same reasoning
can be applied to the other parity check types, starting from Proposition [f] and
Proposition [7} O

Applying the probabilities derived in Proposition to Proposition [9} Propo-
sition and Proposition we can compute the p.m.f. of M3+ starting
from the one of M), This allows us to derive the distribution of M@ up
to M®). The probability that discrepancies remaining within the near code-
word cause a decoding failure after three iterations, ppcy, can be computed as
Pnew = Pr(/\/l(?’)Zl). This formulation of p,., allows us to count the decoding
failures caused by a “partial” convergence towards a near codeword, including
the cases where the final discrepancy pattern does not match the support of the
near codeword completely. We now compute an upper bound on the probability
DFRy.y Of converging to any near codeword, without assumptions on the number
of near codewords leading to a decoding failure.

Theorem 2 (Near Codewords). DFR,c; < png * Pnew
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3.4 Half Codewords

QC-LDPC and QC-MDPC codes ex-
hibit codewords of Hamming weight
2v. Indeed, consider a QC code with
a parity check matrix H built by
tiling ng circulant blocks, and let e =
ey | eqy | --- | €mo—1)], where each
e(;) is a vector of size p. Consider two
blocks 0 < iy < i1 < ng—1, a position
between said blocks 0 < [ < p —1,

— T
and e such that e,y = (H. i, 11), | | ‘
2,000 4,000 6,000

T
ei,) = (H.pio41) , and e;) = 0 for
J # io,i1. We have that wt(e) = 2v code length pro
and s = He” = 0, meaning that wt(e)

is a c-odewo.rd. The probability of a Fig.4: Decoding failure probability for
decoding failure caused by the con- QC-LDPC codes with ng = 2, v = 7

vergence to a codeword different from t = 18, parallel bit flipping decoder with
thel'ze.l:g)1 vector has been.shovzln tobe 4(1) — (h@ — tp3) — {%1 In the
e structure which can oue o, Plot: 5] denotes the total DFR, ] de

notes convergence to near codewords, [

fzoding failures with higher probabil- denotes convergence to half codewords.
ity than a whole codeword.

Definition 5 (Half codeword). An error vector e is a half codeword if it is
null, save for a single e(;y) for which: e,y = (H:,pil_H)T, i1 #£ip, 0<I<p-—1

Half codewords can be thought as a generalization of near codewords, since de-
coding converges to a near codeword whenever one block e(;,) of the error vector
has a high overlap with one column of H in the same block iy, while decoding
converges to a half codewords whenever one block e(;,) of the error vector has
a high overlap with one column of H in a different block i; # ig. Indeed, if we
consider two half codewords € and € such that € @ € is a codeword (e.g., where
[ is the same and iy and i; are swapped), we have that s=He? =He’, meaning
that the decoder cannot distinguish which of the two error vectors generated the
given syndrome. If the error e is not exactly equal to either € or €, but has a high
number of asserted bits in common with one of the two vectors, then a parallel
decoder will flip the “suspect” positions in both blocks iy and ¢; simultaneously,
converging towards a cycle of period 2 between d = € and d = € and causing a
failure. This phenomenon cannot occur in sequential decoders, since it is inher-
ently caused by simultaneous flips. Fig. [ shows the DFR of QC-LDPC codes,
distinguishing failures caused by convergence to near and half codewords. Under
such specific decoding strategy, the waterfall region is dominated by hard-to-
decode errors (as expected), but the error floor is dominated by half codewords.
This example shows that taking into account the parallel behaviour of the ana-
lyzed decoder is necessary to characterize the error floor correctly.
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In this section, we compute the probability that the decoding process con-
verges towards a half codeword, causing a failure (DFRy, ). To this end, we derive
the probability ppc, of converging towards a specific couple of half codewords
(v,m). We define ./\/l(giter) and M?“’r) to be the random variables correspond-
ing to the asserted bits in d(i***) (i.e., the incorrect bits after iter iterations)
that lie in the support of the two halves of said codeword, distinguishing the
number of incorrect bits in v (/\/l(lter ) and n (/\/l(:Lter ). Since the ¢ positions of
the discrepancies in d(©) (i.e., the asserted bits in e) are uniformly distributed
across the png bits, and since the support of each codeword half has size v, we
have that the joint r.v. (ME)O), M(O)) follows a multivariate hypergeometric dis-
tribution, Pr(M = m{”, M® = m{V) = (. (0)) (mqgm) (tffng)f:zgo))/(p?o)' We
now fix the intersection between e and the support of the two codeword halves

to (méo), m§0 ), and study the properties of the parity checks that include the

(0)

v — méo) correct bits and my "’ incorrect bits within the first half codeword.

Proposition 13. Consider the v parity check where one of the bits in the first
half of the codeword (either correct or incorrect) is involved. Then: i) mgo) of
these parity checks also include one erroneous bit from the other half of the
codeword (type Ay for correct bits, type Ay for incorrect bits); i) v— m1 of these
parity checks also include one correct bit from the other half of the codeword
(type By for correct bits, type By for incorrect bits).

Proof. Let a be the vector corresponding to the support of the first column of H
(i.e., Supp(H.o) = {a; | 0 < i <wv —1}), and let z be the vector corresponding
to the support of the p-th column of H (i.e., Supp(H. ) = {z; |0 <i <wv—1}).
Since H is built by circulant blocks of size p, we have that for 0 < j < p—1 and
p<j<2p-L

Supp(H. ;) = {a; + jmod p | 0 <i <v—1}
Supp(H,5) = {zi +j mod p | 0 <i <wv—1}

Let jo be the position of a bit, such that that 0 < jo < p — 1 (i.e., the bit
lies within the first circulant block of H). Consider the following vectors of
positions, located (without loss of generality) in the first and second circulant
block, respectively:

v = {jo,jo+21 — 2o mod p,...,jJo+2zr — 2o mod p,...,Jo+ Z,—1 — zo mod p}

1n = {(jo — 20 + ap mod p) +p, ... (jo — 2o + ax mod p) +p, ..., (jo — zo + a,_1 mod p) + p}

Letting ]0 jo—2zo mod p, the values in v correspond to the support of H. ~ ot
and (after an appropriate reduction mod p) the values in ) correspond to the
support of H. o As a consequence, v and 1 constitute the support of the two
halves of a codeword. Let b be the vector corresponding to the support of H. ;,,

with b; = a; + jo mod p. For every value 0 < k < v — 1, we have Supp(H. ,, ) =

={z;+n, modp |0<i<v—1}={ar+jo+(zi—2z) modp|0<i<wv—1}
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As a consequence, by, € Supp(H. j,) (by definition) and by = aj, + jo mod p =
ag + jo + (20 — zo) mod p € Supp( .m,,), meaning that the parity check by,
includes both jo and n;. If mgo) of the positions in 7 are erroneous, then there

are m(1 ) values of k for which ey, = 1, meaning that the bit in position jo shares

mg ) parity checks with erroneous bits (types Ag and A;, depending on the value

of e, ). Moreover, v — ( ) parity checks are shared with correct bits (types By
and Bj, depending on the value of e;,). a

Proposition 14. Consider a parity check of the type Ag, i.e., a check including
one correct bit from one of the two halves (say v) and one incorrect bit from
the other half (say n) within the codeword. The probability pa, that such parity
check is unsatisfied is:

5 f=1, odd
PAy w—f min( t ,w)
A me(tw PI‘(.Fl :f) ( 1f)(11c) Z PI’(Fl Zf (w_f)f

(3
The same calculations can be performed for pp,, pa, and pp,. We have that

PB, = DA,, since both probabilities assume one correct and one incorrect bit to
be included in the parity check, and:

Z;cmnl(ti}iiPr(F ) (wl ))( ) Zmln(t ,w) PI‘( | = f) . (’LU _ f)f
) )

- z;‘““l“:sl Pr(Fy = f)- (w—f)(w—f-1) e P F = 1) (f - Df
0 ]._ _ )

min (¢,w) _ _ VT pa, = mm(t w) _
ST Pr(F = ) (w = fw—f—1) Ym0 Pr(Fi=1)-(f-1f

Knowing the unsatisfaction probability for each type of parity check, we can
compute the probability peispo of flipping a correct bit within the first half

of the codeword. Correct bits appear in mgo) parity checks with unsatisfaction

probability p4, and v — ( ) parity checks with unsatisfaction probability pp,,
therefore the probability that their upc is greater than the threshold th() is

0
Pe1iplo = D Hags B BIN(m”, pay, prag)BIN(v — m\” pi, , 113,)

tag+upy>th™

Following the same line of reasoning, we have that the probability p_s1ip)1 of
maintaining an incorrect bit within the codeword half is

P-fiip)1 = Z KAy, BBy BIN(m(l())apAl ) ,uA1)BIN(v - m(l )7pBl s ,UBl)

pay+up, <tn™

We can now derive the distribution of the number of errors present in the
first half of the codeword after the first iteration.

Proposition 15. Pr(/\/l(l) | my ),m(lo))

0 0
= Zz BIN(U - mé )apflip|07 .23) : BIN(mé );p—\flip‘l, m(l) — x)
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The distribution of the number of incorrect flipping decision within the second

half of the codeword, Pr(./\/lgl) = mgl) | m(()o), mgo)), can be derived by switching
mél) and mgl) in the formulations of pe1sp|0, P—f1ip)1, and Proposition The
joint p.m.f. of (M(()l),/\/lgl)) can be derived using the law of total probability:

Pr(Mg” = mg”, M =mi) =

v v pno—2v
(m<“>) (m<“>) ( —m® ,m<0>)
Z P =y)- — e ' 'Pr(M(()l) = mgn | 77’/80)7 m(10)> : Pr(/\/lgl) = m(11) \ mE)O)s 771(10))

")
ym m{” ¢

We now provide an analysis for the iterations following the first. Under the
same assumptions described in the previous section, we can safely neglect the
influence on the convergence probability of errors that lie outside the support of
the codeword after the first decoding iteration.

Proposition 16. Let the number of discrepancies left in the two halves of the
codeword after i iteration be equal to (m(()l)7m(11)). The parity check unsatisfac-

tion probability for correct and incorrect bits in the first half is:

()G ) O Gy ) () Gl ) CRD Gty
Pao = Z p—1\ p—1 » PBo = Z p—1) (p—1
fo, f1 (mf,i)) (m(lnfl) fo, f1 (m((,i)) (m(li))
fo+f1 even fo+f1 odd
Cr) G ) CRD Gty p,) () G ) RN G )
pa, = Z p—1 p—1 s PBy = Z p—1 p—1
P ]JcrUf i » (m((;)fl) (mg’)fl) 5 qu fi (mgl)fl) (mi‘))
0 1 O 0 1 even

For correct and incorrect bits in the second half, it is sufficient to exchange fy
with f; and méi) with m(li). Moreover, the formulations of pe1spjo and p_ssp)1
is analogous to the one derived during the study of the first iteration. Following
the same line of reasoning as Proposition we get:

Pr(MGTY =m§ | m§) m) = Bivw —m, pasgo.#) - BN, pogrippn, mi Y — x)

The equivalent probability for the second half, Pr(MgiH) = mgiH) | m(()i)7 mgi)),

éiJrl) _ méi+1)’ METD m(i+1)) _

can be derived in the same way. Then, Pr(M 1 =m,

Z Pr(/\/l[(f) = m((]i)? M%i) = m(li)) . Pr(./\/l(()iﬂ) = méﬂl) | m(()i), mgi)) . Pr(/\/lgiﬂ) = mgi“) \ m[(f), m(li>)

m m®

Once the joint p.m.f. of (./\/l(()i),./\/lgi)) up to (M(()?’),Mf’)) has been derived,
we can compute the probability pne, of a decoding failure caused by the half
codewords (v,m) as pney = Pr(Még) + Mgs) > 1). With pyey, we can derive
an estimate on the probability DFRy., of the decoder converging to any half
codeword, without any assumption on the number of half codewords causing a
decoding failure.

Theorem 3 (Half Codewords). DFRy.,; < (”20)]9 * Phew
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Fig.5: Comparison between our model and numerical simulations for three it-
erations DFRqc, DFRycy and DFRy, values for QC-LDPCs. Parameters: ng = 2,
v e {7,9,11,13,15}, t = 18, parallel decoder with th(") = th(®) = th® = (”TH}
Fig. (a): DFR of QC-LDPC codes, Fig. (b): probability of convergence to a near
codeword, Fig. (c): probability of convergence to a half codeword.

With the use of Theorem [T} Theorem [2] and Theorem [3| under Assumption [3]
we can derive a conservative closed form estimation for DFRqc, the DFR of the
three-iterations parallel bit flipping decoder applied to QC-MDPC codes.

Theorem 4 (Decoding Failure Rate for QC-MDPC codes).

DFRqc < DFRyutq + DFRyew + DFRpcy

4 Experimental Validation

We now provide a numerical validation of our closed-form DFR estimation tech-
nique. E| Fig. a) reports the results of our closed-form model compared against
Monte-Carlo simulations of DFR obtained decoding 10® random error vectors
with fixed weight. We analyzed QC-LDPC codes with rate % and 5 different
densities 2, where the random sampling of codes has been shaped so that the
empirical variance of the distribution of discrepancies after one iteration matches
the one of regular LDPC codes, property that (in Section of the extended
version [6]) is verified to hold for QC-MDPC codes of interest in cryptographic
applications. Our model provides a precise or slightly conservative (i.e., higher)
DFR estimate both in the waterfall and floor regimes.

Employing QC-LDPC codes allows us to distinguish failures caused by near
codewords and half codewords, since whenever a failure is caused by near/half
codewords the discrepancy vector completely converges to such structures after

! ITmplementation of the model at https://crypto.deib.polimi.it/model DFR._ 3it.zip
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Fig. 6: Comparison between our model and numerical simulations for three iter-
ations DFRqc, DFRycy and DFRyc, values for QC-LDPCs. Parameters: ng =4, v €
{5,7,9,11,13}, t = 18, parallel decoder with th(l):[%‘?ﬂ, th(2):th(3):(“7+11.
Fig. (a): DFR of QC-LDPC codes, Fig. (b): probability of convergence to a near
codeword, Fig. (c): probability of convergence to a half codeword.

three iterations. While this criterion does not match the definition of DFR,., and
DFRyey exactly, it provides a similar characterization of the convergence phe-
nomenon. Fig. [5{b) and Fig. [5fc) report the decoding failures caused by near
codewords and half codewords, compared to the corresponding failure probability
predicted by our model. For our choice of thresholds, the error floor is dominated
by half codewords rather than near codewords. Nevertheless, our model is precise
in the floor region, where it predicts the dominance of failures caused by half
codewords (with respect to hard-to-decode errors), and provides a conservative
estimation for the convergence probability towards near codewords.

In Fig. [6] we provide the numerical results of a second set of tests, performed
on QC codes with rate % and a different threshold selection strategy to further
validate our DFR estimates. Changing the parameters of the decoder and of the
underlying code influences the family of errors dominating the error floor. In this
instance, a mixture of hard-to-decode errors and near codewords dominate the
error floor, with our model correctly estimating their contribution on the DFR.

We also test the results of our model against numerical simulations on cryp-
tographic grade QC-MDPC codes. Fig. m(a) shows the beginning of the waterfall
region, for ng = 2, v = 69, t = 130, and different values of p. We tested the model
on the threshold we found optimal for NIST category 1 (blue) and a set of sub-
optimal, conservative threshold, that constitute the case in which the model
in [9] provides an optimistic DFR estimate. As it can be seen, our model pro-
vides a conservative estimation for the DFR of QC-MDPC codes, regardless of
the threshold choice. Willing to validate the near codewords and half codewords
model, we compute the probability of converging towards such structures in con-
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Fig. 7: Comparison between our model (]EI) and numerical simulations (EI) for
three iterations DFRqc, Pney and puey values for QC-MDPCs. Parameters: ng=2,
v=69, t=130. Thresholds: th(!)=41, th(®’=35, th(®)=35 (ours, blue markers);
th(M=43, th®=37, th(®)=37 (conservative, red markers). Fig. (a): DFR for
9,500<p<12, 500, Fig. (b): p = 13613, prob. of convergence to a near codeword
with fixed number of incorrect bits m(?), Fig. (c): p = 13613, prob. of convergence

to a half codeword with fixed number of incorrect bits in one block m(()o).

ditions where the failure rate can be simulated. Fig. b) shows the probability
of converging to a near codeword (i.e., having at least one discrepancy within
the support of the near codeword after three iterations, as in the definition of
Dnew) after fixing the initial overlap between such near codeword and the error
vector e, denoted as M in Section to m(0), Fig. (c) shows the probabil-
ity of converging to a half codeword (as per the definition of py.,) after fixing
the overlap between one half of such codeword and the error vector, denoted as
Méo) in Section to méo). For the optimal threshold set, our model provides
an accurate estimate of the convergence probability of such structures. For the
conservative threshold set, the near codewords model provides an optimistic es-
timate for the same reason as in [9], namely, because the statistical dependencies
between iterations are simplified. We find this not to be an issue, as the vast
majority of failures for these codes are caused by hard-to-decode errors (that
are instead modeled correctly), so the overall DFR estimate is still conservative.
Moreover, the discrepancy only arises for non-optimal threshold sets, while for
the values we select in our cryptosystem the model is remarkably accurate.

5 Parameter Design and Performance Evaluation

We design cryptosystem parameters matching the security requirements speci-
fied by NIST [28§], for ease of comparison against the existing literature, i.e., such
that breaking the public key cryptosystem takes as much as an exhaustive search
on AES keys. This computational effort corresponds to 2* AES operations, with
A € {128,192,256}, i.e. 2°¢ Boolean operations, where A\c € {143,207,272},
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Table 1: Parameters for a Niederreiter-style KEM, and relative security margin
and DFR predictions. The value of the security parameter A=128 and its esti-
mates refer to a computational security level equivalent to 2!2® AES-128 runs.

Key upc threshold Estimated A\

A Use|™ PV bl ond 3rd LT-CLT-Q CE  cAtr| °%(DFR)
2 12,41369 131] 42 36 35 |128.7 145.1 128.2-130.0 129.6 64.4
l98 Fop | 3 9203 79 8347 42 41 |1288 144.7 128.4-130.3 130.2 64.9
PRy 7757 81 66| 49 42 41 |128.7 143.2 125.7-129.1 127.1 65.3
5 6,947 83 57| 50 43 43 |128.5 143.2 125.4-129.1 126.4 64.1
Long| 2 13.61369130[ 41 35 35 |1282 1445 127.6-120.3 128.8] 1316
198 U8 3 10,037 77 83| 45 41 40 |128.0 143.3 126.7-128.9 127.5|  128.2
Top| 4 8627 81 66( 48 41 41 |128.8 143.6 12651203 127.1) 1287
T 5 7,829 83 57|49 42 42 |128.8 143.7 125.6-129.3 126.4|  130.3

or 2*@ quantum operations, with Ao € {154,219,283}, measured in terms of
quantum gate count times depth of a quantum circuit. We estimate the concrete
computational effort of solving message and key recovery instances by comput-
ing cost of Information Set Decoding (ISD) solvers. To compute our estimates,
we rely on three tools: i) LEDAtools (LT) [I1] offers finite-regime estimates for
ISD variants up to the BJMM variant [16], under a logarithmic memory access
cost model, with the recent version [30] correcting earlier cost inaccuracies and
incorporating quantum cost models from [3TI32/33]; ii) Cryptographic Estima-
tors (CE) [21] provides estimates of the count of Boolean operations performed
on bit vectors (counting each vector operation as one operation), with constant,
logarithmic, square- and cube-root memory access cost models; iii) CryptAt-
tack Tester (CAT) [18] provides a Boolean gate count of the operations of the
ISD variants neglecting signal propagation costs, thus providing a lower bound
on the computational effort. The computational effort estimates provided by LT,
CE and CAT are paired with the DFR estimates from our closed form model.
We detail our parameter search procedure in the extended version [6].

We report in Tab. |1f the parameters and three-iterations decoder thresholds
obtained during our exploration, together with the computational cost of run-
ning KRAs and MRAs against them, counted in number of AES-computations
for AES-128 equivalent security (results for AES-192 and AES-256 are provided
in the extended version [0]). The LT-C and LT-@Q columns report attack com-
plexities obtained using LT, based on classical BJMM with logarithmic memory
access cost and quantum Lee—Brickell strategies, respectively. The CE column
reports the range of computational costs of the most efficient ISDs among all
the variants implemented in the Cryptographic Estimators (CE) framework, as-
suming non-constant memory access (e.g., logarithmic, square root, or cubic).

Tab. [I] reports parameter sets where the computational effort matches the
requirements of 2* AES computations when estimated with LT, whereas CE
estimates do not account for the hidden factor, namely, the length of the vectors
involved in the computation, which is at least p. The estimated values of \ with
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Table 2: Comparison of computational performances (kilo-Clock Cycles, kCC) of
existing code-based post-quantum KEMs. LEDAcrypt, BIKE and our approach
employ the same construction to turn a PKE into a KEM.

pk ctx Single primitive Static Ephem.
A KEM ng| size size |Keygen Encrypt Decrypt| KEM KEM
(B) (B) | (kCC) (kCC) (kCC) |(kCC) (kCC)

128 Our 211,702 1,734 541 107 617 724 1,266
128 Our 3] 2,510 1,287 477 110 745 854 1,331
128 Our 413,237 1,111 427 120 890 | 1,010 1,437
128 Our 513,916 1,011 281 99 839 938 1,219
128 Our (Eph.) 2] 1,552 1,585 512 85 231 - 828
128 Our (Eph.) 3| 2,302 1,183 479 66 246 - 791
128 Our (Eph.) 4 2,910 1,002 270 47 248 - 565
128 Our (Eph.) 5| 3,476 901 251 46 252 - 549
128" BIKE 2| 1,541 1,573 598 118 1,806 | 1,924 2,522
128 LEDAcrypt 2| 3,536 3,560 | 4,573 221 1,578 1,799 6,372
128 LEDAcrypt 3| 4,928 2,488 | 3,989 204 1,526 | 1,730 5,719
128 LEDAcrypt 4 | 6,096 2,056 | 3,861 225 1,502 | 1,727 5,588

128 HQC 2,249 4,433 94 246 419 665 759

CAT are either matching the requirements or at most short by 1.6, i.e., the es-
timate of the attack reports a computation 26 times faster than expected. We
consider this acceptable, as the values reported by CAT ignore the cost of signal
transmission delays, which dominate the construction of a large cryptanalytic
machine [I8]. We report parameters designed for both long-term key usage (i.e.,
a keypair generated once and reused across multiple sessions), and ephemeral
key usage (e.g., in TLS, where perfect forward secrecy is required). Ephemeral
keys relax the stringent DFR requirements to a level where decoding failures are
negligible from an engineering perspective (274), improving performance.

Tab. compares the performance of BIKE, HQC [26], and LEDAcrypt, paired
with that of a new KEM obtained by applying the BIKE [§] and LEDAcrypt [14]
construction to a Niederreiter-style PKE, based on QC-MDPC codes using our
proposed parameter sets. The table reports the figures for A = 128, figures for
A € {192,256} are available in the extended version of this work [6] and follow
analogous trends. The 128" marker for BIKE indicates tha the optimized imple-
mentation of BIKE currently available employs the decoder from [39] (for which
the authors report a DFR > 27116) and not the BIKE-flip decoder described
in the latest specification [g], although the two decoders are expected to have
similar runtimes. Timings are expressed in number of clock cycles for implemen-
tations employing Intel AVX2 as the instruction set extension of choice. Timings
for BIKE and HQC are taken from the SUPERCOP [19] project performing inde-
pendent benchmarking, on a Haswell CPU at 3.5 GHz (titan0 machine), while
timings for our design are obtained adapting the AVX2 optimized implementa-
tions from LEDAcrypt and BIKE, compiling them targetting a Haswell ISA and
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running on an Intel Core i7-12700K, at 3.8 GHz without Turbo Boost.
Concerning single primitives, we observe that our design allows large speedups,
outperforming BIKE in keygen, encryption and decryption, both with param-
eters tuned for static keypair use and ephemeral keypair use. We observe that
our design is between 1.9x and 2.7x faster than BIKE in static key KEM sce-
narios (i.e., considering encryption+decryption latencies) and achieves similar
gains against the original LEDAcrypt design. Considering ephemeral keypair
use, (e.g., to provide forward secrecy in TLS) we achieve a 4.6x speedup when
compared to BIKE (key generation+encryption-+decryption latency being the
metric). Concerning ciphertext size, our design allows to fit into the 1280 B
threshold [25] imposed by IPv6 lack of fragmentation, both in the ephemeral and
static keypair scenario, making it a fitting candidate for a post-quantum Wire-
guard VPN [25]. Our improvements in ciphertext size increase the gap between
HQC and Niederreiter-based QC-MDPC cryptosystems, bringing it to 4.4x for
static keypairs. The bandwidth gain is significant, at 2.2x, even for ephemeral
keypairs, where the figure of merit is the sum of public key and ciphertext sizes.

6 Concluding Remarks

In this work, we present a closed-form decoding failure rate model for the three-
iterations parallel decoder applied to QC-MDPC codes. We address the quasi-
cyclic structure of the employed codes by accounting for near codewords and
their generalization with a characterization of the exact decoder employed in
our QC-MDPC cryptosystem. We numerically validate our model, showing that
it predicts both the waterfall and error floor regimes of QC codes. Our sound
estimate of the DFR allows to design Niederreiter-style cryptosystems with prov-
able IND-CCA2 security [24]. We thus show that the three-iterations decoder
provides an significant reduction in public key and ciphertext size with respect to
LEDAcrypt-KEM, the previous bounded DFR QC-MDPC based KEM. Our ap-
proach outperforms BIKE in ciphertext size and execution time, with speedups
up to 4.6x, while improving security guarantees for long term keys. Moreover,
we provide bandwidth reductions between 2.2x and 4.4x with respect to the
NIST standardized HQC, with similar execution timings.
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