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Abstract

This paper addresses the role of landing structures in ensuring safe air-
craft operations through systems such as the Monitoring and Control Sy-
stem (MCS). The research project focuses on existing user interfaces, con-
ducting a comprehensive system assessment and interviews with diverse
user profiles. The findings catalyzed a redesign aimed at alleviating mental
fatigue of airport operators.

The study unfolds within the operational framework of Thales Group,
where User Experience Designers collaborated with internal staff for the
first time. This collaboration marked a paradigm shift from a tech-driven
approach to a Human-User Centered one.

The collaboration between Thales Group’s internal expertise and ex-
ternal User Experience Designers underscores the potential for innovation
when technology development is rooted in the needs and experiences of
end-users. This paper opens avenues for further exploration into the inte-
gration of Artificial Intelligence, paving the way for more efficient landing
support systems in the aviation industry.

Introduction

The design activity that served as the basis of this research proposal was
done in coordination with the aviation department of Thales Group locat-
ed in the city of Gorgonzola, Italy. The task was to investigate a product
offering that is used by airport operators and technicians to ensure safe fly-
ing conditions and air traffic control management and assess how it can be
improved in terms of user experience. It is important to mention that this
product was initially brought to the market by teams of software developers
and engineers without the input of any kind of designers. This means that
everything from the information architecture to the user interface has been
drafted without taking into consideration user needs and usability princi-
ples, but only focusing on the technical functionalities provided by the tools.
The purpose of this research and design activity is to highlight user needs
that have not been taking into consideration during the initial development
of the MCS and then establish a set of interventions in the interface of the
software that meet those needs.
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Methodology

The methodology followed for this assessment started by studying the
technical manuals and training sessions given to the end users, followed by
a heuristics evaluation of the existing interface coupled with a shadowing
session conducted at Malpensa airport in Milan, Italy. This would give a
clear understanding of what users have been working with. After that, a
series of semi-structured interviews have been scheduled with end users
with different levels of experience (operators and technician officers). Find-
ings from literature reviews would be then used to guide how the interface
should be revisited while taking into consideration cognitive limitations as-
sociated with mental fatigue that result from the long shifts airport opera-
tors need to complete.

Interface Assessment

The tool to be evaluated is called the Monitoring and Control System
(MCS). This system is used to monitor, control, and ensure the proper timely
maintenance of navigation aid equipment (this includes a long list of devic-
es that supports the plane during its take-off and landing stages to guaran-
tee smooth and safe flying operations). The interface is typically installed on
a computer desktop and on a front panel display (smaller touch screen) that
is attached to the specific navigation aid equipment cabinet. Inside of the
equipment cabinet, there is a third analogue interface that enables operators
to bypass restrictions in case of emergencies. It can be operated remotely (in
a control room for example) or locally (on site) through the desktop version
of the interface that enable users to utilize all possible functionalities, as op-
posed to the front panel display that is limited to the site and has a read only
configuration that only enables users to receive some information about the
status of the equipment.

For the end users, the interface provides three different login levels that
come with different granularities of responsibilities depending on the in-
ternal organization of the customer organization that purchased the MCS.
‘Monitoring’ is the lowest level in terms of agency granted and can be logged
in without a password, it allows the user to check the status of the piece of
equipment and to look at some technical parameters. The second level of
login ‘Operational Control’ requires a password and has limited advantages

o
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over ‘Monitoring’ as it only allows technicians to turn on the beacon of the
specific piece of navigation aid equipment (simply turning it on and off).
These first two login levels are mostly related to the monitoring aspects of
the product while the third and highest in terms of authority, ‘"Maintenance’,
also requires a password and gives users unrestricted control over the inter-
face and the equipment it is managing. It should be noted that each client
has its own internal structure, and the distribution of these login levels de-
pends on both the scale of the operations and the allocation of duties within
the team of technicians and their supervisors.

Cognitive Load
Information is transmitted to users according to the following hierar-
chies listed in chronological order:

e Equipment status within the initial landing screen: the status of
equipment is made evident to users through the usage of colors that
are noticeable at first glance. This needs to be the first thing users
notice. The same structure is adopted for the first equipment level
window where the same color coding is utilized to indicate the status
of specific components within the circuit that makes up the individ-
ual piece of equipment.

* Log of many types of alarms explaining to users what the problem is
in the case there is a system error or any kind of issue that requires
intervention (immediate or not).

* Remaining functionalities (such as running tests, monitoring geolo-
cations, taking measurements, making recordings...) are more nest-
ed within the interfaces and require users to complete more steps
since they are more case specific.

The cognitive load placed on the brains of users is heavy as in their de-
fault states, the interface shows a lot of information that does not technically
need to be presented to users all the time. By looking at a first glance, the
feedback given to users is relatively clear and follows typical conventions
(green is normal, orange is risky and red is critical...). However, users need
to take on additional steps to figure out how to solve the problem as the
system does not inform how to do so, increasing the time for resolution of
the issue.

It should be highlighted that users only receive feedbacks from channels
of communication pertaining to the system of the equipment (interfaces on
the computer or on the front panel display of some equipment) and never
through other devices (mobile phones, tablets, smart watches...). This is due
to the fact that the data flow of these networks takes place within a closed
circuit therefore needs to be carefully managed and can only be transmitted
within authorized devices for security reasons, given the sensitivity and the
risks associated with the aviation operations.

By that point in the interaction, users need to know if something is
wrong/requires their intervention, and the interface conveys that infor-
mation either through the interfaces on the computer or on the front panel
display. However, this exchange can be made more comfortable to users if
the information on the interface can be more adaptive to specific situations,
depending on what users need to know and what they need to do to achieve
certain tasks or fix specific issues/alarms. A reduction of the cognitive load
would also lead to a reduction of mental fatigue that users might suffer
from, especially after long shifts.

Heuristics Evaluation
The heuristic evaluation (based on Jakob Nielsen’s ten general principles
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of interaction design) conducted to assess these interfaces highlighted issues
that can be grouped in according to these categories:

* Information architecture & Navigation: some sections are too nested
within the interface and it might take users a long time to find them
to complete their tasks.

e Affordances: some visual elements are not well presented on the in-
terface and it is unclear whether some elements are clickable or not
especially that these elements do not follow any visual guidelines.

®  Aesthetic: There is no consistency across the interface of the MCS
(this is due to the fact that different sections of the interface were
coded using different libraries). That aside, there are some serious
usability issues including low color contrast and visibility problems.

Following the ten different categories of violations related to the design
of interfaces (Nielsen, 2020), a total of twenty-eight violations have been
reported.

User Interviews

Overall, 26 operators and technicians were interviewed for this assess-
ment. These users come from different corners of the world (Kenya, Brunei,
Netherlands, Bulgaria...) and belong to different age groups (ranging be-
tween thirty and sixty years old). All of these interviewees are Males (per-
haps because of the physical requirements of the job), come from different
cultures, have various mental models, and differ in terms of experience with
this software and equipment. It is important to note that operators receive
a training session from Thales representatives before they start using the
MCS. This is required due to the complex technical knowledge that is re-
quired for the tasks. The training sessions (which last somewhere between
a week or two) include technical training for the equipment that is being
monitored through the MCS in addition to a technical walkthrough of the
interface (sort of a detailed step-by-step tutorial) in which operators learn
how to use the interface and then do some practice exercises that consist
of running monitoring tests while connected to the equipment. Some users
were interviewed after they had the initial training sessions for the interfac-
es while other interviewees had much more experience with the software as
they have been using them for years.

At the beginning of every interview, participants were asked to give their
consent to the recording of the conversation. The results of the interviews
can be summarized in the following pain points:

* Some interviewees didn’t feel confident enough to operate the soft-
ware autonomously after the training sessions because they thought
the interfaces were too complex to handle after the initial contact
they had with it. These interviewees were convinced that they would
need to practice more using the interfaces so that they could devel-
op the expertise needed to confidently operate all the software and
equipment.

*  Whenever users required assistance the initial step to do would be to
go through a really long technical manual to find the solution. This is
not always practical as users don’t always know what to look for or
don’t have the time to do the search because of the criticality or time
sensitivity of the issue.

* Some information and actions are too nested within the interface
and users have to go through many steps/click many things to reach
what they need to do. This is not effective especially for tasks that
users must frequently repeat.

308



Elie Barakat, Venanzio Arquilla, Maximilian James Arpaio

e Users cannot communicate with each other through the interfaces,
meaning that users with low login levels cannot ask their superiors
for modifications/permissions on the software unless they do so in
person or through another communication channel excluding the in-
terface itself (such as calling on the phone).

Shadowing Session

On September 6th 2023, a user shadowing session was held at Malpen-
sa airport in Milan, Italy. The session took place over several floors in the
control tower of the airport where operators monitor the status of various
navigation equipment and not only Thales products. Due to privacy and
security concerns, no photographs from within the Malpensa control tower
could be published in this document.

Listed below are the main observations that came from the user shadow-
ing sessions:

* At night the rooms become very dark and the main source of light
comes from the monitors which is dangerous for the eyes of the op-
erators especially since they have to complete long shifts where they
are exposed to these screens.

*  Operators multitask across different monitors and different user in-
terfaces which could have a heavy toll on their mental fatigue after
several hours.

* Sometimes operators need to compare the circuit scheme of two dif-
ferent equipment at the same time however in the current version
of the MCS they would need to individually open each equipment
window and then manually arrange the layout to view the schemes
side by side.

*  Operators manage their scheduled tasks for the MCS using external
tools (notepads for example), which is counterproductive as these
raise the risks of human error or could even be misplaced.

Literature Review

The following section of the research paper will present findings coming
from various fields of knowledge ranging from cognitive sciences to inter-
action design.

Human Attention

Having to interact with these complex systems requires mental effort
that only increases in direct proportion to the duration of the working shift
of the operator. In a typical scenario, these operators would be based in a
office in front of several screens that monitor numerous equipment and op-
erations (related to Thales products in addition to other devices that have to
do with air traffic control) and they only need to intervene and physically
make adjustments to machinery whenever there is a problem or a scheduled
maintenance activity.

One of the most notable cognitions that plays a role in how humans and
machines communicate with each other is attention. Attention is the capa-
bility to follow through a task without being affected by external stimuli
coming from the surrounding environment through the allocation of mental
resources. Attention gives people the ability to select which signals coming
from the outside world to focus on which ones to block out to be able to
focus on particular things and to achieve specific goals. It is also enables
humans to select when and how they can interact with their surrounding en-
vironment (Roda, 2011). At a high generalized level, attention can be divid-
ed into two clusters: exogenous (top-down) and endogenous (bottom-up).
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Exogenous attention is when humans consciously decide what to target
their attention on (whether an object or person) in detail within a broad
environment that might have many other stimuli. Endogenous attention is
the inverse of exogenous attention because it takes place whenever a strong
stimuli in the environment hijacks the attention of the person without their
conscious engagement (Theeuwes, 1991).

Mental Fatigue

Mental fatigue has an impeding effect on attention and specifically top-
down attention whereas no significant effects were on bottom-up attention
were observed (Holtzer et al., 2010). Other experimentations showed that
mental fatigue brought on by long visual attention tasks (the completion of
tasks while exposed to visual stimuli) resulted a higher number of errors,
lower levels of attention, and increases in the reaction time of participants
(Csatho et al., 2012). The increase in reaction time of participants can be par-
ticularly dangerous in scenarios in which the operators have to attend to
time sensitive matters and act quickly.

Operators must deal with different tasks depending on what stage in
the schedule they are at or on what the airplane flight operations (take-off
or landing for example) requires them to do. These tasks require a mental
effort (in addition to some physical effort in certain situations depending
on the type of activity and on the rank of the operator within the team)
and therefore users need to have high levels of uninterrupted attention to
successfully complete their activities while limiting the effects of mental
fatigue to reduce the risks of any potential errors. Focusing on one prior-
itized /primary task can be challenging enough as it is, and it only increases
in difficulty after several hours of continuous mental effort. This process
becomes much trickier when operators receive alerts throughout their shifts
instigating them to take action on something that may or may not be related
to the task they are currently working on. This flow of alarms will interrupt
the attention of the users, impede their ability to properly focus on the ac-
tivity they are doing, and increase their level of mental fatigue which will in
return have a negative effect on their attention as well. If these alerts contain
information that are not related to the task the operator is working on and
if they are presented to him/her in an overriding manner (intense visual
or auditory signal), endogenous (bottom-up) attention mechanisms might
predominate over exogenous (top-down) attention mechanisms and disrupt
the allocation of mental resources to the primary task (Roda, 2011). Unfor-
tunately, the sensitivity and urgency of air traffic control procedures require
that operators receive these alerts because in some situations they might be
related to a critical event and require immediate interference. It is necessary
to find a balanced effective way of delivering the time sensitive information
to operators without interfering with the attention that is allocated to their
prioritized task.

Notifications Management

Notification systems can act as mediators between the information that is
delivered and the human'’s susceptibility to be distracted by it. The ideal ra-
tio in this exchange between information and cognitive resources would be
a combination of low levels of disruption and high amounts of knowledge.
Literature in notification systems delineates three categories of notification
systems: pure notification, awareness mechanisms, and complete switch of
context. Pure notification systems do not explicitly convey to users the in-
formation within the alert that is sent to them but rather contain a hint to the
actual information or action that is required from them. Awareness mech-
anisms systems however communicate to users the information explicitly
instead of just giving them a hint on what it is. Complete switch of context
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systems are the most disruptive as they cause the opening of new popup
windows and in some cases even take users to different screens belonging to
different interfaces (other websites, software, or mobile applications). These
systems have no task cueing meaning that users have limited control over
deciding how to deal with the alert since the system automatically makes the
choice for them by redirecting them somewhere else. Pure notification sys-
tems and awareness mechanisms are comparable in the sense that they sug-
gest to users about the availability of new information or actions they might
be required to do, however these systems differ in the load of information
they contain. Awareness mechanisms systems can convey alerts that require
more cognitive resources because of the complex data they might contain.
This is not the case for pure notification systems that only give pointers to
users as to what the alert is rather than clearly stating the message as aware-
ness mechanisms systems do (Roda, 2011). The notification/alert operators
receive need to contain just the right amount of information to allow users
to decide whether they want to interrupt the task they are working on and
immediately deal with the alert or if they want to finish what they are cur-
rently doing and then attend to it based on their own schedules and prior-
ities, without actually disrupting their focus on the task. The cueing aspect
of having to deal with the alert enabled by these notifications systems let
users make an informed decision regarding what to allocate their attention
to. When confronted with this kind of decision, users have two options: in-
tentional dismissal and intentional integration. Intentional dismissal takes
place when users ignore the alert and shelf it for later while intentional inte-
gration sees the user stopping the activity they are currently engaging with
and completely shifting their attention to the alert on the spot (McFarlane
& Latorella, 2002). These findings point to the need to tailor the information
that is delivered (and how it is delivered) to operators through the alerts that
are displayed on the interface in a way that facilitates making the educated
choice between intentional dismissal and intentional integration while min-
imizing the cognitive efforts needed to make the decision.

Some literature brings up the concept of timing the interruptions to
change how they are perceived by users and how they can be delivered
to have a less disruptive effect on the task users are doing. However, legal
regulations for the design of equipment for air traffic control might require
users to receive alarms the moment they take place for security and safety
reasons (especially that these notifications might signal the malfunctioning
of equipment that will prevent the safety of the operations of the aircraft).
For this reason, notifications/alarms will be delivered to users the moment
they are flagged by the system and operators will have the freedom of de-
ciding whether to deal with them instantly or not depending on the specific
situation.

Alert Fatigue

The frequency of the notifications is also something that needs to be dis-
cussed. A high exposure to alerts can lead to alert fatigue, that is defined as
the apathy towards alerts that develops in users with time (mostly through-
out long working shifts) after they have been receiving these notifications in
a tedious way (Cash, 2009). Therefore, the system should filter out the un-
necessary or repeated alerts or even group them based on their urgency to
prevent the operators from developing a numbness to these alarms that can
be brought on by alert fatigue. Managing the frequency of the alerts should
be done in accordance with the regulations for the design of equipment for
air traffic control taking into consideration the notion of alert fatigue that
could prevent operators from properly attending to their tasks.
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User Needs Articulation

The hints that derived from the research methods just presented shed
light on important issues that are impeding the effectiveness of the interac-
tions with the interface and the employees of the company that are responsi-
ble for it. Listed below are generalized guidelines to be followed in order to
enhance the user experience of the operators and internal support processes
for some company employees:

e Improve user autonomy and agency over the interfaces: users do
not always feel confident in working the systems as they might be
lacking some of the technical knowledge needed for operating the
equipment.

e Easier paths for users to navigate: given the procedural complexi-
ty of the tasks at hand, it is normal that the information is nested
into different sections based on some technical conventions, how-
ever the navigational structure of the interface can be modified to
make it easier for users to find their way. Making clearer paths (either
through creating shortcuts, modifying the grouping of elements / re-
structuring the information architecture, or by introducing different
semantics) would reduce the risk of users having to memorize paths
to reach certain functionalities hence reducing the risk of error that
can be critical in time sensitive situations.

* Reduced cognitive load: users are flooded with a lot of information
that is not always necessary for them, increasing the risk of mental
fatigue and hence raising the danger of committing mistakes. Since
certain bits of information cannot be fully removed for technical,
security, or legal reasons (there are some imposed conventions to
be followed) the solution could be to adopt an approach that ena-
bles the adaptability of the interface. This would provide users with
the exact amount of information that they need to know at specific
points in the interaction.

* (learer feedback that users can quickly act on: at the first layer of the
interaction it is enough for users to just see the status of the system
and if there are any alarms however the next immediate step after
that in an alarm scenario should be to concisely indicate to users the
procedure to fix the issue.

e Error prevention: in cases where user actions have a strong influence
over how the interface or configuration operates, make it evident to
users that their actions have strong consequences and add a step that
they need to overcome to successfully complete this action to reduce
the risk of error.

e Context Adaptation: users would benefit from a dark mode version
of the user interface so that they can more conveniently interact with
the MCS in dark environments (specifically during night shifts) while
reducing their exposure to harmful light coming from the screen.

Prototype

The interventions just listed needed to be translated into tangible ele-
ments that would compose the revised version of the user interface of the
MCS. An initial version of wireframes was drafted before moving on to the
development of a high-fidelity prototype. A process of iteration and revision
led to a finalized version of the wireframes that was validated by internal
company engineers and that included all of the modifications proposed to
the MCS. These wireframes would then serve as the basis for a high-fidelity
prototype of the graphical user interface of the MCS that was built using the
official Thales Group Quantum Design System.
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Figure 2. Mock-up of the user
interface created by the authors.
Airport level view provided in
the redesigned version of the in-
terface where notifications are de-
livered in a clearer manner to re-
duce the cognitive load on users.

Figure 3. Mock-up of the user
interface created by the authors.
New shortcut feature provided
in the redesigned version of the
interface lets operators access
sections more quickly while re-
ducing the risk of mis-navigating
the interface.

Figure 4. Mock-up of the user
interface created by the authors.
Sample screen of the dark mode
version of the redesigned version
of the interface to cater for the
night shifts of airport operators.
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User Testing Protocol

The high-fidelity prototype developed then underwent usability test-
ing by four airport operators from the Dominican Republic who were just
getting introduced to the MCS through a training session at Thales. These
are different participants than the operators that have participated in the
preceding user interviews. Again, all participants were males and belonged
to different age groups (ranging between thirty and fifty years old) howev-
er they shared a similar cultural background and work environment. The
purpose of this test was to assess the usability of the interface, the ability of
operators to navigate it efficiently, and the perceived added value of the new
features that have been proposed.

The following protocol has been administered for the test:

Part I: Brief explanation of what an operator with a maintenance login
level can do with the MCS.

This was needed because not all operators have that high clearance to
do the maintenance activities that come with that login level. It should be
mentioned that the prototype was developed with all the potential function-
alities the MCS could include meaning that the interface used for the testing
contained sections only an operator with the maintenance login level would
have clearance for.

It was done on purpose to ensure that any of the operators (regardless of
their experience and clearance level) would be able to efficiently operate the
graphical user interface of the MCS.

Part II: Participants were asked to complete the following six tasks:

*  Go to the DME 500, check the values in transponder 1 and then com-
pare them to the values of the Transponder 2.

*  Set up equipment time for the DME 500, then close the window.

e From within the DME 500, go to the standard measurement tran-
sponder on antenna and run the test, then close the window.

e Find the values for the integrity test wavelength for the ILS 420.

e Compare the ILS 420 and the DME 500 from the DME 500 window.

*  You have already added a shortcut to configure the poling frequency
for the ILS 420. Find it and launch the test.

e For clarification, DME stands for Distance Measuring Equipment
and ILS stands for Instrument landing system. Both are examples of
navigation equipment that is monitored through the MCS.

User Testing Results

The results of the test were overall positive because the operators were
able to successfully complete almost all of the tasks. Two operators faced dif-
ficulties with the fourth task however they disclosed that they did not have
any experience with the ILS and this could be the reason as to why they were
confused by the task, especially that the task itself contained terminology
that required a certain type of knowledge. These two participants belonged
to different age groups, implying that it would be improbable to correlate
the inability to complete the task with a specific age bracket. Besides the dif-
ficulties with the fourth task, the participants stated that the revised version
of the interface is much more practical and easy to use. They also expressed
their appreciation for the new features that were introduced (especially the
shortcuts and compare equipment features) as they said that these changes
could significantly accelerate their daily workflows. The results of the us-
ability testing administered validate the effectiveness of the changes pro-
posed to the existing version of the graphical user interface of the MCS.
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Figure 5. Photograph taken
by authors. Airport operator
participating in the user testing
conducted in the offices of Thales
Group Gorgonzola, Italy.
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Conclusion

This design activity was the result of a collaboration with Thales Group
and consisted of identifying how an interface used for air traffic control and
navigation aid equipment maintenance could be improved in terms of usa-
bility and user experience while also considering user needs. The investiga-
tion brough up pain points that users suffer from while operating this kind
of equipment. The company that initiated this research activity is not using
artificial intelligence for this line of products yet, however there is a high
possibility that this will change in the upcoming future. It is necessary to
evaluate what kind of benefits implementing such technology could bring to
the stakeholders involved (from the end users up until the company financ-
ing and developing this project). Investing in artificial intelligence requires a
big financial commitment and it is therefore necessary to assess what advan-
tages it can bring as opposed to engaging in such an expensive venture sole-
ly as part of the latest trend. In addition to that, infusing digital products like
the MCS with artificial intelligence will drastically change the way end users
interact with these tools. For that reason, it is crucial to ensure a proper and
comfortable transition for users who are most probably have not had direct
exposure to artificial intelligence before, keeping in mind that the products
they were working with were crafted not taking into consideration any kind
of user experience design principles as they were developed by computer
scientists and engineers.

This switch from operating a non-intelligent and passive (in the sense
that it cannot make any initiatives/proposals to users) graphical user in-
terface that is not user-friendly towards a new active one that is defined by
the intelligence it has and by the new responsibilities it can take on must be
handled with attention. Failing to do so might alienate users who have low
aptitude to learn new skills or even those that have a predisposition against
artificial intelligence.

Moving forward, future research should focus on the optimization of
user experience and interaction design principles of high-stakes systems
like the MCS and how they will evolve to accommodate the integration of
artificial intelligence into these products, which is no longer a future possi-
bility but rather an inevitable reality.
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