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A B S T R A C T

Critical infrastructure systems (CISs) are increasingly vulnerable to attacks due to their complex in-
terdependencies. To enhance the resilience of CISs against deliberate attacks, we propose a novel Stackelberg
attack-defense game model (ADGM) framework based on game theory and network science. In this framework,
the functional vulnerability of CISs that accounts for cascading effects is innovatively considered in the con-
struction of the ADGM. Critical target selection and resource allocation problems are integrated into the strategy
model, while cumulative prospect theory (CPT) is applied to evaluate payoffs considering the risk attitudes of
agents. The particle swarm optimization (PSO) algorithm is utilized to determine the game equilibrium. The
results of applying the ADGM to a power grid highlight the necessity to study resource allocation for infra-
structure protection from a vulnerability perspective. Identifying critical targets based on their importance, as
determined by the vulnerability metric, provides the foundation for players to develop optimal resource allo-
cation strategies. The analysis of optimal strategies under varying levels of resources for both players reveals the
importance of striking an investment balance between enhancing component capacity and safeguarding critical
components. The ADGM framework proposed in this paper provides valuable decision-making support for the
protection of infrastructure systems.

1. Introduction

Critical infrastructure systems (CISs), such as power grids, water
distribution systems and transportation networks, have become the
backbone of society operations [1]. However, CISs have grown
increasingly susceptible to disruptions due to the potential cascade ef-
fect of failures spreading through the complex interdependencies among
infrastructures [2]. Recently, the significance and vulnerability of CISs
have attracted the attention of terrorist organizations [3]. For instance,
in October 2021, a cyberattack on Iran’s fuel distribution system para-
lyzed gas stations across the country. Similarly, in December 2022, a
shooting attack on two electrical distribution substations in Moore
County, North Carolina, United States, caused power outages that
affected up to 40,000 residential and business customers. Therefore,
safeguarding critical infrastructures from deliberate attacks has become
essential for societal stability and security.

Adversarial game theory has been extensively applied to the study of
complex systems’ protection under targeted attacks. It provides a

mathematical framework to model and analyze strategic interactions
between attackers and defenders. The attack-defense game model
(ADGM) proposed in recent research has proven effective for exploring
the protection of CISs [4]. In the context of ADGM applied to CISs, the
strategies and payoffs of individual elements can be influenced by their
own actions, those of their adversaries, and the structure of systems [5].
Strategy sets and payoff functions are defined from a system-level
perspective. The equilibrium strategies derived from ADGM can pro-
vide valuable support for decision-making in protecting CISs.

Payoffs in ADGM are typically defined based on the system value,
which can be evaluated by the overall performance of the system or as a
cumulative sum of the values of its components. For instance, Zhou et al.
[6] evaluated payoffs for players based on the operational cost of the
pipeline network from a network perspective. Wu et al. [7] quantified
payoffs using the performance response function (PRF) of the power
network. Hausken [8] defined utilities based on the system value,
calculated as the sum of all targets’ values in complex interdependent
systems. Zhang et al. [9] considered the additional effects of the
simultaneous destruction of related targets on systems to measure the
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payoffs in ADGM. These studies quantify payoffs from a system
perspective, considering complex interdependencies. However, there is
limited research has focused on characterizing strategies and payoffs
from a vulnerability perspective, particularly considering the cascading
failure effects on CISs.

Vulnerability has been defined and conceptualized in various ways
by researchers across different fields. Bier et al. [10] described vulner-
ability as "any weakness in an asset’s or infrastructure’s design, imple-
mentation or operation that can be exploited by an adversary", as
referenced in Risk Analysis and Management for Critical Asset Protec-
tion (RAMCAP™) Framework. Yaghlane et al. [11,12] characterized the
vulnerability of a system component based on its probability of failing to
survive an attack. Fang et al. [13] defined vulnerability as "a measure of
system susceptibility to scenarios for more narrowly identifying weak
points in the system within the context of a scenario". Bellè et al. [14]
viewed vulnerability as the assessment of potential adverse outcomes
that may arise within a system when subjected to external strain.
Referring to Ref. [14], we define vulnerability as a drop in system
functionality under attacks.

CISs operate as complex systems of systems, and their vulnerability is
intricately linked to the phenomenon of cascading failures. Cascading
failures occur when the failure of a single target leads to the dysfunction
of other interconnected components. As these failures propagate, they
can eventually cause the collapse of a substantial portion of nodes or
even the entire system [15]. Shan [16] indicated that the defender’s best
response is not solely determined by direct attacks but also by the po-
tential spread of damage from connected networks. Chaoqi et al. [17]
proposed an ADGM for CISs that incorporates the cascading effect using
the load-capacity model. Huang et al. [18] further analyzed the impact
of cascading failures on the game equilibrium of ADGM, suggesting that
enhancing the tolerance of components can reduce the differences in
attack performance across various strategies. Recent studies on
cascading failures in ADGM for CISs often focus on the topological
characteristics of networks. However, given the service-oriented nature
of CISs, it is essential to propose a novel ADGM framework from a
functional vulnerability perspective, considering the effects of cascading
failures.

The existing research on strategy models in ADGM for CISs mainly
focuses on identifying critical components within CISs. Wu et al. [19]
introduced a tri-level defender-attacker-operator game-theoretic model
to prioritize components for allocating protective resources. Kuttler
et al. [20] extended the tri-level protection-interdiction-restoration
model from a single commodity to multiple commodities, aiming to

identify the optimal strategies against intelligent attacks. In their
models, component states are considered binary under the interaction
between players: a component is operational if protected and failed if
unprotected under attack [21]. While the binary attacker-defender
model provides a foundation for the analysis of ADGM, its applica-
bility in real-world scenarios is limited. In practice, the dynamic nature
of component states depends on the degree of attack and defense exerted
by players. The strength of attack and defense resource allocation on
targets would influence the probability of a successful attack [22].

The research on the resource allocation strategies for CISs has
garnered attention in recent years. In this context, the effectiveness of
players’ resources in influencing the state of components has been
assessed by using the contest success function (CSF) [23]. According to
the CSF, the investments and payoffs of players are defined based on unit
investment cost, contest intensity for each component, and system
functionality [24]. Hausken [25] proposed a novel strategic defense and
attack model that integrates CSF to determine the optimal allocation of
resources between defending and attacking multiple targets. Mo et al.
[26] incorporated CSF into a three-stage attack+defend-defend-attack
framework to optimize the allocation of attack-defense resources. The
ADGM based on a resource allocation perspective can effectively char-
acterize component states by incorporating CSF. However, most
research focuses on distributing resources across all system targets,
which is not practical for analyzing large-scale and complex CISs.
Therefore, considering both target selection and resource allocation
within ADGM is crucial for defenders to develop optimal protection
strategies on large-scale CISs.

Recent studies on ADGM for the protection of CISs mostly assume
that players are risk-neutral [27,28]. In these models, the attacker seeks
to maximize disruption impacts on the system by finding the optimal
attack strategy within resource constraints, whereas the defender aims
to determine the optimal protection strategy to minimize system per-
formance deterioration [29] or maximize system functionality mainte-
nance [30,31]. However, in reality, individuals often depart from risk
neutrality when making decisions under uncertainty, with risk-taking
behaviors affected by subjective risk attitudes [32]. Zhang et al. [33]
indicated that the risk preferences of attackers can influence the optimal
allocation in strategic scenarios. Peng et al. [34] incorporated cumula-
tive prospect theory (CPT) into ADGM on interdependent networks,
where the objectives of players are to maximize their cumulative pros-
pect values (CPVs). Lin et al. [35] applied CPV as the performance
metric instead of vulnerability to study the defense-attack game between
M defenders and N attackers. CPT has been widely used to analyze

Acronyms

CIS critical infrastructure system
ADGM attack-defense game model
CPT cumulative prospect theory
PSO particle swarm optimization
CSF contest success function
CPV cumulative prospect value
CNIV critical nodes identified based on vulnerability metric
CNIN critical nodes identified based on network characteristic

Symbols
G (N, L) graph with vertex set N and edge set L
lij power line from node i to node j
P real power injection
θ voltage phase angles
B bus susceptance matrix
bij susceptance of line lij
fij power flow on line lij

Cij capacity of line lij
L̃ij initial load of line lij
d̃i real power demand
di required power demand
V vulnerability of the system
Ii importance of component i
CT critical target set
Ra/ Rd resource available to the attacker/defender
a/d attack/defense resources of players on targets
pi probability of target i being successfully attacked
m intensity of the contest over component
μi/γi proportion of resources invested on each target of the

attacker/defender
K number of critical targets
U utilities of both players
VA/VD CPVs of attacker and defender
π− /π+ decision weight of the value for the loss/gain
w− /w+ weighting function for the loss/gain
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attack-defense games by considering risk attitudes [36]. Therefore, this
paper incorporates the risk attitudes of agents into the ADGM frame-
work to evaluate player payoffs by using CPT.

Based on the above review, existing literature on ADGM for CISs has
made significant contributions to the knowledge of CISs protection
against intelligent attacks, but several critical limitations remain that
need to be addressed: (i) Research on ADGM for CISs mainly focuses on
the impact of target failures on the system, with limited consideration of
cascading failure effects; (ii) Studies on resource allocation strategies
across all components are generally effective for small-scale systems but
fail to adequately address the resource limitations in large-scale CISs;
(iii) Additionally, most current models overlook the varying risk atti-
tudes of attackers and defenders, which are crucial for accurately pre-
dicting and optimizing attack-defense strategies for CISs.

To address these challenges, this paper introduces an innovative
attack-defense game model framework that integrates the concept of
functional vulnerability. The major contributions of this paper are as
follows:

(1) A novel ADGM framework is proposed to analyze optimal defense
strategies from a functional vulnerability perspective, taking into
account the cascading failure effects.

(2) The critical target selection is incorporated into the resource
allocation problem to construct a comprehensive strategy model,
which enables the analysis of attack-defense strategies in large-
scale CISs.

(3) The contest success function is integrated with cumulative pros-
pect theory to evaluate all potential states of CISs and charac-
terize the payoffs of agents by considering their diverse risk
attitudes. The ADGM framework is subsequently applied to a
power grid to provide valuable insights for system protection
against intelligent attacks.

The remainder of this paper is organized as follows. Section 2 in-
troduces the framework of the Stackelberg attack-defense game model
for CISs. Section 3 proposes the vulnerability assessment model
considering cascading failures. In Section 4, the Stackelberg attack-
defense game model is formulated. Section 5 presents the solution of
game equilibrium. Section 6 conducts a case study on the ADGM using

the IEEE57-bus system. Finally, Section 7 concludes the paper with a
summary of the research findings.

2. The framework of ADGM

In this section, the building blocks of the attack-defense game model
framework for CISs are illustrated in Fig. 1. The vulnerability assessment
model is proposed to define the strategies and payoffs for the ADGM, and
a two-level PSO algorithm is utilized to solve the game equilibrium of
the Stackelberg game model.

Step 1 formalizes the process of the functional vulnerability assess-
ment model that considers cascading failures. In this framework, the
vulnerability of CISs is viewed as a function of the system’s state,
external disruptions, and resulting impacts [37]. CISs operate as highly
interconnected networks due to their structural interdependencies,
where a failure in one component can quickly trigger a chain reaction of
failures in connected components. This cascading effect can initiate a
domino-like process, potentially leading to the catastrophic collapse of
the entire system. Therefore, the impact of cascading failures is
considered in this section to assess the system’s overall vulnerability.
Consequently, the vulnerability assessment model in this section in-
volves four key steps: Initially, the CIS functional model is extracted by
collecting initial data from the specific infrastructure system. Subse-
quently, failure scenarios are identified based on N-1 contingencies or
attack-defense interactions. Once the failure scenarios are initialized,
cascading failures are then simulated until the system reaches stability.
Finally, the vulnerability of the CIS can be quantified using a functional
vulnerability metric. This vulnerability assessment model serves as the
foundation for constructing the attack-defense game model, which in-
cludes both the strategy model and payoff model.

Step 2 proposes the ADGM from a vulnerability perspective, utilizing
a Stackelberg game model. In the ADGM, the defender is defined as the
owner of CISs and acts as the leader by initially allocating resources to
protect targets, aiming to maximize the defense capability of CISs. The
attacker, characterized as an intelligent terrorist, allocates offensive
resources after observing the defender’s choices, intending to maximize
the expected damage on CISs. The ADGM consists of two main modules:
the strategy model and the payoff model. (1) In the strategy model,
player strategies are formulated based on critical component selection

Fig. 1. The main building blocks of ADGM framework.
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and resource allocation problems. The CSF is then applied to determine
the target states resulting from attack-defense interactions, facilitating
the identification of all possible failure scenarios. (2) In the payoff
model, the vulnerabilities of CISs are first assessed across various failure
scenarios. These vulnerability values are subsequently used to evaluate
the utilities of players. Finally, the payoffs are represented by CPVs,
which incorporate the risk attitudes of the agents.

Step 3 introduces a method for analyzing the game equilibrium. In
this part, the equilibrium solution of the sequential two-player game is
formulated as a bi-level optimization problem. A two-level Particle
Swarm Optimization (PSO) algorithm is applied to analyze the optimal
equilibrium strategies for both players.

3. Vulnerability assessment model

The power grid is a critical infrastructure system (CIS) that supports
the operation of various other CISs, including transportation networks,
water distribution systems, heating networks, etc. It is essential to both
national economic stability and public safety [2]. Additionally, as the
interdependencies among its components grow more complex, the
power grid becomes increasingly vulnerable to disruptions and
cascading failures [38]. These characteristics make it a representative
case for demonstrating the applicability of methods used in critical
infrastructure research [39,40]. Therefore, this paper focuses on
analyzing the attack-defense game in the context of the power grid,
aiming to identify the optimal defense resource allocation strategy to
defend against intentional attacks.

The structure of the power grid is modeled as a graph G(N,L), where
N represents the set of nodes, including generator, substations and
transformers, L represents the set of transmission lines. The DC load flow
model is applied to calculate the flow through the lines and nodes of the
power grid. Additionally, a load-capacity model is used to simulate the
cascading failures resulting from line overloads due to flow redistribu-
tion [41]. In this research, we have extended theMATCASC tool to assess
the functional vulnerability of power grids, building on its proven
effectiveness in simulating cascading failures within these systems [42].
Given the critical role of power grids in delivering electricity services,
this paper defines their functional vulnerability as a decline in power
service levels, reflecting the impact of potential disruptions on the sys-
tem [43]. The vulnerability assessment architecture is shown in Fig. 2.

3.1. Functional model extraction

To assess the vulnerability of the power grid, the following initial
data are required: (i) the power grid structure including electrical
properties, and (ii) a tolerance parameter for transmission lines. These
data are used to construct the power grid functional model and initialize
its state.

3.1.1. DC load flow equation
DC power flow equations provide a linear relationship between

power flowing through the lines and power input into nodes [44]. The
DC load flow equation is given by:

P = Bθ (1)

where P is the set of real power injections; B is the bus susceptance

matrix, Bii =
∑d

j=1 bij and Bij = − bij, bij is the susceptance of line lij and
d is the degree of node i; θ is the n-th dimensional vector that contains
the voltage angles at each node. Given the bus susceptance matrix B, the
voltage angles at each node can be calculated by using:

θ = B− 1P (2)

The power flow fij through the transmission line lij from node i to node j
can then be assessed as follows:

fij = bijθij (3)

where θij is the voltage phase difference between node i and node j.

3.1.2. Line capacity estimation
The load-capacity model is applied to simulate the failure of power

lines due to overloads. The maximum capacity of a line lij is defined as
the maximum power flow that the line can support. It is proportional to
the initial load of the node [45]:

Cij = α⋅L̃ij (4)

where Cij represents the maximum capacity of the line lij; L̃ij is the initial
load represented by the flow f̃ ij on the line lij evaluated following the DC
load flow equation in the initial stable state of the system; α is the
tolerance parameter of the transmission line. The line would trip once its
load exceeds a certain threshold level under the protection of a circuit
breaker. The tolerance parameter α in the load-capacity model plays a
crucial role in influencing the system’s vulnerability by affecting the
extent of cascading failures. Specifically, α impacts the cascading fail-
ures within the system by adjusting the load tolerance level of power
lines, which in turn affects the overall vulnerability of the power grid.

3.2. Failure scenario identification

Failure scenario identification refers to identifying situations where
components may fail under specific environmental conditions. In
modeling the ADGM framework, two key types of failure scenarios are
considered. First, N-1 failure scenarios are applied to simulate the
impact of single-component failures on the performance of power grids,
helping to assess component importance and identify critical targets.
Second, attack-defense interaction failure scenarios are considered to
evaluate the system’s response capabilities under various attack-defense
interactions, which is crucial for calculating the payoffs for players.

3.3. Cascading failures simulation

The DC load flow equations and the load-capacity model of lines are
combined to simulate the cascading failure process. ① Once a failure
scenario is identified, the nodes that have been successfully attacked
become dysfunctional, causing the failure of the lines connected to these
nodes. ② The failed lines are removed from the graph, altering the to-
pology of the power grid.③ Subsequently, the power flow in the update
network is redistributed using the DC load flow model, as described by
Eq. (1)-Eq. (3). ④ Overloaded lines are then identified using the load-
capacity model and deactivated, the process returns to step ②. Steps
②,③, and④ are iterated until no lines are overloaded, indicating that
the system has reached a stable state.

Fig. 2. Vulnerability assessment model of power grids.
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3.4. Vulnerability assessment

Once the system reaches stability, the total service level can be
calculated by summing the individual demands of all components,
denoted as

∑
i∈Ndi. The initial required power demand is derived from

the input data of electric characteristics. Subsequently, the functional
vulnerability of the system can be assessed based on the reduction level
of system function. The vulnerability metric is formulated as follows:

V = 1 −
∑

i∈Nd̃i
∑

i∈Ndi
(5)

where V is the vulnerability of the system; d̃i and di represent the real
power demand and the required power demand of component i in the
system, respectively. The value of d̃i is defined as min (d̂i,di), where d̂i
represents the demand of each node i under the steady state of the power
grid. The demand d̂i can be calculated as:

d̂i = si +
∑d

j=1
fji −

∑d

j=1
fij (6)

where si represents the supply power of component i under the initial
steady state of the power grid.

4. The attack-defense game model

The reliability of the power grid is crucial for national economic
stability and public safety. However, due to its highly interconnected
structure, the power grid is particularly vulnerable to targeted attacks.
To mitigate these risks, this section introduces a Stackelberg attack-
defense game model aimed at protecting the power grid. This game
model framework comprises both the strategy model and the payoff
model for the players. In the game, the defender, representing the power
grid’s security department, assumes the role of the leader, committing to
defense strategies to protect critical power nodes. Conversely, the
attacker, representing the terrorists, plays the follower role and formu-
lates optimal attack strategies after observing the defender’s actions
[46]. Both players have complete information about the power grid and
each other, with strategies and payoffs defined based on the vulnera-
bilities of the power grid.

4.1. Strategy model

Given the finite resources available to the players, attackers are
likely to focus on critical components to maximize the expected damage
to the CIS. Consequently, defenders need to prioritize protecting these
critical nodes by allocating resources accordingly. In this section, we
incorporate the selection of critical targets into the resource allocation
problem to model the strategy sets for both players.

4.1.1. Targeted target selection
Considering the scale of the system, agents will allocate resources to

a limited number K of critical targets for attacking or protecting. In this
part, the importance of components is first evaluated based on their
impact on system vulnerability. These evaluations are then used to
determine the critical target set CT = {ct1, ct2, …ctK} [47]. The
vulnerability Vi is assessed according to the N-1 scenarios, where the
failure of each component i out of N system components is considered.
The set of component importances can be denoted as I = {I1, I2, …In},
where Ii = Vi/

∑
iVi, for all i ∈ N.

4.1.2. Resource allocation on targets
Both players allocate their resources to each target once the critical

target set is confirmed. The vectors a = {a1, a2,…, aK} and d = {d1, d2,
…, dK} represent the allocation of resources across the targets by the

attacker and defender, respectively. To determine the status of compo-
nents, a ratio-based contest success function is applied to evaluate the
probability pk of target k being successfully attacked [22,24]. The
probability pk depends on the resource allocation strategies chosen by
the defender and attacker:

pk =
akm

akm + dkm
=

(Raμk)
m

(Raμk)
m
+ (Rdγk)

m (7)

wherem ≥ 0 scales the intensity of the contest over component k; Ra and
Rd represent the resource available to the attacker and defender,
respectively; The variables μ = {μ1, μ2,…μK} and γ = {γ1, γ2,…γK}
represent the resource allocation strategies for the attacker and de-
fender, where μk and γk denote the resource allocation ratios for target k.
Table 1 displays the 2K possible failure scenarios of the game, including
the associated probabilities and system vulnerabilities. In Table 1, i,j,k ∈
{1,2,…K}.

4.2. Payoff model

In the interaction between the attacker and the defender, the
attacker aims to maximize the expected impact on the system, whereas
the defender endeavors to protect the system against the attack. The
utilities for both players across various failure scenarios are defined in
terms of system vulnerability: the attacker’s utility is represented by the
vulnerability of the system, and the defender’s utility is represented by
the robustness of the system. The utilities for both players in each sce-
nario can be assessed using formulas (8) and (9) below:

UA = V (8)

UD = 1 − V (9)

In accordance with the 2K possible outcomes of the game, the de-
fender’s utilities are represented as uD(1), uD(2),…, uD(2K) with probabilities

P D(1), P D(2),…,P D(2K). Similarly, the attacker’s utilities are denoted as

uA(1), uA(2),…, uA(2K) with corresponding probabilities P A(1), P A(2), …,

P A(2K). The 2K utilities of the defender can be ranked as

ũD(1) ≤ … ≤ ũD(t) ≤ 0 ≤ ũD(t+1) ≤ … ≤ ũD(2K), with the associated proba-

bilities P̃ D(1), P̃ D(2),…, P̃ D(2K). Analogously, the ranked utilities of the

attacker can be expressed as ũA(1) ≤ … ≤ ũA(t) ≤ 0 ≤ ũA(t+1)
≤ … ≤ ũA(2K), with the corresponding probabilities denoted as P̃ A(1),

P̃ A(2),…, P̃ A(2K).

Following Ref. [35], CPVs incorporate the real-world risk prefer-
ences of players, specifically risk-seeking behavior for losses and risk
aversion for gains. The values are calculated as weighted sums based on
separate decision weight functions and utility functions for losses and

Table 1
Different possible failure scenarios.

Number of failed
nodes

Number of
cases

Probability (P ) Vulnerability
(V)

0 C0K ∏K

k=1
(1 − pk)

0

1 C1K pi⋅
∏K

k=1,k∕=i
(1 − pk)

Vi

2 C2K pi⋅pj⋅
∏K

k=1

k∕=i,j

(1 −

pk)

Vij , i < j

… … … …
K CKK ∏K

k=1
pk

V12…K
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gains. In this section, the CPVs for the defender and the attacker are
calculated using Eq.(10) and Eq.(11), respectively:

VD =
∑t

τ=1
π−
D(τ) × v(ũD(τ)) +

∑2K

τ=t+1
π+
D(τ) × v(ũD(τ)) (10)

VA =
∑t

τ=1
π−
A(τ) × v(ũA(τ)) +

∑2K

τ=t+1
π+
A(τ) × v(ũA(τ)) (11)

where π−
D(τ)/π−

A(τ) represents the decision weight for the value of losses
and π+

D(τ)/π+
A(τ) denotes the decision weight for the value of gains. The

utility function v(u) can be represented by Eq.(12):

v(u) =
{

ug
− λ(− u)l

u ≥ 0
u < 0 (12)

where g and l are exponent parameters representing the risk aversion
over gains and risk seeking over losses, respectively, both of them belong
to the interval [0,1]; λ is the loss-aversion factor and λ > 1. Further
explanations of these parameters can be found in reference [35].

The decision weight π−
(τ) can be calculated as:

π−
(τ) = w−

(
∑τ

h=1

P̃ (h)

)

− w−

(
∑τ− 1

h=1

P̃ (h)

)

(13)

for τ ≥ 2. When τ = 1, π−
(1) = w− (P̃ (1)), π+

(τ) is written as:

π+
(τ) = w+

(
∑2K

h=τ
P̃ (h)

)

− w+

(
∑2K

h=τ+1
P̃ (h)

)

(14)

for τ ≤ 2K − 1. When τ = 2K, π+

(2K)
= w+

(
P̃ (2K)

)
.

The weighting function for losses w− (P ) and gains w+(P ) are ob-
tained as:

w− (P ) =
P

δ

[P
δ
+ (1 − P )

δ
]
1/δ (15)

w+(P ) =
P

χ

[P χ + (1 − P )
χ
]
1/χ (16)

where δ and χ are weighting parameters.

5. Game equilibrium solution

In the Stackelberg game model, the defender acts as the leader who
chooses the defense strategy first. The attacker, as the follower, commits
to a strategy after observing the defender’s actions. Both players choose
their resource allocation strategies to maximize their CPVs as shown in
Eq.(10) and Eq.(11). Given the resource strategies for players μ = {μ1,
μ2,…μK} and γ = {γ1, γ2,…γK}, the optimal strategy model for the de-
fender and attacker can be formulated as a two-phase optimization
model as follows:

max
γ
VD(γ, μ∗) (17)

s.t. μ∗ ∈ argmax
μ
VA(γ, μ) (18)

∑K

k=1
γk = 1 (19)

∑K

k=1

μk = 1 (20)

γk ∈ [0, 1], ∀ k = 1, 2,…K (21)

μk ∈ [0, 1], ∀ k = 1, 2,…K (22)

Eq. (17) represents the objective function for maximizing the ex-
pected payoff for the defender. Eq. (18) is utilized to determine the
optimal strategies for the attacker based on the specific strategy adopted
by the defender. Eqs. (19)–(22) are the constraints on the resource
allocation ratios.

It is important to note that the model is an NP-Hard problem, and it
can be solved using methods employed for bi-level programming prob-
lems. In this paper, the two-level PSO algorithm [48] is utilized to
analyze the optimal attack-defense strategies. The equilibrium
solution-solving process is illustrated in Fig. 3, and the corresponding
equilibrium solution is calculated and demonstrated in Algorithm 1.

6. Case study

This section presents a numerical experiment conducted on the
power system using the IEEE57-bus test system [49]. The node data for
the IEEE57-bus test system in the initial steady state is shown in
Appendix-Table A. It is assumed that 10 % of the nodes are selected as
targets. The model parameters are set according to [35], as detailed in
Table 2.

6.1. Targeted node selection

In this section, the characteristics of the top 5 critical nodes, iden-
tified based on the vulnerability metric with α=1.5, are presented in
Table 3.

It can be observed that when cascading failure is considered, iden-
tifying important nodes based solely on network topology and initial
electrical significance is insufficient. For instance, although the impor-
tance of node 14, as determined by degree, betweenness, and electrical
power, is lower, its failure has a more significant impact on the power
grid compared to node 15. This highlights the necessity to assess the
importance of nodes based on the vulnerability metric. The vulnerability
V(i) for the critical target set CT={8,14,15,2,16} under different toler-
ance values α are shown in Fig. 4.

As shown in Fig. 4, the vulnerabilities caused by node failures
decrease at different rates as the tolerance parameter α increases,
leading to differences in the importance of the same node under
different α values. Whereas the vulnerability of the system tends to
decrease with increasing α, the relationship between V(i) and α is not
strictly negatively correlated. This is attributed to the fact that the
vulnerability of power grids can be influenced not only by the structure
characteristics but also by the DC load flow model of the power grid.
Therefore, it is essential to identify critical nodes based on different α
values.

6.2. Game equilibrium analysis

This section explores the influence of two different critical target
selection methods on the game equilibrium strategies and expected
payoffs: critical node selection based on node importance measured by
static network characteristic (CNIN) and dynamic vulnerability metric
(CNIV). For CNIN, node importance is evaluated by combining the
initial topology and energy flow metrics, denoted as IN(i), where IN(i) =

(ID(i) + IB(i) + IE(i))/3. For CNIV, the dynamic vulnerability metric is
applied to evaluate node importance, denoted as IV(i). In this section, it is
assumed that the total resources available to both the attacker and the
defender are equal. The expected payoffs for the attacker and defender
under different critical target identification methods are shown in Fig. 5.
The critical target set identified based on CNIN is CT={1,8,9,13,15},
whereas the critical targets identified using CNIV vary for different
values of α, as shown in Table 4.

As shown in Fig. 5, the expected payoffs of the attacker based on
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CNIV are generally higher than those based on CNIN, indicating that
resource allocation based on CNIV can achieve higher cumulative pay-
offs for the attacker. Therefore, to counteract the attacker’s optimal
strategy and maximize their cumulative payoffs, the defender must
prioritize protecting these critical nodes. The equilibrium strategies for
both players under different values of α are represented in Table 4.

Comparing Fig. 5 and Table 4, we observe that when the resources of
the defender are equal to those of the attacker, the equilibrium payoff for
the attacker does not strictly decrease with an increase in the tolerance
parameter α, nor does the defender’s payoff strictly increase. This is due
to the fact that both critical targets and utility values for the players can
be influenced by functional vulnerabilities, which vary with different α
values. To maximize the expected payoffs, infrastructure managers
should comprehensively design and allocate investments to enhance
both component load capacity and resistance to attacks.

6.3. The influence of different resource investments on game equilibrium

Understanding the relationship between game equilibrium payoffs
and resource investments is critical for analyzing the dynamic in-
teractions between the attacker and defender on CISs. By identifying the
critical target sets based on CNIV with varying tolerance parameter α,
this section explores how the game equilibrium shifts as a function of the
defender-attacker resource ratio, denoted as ρ = Rd/Ra. The expected
equilibrium payoffs for both players across different values of ρ for a
given α are shown in Fig. 6.

Fig. 6 illustrates that, for a given α, the attacker’s expected payoffs
generally decrease as ρ increase, whereas the defender’s expected pay-
offs increase correspondingly. This trend suggests that as the defender’s
resources increase relative to the attacker’s, the defender gains a stra-
tegic advantage, leading to higher payoffs, whereas the attacker’s ben-
efits diminish. The inverse correlation between the payoffs of the

attacker and defender highlights the adversarial nature of their
interaction.

Comparing different values of tolerance parameter α, it is evident
that lower α values are associated with higher initial payoffs for the
attacker, although this advantage wanes as ρ increases. Conversely,
higher α values tend to favor the defender, providing consistent ad-
vantages as ρ increases. Specifically, lower α values aggravate the
vulnerability of CISs by amplifying the effects of cascading failures,
which initially benefit the attacker. In contrast, higher α values can
mitigate the propagation of failures, providing a consistent defensive
advantage.

Fig. 6(b) illustrates that in scenarios where α>1.5 (expect for α=1.7),
the defender can achieve a high payoff with relatively minimal invest-
ment. In these scenarios, the parameter ρ has a limited impact on
equilibrium payoffs. Therefore, for α>1.5, setting α=1.6 is recom-
mended when designing the power grid. In contrast, for α≤1.5, the de-
fender’s payoffs increase significantly as ρ increases, and this
improvement becomes more pronounced as α increases. Thus, the re-
lationships between equilibrium strategies and ρ for α=1.4 and α=1.5
are analyzed in detail, with results presented in Figs. 7 and 8.

As illustrated in Figs. 7 and 8, the critical target sets are identified as
CT={8,3,4,15,2} for α=1.4 and CT={8,14,15,2,16} for α=1.5. In both
cases, when ρ<1, the attacker has a resource advantage and focuses on
high-value target node 8. The defender, constrained by limited re-
sources, prioritizes protecting this node. When ρ>1, the defender’s re-
sources become more abundant, forcing the attacker to allocate
resources across multiple targets to counter the comprehensive defense.
In this scenario, the defense strategy continues to focus on the critical
node, whereas the attack strategy becomes more dispersed. These results
highlight the importance of designing an appropriate tolerance param-
eter α and implementing effective resource allocation strategies to
protect CISs against intelligent attacks.

Fig. 3. Equilibrium solution-solving process.
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7. Conclusions

CISs are becoming increasingly vulnerable to deliberate attacks due
to their critical role in urban operations. Although extensive research
has explored attack-defense game models to protect CISs from potential
intelligent attacks, several limitations remain unaddressed. The current
research on ADGM for CISs mainly focuses on the identification of
critical components or resource allocation across components, with
relatively little attention given to the cascading effects of failures on
CISs’ performance and the impact of varying risk attitudes on strategic
interactions.

To address these limitations, this paper introduces a novel ADGM
framework aimed at enhancing the protection of CISs. Our work is

innovative in that integrates a functional vulnerability perspective that
considers cascading failure effects into the strategy and payoff models.
Additionally, the proposed framework introduces a new strategy model
that combines critical target selection with resource allocation, as well
as an improved payoff model that utilizes CPT to account for players’
risk attitudes. Furthermore, a two-level PSO algorithm is employed to
solve the equilibrium of the Stackelberg attack-defense game. A case
study involving the IEEE57 power grid is conducted to validate the
feasibility and effectiveness of the proposed model. The simulation re-
sults demonstrate that:

(1) Identifying critical targets from a functional vulnerability
perspective is crucial for the strategy model. Relying on the static
network characteristics (CNIN) for optimal resource allocation
tends to underestimate the attacker’s expected payoffs and
overestimate those of the defender. This discrepancy highlights
the importance of prioritizing targets identified based on the
dynamic vulnerability metric (CNIV).

(2) Cascading failures significantly affect the selection of critical
targets and the expected payoffs of both players by influencing
the functional vulnerability of CISs. When the attack and defense
resource investments are equal, the defender’s equilibrium payoff
does not increase strictly with a higher tolerance parameter α.
Therefore, it is crucial for the defender to determine an appro-
priate α value to effectively mitigate cascading failures.

(3) For given tolerance parameter α values, the attacker’s expected
payoffs generally decrease as the defender-attacker resource ratio
ρ increases, whereas the defender’s payoffs increase accordingly.
However, when α is sufficiently large, the impact of ρ on these
payoffs diminishes.

(4) It is crucial for the defender to balance investments between
enhancing component capacity to mitigate cascading failures and
strengthening defenses for critical components to reduce the
impact of attacks.

This study applies the ADGM framework to the power grid to vali-
date its applicability and analyzes the local cascading impacts on
optimal resource allocation strategies within a single infrastructure
system. However, with the development of Internet of Things (IoT)
technology, infrastructure systems are becoming increasingly interde-
pendent, such as power-gas and power-water networks. In future work,
it would be valuable to extend the ADGM framework to other

Algorithm 1
Algorithm pseudocode to determine the equilibrium solution of ADGM.

1: Input:
2: Algorithm parameters:
3: Population size N, Number of iterations G, Dimensionality of the search

space D, Inertia weight w,
Acceleration coefficients c1 and c2, Upper and lower bounds for position

and velocity
4: Fitness functions:
5: Outer layer (f1): − VD (VD see formula (10))
6: Inner layer (f2): − VA (VA see formula (11))
7: Fitness function parameters: K, m, δ, χ, λ, l, g

8: Output:
9: The optimal strategy and payoff for the defender g1best and f1

[
g1best

]

10: The optimal strategy and payoff for the attacker g2best and f2
[
g2best

]

11: Begin:
12: Step 1. Outer Layer: Initialize particle positions (P1) and velocities (V1)
13: Generate the initial particle swarm (defense strategy set) and deliver it

to the inner layer
14: Step 2. Inner Layer PSO: (Output the optimal attack strategy set against the

defense strategy set)
15: for each particle i in P1
16: Initialize particle positions (P2) and velocities (V2)
17: Generate the initial particle swarm (attack strategy set)
18: for each particle j in P2
19: Evaluate the fitness function value (f2) of particle j
20: Assign p2j as p2best and f2

[
p2j
]
as f2

[
p2best

]

21: end for
22: f2

[
g2best

]
= min

{
f2
[
p2best

]}
, g2best = argmin

{
f2
[
p2best

]}

23: while not stop
24: for each particle j in P2
25: Update the position and velocity of particle j
26: Evaluate the fitness function f2

[
p2j
]
of particle j

27: If f2
[
p2j
]
< f2

[
p2best

]
, p2best = p2j

28: If f2
[
p2best

]
< f2

[
g2best

]
, g2best = p2best

29: end for
30: end while
31: print g2best and f2

[
g2best

]

32: end for
33: Step 3. Outer Layer: Evaluate and identify the solution with best fitness
34: for each particle i in P1
35: Evaluate the fitness function value (f1) of particle i
36: Assign p1i as p1best and f

[
p1i
]
as f

[
p1best

]

37: end for
38: f1

[
g1best

]
= min

{
f1
[
p1best

]}
, g1best = argmin

{
f1
[
p1best

]}

39: Step 4. Outer Layer: Update the best know position of particles and the swarm
40: while not stop
41: for each particle i in P1
42: Update the position and velocity of particle i
43: Return to Step 2
44: Evaluate the fitness function f1

[
p1i
]
of particle i

45: If f1
[
p1i
]
< f1

[
p1best

]
, p1best = p1i

46: If f1
[
p1best

]
< f1

[
g1best

]
, g1best = p1best

47: end for
48: end while
49: print g1best and f1

[
g1best

]
, g2best and f2

[
g2best

]

50: End

Table 2
Model parameters settings.

Target
number (K)

Contest
success
function (pk)

Weighting
function (w(P ))

Utility function
(v(u))

Losses Gains Losses Losses Gain

K = 5 m = 1 δ=0.69 χ=0.61 λ=2.25 l =
0.92

g =
0.89

Table 3
Characteristics of the top 5 critical nodes.

Number ID of Node IV ID IB IE

1 8 0.072 0.019 0.030 0.156
2 14 0.061 0.019 0.008 0.029
3 15 0.050 0.032 0.032 0.080
4 2 0.050 0.013 0.002 0.049
5 16 0.043 0.013 0.001 0.015

Notations: IV(i) =
Vi

∑N
j=1Vj

, ID(i) =
Di

∑N
j=1Dj

, IB(i) =
Bi

∑N
j=1Bj

, IE(i) =
Ei

∑N
j=1Ej

. D, B, and

E represent the degree, betweenness, and initial electric power of nodes,
respectively.

Y. Wu et al. Reliability Engineering and System Safety 256 (2025) 110740 

8 



Fig. 4. The vulnerability of the system (a) and importance of nodes (b) according to N-1 scenarios under different values of the tolerance parameter α.

Fig. 5. Expected payoffs of the attacker (a) and defender (b) based on CNIV and CNIN.

Table 4
The Equilibrium strategies and payoffs of both players under different α.

α Optimal Strategy Expected Payoffs

Critical Targets Resource allocation ratio Defender Attacker

Defender Attacker

1.1 2,15,17,8,3 0.4,0.024,0.355,0.191,0.031 0,0.296,0.037,0.42,0.247 0.088 0.832
1.2 15,8,3,2,45 0.121,0.466,0.095,0.133,0.185 0.12,0.212,0.272,0.25,0.145 0.105 0.747
1.3 8,3,14,7,17 0.259,0.033,0.035,0.323,0.35 0.251,0.273,0.213,0.006,0.257 0.117 0.786
1.4 8,3,4,15,2 0.511,0.015,0.009,0.077,0.389 0.38,0.323,0.169,0.125,0.002 0.156 0.786
1.5 8,14,15,2,16 0.461,0.132,0.077,0.13,0.201 0.261,0.153,0.277,0.181,0.129 0.143 0.699
1.6 8,15,3,1,16 0.304,0.21,0.189,0,0.298 0.26,0.26,0.248,0.006,0.227 0.299 0.727
1.7 8,15,1,17,16 0.28,0.157,0.078,0.261,0.224 0.21,0.2,0.228,0.188,0.174 0.181 0.652
1.8 8,15,1,9,17 0.22,0.276,0,0.363,0.141 0.21,0.333,0.089,0.036,0.331 0.300 0.724
1.9 8,1,15,9,17 0.348,0,0.21,0.357,0.085 0.036,0.445,0.363,0,0.156 0.289 0.776
2 8,1,15,9,17 0.22,0,0.226,0.415,0.14 0.307,0.377,0.306,0,0.01 0.289 0.773
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Fig. 6. Expected payoffs of players under different resource investment scenarios.

Fig. 7. Equilibrium strategies under different resource investment scenarios when α=1.4.

Fig. 8. Equilibrium strategies under different resource investment scenarios when α=1.5.
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interdependent critical infrastructure systems, including natural gas and
water distribution networks, to explore optimal defense strategies across
interdependent CISs.
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Appendix

Table A

Table A
Node data in IEEE57-bus test system (Initial Steady State) [Units: MW].

Node Supply (si) Demand (di) Node Supply (si) Demand (di) Node Supply (si) Demand (di)

1 450.8 55 20 0 2.3 39 0 0
2 0 3 21 0 0 40 0 0
3 40 41 22 0 0 41 0 6.3
4 0 0 23 0 6.3 42 0 7.1
5 0 13 24 0 0 43 0 2
6 0 75 25 0 6.3 44 0 12
7 0 0 26 0 0 45 0 0
8 450 150 27 0 9.3 46 0 0
9 0 121 28 0 4.6 47 0 29.7
10 0 5 29 0 17 48 0 0
11 0 0 30 0 3.6 49 0 18
12 310 377 31 0 5.8 50 0 21
13 0 18 32 0 1.6 51 0 18
14 0 10.5 33 0 3.8 52 0 4.9
15 0 22 34 0 0 53 0 20
16 0 43 35 0 6 54 0 4.1
17 0 42 36 0 0 55 0 6.8
18 0 27.2 37 0 0 56 0 7.6
19 0 3.3 38 0 14 57 0 6.7

Data availability

Data will be made available on request.
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