
Engineering Applications of Artiϧcial Intelligence 174 (2026) 114519 

A
0

 

Contents lists available at ScienceDirect

Engineering Applications of Artificial Intelligence

journal homepage: www.elsevier.com/locate/engappai  

Research paper

Active digital twins via active inference
Matteo Torzoni a ,∗, Domenico Maisto b , Andrea Manzoni c , Francesco Donnarumma b , 
Giovanni Pezzulo b , Alberto Corigliano a
a Department of Civil and Environmental Engineering, Politecnico di Milano, Milan, 20133, Italy
b Institute of Cognitive Sciences and Technologies, National Research Council, Rome, 00185, Italy
cMOX – Department of Mathematics, Politecnico di Milano, Milan, 20133, Italy

A R T I C L E  I N F O

Keywords:
Digital twins
Active inference
Free energy principle
Structural health monitoring

 A B S T R A C T

Digital twins are transforming engineering and applied sciences by enabling real-time monitoring, simulation, 
and predictive analysis of physical systems and processes. However, conventional digital twins rely primarily 
on passive data assimilation, which limits their adaptability in uncertain and dynamic environments. This paper 
introduces the active digital twin paradigm, based on active inference. Active inference is a neuroscience-inspired 
Bayesian framework for probabilistic reasoning and predictive modeling that unifies inference, decision-
making, and learning under a single free energy minimization objective. By modeling the dynamics of 
the coupled physical–digital system as a partially observable Markov decision process, active digital twins 
autonomously balance pragmatic exploitation (maximizing goal-directed utility) and epistemic exploration 
(actively resolving uncertainty). As action becomes an integral part of the inference process, active digital 
twins actively seek information to maintain synchronization with, and learn from their physical counterparts. 
The proposed framework is assessed through virtual experiments of structural health monitoring and predictive 
maintenance of a railway bridge. The application showcases the step-by-step construction of a generative model 
enabling bidirectional perception–action interaction. The results demonstrate that active digital twins exhibit 
superior exploration capabilities compared to traditional reactive approaches, enabling enhanced autonomy 
and resilience.
1. Introduction

Over the past decade, the digital twin (DT) paradigm has emerged 
as a transformative approach for monitoring, control, and decision 
support, enabling diagnostic and predictive capabilities that surpass 
those of traditional computational models. As outlined in National 
Academy of Engineering and National Academies of Sciences, Engi-
neering, and Medicine (2024), DTs differ from both forward digital 
models and digital shadows (Kritzinger et al., 2018). The former are 
designed to simulate how input parameters and internal states influ-
ence system behavior to generate observable outputs, while the latter 
focus on data assimilation and model updating. A DT is a tailored 
virtual representation that captures key attributes of a physical system 
or process (Ferrari and Willcox, 2024). This digital representation 
dynamically synchronizes with its physical counterpart by continu-
ously assimilating sensor data and providing predictive capabilities. 
Specifically, DTs enable the simulation of what-if scenarios, supporting 
predictive decision-making aimed at maximizing utility. This paper pro-
poses active inference (AIF) (Parr et al., 2022) as a new paradigm for 
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DTs. By modeling the twin’s evolution as a partially observable Markov 
decision process (POMDP) (Russell, 2020), the AIF agent achieves 
intelligent automation under the free-energy principle (Friston, 2010; 
Friston et al., 2017b). This results in a unified mathematical framework 
for a new class of active digital twins (ADTs), equipped with spontaneous 
exploration capabilities.

Emerging from aeronautical and aerospace engineering (Shafto 
et al., 2020; Digital Twin: Definition & Value — An AIAA and AIA 
Position Paper, 2020), DT applications nowadays expand across several 
domains. These include structural health monitoring and predictive 
maintenance (Torzoni et al., 2024; Varetti et al., 2026; Li et al., 2017), 
additive manufacturing (Phua et al., 2022), smart cities (Jans-Singh 
et al., 2020), energy transition (Reis et al., 2025), urban sustainabil-
ity (Tzachor et al., 2022), geotechnical engineering (Cotoarbă et al., 
2024), subduction zone modeling (Henneking et al., 2025), railway 
infrastructure management (Arcieri et al., 2024), aerial vehicles mon-
itoring and control (McClellan et al., 2022; Tezzele et al., 2024), 
spacecraft operations in orbit (Henao-Garcia et al., 2025), personalized
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Nomenclature

𝐀 Observation model array
𝐀𝑢 Observation model second modality 𝑂𝑢
𝐀𝑢Epi Slice of 𝐀𝑢 for the epistemic state
𝐀𝑢Non-Epi Slice of 𝐀𝑢 for the non-epistemic state
𝐀𝛺𝛿 Observation model for first modality 𝑂𝛺𝛿
𝐀𝛺𝛿Entropic Purely entropic version of 𝐀𝛺𝛿
𝐀𝛺𝛿Epi Slice of 𝐀𝛺𝛿 for the epistemic state
𝐀𝛺𝛿Non-Epi Slice of 𝐀𝛺𝛿 for the non-epistemic state
𝐁 Transition model array
𝐁Epi Transition model for 𝐷Epi factor
𝐁𝛿 Transition model for 𝐷𝛿 factor
𝐁𝛺 Transition model for 𝐷𝛺 factor
B Categorical parameters over 𝐁
b Dirichlet prior parameters over B
b̂ Variational approximation of b
b̂∗ Optimized variational posterior of b
𝐜 Prior preferences array
𝐜𝑢 Prior preferences for second modality 𝑂𝑢
𝐜𝛺𝛿 Prior preferences for first modality 𝑂𝛺𝛿
𝐝 Initial state prior array
𝐝Epi Initial state prior for 𝐷Epi factor
𝐝𝛿 Initial state prior for 𝐷𝛿 factor
𝐝𝛺 Initial state prior for 𝐷𝛺 factor
 Digital state space
𝐷 Digital state
𝐷Epi Epistemic switch digital state factor
𝐷𝛿 Damage magnitude digital state factor
𝐷𝛺 Damage location digital state factor
𝑑 Digital state realization
DKL Kullback–Leibler divergence
E𝑄 Expectation under variational posterior
𝙴𝚙𝚒 Epistemic state
𝐸 Young’s modulus
 Variational free energy
𝜋 Variational free energy for policy 𝜋
𝐹 Number of hidden state factors
𝐆 Expected free energy across all policies
𝐺𝜋 Expected free energy for policy 𝜋
𝐺𝜋 Ground-truth informed 𝐺𝜋
𝐻 Entropy of variational posterior
𝐿 Number of samples per vibration record
𝑀 Number of observation modalities
𝙽𝚘𝚗 − 𝙴𝚙𝚒 Non-epistemic state
𝑁par Number of system-level parameters
𝑁𝑠 Number of sensor locations
𝑁𝛿 Number of 𝛿 intervals
𝑁𝛺 Number of damageable regions
 Observation space
𝑂 Predicted observations
𝑂Exp Recorded observations
𝑂𝑢 Second observation modality (action)
𝑂𝛺𝛿 First observation modality (sensor data)
𝑜 Predicted observations realization
𝑜Exp Recorded observations realization
𝑃 Number of feasible control policies
𝑝 Probability distribution
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𝑝 Probability distribution biased by 𝑝(𝑂)
𝑝(𝑂) Prior preferences over observations
𝑄 Variational posterior
𝑄∗ Optimized variational posterior
 Reward space
𝑅 Reward
𝑟 Reward realization
 Physical state space
𝑆 Physical state
𝑠 Physical state realization
𝑇 Time horizon
𝑡 Time variable
𝑡𝑐 Current time
𝑡𝑝 Prediction time
𝐔 Multivariate vibration recordings
𝐮 Channel-wise vibration recordings
 Action space
𝑈 Control Action
𝑈Epi Control factor for 𝐷Epi factor
𝑈 𝛿 Control factor for 𝐷𝛿 factor
𝑈𝛺 Control factor for 𝐷𝛺 factor
𝑢 Control action realization
𝑣 Train velocity
𝐗 Generic tensor
 Generic set
𝑋 Generic random variable
𝑌 Generic random variable
𝑦 Location of the stiffness reduction
𝛼 Observational entropy coefficient
𝛾 Inverse temperature parameter
𝛥𝐆 Expected free energy discrepancy metric
𝛿 Magnitude of the stiffness reduction
𝜂 Learning rate
𝜽 Variational parameters
𝜽∗ Optimized variational parameters
𝝁 System-level parameters
𝜈 Poisson’s ratio
𝛱 Set of feasible control policies
𝜋 Control policy
𝜌 Material density
𝜎 Softmax function
𝝓 Generative model parameters
𝜓 Axle-carried mass
𝛺 Damageable subdomain
⊗ Outer product
ADT Active digital twin
AIF Active inference
Cat Categorical distribution
CPT Conditional probability table
DBN Dynamic Bayesian network
Dir Dirichlet distribution
DL Deep learning
DN Do nothing
DT Digital twin
dof Degree of freedom
EFE Expected free energy
FOM Full-order model
MA Maintenance
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PGM Probabilistic graphical model
RE Read sensors
RO Restrict operations
ROM Reduced-order model
SHM Structural health monitoring
VFE Variational free energy

medicine (Corral-Acero et al., 2020; Chaudhuri et al., 2023), and cli-
mate science (Bauer et al., 2021). Despite the growing interest in DTs, 
their implementation remains highly customized, typically tailored on 
the specific application, and often hard to deploy. The need for a 
widely accepted framework for DTs is therefore increasingly recog-
nized in both research and industry. Kapteyn et al. (2021) proposed 
an application-agnostic formulation for describing coupled physical–
digital systems that evolve dynamically over time and interact via 
observed data and control inputs. A key contribution of their work 
is the abstraction of the coupled dynamical system into a generalized 
representation, which serves as the foundation for a mathematical 
description of DTs. This abstraction is consistent with agent-based 
representations in POMDPs, typically formalized using probabilistic 
graphical models (Koller and Friedman, 2009).

We introduce ADTs with enhanced exploratory capabilities, em-
ploying AIF agents based on discrete generative models to leverage 
and significantly extend the abstraction of physical–digital systems 
by Kapteyn et al. (2021). Active inference is a theoretical framework in-
tegrating perception, decision-making, and learning within the unified 
objective of free energy minimization (Parr et al., 2022). An AIF agent 
maintains an internal generative model of its environment, continu-
ously updating its beliefs in response to sensory inputs. By minimizing 
variational free energy, the agent simultaneously fulfills two objec-
tives: reducing the divergence between predicted and preferred future 
observations, and resolving expected uncertainty about hidden states 
through action. This dual mechanism naturally balances exploitation of 
existing knowledge to achieve specific goals with exploration, i.e., the 
acquisition of new information. These two imperatives can be referred 
to using interchangeable terminology. The exploitative or pragmatic 
behavior is associated with terms such as goal-directed behavior or 
utility maximization, while the exploratory or epistemic behavior is 
described using terms such as information seeking, information gain, 
or uncertainty resolution. The AIF framework has been applied in 
diverse domains, from neuroscience (Friston et al., 2015; FitzGerald 
et al., 2015; Parr and Friston, 2027; Pezzulo et al., 2018; Van de 
Maele et al., 2024) — for modeling decision-making under uncertainty 
— to reinforcement learning (Fountas et al., 2020; Mazzaglia et al., 
2021), collective behavior (Maisto et al., 2024; Heins et al., 2024), 
and robotics (Buckley et al., 2017; Lanillos et al., 2021; Taniguchi 
et al., 2023; Vijayaraghavan et al., 2025), demonstrating its versatility 
in modeling dynamic systems.

The generative model of an AIF agent functions as a self-updating 
engine that unifies the key aspects underpinning ADTs — namely, data 
assimilation, state estimation, prediction, planning, and learning — un-
der a Bayesian framework that generalizes across applications. Further-
more, as demonstrated in the following sections, AIF agents naturally 
provide a mechanism for active information seeking, thereby unlocking 
the full potential of ADTs. When combined with goal-directed (prag-
matic) behavior and possibly enhanced with learning capabilities, this 
information-seeking (epistemic) drive enables ADTs to engage in spon-
taneous exploration in response to (potentially critical) uncertainty, 
ultimately maximizing pragmatic utility.

Compared to alternative approaches for developing DTs, AIF offers 
remarkable advantages. Unlike reinforcement learning, which relies on 
trial-and-error exploration (often infeasible in real-world applications) 
and typically requires extensive datasets, AIF enables ADTs to infer 
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hidden states and optimize future behavior using a compact genera-
tive model. Moreover, the free energy minimization imperative of AIF 
balances information-seeking (epistemic) and goal-directed (pragmatic) 
behaviors, without the need for manually tuned reward functions or 
random exploration. These features make AIF particularly well-suited 
for adaptive and robust ADTs.

We present the ADT paradigm through an application in structural 
health monitoring and predictive maintenance of engineering struc-
tures. Given the potentially high life-cycle costs — economic, social, 
and safety — associated with such systems, adopting a DT perspective is 
crucial to enable condition-based or predictive maintenance practices, 
replacing traditionally employed time-based methods (Glaser and Tol-
man, 2008; Achenbach, 2009). To this end, non-destructive tests and in-
situ inspections are inadequate for continuous and global monitoring. 
Conversely, by assimilating sensor data from permanent data collection 
systems, vibration-based structural health monitoring techniques en-
able automated damage identification and evolution tracking (Torzoni 
et al., 2022a; García-Macías and Ubertini, 2022). This paradigm shift 
has the potential to unlock personalized monitoring, management, and 
maintenance programs (Thelen et al., 2022; Torzoni et al., 2025), of-
fering numerous benefits throughout the system life-cycle — including 
more informed structural safety assessments, better resource allocation, 
and increased system availability (Torzoni, 2024).

A graphical abstraction of the computational flow is illustrated in 
Fig.  1. The end-to-end loop spans from the physical to the digital 
domain through data assimilation and inference, and then back to the 
asset through action and observation, while explicitly accounting for 
uncertainty quantification, propagation, and resolution. We refer to 
the monitored asset, whose physical state is hidden to the AIF agent 
and only indirectly accessible via the sensed structural response, as the
external generative process. The asset state evolves over time according 
to physical laws influenced by both its internal properties and external 
factors. These external factors might encompass long-term degradation 
mechanisms caused by chemical, physical, or mechanical aging, as well 
as sudden changes, such as discrete damage events or maintenance 
interventions (Zakić et al., 1991).

The digital counterpart (AIF agent) is defined by an internal genera-
tive model, implemented as a probabilistic graphical model in the form 
of a dynamic Bayesian network (DBN) (Koller and Friedman, 2009; Rus-
sell, 2020). This factored representation provides a systematic way to 
maintain a posterior belief about latent variables that characterize the 
(hidden) structural health of the asset, such as damage presence, loca-
tion, and severity, by continuously integrating new observations within 
a sequential Bayesian inference scheme. Belief updating is achieved 
by minimizing variational free energy, which measures the discrepancy 
between the model’s predicted observations and the actual sensor data.

In parallel, the internal generative model supports the forward 
simulation of future states. This enables the ADT to evaluate ‘‘what-if’’ 
trajectories for structural health evolution, conditioned on its current 
beliefs. This forecasting step involves modeling not only the asset’s 
physical dynamics but also the agent’s control, represented as la-
tent variables encoding sequences of future actions, usually termed 
policies (Friston et al., 2012). Policy selection is then framed as an 
optimization problem, where the agent seeks to minimize the expected 
free energy — a quantity that balances (𝑖) selecting policies that align 
future observations with (pragmatic) goal-directed prior preferences, 
and (𝑖𝑖) resolving uncertainty about hidden states through (epistemic) 
information-seeking. This formalism unifies inference and control: pos-
terior beliefs are updated via free energy minimization, while action 
sequences are selected to minimize expected free energy, converting 
the problem of decision-making into a problem of inference under the 
generative model. Once an action is executed, the generative process 
evolves, and the bidirectional perception–action cycle restarts.

Open questions: The limitations of conventional DTs, typically 
restricted to passive observation and open-loop simulation, have been 
recognized in Bounceur and Kara (2025). However, the challenge of 
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Fig. 1. Active digital twins via active inference — Graphical abstraction of the end-to-end information flow. The dichotomy between the external physical process 
generating observational data (i.e., the generative process) and the agent’s internal model (i.e., the generative model) is evident by the symmetry along the vertical 
axis. Meanwhile, the two forms of inference — digital state estimation and policy selection — exhibit a symmetry along the horizontal axis. A detailed schematic 
of generative models for both digital state and policy inference is presented in Fig.  4.
actively seeking information to enhance perception and learning re-
mains largely unaddressed. Similar problems have long been studied in 
fields such as active vision, where perception is not limited to passively 
acquired images, but involves actively steering the sensing process to 
reduce uncertainty about the environment (Bajcsy, 1988; Aloimonos 
et al., 1988). Likewise, robotic systems dynamically adjust sensing 
devices to enhance environmental exploration (Thrun et al., 2005; 
Kaelbling et al., 1998), as in simultaneous localization and mapping 
(SLAM) tasks (Cadena et al., 2016). Similar perception mechanisms 
are embedded in autonomous driving systems, where sensor attention 
is dynamically allocated according to environmental conditions and 
contextual priorities (Grigorescu et al., 2020). Active digital twins build 
on the same principle of closing the loop between perception and 
action, enabling these systems to autonomously improve situational 
awareness, refine their internal models through active exploration, and 
proactively manage the environment evolution.

Novelty: While AIF has been widely applied in neuroscience,
robotics, and decision theory, the novelty of this work lies in adopting 
it as a foundational framework for digital twins. By actively resolving 
uncertainty, ADTs foster adaptation and self-learning as means to max-
imize utility, in the spirit of intelligent automation (San et al., 2026). 
The balance between goal-directed (pragmatic) and information-
seeking (epistemic) behaviors emerges naturally from the ADT’s gener-
ative model through expected free energy minimization (see also Fig. 
1). The framework is formalized as a POMDP encoded through a prob-
abilistic graphical model, providing an application-agnostic platform 
that extends previous abstractions of physical–digital systems (Kapteyn 
et al., 2021). We also provide a reproducible procedure for construct-
ing the ADT’s generative model and demonstrate its advantages in 
structural health monitoring and predictive maintenance, highlighting 
behaviors unattainable by purely reactive digital twins.

The paper is organized as follows. Section 2 describes the POMDP 
encoding the coupled dynamics of the physical–digital system. Sec-
tion 3 illustrates how AIF agents are used to realize ADTs. Section 4 
assesses the proposed approach through simulated monitoring, man-
agement, and maintenance of a railway bridge, providing comparative 
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results for different AIF agents featuring increasingly rich behavior. The 
outcomes, along with current limitations and policy recommendations, 
are discussed in Section 5. Conclusions and future developments are 
finally outlined in Section 6.

2. Partially observable Markov decision process for digital twins

Fig.  2 illustrates the probabilistic graphical model — adapted
from Kapteyn et al. (2021) — that represents the dynamic interac-
tion between the physical and virtual domains. This abstraction is 
inspired by classical POMDP formulations (Russell, 2020). POMDPs 
are state–space models for decision-making in stochastic, partially 
observable environments, where system dynamics are typically de-
scribed by Markov transition models. Unlike standard Markov decision 
processes, where a policy directly maps observable states to actions, 
POMDPs define the policy as a mapping from belief states — proba-
bilistic representations of hidden states inferred from observations — 
to actions.

The graph in Fig.  2 is a DBN, in which circular nodes represent ran-
dom variables, square nodes denote taken actions, and diamond-shaped 
nodes symbolize the objective function. All variables are defined at dis-
crete time steps. Each time the DT is updated through the assimilation 
of new observational data, the DBN advances by one time step, with 
𝑡 ∈ {0,… , 𝑇 }, where 𝑡 = 0 marks the moment the DT enters operation, 
and 𝑡 = 𝑇  defines its lifetime horizon. Nodes with bold outlines indicate 
observed quantities, while those with thin outlines correspond to latent 
variables that must be inferred. The DBN is sparsely connected, with 
edges encoding conditional dependencies among the variables. For an 
overview of the fundamentals of DBNs, the reader is referred to Koller 
and Friedman (2009) and Russell (2020).

Capital letters denote random variables associated with the quan-
tities in our abstraction, the corresponding lowercase letters refer to 
their specific realizations, and subscripts indicate their time index. 
Calligraphic letters denote the set of possible values each quantity can 
assume. For instance, the hidden physical state is denoted as 𝑆 ∼ 𝑝(𝑠 ), 
𝑡 𝑡
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Fig. 2. Dynamic Bayesian network encoding the asset-twin dynamical system. Circular nodes represent random variables, square nodes denote taken actions, and 
diamond-shaped nodes symbolize the objective function. Nodes with bold outlines indicate observed quantities, while those with thin outlines represent latent 
variables to be inferred. Directed edges encode conditional dependencies between variables.
where 𝑠𝑡 represents a particular realization at time 𝑡, and 𝑝(𝑠𝑡) defines 
the probability that 𝑆𝑡 = 𝑠𝑡 for any possible state 𝑠𝑡 ∈ .

The digital state 𝐷𝑡 ∼ 𝑝(𝑑𝑡) is designed to capture the essential 
features of the (hidden) physical state that are relevant for diagno-
sis, prediction, and decision-making (Ferrari and Willcox, 2024). The 
digital state space  can represent a variety of information, including 
initial and/or boundary conditions, material properties, and other key 
characteristics to describe the asset under consideration.

The physical-to-digital information flow from 𝑆𝑡 to 𝐷𝑡 is mediated 
by the assimilation of observational data 𝑂𝑡 ∼ 𝑝(𝑜𝑡), enabling the infer-
ence of 𝐷𝑡. The observation space  may include sensor measurements, 
inspection results, or diagnostic reports. Since the physical state 𝑆𝑡 is 
only partially and indirectly observable, the digital state 𝐷𝑡 encodes 
posterior beliefs over possible system configurations at time 𝑡, reflecting 
the evidence provided by the available observations (Kamariotis et al., 
2024; Narouie et al., 2025). This perceptual process is realized through 
observation models — one for each observation modality — which 
relate digital states and observations in a probabilistic manner, such 
that 𝑂𝑡 is modeled as stochastically generated from 𝐷𝑡. Throughout 
the paper, we will use both 𝑂𝑡 and 𝑂Exp𝑡  to represent observations: 𝑂𝑡
refers to predicted (expected) observations under the generative model, 
while 𝑂Exp𝑡  denotes actual sensor data. Belief updates are driven by 
minimizing the discrepancy between predicted and actual observations.

The updated digital state 𝐷𝑡 informs the digital-to-physical infor-
mation flow by guiding the selection of control actions to influence 
future physical states. In Fig.  2, 𝑈𝑡 ∼ 𝑝(𝑢𝑡) denotes a decision vari-
able representing the action taken. The action space   may include 
interventions that directly modify the physical state, adjustments to the 
operational conditions, or modifications to the observational process. 
Each action is associated with its own transition model — one for each 
digital state factor — across the digital state space, which serves as 
a control-dependent predictor that propagates the digital state beliefs 
forward in time.

Finally, the reward node 𝑅𝑡 ∼ 𝑝(𝑟𝑡) quantifies the performance of the 
asset-twin system within a reward space . These rewards assess the 
expected ‘‘quality’’ of DBN trajectories to guide action selection toward 
optimal outcomes. In general, reward values may represent real costs 
associated with states and actions, or abstract metrics tuned to steer the 
system toward the desired behavior.

Formally, a POMDP can be defined as a seven-tuple ⟨,, ,,
𝐀,𝐁,𝝓⟩, where:  denotes the space of beliefs over hidden states;  is 
the space of possible observations;   is the space of available actions; 
 ∶ × ↦ R defines the reward function, which assigns a numerical 
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value to beliefs-action pairs; 𝐀 ∶ × ↦ [0, 1] is the observation model, 
encoding the conditional observation likelihood 𝑝(𝑂𝑡 ∣ 𝐷𝑡;𝝓), which 
represents beliefs about how hidden states give rise to observations; 
𝐁 ∶ ×× ↦ [0, 1] is the transition model, encoding the conditional 
probability 𝑝(𝐷𝑡 ∣ 𝐷𝑡−1, 𝑈𝑡−1;𝝓), which represents beliefs about the 
temporal evolution of hidden states conditioned on control actions; 
finally, 𝝓 is a vector of parameters of the POMDP model.

In the following, we assume that digital states, observational data, 
and control actions are defined over discrete and finite spaces. This 
implies that these variables can only take value on a finite set of 
discrete levels. Consequently, categorical distributions give a natural 
choice for representing the corresponding probability distributions. 
These latter assign a probability value between 0 and 1 to each discrete 
outcome, under the constraint that probabilities across all levels must 
sum to one, as they represent a complete and mutually exclusive set of 
realizations.

The joint probability distribution 𝑝(𝑂𝑡, 𝐷𝑡, 𝑈𝑡, 𝑅𝑡,𝝓) over the POMDP 
factorizes — according to the chain rule of probability — into a product 
of categorical distributions (representing conditional likelihoods) and 
Dirichlet distributions (serving as priors). Numerically, these discrete 
distributions are organized as multidimensional arrays known as con-
ditional probability tables (CPTs). The leading dimensions (rows) of 
a CPT correspond to the support of the random variable, while the 
lagging dimensions (columns) represent the conditioning variables. 
Each column specifies the probability distribution of a random variable 
given a particular configuration of its parent nodes, and the entries 
within each column sum to one, as they represent a complete set of 
mutually exclusive and exhaustive outcomes. If a node has no parents, 
its CPT reduces to a single column representing the prior probabilities 
of its possible values. The contents of these CPTs can be controlled 
through the model parameters included in 𝝓.

The complete set of possible realizations of the unobserved variables 
— conditioned on observational data 𝑂Exp0∶𝑡𝑐

= 𝑜Exp0∶𝑡𝑐
 and control actions 

𝑈0∶𝑡𝑐 = 𝑢0∶𝑡𝑐  — from the initial time step 𝑡 = 0 up to the current time 
𝑡𝑐 , with 𝑡 = 0,… , 𝑡𝑐 , can be extracted by leveraging the conditional 
independence assumptions implied by the graph structure in Fig.  2. 
The joint belief state can then be factorized according to the following 
sequential Bayesian inference formulation: 
𝑝(𝐷0∶𝑡𝑐 , 𝑅0∶𝑡𝑐 ,𝝓 ∣ 𝑂Exp0∶𝑡𝑐

= 𝑜Exp0∶𝑡𝑐
, 𝑈0∶𝑡𝑐 = 𝑢0∶𝑡𝑐 ) =

𝑝(𝝓)𝑝(𝐷0;𝝓)
𝑡𝑐
∏

𝑝(𝐷𝑡 ∣ 𝐷𝑡−1, 𝑢𝑡−1;𝝓)
𝑡𝑐
∏

𝑝(𝑜Exp𝑡 ∣ 𝐷𝑡;𝝓)𝑝(𝑅𝑡 ∣ 𝐷𝑡, 𝑢𝑡).
(1)
𝑡=1 𝑡=0
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In Eq.  (1), the term 𝑝(𝝓) represents the prior distribution over the 
model parameters 𝝓; inference over them typically evolves on a slower 
timescale than the inference of hidden states and control actions. 
𝑝(𝐷0;𝝓) denotes the prior over the initial hidden states, representing 
the digital state belief at 𝑡 = 0, before any observation is incorporated. 
The term 𝑝(𝑜Exp𝑡 ∣ 𝐷𝑡;𝝓) represents the sensory likelihood encoded in 𝐀. 
Similarly, 𝑝(𝐷𝑡 ∣ 𝐷𝑡−1, 𝑢𝑡−1;𝝓) defines the transition likelihood encoded 
in 𝐁. Finally, 𝑝(𝑅𝑡 ∣ 𝐷𝑡, 𝑢𝑡) represents the likelihood of receiving a 
given reward, encapsulating the objective function evaluation. Note 
that selecting actions 𝑈𝑡 = 𝑢𝑡 underpins solving the planning problem 
induced by the probabilistic graphical model. After forming a belief that 
measures the desirability of actions, such as 𝑝(𝑈𝑡 ∣ 𝐷𝑡), the actual action 
can be selected either as the best-point estimate or by sampling from 
this posterior, converting probabilistic control into a decision.

3. Active inference for digital twins

An attractive feature of AIF is that perception, learning, and ac-
tion emerge as distinct manifestations of variational Bayesian infer-
ence (Parr et al., 2022). Perception, or state estimation, is accomplished 
through inference over dynamically evolving hidden states, conditioned 
on assimilated observations and past actions. Learning corresponds to 
the gradual inference of model parameters that capture the statistical 
regularities of the environment. Action, in turn, is realized by inferring 
a posterior distribution over policies and sampling actions accordingly.

In the following, we describe the use of AIF agents to ‘‘navigate’’ 
the POMDP underlying the DT problem, enabling the full potential of 
ADTs. Section 3.1 introduces the AIF generative model, which encodes 
the probabilistic assumptions about the underlying environment. Sec-
tion 3.2 addresses digital state inference via variational free energy 
minimization. Section 3.3 covers policy inference and action selection 
through expected free energy minimization. Section 3.4 describes the 
slow-scale learning of the model parameters that define the AIF genera-
tive model. Finally, Section 3.5 discusses the active information-seeking 
(epistemic) behavior that characterizes ADTs.

3.1. Active inference generative model

In AIF, the set of probabilistic assumptions about how the environ-
ment (or generative process) produces observations (via the observation 
model 𝐀) and how actions influence the environment evolution (via 
the transition model 𝐁) is referred to as the POMDP generative model. 
This model is used to represent the joint distribution in Eq.  (1), from 
current time 𝑡𝑐 to a prediction horizon 𝑡𝑝 > 𝑡𝑐 . Specifically, for time- 
and space-discretized POMDPs, probabilistic estimates of future digital 
states and observations over the prediction time steps 𝑡 = 𝑡𝑐 ,… , 𝑡𝑝 are 
computed as: 
𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ,𝝓 ∣ 𝜋) =

𝑝(𝝓)𝑝(𝐷𝑡𝑐 ;𝝓)
𝑡𝑝
∏

𝑡=𝑡𝑐+1
𝑝(𝐷𝑡 ∣ 𝐷𝑡−1, 𝜋;𝝓)

𝑡𝑝
∏

𝑡=𝑡𝑐

𝑝(𝑂𝑡 ∣ 𝐷𝑡;𝝓),
(2)

which reflects unrolling the AIF generative model of Fig.  3 over 𝑡 =
𝑡𝑐 ,… , 𝑡𝑝. Compared to Eq.  (1), the factorization in Eq.  (2) introduces 
several modifications to align with the AIF framework. First, the control 
variable 𝑈 is replaced by a policy 𝜋, defined as a sequence of control 
states 𝜋 = {𝑢𝑡𝑐 ,… , 𝑢𝑡𝑝}. The generative model in Eq.  (2) is conditioned 
on a fixed policy 𝜋, which is how it is used for inference purposes. 
Policies are treated as latent variables to be inferred: the posterior over 
policies represents the agent beliefs about its intended actions, while 
single actions are realizations sampled from the posterior over control 
states. The policy-to-control mapping 𝑝(𝑈𝑡 ∣ 𝜋) assigns the control state 
at each time-step based on the selected policy.

The second modification concerns the omission of the reward vari-
able 𝑅. In AIF, utility-maximization goals are encoded as a prior 
distribution 𝑝(𝑂 ) over future observations. These preferences are 
𝑡𝑐∶𝑡𝑝

6 
Fig. 3. Dynamic Bayesian network encoding the active inference generative 
model used to predict future digital states and observations under each policy. 
Circular nodes represent random variables, while the diamond-shaped node 
denotes prior preferences that reflect a goal-directed (pragmatic) objective. 
Gray square nodes represent parametrized operators of the generative model. 
Directed edges encode conditional dependencies between variables.

specified through an unconditional CPT 𝐜 ∶  ↦ [0, 1]. Such prior 
preferences guide policy selection toward goal-directed (pragmatic) be-
havior by favoring actions expected to produce preferred observations. 
This formal equivalence between rewards and priors eliminates the 
need for explicit cost functions. Further, it enables optimal control 
to be cast as an inference problem: the joint probability of observa-
tions, digital states, control states, and model parameters is maximized 
when the system samples from preferred observations. The square node 
𝐺 in the graph represents the expected free energy, which quanti-
fies the desirability of each policy by incorporating both pragmatic 
and information-seeking (epistemic) components, as explained in Sec-
tion 3.3. Finally, the initial prior 𝑝(𝐷𝑡𝑐 ;𝝓) is typically represented by 
an unconditional CPT denoted as 𝐝 ∶  ↦ [0, 1].

Graphically, the generative model illustrated in Fig.  3 shows several 
differences compared to the DBN in Fig.  2. This formulation focuses 
on predicting future digital states 𝐷𝑡𝑐∶𝑡𝑝  and sampling (or generating) 
sequences of potential observations 𝑂𝑡𝑐∶𝑡𝑝  based on the probabilistic 
structure encoded in 𝐀 and 𝐁, conditioned on control actions 𝑈𝑡𝑐∶𝑡𝑝  that 
have not yet been executed. Accordingly, actions 𝑈𝑡 are modeled as 
(circular) random variables rather than (square) decision nodes, since 
they represent what-if scenarios beyond data assimilation. Moreover, 
the same color is used to represent both digital states and control 
policies in the graph, as both are latent variables of the generative 
model. Equipped with this generative model — specified by the four-
tuple ⟨𝐀,𝐁, 𝐜,𝐝⟩ — AIF supports the inference over 𝐷𝑡, 𝜋, and 𝝓, as 
described in the following sections.

3.2. Digital state inference via variational free energy minimization

Given an observation 𝑂Exp𝑡𝑐
= 𝑜Exp𝑡𝑐

, the underlying digital state 𝐷𝑡𝑐
can be inferred by estimating a posterior distribution 𝑝(𝐷𝑡𝑐 ∣ 𝑂Exp𝑡𝑐

=
𝑜Exp𝑡𝑐

), using Bayes’ Rule: 

𝑝(𝐷𝑡𝑐 ∣ 𝑂
Exp
𝑡𝑐

= 𝑜Exp𝑡𝑐
) =

𝑝(𝑜Exp𝑡𝑐
, 𝐷𝑡𝑐 )

𝑝(𝑜Exp)
=

𝑝(𝑜Exp𝑡𝑐
∣ 𝐷𝑡𝑐 )𝑝(𝐷𝑡𝑐 )

∑

𝑝(𝑜Exp, 𝐷 = 𝑑 )
, (3)
𝑡𝑐 𝑑𝑡𝑐 ∈ 𝑡𝑐 𝑡𝑐 𝑡𝑐
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where the (generative model) joint distribution 𝑝(𝑜Exp𝑡𝑐
, 𝐷𝑡𝑐 ) is factorized 

into a likelihood term 𝑝(𝑜Exp𝑡𝑐
∣ 𝐷𝑡𝑐 ) and a prior 𝑝(𝐷𝑡𝑐 ). The denominator 

𝑝(𝑜Exp𝑡𝑐
) is the marginal likelihood or model evidence, which captures 

the probability of observing 𝑂Exp𝑡𝑐
= 𝑜Exp𝑡𝑐

 under the generative model.
Since Bayesian inversion to estimate hidden states from observa-

tions is generally intractable, AIF employs variational inference (Mur-
phy, 2023) as an approximate Bayesian method, trading exactness for 
computational tractability. Specifically, we define a tractable varia-
tional distribution 𝑄(𝐷𝑡𝑐 ;𝜽) ∶  ↦ [0, 1], parametrized by 𝜽, and 
optimize this surrogate distribution to make it as close as possible to 
the true posterior 𝑝(𝐷𝑡𝑐 ∣ 𝑂Exp𝑡𝑐

= 𝑜Exp𝑡𝑐
). In our discrete POMDP setting, 

the variational parameters 𝜽 correspond to the relative frequencies of 
each category in the support of a random variable. This leads to the 
following optimization problem: 

𝜽∗ = argmin
𝜽

DKL
[

𝑄(𝐷𝑡𝑐 ;𝜽) ∣∣ 𝑝(𝐷𝑡𝑐 ∣ 𝑜
Exp
𝑡𝑐

)
]

, (4)

where DKL [𝑄(𝑋) ∣∣ 𝑃 (𝑋 ∣ 𝑌 )] = E𝑄 [ln𝑄(𝑋) − ln𝑃 (𝑋 ∣ 𝑌 )] denotes the 
Kullback–Leibler (KL) divergence between the approximate posterior 
𝑄(𝑋) and the true posterior 𝑃 (𝑋 ∣ 𝑌 ), for two generic random variables 
𝑋 and 𝑌 . Here, E𝑄 denotes the expectation with respect to the varia-
tional posterior. However, this objective remains intractable because it 
depends on the true posterior 𝑝(𝐷𝑡𝑐 ∣ 𝑜

Exp
𝑡𝑐

) that we seek to approximate. 
To circumvent this, we reformulate the objective as the variational free 
energy (VFE): 

𝑡𝑐 (𝜽) = DKL
[

𝑄(𝐷𝑡𝑐 ;𝜽) ∣∣ 𝑝(𝐷𝑡𝑐 ∣ 𝑜
Exp
𝑡𝑐

)
]

− ln 𝑝(𝑜Exp𝑡𝑐
)

=
∑


𝑄(𝐷𝑡𝑐 ;𝜽)

⎡

⎢

⎢

⎣

ln
𝑄(𝐷𝑡𝑐 ;𝜽)

𝑝(𝐷𝑡𝑐 ∣ 𝑜
Exp
𝑡𝑐

)
− ln 𝑝(𝑜Exp𝑡𝑐

)
⎤

⎥

⎥

⎦

= E𝑄
[

ln𝑄(𝐷𝑡𝑐 ;𝜽) − ln 𝑝(𝑜Exp𝑡𝑐
, 𝐷𝑡𝑐 )

]

,

(5)

which serves as an upper bound on the negative log marginal likelihood 
(− ln 𝑝(𝑜Exp𝑡𝑐

)), also known as the Bayesian surprise. Minimizing VFE 
thus brings the variational posterior closer to the true posterior while 
simultaneously increasing the marginal likelihood of the observation. 
The VFE objective leads to the following final form of the optimization 
problem: 
𝜽∗ = argmin

𝜽
𝑡𝑐 (𝜽). (6)

At convergence, if 𝑄∗(𝐷𝑡𝑐 ;𝜽
∗) exactly matches the true posterior, the 

KL divergence vanishes, i.e., DKL = 0, and the VFE equals surprise: 
𝑡𝑐 = − ln 𝑝(𝑜Exp𝑡𝑐

). By further minimizing surprise, the VFE then provides 
a useful objective not only for inference but also for learning the pa-
rameters of the generative model. The underlying rationale is that AIF 
agents aim to avoid surprising observations, and minimizing surprise is 
equivalent to maximizing model evidence.

With reference to the generative model formulation (2), instanta-
neous inference over digital states involves approximating the true 
posterior 𝑝(𝐷𝑡𝑐 ∣ 𝑂Exp𝑡𝑐

= 𝑜Exp𝑡𝑐
, 𝐷𝑡𝑐−1, 𝑈𝑡𝑐−1 = 𝑢𝑡𝑐−1). This inference 

is conditioned on the current observation 𝑂Exp𝑡𝑐
= 𝑜Exp𝑡𝑐

, the previous 
(posterior) distribution over digital states 𝐷𝑡𝑐−1, and the previously 
executed action 𝑈𝑡𝑐−1 = 𝑢𝑡𝑐−1, as: 
𝜽∗ = argmin

𝜽
𝑡𝑐 (𝜽)

= argmin
𝜽

E𝑄
[

ln𝑄(𝐷𝑡𝑐 ;𝜽) − ln 𝑝(𝑜Exp𝑡𝑐
, 𝐷𝑡𝑐 ∣ 𝐷𝑡𝑐−1, 𝑢𝑡𝑐−1;𝝓)

]

= argmin
𝜽

E𝑄
[

ln𝑄(𝐷𝑡𝑐 ;𝜽)

− ln
(

𝑝(𝑜Exp𝑡𝑐
∣ 𝐷𝑡𝑐 ;𝝓)𝑝(𝐷𝑡𝑐 ∣ 𝐷𝑡𝑐−1, 𝑢𝑡𝑐−1;𝝓)

)]

.

(7)

The optimization problem in Eq.  (7) is solved using fixed-point 
iteration (Wainwright and Jordan, 2008), under the assumption of 
temporal factorization, where variational posteriors at different time 
steps are conditionally independent. As a result, the full VFE across 
7 
trajectories decomposes into a sum of single-time-step free energies, 
enabling independent optimization at each time point.

The posterior 𝑄(𝐷𝑡;𝜽) at a given time step 𝑡 can be further factorized 
across 𝐹  independent hidden state factors 𝐷 = {𝐷1,… , 𝐷𝐹 }, following 
the mean-field approximation (Bishop, 2006): 

𝑄(𝐷𝑡;𝜽) =
𝐹
∏

𝑓=1
𝑄(𝐷𝑓

𝑡 ;𝜽), (8)

where 𝑄(𝐷𝑓
𝑡 ;𝜽) denotes the posterior over the 𝑓 th hidden state factor, 

𝑓 = 1,… , 𝐹 . These factors may represent distinct aspects of the 
generative process, potentially varying in dimensionality, transition 
dynamics, and association with specific observation modalities. Simi-
larly, observations can be structured into 𝑀 distinct modalities 𝑂 =
{𝑂1,… , 𝑂𝑀}, where each 𝑂𝑚, 𝑚 = 1,… ,𝑀 , corresponds to a separate 
sensory channel used by the agent at each time step. For example, in 
a DT application for the human health, one hidden state factor may 
represent a patient’s metabolic state, while another factor could encode 
cardiovascular function. Correspondingly, observation modalities may 
include blood glucose readings and heart rate measurements, each 
providing information about different latent physiological processes.

In this multi-modal, multi-factor setup, the observation likelihood 
array 𝐀 becomes a collection of 𝑀 sub-arrays 𝐀 = {𝐀1,… ,𝐀𝑀}, with 
each 𝐀𝑚, 𝑚 = 1,… ,𝑀 , representing the observation model for the 𝑚th 
modality. Each sub-array encodes the likelihood 𝑝(𝑂𝑚 ∣ 𝐷1,… , 𝐷𝐹 ;𝝓), 
capturing the dependency of that observation modality on the hidden 
state factors. Similarly, the transition model 𝐁 is represented as a 
collection of 𝐹  sub-arrays 𝐁 = {𝐁1,… ,𝐁𝐹 }, under the assumption 
that hidden state factors evolve independently without influencing each 
other. Each 𝐁𝑓 , 𝑓 = 1,… , 𝐹 , encodes the dynamics 𝑝(𝐷𝑓

𝑡 ∣ 𝐷𝑓
𝑡−1, 𝑢

𝑓
𝑡−1;𝝓), 

conditioned on the previous state and action for that factor. Note that 
control states are factorized analogously to hidden states, such that 
𝑈 = {𝑈1,… , 𝑈𝐹 }. Each control factor 𝑈𝑓  governs the transitions of the 
corresponding digital state factor 𝐷𝑓 , with a dimensionality matching 
the number of possible control actions applicable to that aspect of the 
system.

This factored structure enables the encoding of complex conditional 
dependencies while significantly reducing memory requirements. For 
instance, if the model employs two separate hidden state factors to 
represent the location and identity of a phenomenon, the memory 
requirements for the factored representation scale linearly with the 
dimensionality of the two factors. An additional advantage of this 
factorization lies in its interpretability: by explicitly designing digital 
state factors to reflect intuitive features of the environment, the re-
sulting generative model becomes more transparent and modular. In 
contrast, explicitly enumerating all possible combinations of ‘‘where’’ 
and ‘‘what’’ would incur polynomial memory complexity.

The marginal variational posteriors for each hidden state factor 
at the current time 𝑡𝑐 are computed via mean-field fixed-point itera-
tion (Wainwright and Jordan, 2008). The algorithm proceeds by setting 
the gradient of the VFE 𝑡𝑐 (𝜽) to zero, and iteratively solving for each 
factorized component 𝑄(𝐷𝑓

𝑡𝑐
;𝜽), for 𝑓 = 1,… , 𝐹 . A detailed derivation 

of this procedure can be found in Heins et al. (2022).
Note that in the AIF framework, there is no need to introduce an 

explicit node for representing quantities of interest, unlike the abstrac-
tion of physical–digital systems proposed in Kapteyn et al. (2021). 
In their probabilistic graphical model, these variables are represented 
by a dedicated node and predicted from the updated digital state 
via the computational models comprising the DT. In contrast, under 
the AIF framework, such a node is redundant, as quantities of in-
terest are naturally embedded within the observational data node. 
When observational evidence is unavailable for a particular modal-
ity, inference simply remains uninformed in that dimension of the 
observation space. Nevertheless, the updated digital state can still be 
used to predict expected values across any observation channel — 
whether observed or unobserved — via the corresponding observation 
model. The models may, in principle, incorporate arbitrarily complex 
forward mappings, ranging from high-fidelity physics-based simulators 
to purely data-driven surrogates or hybrid combinations of the two.
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Fig. 4. A dynamic Bayesian network illustrating the use of active inference generative models to navigate the partially observable Markov decision process 
underlying the digital twin problem. Circular nodes represent random variables, red square nodes denote taken actions, gray square nodes represent parametrized 
operators of the generative model, and the diamond-shaped node symbolizes prior preferences that reflect a goal-directed (pragmatic) objective. Nodes with bold 
outlines indicate observed quantities, while those with thin outlines represent latent variables to be inferred. Directed edges encode conditional dependencies 
between variables. The upper left-to-right path represents the evolution of the physical space, while the lower path depicts the evolution of the digital space. 
Digital state inference is performed at current time 𝑡𝑐 , whereas policy inference involves propagating the updated digital state from 𝑡𝑐 to the prediction time 𝑡𝑝.
3.3. Policy inference-action selection via expected free energy minimization

Given the updated variational posterior over the digital state
𝑄∗(𝐷𝑡𝑐 ;𝜽

∗), policy inference involves evaluating the quality of each 
admissible policy comprising future actions over a prediction horizon 
𝑡 = 𝑡𝑐 ,… , 𝑡𝑝. In AIF, the desirability of (or preference for) each policy is 
quantified through the expected free energy (EFE). The EFE is the cen-
tral quantity driving the behavior of ADTs and is formulated to evaluate 
sequences of actions (or policies) both on goal-directed (pragmatic) and 
information-seeking (epistemic) behaviors. Like the VFE, the EFE is a 
function of observations, hidden states, and policies. However, different 
from the VFE, it pertains to sequences of future actions, where no 
actual observations are yet available, and it includes expectations over 
future digital states and future observations generated by the generative 
model.

The use of AIF generative models for digital state inference and 
policy inference is graphically summarized in Fig.  4. Digital state 
inference integrates the prior belief at time 𝑡 −1 with the observational 
𝑐

8 
data assimilated at 𝑡𝑐 . In contrast, policy inference entails predictive 
modeling over the horizon 𝑡 = 𝑡𝑐 ,… , 𝑡𝑝, where the generative model 
operates without access to future sensory data or executed actions from 
the interfacing generative process.

The EFE associated to a generic policy 𝜋 is defined as: 

𝐺𝜋 = E𝑄(𝑂𝑡𝑐∶𝑡𝑝 ,𝐷𝑡𝑐∶𝑡𝑝 ∣𝜋)
[

ln𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋) − ln 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
]

, (9)

where, for simplicity, we omit the explicit dependence of the varia-
tional posterior on the variational parameters 𝜽, denoting it simply as 
𝑄(𝐷𝑡). Similarly, we omit the dependency of the generative model on 
the model parameters 𝝓. In Eq.  (9), 𝑝(𝑂𝑡, 𝐷𝑡 ∣ 𝜋) = 𝑝(𝐷𝑡 ∣ 𝑂𝑡, 𝜋)𝑝(𝑂𝑡)
defines a generative model biased by the predictive prior over observa-
tions 𝑝(𝑂𝑡). This construction integrates the prior preferences encoded 
in 𝐜 into the inference process (described below), enabling the AIF agent 
to act in ways that maximize the likelihood of preferred outcomes.

Given the assumed conditional independence of variational posteri-
ors across time, the EFE at a generic time step 𝑡 ∈ {𝑡 ,… , 𝑡 } for policy 
𝑐 𝑝
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𝜋 is given by: 

𝐺𝜋𝑡 = E𝑄(𝑂𝑡 ,𝐷𝑡 ∣𝜋)
[

ln𝑄(𝐷𝑡 ∣ 𝜋) − ln 𝑝(𝑂𝑡, 𝐷𝑡 ∣ 𝜋)
]

= −E𝑄(𝑂𝑡 ∣𝜋)
[

DKL
[

𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) ∣∣ 𝑄(𝐷𝑡 ∣ 𝜋)
]]

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
Epistemic value (information gain)

− E𝑄(𝑂𝑡 ∣𝜋)
[

ln 𝑝(𝑂𝑡)
]

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
Pragmatic value (utility)

+ E𝑄(𝑂𝑡 ∣𝜋)
[

DKL
[

𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) ∣∣ 𝑝(𝐷𝑡 ∣ 𝑂𝑡, 𝜋)
]]

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
Expected variational approximation error (≥ 0)

,

(10)

with the complete derivation provided in the Appendix, as adapted 
to the ADT framework from Heins et al. (2022). In Eq.  (10), the first 
term denotes the epistemic value (Friston et al., 2015), which promotes 
information-seeking behavior. It favors policies under which the agent 
is expected to explore states that yield high information gain about 
the digital state. This gain is quantified as the divergence between 
predicted digital states conditioned and unconditioned on observations 
under the same policy. The second term corresponds to the pragmatic 
value, which reflects goal-directed behavior. It favors policies that lead 
the agent to states expected to generate outcomes aligned with prior 
preferences 𝑝(𝑂𝑡). The final term captures the expected approximation 
error — the divergence between the true digital state posterior and 
its variational approximation — which is typically assumed to be 
negligible.

The epistemic drive in Eq.  (10) is a crucial component that enables 
ADTs to exhibit spontaneous exploratory behavior. Epistemic actions in 
ADTs encompass decisions that gather information or improve the dig-
ital state observability. These may include, for instance, installing new 
sensors, scheduling targeted inspections, or testing model predictions. 
For example, in a manufacturing ADT, the agent might deliberately 
vary process parameters within safe limits to resolve uncertainty about 
machine wear dynamics. In a personalized medicine context, the ADT 
might recommend a low-risk diagnostic test to disambiguate between 
competing hypotheses about a patient’s physiological condition. In 
both cases, the primary objective of these actions is not immediate 
(pragmatic) utility maximization, but rather to refine the generative 
model and enhance the understanding of the environment.

The EFE of temporally deep policies is given by the sum of time 
step-specific contributions: 

𝐺𝜋 =
𝑡𝑝
∑

𝑡=𝑡𝑐

𝐺𝜋𝑡 , (11)

where each term is evaluated based on the agent’s predictive beliefs 
over future digital states and observations. The computation begins 
from the current posterior belief 𝑄∗(𝐷𝑡𝑐 ), which is then propagated over 
the prediction horizon 𝑡 = 𝑡𝑐 ,… , 𝑡𝑝 using the policy-specific transition 
and observation models. This process generates the posterior predictive 
densities 𝑄(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋), which are subsequently used to evalu-
ate the goal-directed (pragmatic) and information-seeking (epistemic) 
values at each time step.

Let 𝛱 = {𝜋1,… , 𝜋𝑃 } denote the set of 𝑃  feasible policies, con-
structed through the combinatorial enumeration of sequences of actions 
from the action space   over the time horizon 𝑡 = 𝑡𝑐 ,… , 𝑡𝑝. The EFE 
vector 𝐆 = (𝐺𝜋1 ,… , 𝐺𝜋𝑃 )⊤ ∈ R𝑃 , which assigns a scalar EFE to each 
policy, defines a prior over policies according to: 

𝑝(𝜋) = 𝜎(−𝛾𝐆), (12)

where 𝜎(𝑥) = exp(𝑥)
∑

𝑥 exp(𝑥)
 is the Softmax function, and 𝛾 ∈ R+ is an in-

verse temperature parameter that modulates the precision over policies. 
Higher 𝛾 values yield more deterministic preferences.

Under the prior (12), AIF agents perform policy inference by opti-
mizing a variational posterior over policies 𝑄(𝜋) (Heins et al., 2022), 
to minimize the following VFE expansion over the prediction horizon 
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𝑡 = 𝑡𝑐 ,… , 𝑡𝑝: 

𝑡𝑐∶𝑡𝑝 = E𝑄(𝐷𝑡𝑐 ∶𝑡𝑝 ,𝜋)

[

ln𝑄(𝐷𝑡𝑐∶𝑡𝑝 , 𝜋) − ln 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 , 𝜋)
]

= E𝑄(𝐷𝑡𝑐 ∶𝑡𝑝 ,𝜋)

[

ln𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋) + ln𝑄(𝜋) − ln 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋) − ln 𝑝(𝜋)
]

= E𝑄(𝜋) [ln𝑄(𝜋) − ln 𝑝(𝜋)]

+ E𝑄(𝜋)
[

E𝑄(𝐷𝑡𝑐 ∶𝑡𝑝 ∣𝜋)

[

ln𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋) − ln 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
]]

= DKL [𝑄(𝜋) ∣∣ 𝑝(𝜋)] + E𝑄(𝜋)
[

𝜋
𝑡𝑐∶𝑡𝑝

]

,

(13)

which measures the KL divergence between the approximate posterior 
𝑄(𝐷𝑡𝑐∶𝑡𝑝 , 𝜋) and the generative model 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 , 𝜋) as a sum of two 
contributions. The first is the KL divergence between the variational 
posterior over policies and the corresponding prior (12), thereby in-
corporating the EFE into the inference process. The second term is a 
policy-weighted average of the free energy across all policies, where 
𝜋
𝑡𝑐∶𝑡𝑝

 denotes the free energy associated with a single policy 𝜋: 

𝜋
𝑡𝑐∶𝑡𝑝

= −E𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣𝜋)
[

ln 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋) − ln𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
]

= −E𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣𝜋)
[

ln 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
]

−𝐻
[

𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
]

,
(14)

with 𝐻
[

𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
]

= E𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣𝜋)
[

− ln𝑄(𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
]

 being the varia-
tional posterior entropy, which quantifies the uncertainty in the beliefs 
about future digital states under policy 𝜋.

By evaluating each policy independently and computing its associ-
ated free energy, the optimal posterior 𝑄∗(𝜋) is obtained by minimizing 
the total VFE 𝑡𝑐∶𝑡𝑝  with respect to 𝑄(𝜋). This is achieved by enforcing 
the stationarity of 𝑡𝑐∶𝑡𝑝  with respect to 𝑄(𝜋), leading to a Softmax 
distribution through the following update rule: 
𝑄∗(𝜋) = argmin

𝑄(𝜋)
𝑡𝑐∶𝑡𝑝 = 𝜎(ln 𝑝(𝜋) − 𝜋

𝑡𝑐∶𝑡𝑝
), (15)

assigning higher probability to policies with lower free energy while 
remaining close to the prior.

The posterior over control states 𝑄∗(𝑈𝑡) is formed by marginalizing 
over policies as follows: 
𝑄∗(𝑈𝑡) =

∑

𝜋∈𝛱
𝑝(𝑈𝑡 ∣ 𝜋)𝑄∗(𝜋), (16)

where 𝑝(𝑈𝑡 ∣ 𝜋) defines a deterministic mapping from policies to control 
states. The actual action 𝑈𝑡𝑐 = 𝑢𝑡𝑐  to be executed on the system can 
eventually be selected either as the maximum a-posteriori estimate or 
by sampling from 𝑄∗(𝑈𝑡𝑐 ).

3.4. Learning of the generative model via parameter inference

In this section, we describe the learning of the parameters 𝝓 that 
define the AIF generative model, based on the outcomes of inference. 
‘‘Learning’’ 𝝓 is a generative model’s parameter updating occurring at 
a slower timescale than the faster inference processes for digital states 
and policies. Nevertheless, the update equations for 𝝓 follow the same 
variational principles of digital state inference, where a variational 
posterior over 𝝓 is optimized through VFE minimization.

In our discrete setting, posterior inference over 𝝓 is performed 
by parametrizing the likelihood and prior distributions of the gener-
ative model with Dirichlet distributions, following an approach similar 
to Tezzele et al. (2024) and Varetti et al. (2026). The choice to 
treat model parameters 𝝓 as the parameters of Dirichlet distributions 
is motivated by their conjugacy to the categorical distribution. This 
formulation enables online learning via closed-form Bayesian updates, 
allowing evidence about the system response to actions to be incorpo-
rated efficiently, while ensuring that the posterior remains within the 
Dirichlet family. The approach is computationally scalable and supports 
continual refinement of ADTs, even when initialized with potentially 
inaccurate or uncertain priors and likelihoods.
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By decomposing 𝝓 into subsets corresponding to the categorical and 
Dirichlet parameters associated with the arrays 𝐀, 𝐁, and 𝐝, we can 
highlight the stochastic parametrization underlying each likelihood and 
prior distribution. In this work, we focus on learning the parameters of 
the 𝐁 array, although the same reasoning can be applied identically to 
𝐀 and 𝐝. The stochastic parametrization of the transition model 𝐁 ∈
R∣∣×∣∣×∣ ∣, encoding the transition distribution 𝑝(𝐷𝑡 ∣ 𝐷𝑡−1, 𝑢𝑡−1;B), is 
given by the tensor of categorical parameters B ∈ R∣∣×∣∣×∣ ∣, such 
that

𝐷𝑡 ∣ 𝐷𝑡−1, 𝑢𝑡−1;B ∼ Cat(B), (17)

𝑝(B) =
∏

𝑑∈

∏

𝑢∈
𝑝(B∙,𝑑,𝑢), B∙,𝑑,𝑢 ∼ Dir(b∙,𝑑,𝑢), (18)

where || ∈ N denotes the cardinality of a generic set  ; Cat(∙) and 
Dir(∙) denote categorical and Dirichlet distributions, respectively; the 
notation 𝐗∙,𝑗,𝑘 refers to the 𝑗th column of the 𝑘th slice of a generic 
tensor 𝐗. The tensor b ∈ R∣∣×∣∣×∣ ∣ collects the (positive) concentra-
tion parameters defining the Dirichlet prior over B. These parameters 
can be interpreted as pseudo-counts representing prior beliefs about the 
frequency of each state transition given a digital state and an action. For 
notational simplicity, we assume the generative model is not factorized 
into multiple digital state factors or observation modalities. However, 
the formulation extends naturally to multi-modal, multi-factor settings 
by introducing additional parametrized dimensions.

By specializing 𝝓 as the parametrization of 𝐁, the generative
model (2) becomes: 

𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ,B, 𝜋) =

𝑝(B)𝑝(𝜋)𝑝(𝐷𝑡𝑐 )
𝑡𝑝
∏

𝑡=𝑡𝑐+1
𝑝(𝐷𝑡 ∣ 𝐷𝑡−1, 𝜋;B)

𝑡𝑝
∏

𝑡=𝑡𝑐

𝑝(𝑂𝑡 ∣ 𝐷𝑡).
(19)

Learning is formulated as the approximate inference of B by mini-
mizing the VFE with respect to its approximate posterior 𝑄(B). The full 
variational posterior is assumed to factorize as: 

𝑄(𝐷𝑡𝑐∶𝑡𝑝 ,B, 𝜋) = 𝑄(B)𝑄(𝜋)
𝑡𝑝
∏

𝑡=𝑡𝑐

𝑄(𝐷𝑡 ∣ B, 𝜋), (20)

where the variational distribution 𝑄(B) is modeled as 

𝑄(B) =
∏

𝑑∈

∏

𝑢∈
𝑄(B∙,𝑑,𝑢), 𝑄(B∙,𝑑,𝑢) = Dir(b̂∙,𝑑,𝑢), (21)

and b̂ ∈ R∣∣×∣∣×∣ ∣ plays the same role as b in parametrizing the 
Dirichlet distribution, while being treated as variational parameters to 
be optimized. Accordingly, the full VFE objective for the generative 
model (19) is given by: 

𝑡𝑐∶𝑡𝑝 = E𝑄(𝐷𝑡𝑐∶𝑡𝑝 ,B,𝜋)

[

ln𝑄(𝐷𝑡𝑐∶𝑡𝑝 ,B, 𝜋) − ln 𝑝(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ,B, 𝜋)
]

, (22)

which decomposes into sums of KL and expected log-likelihood terms 
following the factorization induced by the generative model and the 
variational posterior.

The update rule for the Dirichlet parameters b directly follows from 
conjugacy. Specifically, given the Dirichlet prior parameters b over the 
generative model, the digital state posterior 𝑄∗(𝐷𝑡𝑐 ) at the current time 
step 𝑡𝑐 , the previous digital state posterior 𝑄∗(𝐷𝑡𝑐−1), and the action 
𝑈𝑡𝑐−1 = 𝑢𝑡𝑐−1 taken at the previous time step, the fixed-point update 
rule for the variational posterior Dirichlet parameters ̂b is: 

b∗∙,∙,𝑢𝑡𝑐−1
= b∙,∙,𝑢𝑡𝑐−1

+ 𝜂(𝑄∗(𝐷𝑡𝑐 )⊗𝑄∗(𝐷𝑡𝑐−1)), (23)

which corresponds to an update applied to the 𝑢𝑡𝑐−1th slice of ̂b, where 
⊗ denotes the outer product, and 𝜂 ∈ R, with 0 ≤ 𝜂 ≤ 1, is a learning 
rate parameter that scales the update step. 
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3.5. Epistemic behavior of active digital twins

If the agent also maintains a variational posterior over the model pa-
rameters 𝑄(𝝓), as discussed in Section 3.4, the EFE expression (10) can 
be extended to capture the epistemic value associated with expected 
information gain not only over digital states but also over 𝝓. The full 
derivation is provided in the Appendix, and it reveals an additional 
epistemic term that quantifies the expected information gain about 
the parameters governing the categorical distributions associated with 
the 𝐀, 𝐁, and 𝐝 arrays. When the AIF agent maintains and updates 
beliefs over these parameters, this term steers policy inference toward 
action-observation trajectories that are expected to produce informative 
updates to the generative model. We point out that the epistemic value 
over 𝝓 is not exploited in the numerical demonstrations presented 
in Section 4. Nevertheless, it is retained in the formulation of the 
ADT framework, as this capability may enable essential functionalities 
depending on the context and specific application objectives.

Epistemic actions aimed at refining the generative model can be 
regarded as forms of autonomous calibration, wherein the ADT steers 
its operation into underexplored regimes or perturbs its environment to 
test and improve its generative model. For instance, a sensor might be 
temporarily activated solely to evaluate its reliability while updating 
a likelihood model deemed uncertain. This behavior highlights the 
distinction between passive and active learning: while passive learning 
consists in assimilating externally provided or randomly encountered 
data, active learning reflects the strategic initiation of data acquisition 
to accelerate model refinement and enhance future decision-making. 
The information-seeking (epistemic) behavior of ADTs thus emerges 
from their capacity for self-adaptive inference and learning, pursued 
alongside goal-directed (pragmatic) objectives. This dual optimization 
is embedded in policy inference through EFE minimization, which uni-
fies goal-directed exploration and utility maximization within a single 
computational framework that moves beyond the passive replication of 
physical systems.

3.6. Algorithmic description

An algorithmic description of a single step of the AIF loop for ADTs 
is provided in Algorithm 1. Given the generative model, an observation 
sampled from the generative process, the posterior over digital states 
from the previous time step, and the action taken at the previous time 
step, one step of the loop involves: (1) performing inference over digital 
states based on the new observation; (2) using the posterior belief over 
digital states to perform policy inference and select the next action; (3) 
updating the generative model through learning informed by inference 
results. 

4. Numerical demonstrations

This section demonstrates the proposed methodology through the 
simulated monitoring, management, and maintenance planning of the 
Hörnefors railway bridge (Ülker-Kaustell, 2009). Although this case 
study focuses specifically on structural health monitoring (SHM), the 
underlying framework is similarly applicable to a wide range of systems 
or domains.

Section 4.1 introduces the monitored physical asset. Section 4.2 
describes the composition of the handled vibration data and the numer-
ical models used to generate labeled examples under various damage 
scenarios. Section 4.3 outlines the assimilation of observational data 
for structural health identification using artificial neural networks. 
Section 4.4 details the step-by-step construction of the AIF generative 
model, namely the four-tuple ⟨𝐀,𝐁, 𝐜,𝐝⟩. Section 4.5 presents ADT 
simulations results under purely goal-directed behavior, which serve as 
a baseline for comparison with simulations involving mixed pragmatic-
epistemic behavior, discussed in Section 4.6. Finally, Section 4.7 reports 
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Algorithm 1 Active inference loop for active digital twins.
 input: generative model ⟨𝐀,𝐁, 𝐜,𝐝⟩
  assimilated observation 𝑂Exp𝑡𝑐

= 𝑜Exp𝑡𝑐  digital state posterior 𝑄∗(𝐷𝑡𝑐−1) at previous time step  action 𝑈𝑡𝑐−1 = 𝑢𝑡𝑐−1 executed at previous time step

⊳ digital state inference by minimizing variational free energy 𝑡𝑐
1: infer digital state posterior 𝑄∗(𝐷𝑡𝑐 )

⊳ policy inference by minimizing future variational free energy 𝑡𝑐∶𝑡𝑝
2: compute posterior predictive distributions 𝑄(𝑂𝑡𝑐∶𝑡𝑝 , 𝐷𝑡𝑐∶𝑡𝑝 ∣ 𝜋)
3: evaluate epistemic and pragmatic values over 𝑡 = 𝑡𝑐 ,… 𝑡𝑝 under each policy
4: infer control policies posterior 𝑄∗(𝜋)
5: select action 𝑈𝑡𝑐 = 𝑢𝑡𝑐  via best-point estimate or sampling from 𝑄∗(𝑈𝑡𝑐 )

⊳ learning by minimizing variational free energy 𝑡𝑐
6: update transition model 𝐁 by updating the Dirichlet parameters b̂

  return updated generative model ⟨𝐀,𝐁, 𝐜,𝐝⟩
  updated posterior distribution over control policies 𝑄∗(𝜋)
  control action to be executed 𝑈𝑡𝑐 = 𝑢𝑡𝑐
  posterior predictive density over digital states 𝑄(𝐷𝑡𝑐∶𝑡𝑝 )
  posterior predictive density over actions 𝑄(𝑈𝑡𝑐∶𝑡𝑝 )

additional results assessing the robustness of the SHM framework to in-
complete data streams and to uncertainty in the extent of the damaged 
region.

The AIF agents based on discrete, Markovian generative models 
have been simulated using the open-source Python library
pymdp (Heins et al., 2022). Compared to other AIF libraries, such as 
the MATLAB toolbox DEM (Smith et al., 2022) and the C++ library
cpp-AIF (Gregoretti et al., 2024), pymdp offers notable advantages 
in terms of user-friendliness, flexibility, and customizability, although 
featuring lower process representation (DEM) and less computational 
efficiency (cpp-AIF). The simulations have been run on a PC featuring 
an Intel® CoreTM i9-14900KF CPU @ 3.2 GHz and 64 GB RAM.

4.1. Physical asset

The Hörnefors railway bridge, shown in Fig.  5(a), is an integral 
reinforced concrete structure along the Swedish Bothnia line. It spans 
15.7m, with a clearance height of 4.7m and a width of 5.9m (excluding 
edge beams). The main structural elements have a thickness of 0.5 m
for the deck, 0.7 m for the frame walls, and 0.8 m for the wing 
walls. The foundation system comprises two slabs connected by stay 
beams, supported by pile groups. The concrete is of grade C35/45, 
characterized by the following material properties: Young’s modulus 
𝐸 = 34 GPa, Poisson’s ratio 𝜈 = 0.2, and density 𝜌 = 2500 kg/m3. The 
bridge supports a single railway track with sleepers spaced at 0.65 m
intervals, resting on a ballast layer that is 0.6 m deep and 4.3 m wide, 
with a density of 𝜌𝐵 = 1800 kg/m3. The structure is subjected to 
dynamic loading from Gröna Tåget trains operating at speeds between 
𝑣 ∈ [160, 215] km/h. We specifically consider configurations involving 
two-car trainsets, totaling eight axles, with each axle bearing a mass of 
𝜓 ∈ [16, 22] ton. The geometrical and mechanical parameters, as well 
as the moving load model, are adapted from Rosafalco et al. (2021). 
The physical state space  represents the ground-truth variability in 
the bridge structural health.

4.2. Offline data assembly

The bridge monitoring system provides displacement data in the 
form of multivariate time series, denoted as 𝐔(𝝁) = [𝐮1(𝝁),… ,𝐮𝑁𝑠 (𝝁)] ∈
R𝐿×𝑁𝑠 . These consist of 𝑁𝑠 = 10 individual time series corresponding to 
the degrees of freedom (dofs) indicated in Fig.  5(b). Each series contains 
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𝐿 samples equally spaced over the time interval [0, 1.5 s], acquired with 
a sampling frequency of 400 Hz. The vector 𝝁 ∈ R𝑁par  collects 𝑁par
system parameters, which are assumed to represent the operational 
and damage conditions. For the problem settings we consider, each 
observation spans a relatively short time interval, within which these 
conditions are regarded as constant.

We simulate the monitored asset using a physics-based computa-
tional model. Specifically, the structure is modeled as a linear-elastic 
continuum under the assumption of linearized kinematics, and the 
equations of elasto-dynamics describe its dynamic response to train 
transits. The model is spatially discretized using linear tetrahedral finite 
elements, and its solution is advanced in time to generate synthetic 
observational data, controlled by the parameter vector 𝝁.

The full-order model (FOM) is described in detail in Torzoni et al. 
(2024); here, we summarize its key features. The finite element mesh 
consists of elements with a nominal size of 0.8 m, refined to 0.15 m
along the deck, resulting in a total of 17,292 dofs. The ballast layer is 
accounted for by increasing the density of the deck and edge beams 
to represent an equivalent mass. Embankment effects are captured 
using distributed springs applied along the surfaces in contact with 
the ground, implemented via a Robin-type boundary condition with an 
elastic coefficient of 108 N/m3. Structural damping is introduced using 
Rayleigh damping, calibrated to yield a 5% damping ratio in the first 
two vibrational modes. The dynamic response is computed over the 
time interval [0, 1.5 s], uniformly partitioned into 𝐿 = 600 time steps, 
using an implicit Newmark time integration scheme (Hughes, 2000).

Damage-induced variations in the structural dynamic response are 
modeled as localized reductions in effective stiffness. Assuming that 
each observation spans a time window short enough compared to the 
timescale of damage progression, the structural behavior can be treated 
as linear within that interval. This enables a separation of timescales 
between the slow evolution of damage and the structural health assess-
ment (Eftekhar Azam and Mariani, 2018). While the precise damage 
mechanisms are typically confirmed through on-site inspections follow-
ing early detection, the degradation patterns in integral bridges that can 
be described in this way include: cracking in concrete due to thermal 
gradients, freeze–thaw cycles, or overloading; progressive deterioration 
from alkali-silica reactions, which may lead to cracking and spalling; 
cracking from stress concentrations caused by differential settlements; 
and surface erosion from prolonged environmental exposure.

The digital state space  includes a set of predefined configurations 
of damage presence, location, and severity. These are modeled by 
parametrizing the stiffness matrix using two variables 𝑦 ∈ N and 
𝛿 ∈ R, both included in the parameter vector 𝝁. The discrete variable 
𝑦 ∈ {0,… , 6} designates the damage region, with 𝑦 = 0 denoting the 
undamaged baseline. For the damage cases 𝑦 = 1,… , 6, we consider 
𝑁𝛺 = 6 predefined subdomains 𝛺𝑚, for 𝑚 = 1,… , 6, each representing 
a potential damage location as shown in Fig.  5. Within each subdomain, 
the material stiffness may be reduced by a factor 𝛿 ∈ [30%, 80%], which 
remains constant throughout the passage of a train.

To reduce the computational cost of solving the FOM for arbi-
trary values of 𝝁, we employ a projection-based reduced-order model 
(ROM). The reduction is performed using a Galerkin reduced basis 
method (Quarteroni et al., 2015; Chinesta et al., 2017), relying on a 
low-dimensional set of basis functions computed through proper or-
thogonal decomposition. Following the method of snapshots (Sirovich, 
1987), the ROM is constructed upon 400 FOM solutions for different 
configurations of the input parameters 𝝁 = (𝑣, 𝜓, 𝑦, 𝛿)⊤, which are taken 
as uniformly distributed and sampled via the Latin hypercube rule. 
The dimension of the reduced-order expansion is determined based 
on an energy retention criterion. By setting a tolerance of 10−3 for 
the fraction of discarded energy, the number of dofs is reduced to 
133. Both the FOM and ROM have been implemented in the Matlab
environment, using the redbKIT library (Negri, 2016). For a more 
detailed description, the reader is referred to Torzoni et al. (2024).
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Fig. 5. Physical asset and its digital twin. (a) The physical space corresponds to the Hörnefors bridge. (b) The digital space represents a structural health monitoring 
schematization, including details of synthetic recordings related to displacements 𝑢1(𝑡),… , 𝑢10(𝑡), and predefined damage regions 𝛺1,… , 𝛺6. (c) Exemplary vertical 
displacement time history at midspan, comparing full-order model (FOM), reduced-order model (ROM), and noisy FOM approximations.
A representative example of displacement time histories is reported 
in Fig.  5(c), showing the vertical displacement at midspan obtained 
from both the FOM and ROM. To emulate measurement noise and 
assess its potential impact on the handled structural response, signals 
are corrupted with additive Gaussian noise, yielding a signal-to-noise 
ratio of 120.

4.3. Data assimilation via artificial neural networks

The vibration recordings are assimilated for structural health diag-
nostics by leveraging the flexibility of deep learning (DL) models for 
SHM applications, as demonstrated in Torzoni et al. (2023b, 2022b) 
and Torzoni et al. (2023a).

Data-driven approaches to SHM follow a pattern recognition
paradigm (Bishop, 2006), in which damage is assessed by comparing 
measurements with data previously collected under known structural 
conditions. This process relies on two key components: (i) feature 
selection and extraction, and (ii) statistical modeling to associate these 
features with specific damage patterns (Farrar et al., 2001). A major 
challenge lies in identifying damage-sensitive features that remain 
robust under varying operational and environmental conditions. DL 
offers an automated alternative for selecting and extracting optimized 
features by capturing temporal correlations within and across time 
series data (Avci et al., 2021; Fink et al., 2020).

In our framework, each time a train crosses the bridge, the vibration 
recordings 𝐔 are initially processed by a DL classifier, which outputs 
confidence scores indicating the likelihood that 𝐔 corresponds to each 
damage class defined by the 𝑦 parameter. The class with the highest 
confidence is selected as the best-point estimate for categorizing the 
measurements. Whenever damage is detected and localized within a 
region 𝛺𝑚, 𝑚 = 1,… , 6, the vibration recordings 𝐔 are further processed 
by a dedicated regression model — one for each damageable region 
— to estimate the severity of damage 𝛿. These initial estimates are 
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then incorporated into the AIF framework as assimilated observation 
𝑂Exp𝑡𝑐

= 𝑜Exp𝑡𝑐
, as detailed below.

The DL architectures have been implemented through the Tensor-
flow-based Keras API (Chollet et al., 2015), and trained on a single
Nvidia GeForce RTXTM 3080 GPU card. The training has been 
performed in a supervised fashion using 10,000 noisy data instances 
generated from ROM simulations. For a comprehensive description the 
reader is referred to Torzoni et al. (2024).

4.4. Active digital twin framework

The outcomes from the DL models are integrated into our POMDP 
framework by discretizing the range of 𝛿 into 𝑁𝛿 = 6 intervals: 
{[30%, 35%], [35%, 45%], [45%, 55%], [55%, 65%], [65%, 75%], [75%, 80%]}. 
This discretization results in a total of 𝑁𝛺𝑁𝛿 + 1 = 37 possible 
damage scenarios, each specifying a combination of damage location 
and severity. By ordering them first by location and then by severity, 
this post-processed output constitutes the first observation modality 
𝑂𝛺𝛿 .

The observation space  is completed with a second observation 
modality 𝑂𝑢 corresponding to the action taken prior to data assim-
ilation, such that 𝑂 = {𝑂𝛺𝛿 , 𝑂𝑢}. Including this additional percep-
tual channel provides two key benefits. First, it enables prior prefer-
ences (via the 𝐜 array) to account not only for the costs associated 
with structural health states but also for those linked to actions. Sec-
ond, as detailed below, it naturally supports the formulation of an 
action-conditioned observation model, introducing an inductive bias 
that facilitates digital state identification.

The digital state space  is structured into three factors 𝐷 =
{𝐷𝛺 , 𝐷𝛿 , 𝐷Epi}, corresponding to: the damage location 𝐷𝛺 =
{𝛺1,… , 𝛺6}; the discretized percentage reduction in material stiffness 
𝐷𝛿 = {0%, [30%, 35%], [35%, 45%], [45%, 55%], [55%, 65%], [65%, 75%], 
[75%, 80%]}; and an epistemic switch 𝐷Epi = {𝙴𝚙𝚒, 𝙽𝚘𝚗-𝙴𝚙𝚒}, which 
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indicates whether the AIF agent is likely to engage in information-
seeking (epistemic) behavior. This third factor allows the agent to 
autonomously switch between acting as an active information seeker or 
as a utility maximizer that is confident in its beliefs. It is worth noting 
that this factorization is neither the only viable option nor necessarily 
the most appropriate. This reflects the inherent subjectivity involved 
in shaping the digital state space. For example, 𝐷𝛺 and 𝐷𝛿 could have 
been merged into a single enumerated representation, similar to the 
one used for 𝑂𝛺𝛿 , at the expense of increased computational complex-
ity and reduced interpretability. Alternatively, a more expressive but 
computationally demanding option would involve defining six separate 
𝐷𝛿 factors, one for each of the 𝑁𝛺 damageable regions. Finally, note 
that including 𝐷Epi is essential to enable epistemic behavior, as this 
factor leads to distinct observation models associated with the 𝙴𝚙𝚒 and 
𝙽𝚘𝚗 − 𝙴𝚙𝚒 states, as discussed further below.

The action space   comprises four control actions, each producing 
specific effects:

1. Do nothing (DN): the structural health state evolves according to 
a stochastic deterioration process, while regular revenue is main-
tained.

2. Maintenance (MA): a high-cost maintenance intervention is executed 
to mitigate existing damage. Although this action improves the 
structural condition, it may not fully restore the system to a pristine 
(damage-free) state.

3. Restrict operations (RO): traffic is limited to lightweight trains with 
axle load below 18 ton, thereby reducing the rate of structural 
degradation. However, this also leads to a reduction in the revenue 
generated by the infrastructure.

4. Read sensors (RE): a moderate-cost, high-fidelity sensing action is 
performed to resolve uncertainty in the structural health state. This 
action provides high epistemic value by decreasing the entropy 
of the digital state posterior, thus increasing the mutual informa-
tion between latent states and expected observations. This effect 
reflects the use of high-quality sensors, controlled forced vibration 
tests, or in-situ inspection. From the perspective of the generative 
model, performing an inspection is equivalent to reading vibration 
recordings from sensors, albeit with significantly higher information 
content and a corresponding higher cost.

The observation likelihood array 𝐀 = {𝐀𝛺𝛿 ,𝐀𝑢} comprises two ob-
servations models: 𝐀𝛺𝛿 ∈ R∣𝑂𝛺𝛿 ∣×∣𝐷𝛺 ∣×∣𝐷𝛿 ∣×∣𝐷Epi ∣ and 𝐀𝑢 ∈
R∣𝑂𝑢 ∣×∣𝐷𝛺 ∣×∣𝐷𝛿 ∣×∣𝐷Epi ∣, respectively encoding the conditional sensory like-
lihoods 𝑝(𝑂𝛺𝛿 ∣ 𝐷𝛺 , 𝐷𝛿 , 𝐷Epi) and 𝑝(𝑂𝑢 ∣ 𝐷𝛺 , 𝐷𝛿 , 𝐷Epi) for the first and 
second observation modalities. Conceptually, these tensors are designed 
to answer two distinct questions: (i) what might the agent believe about 
the pre-classified signals? and (ii) what might the agent infer about its 
previous action?

The slice of 𝐀𝛺𝛿 for the epistemic state, i.e., 𝑝(𝑂𝛺𝛿 ∣ 𝐷𝛺 , 𝐷𝛿 , 𝐷Epi =
𝙴𝚙𝚒), is denoted by 𝐀𝛺𝛿Epi ∈ R∣𝑂𝛺𝛿 ∣×∣𝐷𝛺 ∣×∣𝐷𝛿 ∣. This observation model is 
derived from a confusion matrix that quantifies the offline (expected) 
performance of the DL models in identifying the digital state factors 𝐷𝛺

and 𝐷𝛿 . The confusion matrix is interpreted as a CPT, where rows cor-
respond to ground-truth responses and columns to predicted outcomes. 
The offline evaluation has been performed using 4000 noisy FOM 
solutions, achieving a classification accuracy of 91.39%. To mitigate 
the risk of inconsistencies due to zero-likelihood observations, i.e., evi-
dence contradicting the confusion matrix, a small positive perturbation 
10−5 is added to all entries of 𝐀𝛺𝛿Epi prior to normalization. An exemplary 
slice of 𝐀𝛺𝛿Epi associated with 𝑝(𝑂𝛺𝛿 ∣ 𝐷𝛺 = 𝛺4, 𝐷𝛿 , 𝐷Epi = 𝙴𝚙𝚒) is shown 
in Fig.  6(a).

While 𝐀𝛺𝛿Epi serves as a relatively informative sensory likelihood, 
a higher-entropy likelihood is used to model the slice of 𝐀𝛺𝛿 un-
der the non-epistemic state, i.e., 𝑝(𝑂𝛺𝛿 ∣ 𝐷𝛺 , 𝐷𝛿 , 𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒), 
denoted by 𝐀𝛺𝛿Non-Epi ∈ R∣𝑂𝛺𝛿 ∣×∣𝐷𝛺 ∣×∣𝐷𝛿 ∣. This non-epistemic model is 
obtained via uniform random perturbation of 𝐀𝛺𝛿  as the following 
Epi
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linear combination: 
𝐀𝛺𝛿Non-Epi = (1 − 𝛼)𝐀𝛺𝛿Epi + 𝛼𝐀

𝛺𝛿
Entropic, (24)

which is then properly renormalized. Here, 𝐀𝛺𝛿Entropic is a purely entropic 
observation model sampled from a uniform distribution over [0, 1], 
and 0 ≤ 𝛼 ≤ 1 is a weighting coefficient controlling the degree of 
entropy introduced. Fig.  6(b) shows an exemplary slice corresponding 
to 𝑝(𝑂𝛺𝛿 ∣ 𝐷𝛺 = 𝛺4, 𝐷𝛿 , 𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒) for 𝛼 = 0.2. It is worth noting 
that modulating 𝛼 can also be interpreted as a simple yet effective 
mechanism to account both for potential errors in, and for the decision-
maker confidence about, the use of DL models to assimilate real-world 
data.

The slice of 𝐀𝑢 for the epistemic state, i.e., encoding 𝑝(𝑂𝑢 ∣ 𝐷𝛺 , 𝐷𝛿 ,
𝐷Epi = 𝙴𝚙𝚒), is denoted as 𝐀𝑢Epi ∈ R∣𝑂𝑢 ∣×∣𝐷𝛺 ∣×∣𝐷𝛿 ∣. It is populated with 
Dirac delta distributions centered at the RE action for all possible 
combinations of 𝐷𝛺 and 𝐷𝛿 (see also Fig.  6(c)). This design reflects the 
assumption that if the agent is in the state 𝐷Epi = 𝙴𝚙𝚒, it knows with 
certainty that the previously taken action was the (epistemic) RE action, 
regardless of the values of the other digital state factors. From a data 
assimilation point of view, receiving 𝑂𝑢 = RE provides no informative 
cues for inferring 𝐷𝛺 or 𝐷𝛿 , but it deterministically sets 𝐷Epi = 𝙴𝚙𝚒. In 
contrast, under the non-epistemic state, the corresponding observation 
model 𝐀𝑢Non-Epi ∈ R∣𝑂𝑢 ∣×∣𝐷𝛺 ∣×∣𝐷𝛿 ∣ is filled with entries that reflect a 
plausible causality for what the agent can infer about the previous 
action given 𝐷𝛺 and 𝐷𝛿 . This prior CPT (see also Fig.  6(d)) is modeled 
consistently across the 𝐷𝛺 factor, as follows:
𝑝(𝑂𝑢 ∣ 𝐷𝛺 = 𝛺1∶6, 𝐷

𝛿 , 𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒)

=

⎛

⎜

⎜

⎜

⎜

⎝

0.08 0.3 0.45 0.4 0.3 0.2 0.1
0.9 0.4 0.3 0.1 0.15 0.2 0.25
0.02 0.3 0.25 0.5 0.55 0.6 0.65
0 0 0 0 0 0 0

⎞

⎟

⎟

⎟

⎟

⎠

. (25)

For data assimilation, observing 𝑂𝑢 ≠ RE has two implications: first, it 
deterministically sets 𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒; second, it introduces an inductive 
bias by leveraging the structure of 𝐀𝑢Non-Epi to condition inference on the 
previous action, similar to the influence of the transition model.

The transition array 𝐁 = {𝐁𝛺 ,𝐁𝛿 ,𝐁Epi} comprises three sub-arrays 
𝐁𝑓 ∈ R∣𝐷𝑓 ∣×∣𝐷𝑓 ∣×∣𝑈𝑓 ∣, each encoding the transition dynamics 𝑝(𝐷𝑓

𝑡 ∣
𝐷𝑓
𝑡−1, 𝑢

𝑓
𝑡−1;B

𝑓 ) of a specific digital state factor 𝐷𝑓 ∈ {𝐷𝛺 , 𝐷𝛿 , 𝐷Epi}, 
conditioned on its previous state and the corresponding control factor 
𝑢𝑓 ∈ {𝑢𝛺 , 𝑢𝛿 , 𝑢Epi}. Starting with initial priors over the transition 
probabilities defined by B𝑓 , these are iteratively refined by assimi-
lating evidence from the system response to actions, as described in 
Section 3.4. A graphical visualization of the initial transition models for 
each digital state and control factor is shown in Fig.  7. Note that these 
internal models do not replicate the ground-truth evolution, which 
remains unknown to the ADT. Moreover, assuming that digital state 
factors evolve independently, the control is factorized as 𝑈 = {𝑈𝛺 =
∅, 𝑈 𝛿 = 𝑈,𝑈Epi = 𝑈}. This reflects that 𝐷𝛺 is an uncontrollable factor, 
with a control dimensionality of 1, while 𝐷𝛿 and 𝐷Epi are both influ-
enced by the same control variable 𝑈 ∈  = {DN,MA,RO,RE}. The set 
of feasible policies 𝛱 is constructed by combinatorially enumerating 
all possible sequences of actions from the action space   over the 
prediction horizon 𝑡 = 𝑡𝑐 ,… , 𝑡𝑝, resulting in a total of 4𝑡𝑝−𝑡𝑐  policies.

The initial Dirichlet parameters b𝛺 over the categorical distribution 
B𝜴 for the uncontrollable 𝐁𝛺 are selected to yield a 0.8 probability 
that damage stays in the same subdomain 𝛺𝑚, for 𝑚 = 1,… , 6. The 
remaining 0.2 probability is evenly distributed across the other subdo-
mains, reflecting a strong prior belief that damage is unlikely to move 
between different regions.

For the action-conditioned 𝐁𝛿 , each action-specific slice encodes the 
probability of transitioning between discrete 𝛿 intervals. The diagonal 
entries represent the probability of remaining in the same damage state, 
while the lower-left and upper-right triangles denote the probabilities 
of deterioration and improvement, respectively. Under the DN action, 
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Fig. 6. Visualization of the observation models: Panels (a) and (b) show slices of 𝐀𝛺𝛿 , corresponding to the sensory likelihoods (a) 𝑝(𝑂𝛺𝛿 ∣ 𝐷𝛺 = 𝛺4, 𝐷𝛿 , 𝐷Epi = 𝙴𝚙𝚒)
and (b) 𝑝(𝑂𝛺𝛿 ∣ 𝐷𝛺 = 𝛺4, 𝐷𝛿 , 𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒) for 𝛼 = 0.2. Panels (c) and (d) show slices of 𝐀𝑢, corresponding to the sensory likelihoods (c) 𝑝(𝑂𝑢 ∣ 𝐷𝛺 =
𝛺1∶6, 𝐷𝛿 , 𝐷Epi = 𝙴𝚙𝚒) and (d) 𝑝(𝑂𝑢 ∣ 𝐷𝛺 = 𝛺1∶6, 𝐷𝛿 , 𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒).
the initial Dirichlet parameters b𝛿 for the categorical distribution B𝜹

are configured to yield transition probabilities of 0.85, 0.1, and 0.05 
for degradation of zero, one, or two 𝛿 intervals, respectively. For 
the RO action, the corresponding probabilities are set to 0.92, 0.05, 
and 0.03, reflecting a slower rate of deterioration due to reduced 
structural load. The slice associated with the RE action is designed to 
reflect improved damage tracking. It assigns probabilities of 0.9 and 
0.1 for degradation of zero and one 𝛿 intervals, capturing the higher 
confidence associated with epistemic control actions. In contrast, the 
MA action slice is designed to support transitions across up to six 𝛿
intervals, with probabilities 0.05, 0.15, 0.20, 0.20, 0.20, and 0.20, for 
improvements of zero to five intervals, respectively. To mitigate the 
risk of numerical inconsistencies caused by evidence that contradicts 
the assumed transition dynamics, a small perturbation of 10−3 is added 
to all entries of 𝐁𝛿 prior to normalization.

The sub-array 𝐁Epi serves as an epistemic switch, enabling deter-
ministic transitions between the states 𝐷Epi = 𝙴𝚙𝚒 and 𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒. 
This mechanism is implemented through Boolean matrices that enforce 
𝐷Epi = 𝙽𝚘𝚗-𝙴𝚙𝚒 — regardless of its previous value — whenever the 
ADT selects DN, MA, or RO actions. Conversely, selecting the RE 
action triggers a transition to the epistemic state 𝐷Epi = 𝙴𝚙𝚒. This 
transition model is not subject to learning updates, as its structure 
is predefined and not expected to benefit from interaction with the 
generative process.

At each time step, the ADT selects a control action 𝑢𝑡 ∈   whose 
effects on the generative process are uncertain and may lead to unex-
pected outcomes. The costs associated with both the structural health 
state and the control actions are modeled as prior preferences via the 
array 𝐜 = {𝐜𝛺𝛿 , 𝐜𝑢}. The components 𝐜𝛺𝛿 ∈ R∣𝑂𝛺𝛿 ∣ and 𝐜𝑢 ∈ R∣𝑂𝑢 ∣

assign relative log-probabilities to each outcome of the two observation 
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modalities, respectively:

𝐜𝛺𝛿 ← ln 𝑝(𝑂𝛺𝛿𝑡 ) =

⎧

⎪

⎨

⎪

⎩

0 if 𝑦 = 0,
−exp(𝛿) if 30% < 𝛿 < 80%,
−10 if 𝛿 = 80%,

𝐜𝑢 ← ln 𝑝(𝑂𝑢𝑡 ) =

⎧

⎪

⎪

⎨

⎪

⎪

⎩

+5.5 if 𝑢𝑡 = DN,
−5 if 𝑢𝑡 = MA,
+2.5 if 𝑢𝑡 = RO,
−0.5 if 𝑢𝑡 = RE.

(26)

These log-probability vectors are passed through a Softmax function 
to produce valid probability distributions 𝑝(𝑂𝛺𝛿𝑡 ) and 𝑝(𝑂𝑢𝑡 ), which 
are then used to compute the expected utility term in the EFE. The 
structural health preferences penalize deterioration in proportion to the 
exponential of 𝛿, with a steep penalty for severely compromised states. 
The control action preferences reflect trade-offs between epistemic 
value of expected information gain and operational cost: DN and RO 
actions yield positive rewards but carry the risk of structural deteriora-
tion; RE similarly allows for deterioration, yet it is expected to reduce 
the entropy of the digital state posterior at the cost of a moderately 
negative reward. MA mitigates deterioration but carries a significantly 
negative reward due to its high cost. While these values are expressed 
in non-dimensional form, they represent indicative costs charged to the 
decision maker. Actual values may be derived from service and cost 
catalogs issued by governmental agencies or infrastructure operators. 
In particular, the health-related preference distribution 𝑝(𝑂𝛺𝛿𝑡 ) should 
reflect a prioritization analysis that accounts for both the likelihood 
and consequences of different damage scenarios — such as loss of 
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Fig. 7. Visualization of the transition models: Panel (a) shows the uncontrollable 𝐁𝛺, corresponding to the transition likelihood 𝑝(𝐷𝛺
𝑡 ∣ 𝐷𝛺

𝑡−1). Panels (b–e) show the 
action-specific slices of 𝐁𝛿 , corresponding to the transition likelihoods (b) 𝑝(𝐷𝛿

𝑡 ∣ 𝐷
𝛿
𝑡−1, 𝑈

𝛿
𝑡−1 = DN), (c) 𝑝(𝐷𝛿

𝑡 ∣ 𝐷
𝛿
𝑡−1, 𝑈

𝛿
𝑡−1 = MA), (d) 𝑝(𝐷𝛿

𝑡 ∣ 𝐷
𝛿
𝑡−1, 𝑈

𝛿
𝑡−1 = RO), and (e) 

𝑝(𝐷𝛿
𝑡 ∣ 𝐷

𝛿
𝑡−1, 𝑈

𝛿
𝑡−1 = RE). Panels (f) and (g) shows the action-specific slices of 𝐁Epi, corresponding to the transition likelihoods (f) 𝑝(𝐷Epi
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Epi
𝑡−1 = {DN,MA,RO})

and (g) 𝑝(𝐷Epi
𝑡 ∣ 𝐷Epi

𝑡−1, 𝑈
Epi
𝑡−1 = RE).
serviceability, increased accident risk, or structural failure — as well 
as the risk tolerance of the decision-maker.

The array defining the initial state model 𝐝 = {𝐝𝛺 ,𝐝𝛿 ,𝐝Epi} consists 
of three sub-arrays 𝐝𝑓 ∈ R∣𝐷𝑓 ∣, each specifying the initial prior distri-
bution 𝑝(𝐷𝑓

𝑡𝑐
) over a digital state factor 𝐷𝑓 ∈ {𝐷𝛺 , 𝐷𝛿 , 𝐷Epi}. Uniform 

probability distributions are adopted for 𝐷𝛺 and 𝐷Epi to reflect initial 
uncertainty. In contrast, 𝐷𝛿 is initialized as a Dirac delta distribution 
centered at 0%, consistent with the assumption of undamaged structure 
when the ADT enters into operation.

The (unknown) ground-truth generative process evolves condition-
ally on the most recent control action. In particular, we assume that 
damage can develop in any predefined region, without propagating 
across different damageable subdomains. The evolution follows the 
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degradation (or improvement) stochastic models described below. Un-
der the DN, RO, and RE actions, structural health is assumed to degrade 
monotonically. For the DN action, the damage class 𝑦 is sampled 
from a categorical distribution 𝑦 ∼ Cat( 12 ,

1
12 ,

1
12 ,

1
12 ,

1
12 ,

1
12 ,

1
12 ), which 

assigns half of the probability mass to the undamaged state 𝑦 = 0, 
and distributes the remaining half uniformly among the six damage 
classes 𝑦 = 1,… , 6. When damage first initiates, the magnitude 𝛿
is sampled uniformly within the range of the first damage interval 
𝛿𝑡 ∣ 𝑦𝑡 ≠ 0, 𝑦𝑡−1 = 0 ∼ Uniform(0.3%, 0.35%). Subsequent damage 
progression is modeled by sampling 𝛿 increments from a truncated 
normal distribution centered at 1.5% with a standard deviation of 
1%, 𝛿𝑡 − 𝛿𝑡−1 ∣ 𝑦𝑡−1 ≠ 0 ∼ Normal≥0(1.5%, 1%), with any increments 
below 0% rounded up to 0%. For the RO action, a similar model 
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Fig. 8. Active digital twin using purely goal-directed (pragmatic) behavior. Probabilistic and best-point estimates of: (top two panels) digital state evolution 
compared to the ground-truth physical state; (penultimate panel) control actions recommended by the digital twin versus the optimal action under the ground-
truth generative process. In the top panels, background colors represent the belief distribution over the digital state at each time step. In the penultimate panel, 
background colors indicate the belief distribution over the control actions. The bottom panel quantifies simulation quality in terms of the percentage absolute 
discrepancy between the sum of the policy-specific expected free energies computed by the digital twin and those obtained under the ground truth.
is employed, but with a lower probability of damage initiation and 
slower deterioration. In this case, the damage class is sampled as 
𝑦 ∼ Cat( 34 ,

1
24 ,

1
24 ,

1
24 ,

1
24 ,

1
24 ,

1
24 ), and the damage magnitude evolves as 

𝛿𝑡 − 𝛿𝑡−1 ∣ 𝑦𝑡−1 ≠ 0 ∼ Normal≥0(0.95%, 0.5%). For the RE action, the 
generative process is the same as that under the DN or RO actions, 
respectively, depending on whether the system was previously in a 
restricted or unrestricted condition before engaging in information-
seeking (epistemic) behavior. In contrast, the MA action is modeled as 
a healing process. If 𝑦 = 0, the system remains undamaged. If 𝑦 ≠ 0, 
the damage magnitude decreases according to 𝛿𝑡 − 𝛿𝑡−1 ∣ 𝑦𝑡 ≠ 0 ∼
Normal≤10%(−25%, 15%), with any decrement below 10% rounded up 
to 10%. The system is assumed to return to an undamaged condition 
(𝑦 = 0) if the resulting damage magnitude satisfies 𝛿 < 30%, reflecting 
a minimal detectable deterioration threshold.

4.5. Results: Purely goal-directed behavior

In this section and the next, we present the results of several ADT 
simulations, each spanning 60 time steps. At every time step, new 
observational data are generated based on the (unknown) ground-
truth generative process. The ADT assimilates these data to infer the 
variational posterior 𝑄∗(𝐷𝑡𝑐 ) over the current digital state, and per-
forms policy inference by computing the posterior 𝑄∗(𝜋) over policies. 
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Control actions are subsequently selected as the best-point estimate 
from the posterior 𝑄∗(𝑈𝑡𝑐 ) over control states, and the generative model 
is eventually learned by updating the variational posterior Dirichlet 
parameters ̂b∗.

We adopt a policy horizon of 𝑡𝑝 − 𝑡𝑐 = 4 and begin by analyzing a 
baseline scenario where the ADT operates under a purely goal-directed 
(pragmatic) behavior. This is achieved by retaining only the utility term 
associated with pragmatic value in the EFE formulation, excluding any 
contributions from information-seeking (epistemic) value and removing 
the epistemic RE action from the available action set. The entropy level 
in the observation model 𝐀𝛺𝛿Non-Epi is set using 𝛼 = 0.5. The inverse 
temperature parameter controlling the precision of policy selection is 
left to its default value of 𝛾 = 16. Furthermore, learning updates to the 
generative model are disabled in this baseline setting.

Fig.  8 illustrates a representative ADT simulation. Results are re-
ported in terms of both the ground-truth physical state and the cor-
responding ADT estimates obtained after assimilating observational 
data. The evolution of the digital state is shown only for regions that 
experience damage, although all damageable regions 𝛺1,… , 𝛺6 are 
susceptible to degradation. Initially, damage develops in 𝛺6, and the 
posterior 𝑄∗(𝐷𝑡𝑐 ) reveals relatively high uncertainty, primarily due to 
the entropy in the observation model. Nevertheless, despite the severely 
corrupted observation model 𝐀𝛺𝛿 , the ADT successfully follows 
Non-Epi
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Fig. 9. Failed active digital twin using purely goal-directed (pragmatic) behavior. Probabilistic and best-point estimates of: (top two panels) digital state evolution 
compared to the ground-truth physical state; (penultimate panel) control actions recommended by the digital twin versus the optimal action under the ground-
truth generative process. In the top panels, background colors represent the belief distribution over the digital state at each time step. In the penultimate panel, 
background colors indicate the belief distribution over the control actions. The bottom panel quantifies simulation quality in terms of the percentage absolute 
discrepancy between the sum of the policy-specific expected free energies computed by the digital twin and those obtained under the ground truth.
the ground-truth evolution by leveraging prior information from the 
forward-time predictor 𝐁. The corresponding sequence of control action 
estimates 𝑄∗(𝑈𝑡𝑐 ) is shown in the penultimate panel. The ADT initially 
recommends DN actions, aligned with the prior preferences over the 
two observation modalities encoded in 𝐜, i.e., to maximize utility. Once 
a substantial probability mass in 𝑄∗(𝐷𝑡𝑐 ) is assigned to 𝐷𝛿 ≥ 45%, RO 
actions begin to be selected, enabling the ADT to continue monitoring 
degradation, which now evolves at a reduced rate. Eventually, an MA 
action is selected when the structural state becomes critically compro-
mised, as indicated by a consistent probability mass over 𝐷𝛿 ≥ 75% in 
𝑄∗(𝐷𝑡𝑐 ). A similar behavior is shown for the subsequent damage event 
in 𝛺1.

For comparison, control actions under the ground-truth generative 
process are computed using a second AIF agent that mirrors the ADT 
architecture but has access to the true physical state. The ADT selects 
the appropriate control action from 𝑄∗(𝑈𝑡𝑐 ) with a delay of at most five 
time steps relative to the ground-truth-informed agent. This delay is 
mainly attributed to the continued use of a highly entropic observation 
model, which limits fast and accurate inference, along with the need 
to recursively update prior beliefs from earlier time steps. Note that 
including the RE action in the available action set would not affect the 
results in this case, as the ADT is driven solely by (pragmatic) utility 
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maximization and does not engage in information-seeking (epistemic) 
behavior, i.e., it does not seek to reduce the entropy of 𝑄(𝐷𝑡𝑐∶𝑡𝑝 )
through exploratory actions. The bottom panel of the figure assesses 
simulation quality by tracking the evolution of the percentage absolute 
discrepancy between the sum of the policy-specific EFEs computed by 
the ADT and those obtained under the ground-truth-informed agent: 

𝛥𝐆 =
|

|

|

|

|

|

∑

𝜋∈𝛱 (𝐺𝜋 − 𝐺𝜋 )
∑

𝜋∈𝛱 𝐺𝜋

|

|

|

|

|

|

⋅ 100, (27)

where 𝐺𝜋 denotes the EFE associated with policy 𝜋 under the ground-
truth-informed AIF agent.

A second representative ADT simulation is shown in Fig.  9, exem-
plifying the same purely goal-directed (pragmatic) behavior but with a 
different random seed. In this case, damage begins to develop in region 
𝛺3, and the ADT initially behaves consistently with the previous results, 
tracking the generative process with relatively high-entropy estimates 
propagated forward in time. However, starting from time step 𝑡 = 33, 
the ADT begins to diverge from the ground truth, and the digital state 
posterior 𝑄∗(𝐷𝑡𝑐 ) progressively loses synchronization with the physical 
state. The probability mass in 𝑄∗(𝐷𝑡𝑐 ) gradually shifts from 𝐷𝛺 = 𝛺3
to 𝐷𝛺 = 𝛺 , where 𝐷𝛿 is consistently underestimated as lying within 
6
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Fig. 10. Active digital twin using a combination of goal-directed (pragmatic) and information-seeking (epistemic) behaviors. Probabilistic and best-point estimates 
of: (top two panels) digital state evolution compared to the ground-truth physical state; (penultimate panel) control actions recommended by the digital twin 
versus the optimal action under the ground-truth generative process. In the top panels, background colors represent the belief distribution over the digital state at 
each time step. In the penultimate panel, background colors indicate the belief distribution over the control actions. The bottom panel scores simulation quality 
in terms of the percentage absolute discrepancy between the sum of the policy-specific expected free energies computed by the digital twin and those obtained 
under the ground truth.
the range [65%, 75%], while the actual value is in the range [75%, 80%]. 
As a result, the ADT fails to select an MA action for more than ten 
time steps, despite its necessity. The simulation eventually terminates 
at time step 𝑡 = 46, due to a digital failure at 𝑡 = 47, caused by 
𝐷𝛿 > 80%, and symbolizing structural collapse. The ADT inability to 
recover accurate tracking is attributed to the interplay between the 
poorly informative sensory likelihood and the recursive propagation of 
outdated prior beliefs, which degrade over time.

By running a cluster of 200 simulations, each spanning 60 time steps 
and initialized with a different random seed for both the observation 
model 𝐀𝛺𝛿Non-Epi and the ground-truth generative process, the ADT oper-
ating under a purely goal-directed (pragmatic) behavior fails in 72 out 
of 200 cases. In this baseline setting, the failure rate is largely driven 
by the high entropy of the observation model 𝐀𝛺𝛿Non-Epi. In-simulation 
performance is assessed by measuring the accuracy of the maximum 
a-posteriori estimate of the 𝐷𝛺 and 𝐷𝛿 digital state factors against 
the ground-truth generative process. The effect of the 𝛿 discretization 
is accounted for by computing accuracy with a 10% tolerance (equal 
to the discretization step). Under these conditions, the ADT achieves 
a mean accuracy of 69% with a 95% confidence interval of ±2.6%. 
Although highly corrupted observations reflect challenging real-world 
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conditions, the results presented in the following section show that 
equipping the ADT with both goal-directed and information-seeking 
(epistemic) components enables active exploration in response to crit-
ical uncertainty, resulting in a significant performance improvement 
over this purely pragmatic baseline.

The behavior described above can also be illustrated using a simpli-
fied scenario in which the ADT relies on two sensors, each providing 
partial observations to update its beliefs about the evolving damage 
state. If one sensor becomes faulty but the transition model closely 
approximates the actual dynamics of damage progression, the ADT may 
still track the system accurately, as the predictive power of the prior 
compensates for the degraded sensory evidence. However, in the more 
typical case where the transition model does not fully capture the ac-
tual system evolution, outdated priors dominate the inference process, 
and the compromised likelihood is unable to correct them. In such 
conditions, an information-seeking (epistemic) action should ideally be 
triggered to resolve ambiguity and restore confidence in the likelihood 
model — for instance, by querying a redundant sensor, activating a 
dormant one, or scheduling a targeted diagnostic procedure.

It is interesting to note how the EFE discrepancy shown in the bot-
tom panel of Fig.  9 does not indicate any critical issue. This is because 
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Fig. 11. Active digital twin using a combination of goal-directed (pragmatic) and information-seeking (epistemic) behaviors. Posterior predictive densities beyond 
data assimilation over (future) digital states and control states, starting at 𝑡𝑐 = 60. In the top panel, background colors represent the belief distribution over the 
digital state at each time step. In the bottom panel, background colors indicate the belief distribution over the control actions.
the EFE is a subjective metric, reflecting how the ADT evaluates its 
own performance rather than measuring the correctness of the digital 
state estimates. Indeed, the 𝛥𝐆 indicator quantifies the misalignment 
in belief-driven action planning between the ADT and an idealized 
agent with access to the true physical state. As a result, 𝛥𝐆 remains 
low simply because the ADT is (mistakenly) confident in its estimated 
behavior, just as the ground-truth-informed agent is confident in its 
own. However, the resulting control actions differ. To address this 
limitation, one could instead employ objective performance indicators 
derived from the generative process. Examples include utility scores 
evaluated on realized system outcomes, or the survival time before 
reaching a critical condition.

4.6. Results: Combining goal-directed and information-seeking behaviors

In this section, we present the results of ADT simulations combining 
goal-directed (pragmatic) and information-seeking (epistemic) behav-
iors. For this, we adopt the complete EFE formulation including both 
pragmatic and epistemic terms; furthermore, we include the epistemic 
RE action in the available actions. All other settings remain unchanged 
from the simulations presented earlier.

Fig.  10 illustrates a representative simulation. The ADT initially ex-
hibits information-seeking (epistemic) behavior, executing a sequence 
of RE actions to gather information about damage onset. Once the 
posterior 𝑄∗(𝐷𝑡𝑐 ) identifies evolving damage within 𝛺1 with relatively 
low uncertainty, the ADT shifts to DN actions aimed at (pragmatic) 
utility maximization. When a significant portion of 𝑄∗(𝐷𝑡𝑐 ) supports 
𝐷𝛿 ≥ 45%, RO actions begin to emerge. An MA action is eventually 
selected when the risk of structural failure becomes substantial, i.e., for 
a significant probability mass over 𝐷𝛿 ≥ 65%. A similar pattern is 
observed during the subsequent damage event in 𝛺6. In this case, 
sporadic RE actions are also triggered whenever the entropy of 𝑄∗(𝐷𝑡𝑐 )
increases, to prevent desynchronization from the physical state. These 
RE actions are interleaved with extended sequences of DN and RO 
decisions, depending on the evolving health state and the interaction 
between the sensory likelihood and the transition model. For instance, 
RE actions at 𝑡 = 35 and 𝑡 = 51 are deployed to disambiguate the 
digital state just before executing costly MA interventions. In contrast, 
the first MA action at 𝑡 = 15 is not preceded by RE behavior, as the 
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ADT maintains a confident, low-entropy belief at that point. Note that 
the epistemic RE action carries a lower prior preference ̃𝑝(𝑂𝑢) than DN 
or RO actions and does not directly affect damage progression. As a 
result, it is employed only under epistemic-driven behavior, where its 
role is to support future goal-directed (pragmatic) decisions. Similarly, 
RE actions occurring immediately after MA interventions reflect the 
ADT effort to resolve uncertainty via active exploration of maintenance 
outcomes. In contrast, under the ground-truth generative process, RE 
actions are triggered exclusively to gather initial evidence about dam-
age onset. Corrective inference is unnecessary in this setting due to 
perfect, uncertainty-free access to the physical state.

Fig.  11 shows the posterior predictive densities for the future digital 
states 𝑄∗(𝐷𝑡𝑐∶𝑡𝑝 ) and the corresponding control states 𝑄∗(𝑈𝑡𝑐∶𝑡𝑝 ), start-
ing at 𝑡𝑐 = 60 and spanning four time steps. These predictions capture 
the expected progression of structural health, conditioned on the poste-
rior over policies 𝑄∗(𝜋), thereby supporting the planning of preventive 
interventions. When belief propagation leads to an overly flat digital 
state distribution, the likelihood of selecting an RE action increases, 
mitigating the risk of decisions based on unreliable or uncertain belief 
states.

By running a second cluster of 200 simulations, each initialized 
with a different random seed, the ADT operating under combined goal-
directed (pragmatic) and information-seeking (epistemic) behaviors 
exhibits zero failures. In-simulation performance also increases, with 
the maximum a-posteriori estimate of the 𝐷𝛺 and 𝐷𝛿 digital state fac-
tors achieving a mean accuracy of 89% with a 95% confidence interval 
of ±0.5%. This result underscores the potential of fully equipped ADTs 
compared to the purely pragmatic baseline discussed in Section 4.5.

The results of a complete ADT simulation, combining goal-directed 
(pragmatic) and information-seeking (epistemic) behaviors, and addi-
tionally incorporating learning updates to the generative model, are 
shown in Fig.  12 for the same initialization seed as in Fig.  10. This 
scenario spans 80 time steps and introduces learning via updates to 
the transition model array 𝐁, with a learning rate of 𝜂 = 0.1. Learn-
ing demonstrates beneficial in several aspects. First, it reduces the 
frequency of incorrect digital state inferences, thereby shortening the 
average response delay relative to the ground-truth agent. Second, 
as the transition dynamics become progressively tailored to the (un-
known) generative process, the ADT gains confidence in its predictions, 
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Fig. 12. Active digital twin using a combination of goal-directed (pragmatic) and information-seeking (epistemic) behaviors, and additionally incorporating 
learning updates to the generative model. Probabilistic and best-point estimates of: (top two panels) digital state evolution compared to the ground-truth physical 
state; (penultimate panel) control actions recommended by the digital twin versus the optimal action under the ground-truth generative process. In the top 
panels, background colors represent the belief distribution over the digital state at each time step. In the penultimate panel, background colors indicate the belief 
distribution over the control actions. The bottom panel quantifies simulation quality in terms of the percentage absolute discrepancy between the sum of the 
policy-specific expected free energies computed by the digital twin and those obtained under the ground truth.
resulting in a reduced need for (corrective) RE actions. Third, the 
gradual reduction of uncertainty in the transition model enables the 
ADT to safely delay maintenance toward the end of the simulation. For 
example, the third maintenance action, previously triggered at 𝑡 = 52, is 
now postponed to 𝑡 = 74. Moreover, this intervention is no longer based 
on a maximum a-posteriori estimate of 𝐷𝛿 within the [55%, 65%] range, 
but instead within the higher [65%, 75%] range — highlighting the 
potential for resource savings across the system operational lifespan. 
The runtime for this simulation is about 130 s, averaging 1.6 s per time 
slice.

4.7. Results: Robustness assessment

In this section, we assess the robustness of the ADT, fully equipped 
with goal-directed (pragmatic) and information-seeking (epistemic) be-
haviors, against incomplete data streams and uncertainty in the extent 
of the damaged region. We first consider two stress-testing scenarios: 
(𝑖) progressively more incomplete data streams during the passage of a 
train, and (𝑖𝑖) progressively more frequent observation failures.

Incomplete data streams during the passage of a train are modeled 
by zeroing vibration recordings in 𝐔 over the central portion of the 
monitoring window [0.5 s, 1 s]. Fig.  13 shows representative cases 
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where the corruption affects an increasing number of sensors, up to all 
sensors. As information loss increases, the ADT becomes more prone to 
desynchronize from the ground truth, with the risk of failure due to the 
delayed selection of a necessary MA action. To counteract this, the ADT 
autonomously increases the probability of selecting corrective RE ac-
tions, promoting physical–digital realignment. Interestingly, corrupting 
only a subset of sensors proves more detrimental than disabling all sen-
sors over the same time window. This effect is due to the disruption of 
cross-channel convolution patterns in the DL models used to construct 
the observation modality 𝑂𝛺𝛿 . Partial corruption generates inconsistent 
patterns not encountered during training, whereas removing all chan-
nels leads to information loss without injecting misleading correlations. 
In this latter case, the ADT still exploits the remaining signal segments, 
although with reduced tracking accuracy and an increased need for RE 
actions.

From a slightly different perspective, observation failures are in-
stead modeled by making observational evidence for 𝑂𝛺𝛿 unavailable 
to the ADT at selected time steps. Fig.  14 presents two representative 
simulations in which measurements are received only every two or five 
simulation steps. In both cases, the ADT remains synchronized with the 
ground truth by leveraging the predictive capabilities of the transition 
model. The main effect is a periodic widening and sharpening of the 
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Fig. 13. Active digital twin using a combination of goal-directed (pragmatic) and information-seeking (epistemic) behaviors. Performance under progressively 
more incomplete data streams during the passage of a train, affecting: (a) sensors {𝐮5,𝐮10}; (b) sensors {𝐮3,𝐮5,𝐮10}; (c) sensors {𝐮1,𝐮3,𝐮5,𝐮10}; and (d) all sensors 
{𝐮1,… ,𝐮10}. Incomplete data streams correspond to the loss of one third of the normally sampled measurements, modeled by zeroing the signals over the central 
portion of the monitoring window [0.5 s, 1 s]. Probabilistic and best-point estimates of: (top panels) digital state evolution compared to the ground-truth physical 
state; (penultimate panels) control actions recommended by the digital twin versus the optimal action under the ground-truth generative process. In the top 
panels, background colors represent the belief distribution over the digital state at each time step. In the penultimate panels, background colors indicate the 
belief distribution over the control actions. The bottom panels scores simulation quality in terms of the percentage absolute discrepancy between the sum of the 
policy-specific expected free energies computed by the digital twin and those obtained under the ground truth.
belief over the digital state, reflecting the observation frequency. This 
leads to a stronger tendency to select information-gathering RE actions 
rather than the more conservative RO action, despite the latter having 
a higher prior preference 𝑝(𝑂𝑢).
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Finally, robustness to modeling inaccuracies is assessed by introduc-
ing uncertainty in the size of the damaged region. As in previous cases, 
test instances are derived from FOM solutions corrupted with additive 
Gaussian noise. However, here the extent of the damaged subdomains 
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Fig. 14. Active digital twin using a combination of goal-directed (pragmatic) and information-seeking (epistemic) behaviors. Performance under progressively 
more frequent observation failures, with the active digital twin receiving observational data: (a) every two simulation steps; and (b) every five simulation steps. 
When a measurement fails, observational evidence for the first modality 𝑂𝛺𝛿 is unavailable to the active digital twin. Probabilistic and best-point estimates of: 
(top three panels) digital state evolution compared to the ground-truth physical state; (penultimate panels) control actions recommended by the digital twin 
versus the optimal action under the ground-truth generative process. In the top panels, background colors represent the belief distribution over the digital state 
at each time step. In the penultimate panels, background colors indicate the belief distribution over the control actions. The bottom panels scores simulation 
quality in terms of the percentage absolute discrepancy between the sum of the policy-specific expected free energies computed by the digital twin and those 
obtained under the ground truth.
𝛺1,… , 𝛺6 is reduced by 25% and 50% in the testing data only; the 
offline training dataset remains unchanged.

Fig.  15 shows a representative case for a 50% reduction in the 
extent of 𝛺6. The ADT correctly identifies the damaged region but 
systematically underestimates its magnitude. The resulting behavior is 
consistent with what seen in Section 4.6: an initial sequence of epis-
temic RE actions is followed by pragmatic DN actions, interleaved with 
RE actions to compensate for increased 𝑄∗(𝐷𝑡𝑐 ) entropy. Subsequently, 
RO actions emerge to slow degradation, and a MA action is selected 
when failure risk becomes substantial, anticipated by a preventive RE 
action.

While the persistent underestimation may degrade tracking perfor-
mance, it does not necessarily imply desynchronization. We quantify 
this risk through a cluster of 200 simulations with different random 
seeds for a 50% size reduction. The mean accuracy of the maximum 
a-posteriori estimates of 𝐷𝛺 and 𝐷𝛿 decreases to 40% (95% confidence 
interval of ±3.2%), yet only a single failure occurs. For a 25% size reduc-
tion, the mean accuracy increases to 80.5% (95% confidence interval 
±0.8%), with no observed failures. Despite the degradation in tracking 
accuracy, these results demonstrate robustness to misspecification of 
damage extent, in addition to previously considered uncertainties such 
as measurement noise, varying operational conditions, and damage 
severity.

5. Discussion

We have shown that framing a digital twin as an AIF agent trans-
forms it from a passive observer into an autonomous decision-making 
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entity. The considered case study, among the few AIF applications 
in engineering, demonstrates how pragmatic and epistemic behaviors 
emerge naturally from expected free energy minimization, without 
explicit programming. Beyond optimizing structural health and main-
tenance costs, the ADT maintains synchronization with the evolving 
structural condition by autonomously deciding when to acquire ad-
ditional information. Actions are selected not only to respond to the 
current belief state, but also to shape future observations and reduce 
anticipated uncertainty. The ADT also proves robust to incomplete or 
unreliable observations and to uncertainty in the extent of the damaged 
region, adapting its policy to mitigate desynchronization risks.

These capabilities stem directly from the advantages of AIF. Util-
ity maximization is not the sole driver of policy selection; rather, 
it complements information-gain maximization within a unified func-
tional objective that balances exploration and exploitation. Unlike re-
inforcement learning, which typically does not consider information-
gain maximization, and relies on reward functions shaped through 
extensive trial-and-error over large datasets, AIF offers greater mod-
eling and learning flexibility by encoding preferences and beliefs as 
probability distributions within a generative model. This feature is 
particularly valuable in complex, nonstationary, and nonlinear en-
vironments, where robustness and adaptivity are critical. Moreover, 
explicitly incorporating hypotheses and assumptions into the generative 
model enhances interpretability, boosting explainable and trustworthy 
decision-making (Albarracin et al., 2024). However, we note that re-
inforcement learning can be viewed as a special case of AIF (Friston 
et al., 2015). Since rewards or utility functions can be expressed as 
log-probabilities encoding prior preferences, reinforcement learning 
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Fig. 15. Active digital twin using a combination of goal-directed (pragmatic) and information-seeking (epistemic) behaviors. Performance for a damage region of 
size reduced by 50% compared to the training regime. Probabilistic and best-point estimates of: (top panel) digital state evolution compared to the ground-truth 
physical state; (middle panel) control actions recommended by the digital twin versus the optimal action under the ground-truth generative process. In the 
top panel, background colors represent the belief distribution over the digital state at each time step. In the middle panel, background colors indicate the 
belief distribution over the control actions. The bottom panel scores simulation quality in terms of the percentage absolute discrepancy between the sum of the 
policy-specific expected free energies computed by the digital twin and those obtained under the ground truth.
can be reformulated as inference over policies that generate preferred 
outcomes.

Limitations: The effectiveness of the ADT framework depends on 
the design of the generative model, including the choice of the digital 
state space and the specification of the observation and transition mod-
els, which remain problem-dependent. In the presented application, one 
observation modality relies on deep learning models trained offline 
on synthetic data. Although this supports generalization to realistic 
scenarios, performance is sensitive to modeling assumptions and to 
the representativeness of the training dataset. Capturing more complex 
damage patterns or geometries would require more detailed numerical 
models and larger datasets, increasing computational demands. These 
aspects are also linked to sensor deployment and the associated value 
of information (Andriotis et al., 2021; Malings and Pozzi, 2018), high-
lighting the importance of optimal sensor placement (Capellari et al., 
2018).

Policy recommendations: From an operational perspective, digital 
twins should incorporate decision-making and information-seeking ca-
pabilities, rather than being limited to state estimation and prediction. 
Moreover, probabilistic representations such as PGMs are essential to 
explicitly manage uncertainty and enable adaptive behavior. While 
ADTs enjoy these features, their behavior is not fixed but depends on 
the objectives encoded in the generative model. Prior preferences can 
be tuned to reflect specific safety or operational requirements, allowing 
stakeholders to explore how varying levels of risk sensitivity influence 
decisions. Active digital twin-based systems can thus support the tran-
sition from periodic or reactive maintenance to predictive strategies, 
where inspection and monitoring are scheduled autonomously based 
on quantified uncertainty and expected utility.
23 
6. Conclusions and outlook

Summary of contributions: This paper introduces active digital 
twins based on the active inference paradigm. At the core of active 
digital twins lies a self-updating generative model that interacts with a 
partially observable dynamical environment, extending the abstraction 
of physical–digital systems proposed by Kapteyn et al. (2021). By 
leveraging the variational free energy minimization process that drives 
active inference agents (Parr et al., 2022; Friston, 2010), we have 
enabled active digital twins capable of adaptively monitoring, interact-
ing with, and learning from uncertain and dynamic environments. Of 
particular interest is their ability to autonomously balance goal-directed 
(pragmatic) and information-seeking (epistemic) behaviors. Within this 
dual objective, decision-support from the active digital twin becomes 
an integral part of the inference process, allowing uncertainty about 
hidden states to be resolved as a means to maximize utility, in the spirit 
of intelligent automation (San et al., 2026).

Results have been presented for a case study on structural health 
monitoring and predictive maintenance of a railway bridge. The appli-
cation has focused on the construction of a generative model enabling 
bidirectional perception–action interaction. Simulations of active dig-
ital twins have been carried out using active inference agents with 
progressively richer behaviors: purely goal-directed; combined goal-
directed and information-seeking; with or without learning updates 
to the generative model. The results demonstrate that active digi-
tal twins autonomously balance the joint optimization of structural 
health and maintenance costs objectives with the need to acquire 
information in a principled manner, as dictated by free energy min-
imization. In particular, active exploration has proved essential for 
maintaining synchronization between the digital and physical states, 
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while incorporating learning updates has improved inference accuracy, 
reduced the need for corrective epistemic actions, and enabled the safe 
postponement of costly interventions.

Opportunities for future research: Beyond the structural health 
monitoring application presented here, the proposed framework of-
fers a generalizable methodology applicable across a wide range of 
domains. Active digital twins are envisioned as key enablers of au-
tonomous agents in the development of smart structures and sys-
tems (Zhang et al., 2023), as well as in fields such as medicine and 
neuroscience (Amunts et al., 2024). Future extensions can leverage the 
epistemic value associated with expected information gain not only 
over digital states but also over model parameters, as anticipated in 
Section 3.5, enabling the generative model underlying active digital 
twins to be learned online from controlled experience. This capability 
will support complex behaviors combining goal-directed, information-
gathering, and curiosity-driven components (Friston et al., 2017a), 
fostering adaptation and continual self-learning from real-world data. 
Online learning may also be complemented by offline updates via 
Bayesian model reduction (Friston et al., 2018), enabling an optimal 
trade-off between the complexity and accuracy of the generative model.
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Appendix. Expected free energy derivations

In this Appendix, we provide the complete derivation of the ex-
pected free energy expressions, as adapted to the active digital twin 
framework from Heins et al. (2022):

Expected free energy. 

𝐺𝜋𝑡 = E𝑄(𝑂𝑡 ,𝐷𝑡 ∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝜋) − ln 𝑝(𝑂𝑡, 𝐷𝑡 ∣ 𝜋)]

= E𝑄(𝑂𝑡 ,𝐷𝑡 ∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝜋) − ln 𝑝(𝑂𝑡, 𝐷𝑡 ∣ 𝜋)

+ ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) − ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋)
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

=0

]

= E𝑄(𝑂𝑡 ,𝐷𝑡 ∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝜋) − ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) − ln 𝑝(𝑂𝑡)

− ln 𝑝(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) + ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋)]

= −E𝑄(𝑂𝑡 ,𝐷𝑡 ∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) − ln𝑄(𝐷𝑡 ∣ 𝜋)] − E𝑄(𝑂𝑡 ,𝐷𝑡 ∣𝜋)[ln 𝑝(𝑂𝑡)]

+ E𝑄(𝑂𝑡 ,𝐷𝑡 ∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) − ln 𝑝(𝐷𝑡 ∣ 𝑂𝑡, 𝜋)]

= −E𝑄(𝑂𝑡 ∣𝜋)[DKL[𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) ∣∣ 𝑄(𝐷𝑡 ∣ 𝜋)]]
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

Epistemic value (information gain)

− E𝑄(𝑂𝑡 ∣𝜋)[ln 𝑝(𝑂𝑡)]
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

Pragmatic value (utility)
+ E𝑄(𝑂𝑡 ∣𝜋)[DKL[𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) ∣∣ 𝑝(𝐷𝑡 ∣ 𝑂𝑡, 𝜋)]]
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
Expected variational approximation error (≥ 0)

.

(A.1)

Expected free energy with model parameters. 

𝐺𝜋𝑡 = E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln𝑄(𝐷𝑡,𝝓 ∣ 𝜋) − ln 𝑝(𝑂𝑡, 𝐷𝑡,𝝓 ∣ 𝜋)]

= E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln𝑄(𝐷𝑡,𝝓 ∣ 𝜋) − ln 𝑝(𝑂𝑡, 𝐷𝑡,𝝓 ∣ 𝜋)

+ ln𝑄(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋) − ln𝑄(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋)
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

=0

]

= E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝜋) + ln𝑄(𝝓 ∣ 𝜋) − ln 𝑝(𝑂𝑡) − ln 𝑝(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋)

+ ln𝑄(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋) − ln𝑄(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋)]

= E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝜋) − ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) + ln𝑄(𝝓 ∣ 𝜋)

− ln𝑄(𝝓 ∣ 𝑂𝑡, 𝜋)

− ln 𝑝(𝑂𝑡) − ln 𝑝(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋) + ln𝑄(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋)]

= −E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) − ln𝑄(𝐷𝑡 ∣ 𝜋)]

− E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln𝑄(𝝓 ∣ 𝑂𝑡, 𝜋) − ln𝑄(𝝓 ∣ 𝜋)] − E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln 𝑝(𝑂𝑡)]

+ E𝑄(𝑂𝑡 ,𝐷𝑡 ,𝝓∣𝜋)[ln𝑄(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋) − ln 𝑝(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋)]

= −E𝑄(𝑂𝑡 ∣𝜋)[DKL[𝑄(𝐷𝑡 ∣ 𝑂𝑡, 𝜋) ∣∣ 𝑄(𝐷𝑡 ∣ 𝜋)]]
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
Epistemic value (digital state information gain)

− E𝑄(𝑂𝑡 ∣𝜋)[DKL[𝑄(𝝓 ∣ 𝑂𝑡, 𝜋) ∣∣ 𝑄(𝝓 ∣ 𝜋)]]
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

Epistemic value (model parameters information gain)
− E𝑄(𝑂𝑡 ∣𝜋)[ln 𝑝(𝑂𝑡)]

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
Pragmatic value (utility)

+ E𝑄(𝑂𝑡 ∣𝜋)[DKL[𝑄(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋) ∣∣ 𝑝(𝐷𝑡,𝝓 ∣ 𝑂𝑡, 𝜋)]]
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

Expected variational approximation error (≥ 0)

.

(A.2)
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Data availability

The implementation code used for the experiments presented in Sec-
tion 4 is available in the public repository activeDT Torzoni (2026). 
The code implements the proposed active digital twin framework and 
can be used to simulate and generate the plots for digital state estima-
tion, future prediction, and policy inference, as reported in this paper. 
The observational data used to run the experiments, along with the 
deep learning models trained according to the implementation details 
provided in the Appendix of Torzoni et al. (2024), are also available in 
the same repository. The Matlab library for finite element simulation 
and reduced-order modeling of partial differential equations employed 
to generate these data is available in the repository Redbkit Negri 
(2016).
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