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ARTICLE INFO ABSTRACT
Keywords: Power systems are always under the risk of various disturbances threating their stability and integrity with the
Areal blackout predictor potential for blackouts. Due to unforeseen contingencies, uncertain renewable resources and insufficient

Decision tree-based ensemble algorithm
Emergency state

Moving window snapshot

Vector vulnerability index

corrective measures, the pre-fault dynamic security assessment (DSA) methods cannot guarantee full security
under alert operating state of power systems, and pulling to emergency state becomes inevitable. Furthermore,
these methods provide a global view of the security of whole power systems. To address the limitations of DSA-
based methods, this paper proposes an agile approach to prevent the propagation of blackouts in the power
network, requiring a local identification strategy based on blackout areas. An online power system blackout
predictor (PSBP) is designed to predict the amount of future potential blackouts (AFPB) under emergency
conditions as a supplement to traditional DSA methods. This approach introduces a new paradigm for system
vulnerability assessment. For each blackout area, the PSBP employs decision tree-based ensemble algorithms. By
continuously tracking incremental changes in the dominant transient operating variables that reflect distur-
bances and system vulnerability, the PSBP can predict the potential for a blackout area to progress toward a full
blackout. The vulnerability index, calculated based on incremental changes observed in the moving window of
snapshots (MWS), is updated incrementally. This index serves as input to the PSBP to predict the likelihood of a
blackout in each area. The method is demonstrated using the IEEE 39-bus test system, and the results highlight its
potential as a valuable tool for assessing the future vulnerability of power systems based on historical behavior
data.

to guarantee power system security against critical contingencies, due to
the uncertain behavior of power systems. Hence, the power systems
have the potential for pulling from the alert state to the emergency state.
In order to overcome the shortages of DSA, the vulnerability assessment
of power systems under the emergency state using the disturbed tran-
sient operating data has been presented. In fact, post-disturbance
vulnerability assessment introduces a new paradigm which acts as a
supplementary for DSA. On the other hand, vulnerability assessment
methods identify the vulnerability in power systems on a global scale,
while adopting appropriate corrective measures requires a specific
knowledge about the appropriate time and location of the blackouts at
the local scale. In fact, identifying potential blackouts on an areal scale
by dividing a power system into different blackout areas (BA) allows for
an agile strategy under emergency state for implementing effective

1. Introduction
1.1. Background and motivation

Power system security traditionally relays on the dynamic security
assessment (DSA) which is a preventive strategy under alert state of
operating environment. At each instant, power system operation could
be considered in one of the four operating states, namely normal, alert,
emergency and restoration [1]. The nature of DSA is preventive which
under alert state uses pre-disturbance operating data to evaluate the
dynamic security and identify harmful contingencies. Such DSA faces
some challenges: 1-inability for covering all expected and unexpected
contingencies, 2-the identified preventive measures may not be effective
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Acronyms

AFPB Amount of Future Potential Blackout
AVR Automatic Voltage Regulator

BA Blackout Area

BAC Balanced Accuracy

BT Blackout Trajectory

CDDI Combined Distance-Distortion Index

CFSM Cascading Failures Simulation Module
CNN Convolutional Neural Network

DDI Distance-Distortion Index

DT Decision Tree

TOV Transient Operating Variable

SSovV Steady State Operating Variable

DTOV  Dominant Transient Operating Variable
DSA Dynamic Security Assessment

ELM Extreme Learning Machine

FFNN Feed-Forward Neural Network

HC Hierarchical Clustering

LSTM Long-Short Term Memory

MI Mutual Information

MLP Multi-Layer Perceptron

MRMR  Minimal-Redundancy-Maximal-Relevance
MWS Moving Window Snapshot

OAC Overall Accuracy

OoC Overcurrent

oS Out-Of-Step

PC Pearson Correlation

PMUs Phasor Measurement Units

PNN Probabilistic Neural Network
PSBP Power System Blackout Predictor
PSBT Power System Behavioral Trajectory

RTL Reliable Transfer Learning

RVFL Random Vector Functional Link

SEN Sensitivity

Sp Specificity

SPS Special Protection Scheme

STDV Spatial-Temporal Dynamic Visualization

STVS Short-Term Voltage Stability
SVM Support Vector Machine

TF True/False

TMW Total Moving Window of Snapshot
TSA Transient Stability Assessment
UFLS Under Frequency Load Shedding
VVI Vector Vulnerability Index
WAMS  Wide Area Monitoring System
Symbols

dd General function for DDI

k Index type

P(x) Marginal probability distribution

P(y) Marginal probability distribution

P(x,y)  Joint probability distribution
dy Distance-distortion of vector (k)
V: Reference vector

NV Number of variables of DTOV
Vi Variable vector of interest

1% The average of variable vector
PD} Initial load at bus i

PD} Initial generation at bus j
aand f The uncertain coefficients

n The number of blackout area
€ Threshold value

Nb Number of blackout area

corrective emergency actions. The literature of the online DSA and
vulnerability assessment methods using pre-fault and post-fault oper-
ating data under alert and emergency states are reviewed in Section 1.2.

1.2. Literature review

In [2], Feed-forward neural network (FFNN) and graph natural
network (GNN) is used for evaluating the risk of cascading failures of
power systems using data mining method, in which the risk of cascading
failures for various operating points of power systems under two general
states as safe and unsafe are investigated. [3] presents a reliable transfer
learning (RTL) method for improving DSA performance in the presence
of potentially related unknown faults with incomplete data and indi-
vidual decision discrepancy. The RTL method extracts the
dominant-invariant class-separable features for transient stability
assessment. [4] develops an ensemble representation learning scheme
(ERLS) to assess data loss tolerant online short-term voltage stability as
stable or unstable. This method handles missing data and derives base
algorithms by spatial-temporal graph convolutional network to enhance
the DSA performance. [5] presents a convolutional neural network
(CNN) to assess transient voltage vulnerability as stable or unstable
whose training data are prepared by the image-form sample construc-
tion (IFSC) method. Weakness in transient voltage is identified by a
vulnerability index (VI). [6] uses an intelligent predictor based on
support vector machine (SVM) algorithm, to identify critical lines in
power systems with the potential of cascading failures. Using mutual
information and entropy between operating variables, the dominant
variables are extracted. For each line an individual SVM is designed. [7]
proposes a data-driven scheme based on a supervised algorithm called
spares projection oblique randomer forests (SPORF) for online DSA

(stable/unstable), which includes offline training by critical features
based on a minimal-redundancy-maximal-relevance (MRMR) criterion.
The class imbalance problem is mitigated by adaptive synthetic (ADA-
SYN) oversampling method. [8] proposes a DSA method based on
multiple label learning with a training database for complete and
incomplete/unseen coverage label scenarios. It considers correlation
between different faults and the security assessment provides secure and
insecure states of power systems. [9] proposes a unified transfer learning
method for DSA for predicting transient stability of power systems with
respect to eight specific fault types, in which, the knowledge learned
from a task is re-used to boost performance on a related task. The pro-
posed DSA has a good accuracy for known and unknown faults, with
complete and incomplete input data. [10] provides a deep learning
method for DSA based on stacked de-noising auto-encoder (SDAE) using
ensemble SVMs with boosting learning method. The mutual information
theory is used to delete the irrelevant features. The proposed model
classifies the power system status as secure and insecure for a fixed to-
pology in terms of transient stability. [11] proposes a data-driven
approach based on random bits forest and spatial-temporal dynamic
visualization (STDV) to handle the DSA for transient stability (sta-
ble/unstable) under missing data conditions. The key features are
selected by bagging nearest-neighbor prediction independence test
(BNNPIT) and Pearson correlation (PC). [12] presents a method based
on two-stage Bayesian learning for preventive and online control of
power system dynamic security. At the first stage, Bayesian deep
learning is applied for learning the Probabilistic neural network (PNN)
model to evaluate transient stability, and at the second stage a
security-constrained optimal power flow is solved by Bayesian optimi-
zation method for dynamic security evaluation module based on
Bayesian neural network. Transient stability is predicted only for six
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specific fault types with a fixed topology. [13] suggests an intelligent
data-based method, free from the problem of missing data, using a
generative adversarial network (GAN) to evaluate dynamic security of
power systems. This network consists of an extreme learning machine
(ELM) and random vector functional link (RVFL) networks in order to
obtain diverse results. This method is a binary classifier for evaluating
transient stability for 10 faults without giving information about un-
stable generators. [14] proposes a robust white-box model as a decision
tree (DT)-based ensemble method to maintain online PMU-based DSA
model accuracy against incomplete PMU data due to PMU failure and
communication loss. Only the DTs for observable grid regions remain
valid to provide DSA results, and the final DSA decision is made through
weighted voting from the valid DTs. Transient stability is predicted only
for three specific fault types with a fixed topology. [15] presents a
data-based model for training DSA in which a RVFL and ELM
learning-based DSA model is trained for one fault data. Then, the model
is used to identify an unknown different fault based on transfer learning
theory through minimizing the difference between the trained data and
unknown data. This DSA classifies transient stability as stable or un-
stable, considering only 8 specific fault types with fixed topology. [16]
presents an online DSA model based on RVFL and ELM ensemble
learning to deal with the missing data due to PMU lost events which are
restored by some estimators. The DSA classifies transient stability as
secure and insecure with respect to only 10 specific fault types with a
fixed topology.

All the above mentioned works deal with the pre-disturbance secu-
rity with respect to specific number of contingencies and fixed network
configuration which are inherent shortage of DSA.

[17] introduces an online detection method for cascading failures in
power systems with renewable generation based on a long-short term
memory (LSTM) neural network trained on measured data. This method
accounts for the uncertainties of renewable generation, loading and
initial contingencies of power systems. It classifies the vulnerability of
power systems in the form of potential cascading failures and
non-cascading failures. [18] provides a real-time transient stability
predictor for power systems based on processing the post fault signals
obtained from the phasor measurement units (PMUs), using multi-layer
perceptron (MLP)neural network and decision tree. [19] Presents a deep
learning - based binary classifier for assessing short-term voltage sta-
bility (STVS) by using post-fault dynamic trajectories of power systems.
First, a semi-supervised cluster algorithm determines the class labels of
the STVS and, then, a LSTM determines the states of dynamic stability/
instability of the power system. This method needs fault detection in-
formation. [20] uses a data-based method using random matrix theory
to evaluate the vulnerability of power systems with big data and com-
plex structures for voltage stability. Critical buses and dynamic response
of power systems are identified without the need to the network topol-
ogy. [21] introduces an online transient stability estimator which clas-
sifies three classes as stable, aperiodic unstable and oscillatory unstable
using post-fault bus voltage phasor in the form of a short-term time
window as well as using a CNN. This method depends on fault detection
without giving any information about unstable generators. [22] pro-
vides a spatial-temporal adaptive transient stability assessment to
handle the missing data due to PMU failure. The spatial-temporal in-
formation is utilized adaptively by an optimal clusters searching model
based on temporal feature importance, and by constructing an ensemble
mechanism of LSTM for optimal PMU clusters estimates vulnerability in
term of stable and unstable states. [23] designs an ensemble DT pre-
dictor consisting of three DT for early prediction of the out-of-step state
of unstable generators at the post-fault conditions. This predictor is in-
dependent of fault information, and detect occurrence, clearance and
instability of fault as one task. [24] predicts the amounts of potential
blackouts at the emergency state of power systems with the help of a
three-stage DT-based predictor. The vulnerability indices are evaluated
using post-disturbance operating variables through a moving data
window, which is used as the input for the proposed predictor. [25]
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suggests a missing-data tolerant method for post-fault STVS assessment
to handle the missed data due to PMU loss and topology changes. The
vulnerability is assessed only as stable and unstable status. [26] pro-
poses a SVM classifier to predict the vulnerability state at the
post-disturbance with respect to transient stability, short-term voltage
stability and short-term frequency stability. This method uses a database
and dynamic vulnerability area for training the classifier, but it suffers
from dependency on the fault clearing time, assessment classification
only as vulnerable or invulnerable status, without no information about
the amounts of blackouts. [27] covers the possibility of large-scale
blackouts in European countries, examines how to avoid such black-
outs, and focuses on a fast and reliable restoration strategy based on path
search algorithm for selecting the best start -up generator and the
tie-line succession for each phase of a restoration strategy. [28] suggests
a restoration method to make the distribution system resilience better
after broad blackouts in European countries, using distributed genera-
tions (DGs) for the restoration of maximum important loads. The DGs
with good black start ability, load weighting, and topological impor-
tance are taken into account. In [29], for security assessment of HVDC
transmission system, based on the sign of the function values of the
transient energy variation at the DC transmission line a new method and
a protection relay algorithm for fault detection and classification is
presented.

1.3. Contributions

This paper proposes a paradigm shift in vulnerability assessment,
where the future behavior of a power system towards blackouts under
emergency conditions is predicted based on its current and historical
performance. The causal relationship between the dynamic behavior of
power systems and the occurrence of blackouts serves as the foundation
for this innovative approach. This approach serves as a supplementary
tool to compensate for the limitations of traditional DSA methods in
preventing blackouts. To enhance prediction accuracy and practical
applicability, historical behavior and system characteristics are
analyzed to identify several blackout-prone areas within the power
system. For each identified area, a dedicated predictor is designed. A
notable feature of the proposed method is the construction of sophisti-
cated vulnerability indices derived from raw operational data. These
indices are network-size independent and effectively capture the trend
of system vulnerability. The robustness and simplicity of the proposed
method against missing data and broad noise are confirmed without
relying on data substitution, model observability, or PMU observability,
but solely on dominant transient operating variables (DTOV) and their
corresponding vector vulnerability indices (VVI). The main attributes
and advantages of the proposed method are as follows:

e Vulnerability/blackout is evaluated by three classes (low, moderate
and critical blackouts).

e The information of fault occurrence, relays operation and controllers

are not needed.

Each blackout area uses its individual dominant transient operating

variables.

The main contributions of this paper are as follows:

Identification of blackout area in power system based on the his-
torical behavior of load buses during emergency conditions.
Introduction a new paradigm shift in vulnerability assessment,
where the future behavior of a power system towards blackouts
under emergency conditions is predicted based on its current and
historical behavior.

Introduction of sophisticated vulnerability indices derived from
historical raw operational data which are network-size independent
and effectively capture the trend of system vulnerability.



S. Shadpey et al.

e The vector vulnerability indices are constructed in such way that
noisy or missing data have little impact on the accuracy of the
blackout predictor.

Table 1 shows a quick comparison between various techniques for
evaluating the power system security and vulnerability based on their
main attributes and contributions.

2. Framework of the proposed power system blackout predictor
(PSBP)

The framework of the proposed PSBP is presented in Fig. 1. At the
offline design stage, the PSBP is trained by simulation results of several
disturbance scenarios and the evolution of DTOVs. At the online appli-
cation stage, in each BA, the PMU-based wide area monitoring system
(WAMS) collects DTOVs, as high-dimensional raw data reflecting the
dynamic behavior of the power system in the form of a moving window
snapshot (MWS) from DTOVs(t-)n-1() to DTOVs(t). These variables
include the magnitude and phase angle of bus voltages, the magnitude of
bus frequencies and the current flows of lines, under real-time normal or
emergency transient state. Twelve distance-distortion indices (DDIs) are
introduced for processing each DTOV with respect to a normal reference
snapshot from which the VVI are extracted. Deviations and distortions in
the power system’s behavioral trend over time are captured by VVIs.
These indices exhibit significant changes during a major initial distur-
bance and subsequent cascading failures, potentially leading to a
blackout. VVIs form the input of PSBP for predicting the amount of
future potential blackout (AFPB) in advance (e.g. 5 s) in each BA. The
trained predictor is then used online to predict the amount of blackout
under emergency state for activating corrective measures or areal spe-
cial protection schemes (SPS).

In control centers, two types of defense plans are implemented to
address remedial action against critical contingencies and disturbances:
preventive remedial actions and corrective emergency actions. While
current security strategies primarily focus on preventive actions, less

Table 1

Comparative techniques for evaluating the power system security and vulnerability.
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attention is given to developing advanced emergency strategy measures.
The proposed approach introduces a new paradigm for managing
emergency conditions in control centers. Its processes and algorithms
can be seamlessly integrated since the required operational data are
already available through PMU and WAMS. By predicting potential
future blackouts, the system can effectively trigger pre-installed
corrective emergency actions [27].

2.1. Basis for blackout area identification

Knowing the location and time of blackouts in power systems is
necessary to take appropriate emergency corrective measures at the
right place and right time to prevent the spread of blackouts. For
example, if a blackout occurs in the northern zone of a power system and
no disturbance in the southern zone, appropriate corrective measures
should be implemented only in the northern zone. Improper and mis-
placed implementation of corrective measures is ineffective in pre-
venting blackouts propagation. On-time identification of blackout in
power systems requires an agile strategy based on BAs. Establishment of
BAs is based on the concept of simultaneous isolation of loads in an area.
BAs could be identified using several blackout simulation results
through the following steps.

1. 1-The number of times (scenario) that each of the loads is isolated
separately after a disturbance is obtained.

2. 2-The number of times (scenarios) that each pair of loads (i, j) is
isolated after a disturbance within a certain time interval (15 seconds
based on the biggest time delay related to protective relays) is
obtained.

If load i and j are isolated sequentially over a time of 15 seconds due
the same disturbance in the process of cascading failure, the isolation of
two loads is considered as the simultaneous isolation with high
correlation.

To obtain a suitable measure for identifying simultaneous pair

Paper Dynamic moving window under emergency state

Areal vulnerability/blackout

Multi-level classification
(More than 2 classes)

Missing data Noisy data

[2]-2023 - -
[3]-2024 - -
[4]-2024 - -
[51-2024 - -
[6]-2022 - -
[71-2022 - -
[8]-2023 - -
[9]-2021 - -
[10]-2021 - -
[11]-2021 - -
[12]-2020 - -
[13]-2019 - -
[14]-2019 - -
[15]1-2020
[16]-2019
[17]1-2023
[18]-2021
[19]-2021
[20]-2020
[21]-2020
[22]-2020
[23]1-2018
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Fig. 1. Framework of the Proposed PSBP.

isolation for all combination of two loads (i, j), a measure called Jaccard
is used. The probability of simultaneous pair isolation of two loads (i,j)
can be calculated using Eq. (1), where, C;; is the number of times/sce-
narios that the pair (i, j) are isolated simultaneously and NL; and NL; are
the number of times/scenarios that loads i and j are isolated respectively
within all scenarios. The closer the value of the Jaccard measure is to 1,
the more correlation there is between the loads in simultaneous pair
isolation, and vice versa:
Cij

J 4= =9
AU = NLi + NLj — Cij

@
The values of the Jaccard measure for all pair combinations of loads

are ranked from the largest to the smallest values and then the following

procedure to identify the BAs in the power system is followed:

1. If each pair of loads (i, j) have not been yet assigned to any area, they
form a new BA.

2. If two loads have been already assigned to two separate areas, no
change is applied.

3. Ifload i has been previously assigned to a BA and load j has not been
yet assigned to any BA, and their Jaccard value is greater than a
threshold value, then the load j will belong to the area of load i. For
each area, the value of the threshold is set to 50% of the value of the
initial pair assigned to the area.

The process continues until all loads are assigned to the BAs.

2.2. Dominant transient operating variables in blackout areas

After identifying the BAs of a power system, it is important to
identify DTOV associated to each BA. The operating variables with
highest effect on the isolation of the loads in each BA constitute DTOV
for that area. For identifying the corresponding DTOV to each BA, it is
necessary to find the system element data (lines and buses) with the
highest effect on the load isolation of the BA. For recognizing the rela-
tionship of line and bus removal with isolation of the loads in each BA, it
is necessary to find their correlation based on the historical behavior of
the power system. In other words, the operating variables of lines and
buses whose removal has historically dominant effect on the isolation of
loads in a BA constitute DTOV of that area. Regarding each scenario, for
each line or bus (i) in the whole power system and load (j) in BA, there
are four situations as follows:

1-Line/bus i and load j are both connected to the network, (line/bus,

load) = (0,0).

2-Line/bus i is connected to the network, but load j is isolated from
the network, (line/bus, load) = (0,1).

In this situation, removal of the line/bus has no effect on the isolation
of the load with zero correlation.

3-Line/bus i is removed from the network, but load j is connected to
the network, (line/bus, load) = (1 0).

4-Line/bus i is removed from the network and load j is isolated from
the network, (line/bus, load) = (1,1).

In order to obtain the effect of the line/bus i removal on the isolation
of the load j in a power system, regarding all scenarios, a probabilistic
measure called Jaccard measure is used as follows [30]:

Nll

m 2)
Ni1 + Ny

Jaccard; =

Where, N11 and N10 are the number of situation (1,1) and (1,0)
respectively within all scenarios.

Jaccard;; index has a value between 0, 1. The closer the value of the
Jaccard;j index is to 1, the greater the effect of line/bus (i) removal on
the isolation of load (j). If the value of Jaccardy; for line/bus i with
respect to load j is greater than a threshold value, the line/bus i has
dominant effect on isolation of load j and their operating variables (e.g.
I, V, 0, f) are included in the DTOV of the BA.

2.3. Power system behavioral trajectory (PSBT)

Associated to each BA, for each respective operating snapshot at
instant (t) of the real-time operation of the power system, there is a
vector of DTOV(t) representative of either steady state operating vari-
ables (SSOVs) or transient operating variables (TOVs). When there is no
disturbance and no significant changes, DTOV remains in normal state,
and if significant changes occur it is under emergency state.

The time sequence of past snapshots over time up to instant t,
including consecutive DTOVs(t) constitutes a trajectory which is defined
as power system behavioral trajectory (PSBT), which updates and ex-
pands continuously. As a power system continues to operate under
normal state without any disturbance, the trend of changes in PSBT is
not significant. When a disturbance and subsequent cascading failures
occur in the power system, the system will go under emergency state
with significant changes in trend of PSBT, indicating a potential
blackout amount in each BA. It is easy to understand the direct and
strong relationship between the data of the PSBT and the amount of
future potential blackout (AFPB) in the blackout trajectory (BT) at any
given future instant (t+At) based on the dynamic characteristics of the
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power system. In other words, the trend of PSBT can predict the po-
tential blackout value in the future. The number of past snapshots in-
dicates the length of the data within PSBT. Since the very past data of the
PSBT have very little correlation with AFPB(t+At), so a certain number
of past snapshots until instant t, as moving window of snapshots (MWS
(1)) is taken as representative of PSBT. This length should not be too long
or too short. Fig. 2 shows the trend of PSBT and BT with corresponding
DTOVs within a MWS(t).

2.4. Vector vulnerability indices (VVIs)

Each vector of DTOVs in the time domain is compared with a
reference vector in order to measure the trend of changes of DTOVs. For
this purpose, in each BA, the distance and distortion of each vector of
DTOVs is calculated relative to the reference vector and known as the
distance-distortion index (DDI). According to Table 2, 12 types of
distance-distortion indices are calculated [30-36] for each DTOV(j) at
snapshot (j), using Eq. (3).

DDI(j) = dd; (DTOV(j) —-DTOV,ys) ~ Vj=1, . . ,ns Vk
=1,. .,12 3

where dd is the general function for DDI, and k is the index type. The
measured data of DTOVs within a MWS constitute a matrix MWS
(NVxns), where NV is number of variables and ns is number of snap-
shots.

Where dk is the distance-distortion of vector (k) with respect to
reference vector (r) and V is the average.

The matrix MWS is raw data and depends on the size of the power
system, it is transformed into a distance-distortion index matrix, DDI
(12xns), whose size does not depend on the size of the power system.
The distance and distortion between two consecutive DTOVs within
MWS (t) are measured by matrix DDI which is used as rich data for the
AFPB prediction. The structure of the DDI (12 xns) matrix is presented in
Fig. 3, where each column corresponds to a snapshot at instant (t)
including 12 types of DDIs.

Within the matrix of DDI(12xns) with a certain length, the beginning
and the final DDIs(t) have a weaker and stronger correlation with AFPB
(t+At), respectively because they have relatively past and present in-
formation. With respect to each type (k) of DDI, the vector of DDIy with
ns elements can be transformed into a unique number denoted as
combined DDI(t) (CDDI(t)) defined by Eq. (4). This transformation re-
duces the amount of calculations required for the proposed predictor.

ns
CDDI(t) = Zz“ xDDI(i) Vk=1, .. /12 4
=1

MWS(NVxns) depends on both the size of system and number of
snapshots, DDI(12xns) depends on the number of snapshots, while
CDDI is independent of both the size of system and number of snapshots.

The Magnitude of Lj

MWS(t1)
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Since there are 4 types of DTOV including bus voltage magnitude, bus
voltage phase angle, bus frequency and line current magnitude signals,
there are 4 types of CDDI(t) totally 4x12=48 CDDIs.

For each BA, its PSBP can classify the future behavior of the BA in
different levels or classes of potential blackouts based on their respective
CDDIs. The most discriminating CDDI among the 48 CDDIs constitutes
the vector vulnerability index (VVI) as input to PSBP. Fig. 4 shows the
flow chart of data processing.

2.5. Mutual information between CDDI and AFPB

In order to find the most discriminating CDDI among the 48 CDDIs
for constructing VVI as input for PSBP, the mutual information (MI)
based on entropy between CDDIs and AFPB is calculated by Eq. (5) and
used as criterion [37].

p(CDDI, AFPB)

MI(CDDI, AFPB) =" p(CDDI, AFPB)log [W} (5)

Where, P(CDDI, AFPB) is the joint probability distribution of CDDI
and AFPB, P(CDDI) and P(AFPB) are marginal probability distribution of
CDDI and AFPB respectively. The values of MI are between zero and one,
indicating the minimum and maximum dependency between CDDI(t)
and AFPB(t+At). CDDIs with corresponding MI greater than a threshold
value are selected as dominant CDDIs constructing VVI.

3. The structure of the PSBP

The proposed predictor PSBP is a combination of ensemble DTs
which can identify the corresponding blackout with the associated AFPB
(t+At) in each BA for any given VVI(t) in different classes. The func-
tional relationship between VVI(t) and AFPB(t+At) is shown by Fig. 5.
For classifying blackout into different levels, hierarchical clustering
(HC) algorithm is used to divide all VVIs(t) into different classes based
on their Ward distances [38]. After classification, by grouping AFPB
corresponding to all VVIs(t) belonging to each class, the level of blackout
can be classified in terms of loss of MW or percentage of power loss.

Ensemble DTs algorithms are robust prediction models that combine
the predictions of individual DTs to provide a more accurate prediction.
Discriminating input variables accurately, reducing the risk of over-
fitting, and using the strengths of individual DTs are the most interesting
features of the ensemble DTs. Two main and popular types of ensemble
DTs are bagging and boosting using homogeneous base models [39]. In
the bagging method, DTs are trained independently in parallel and
combined with an averaging process. In the boosting method, DTs are
trained sequentially in which each DT depends on its previous DT and
their outputs are combined for final output. The bagging method has less
variance than its base models, but the boosting method has less bias than
its base models [39]. The structure of PSBP consisting of ensemble DTs
depends on the number of classes. For example, for a system with 3

tl-n t1

Fig. 2. Trend of PSBT and BT with DTOVs within a MWS(t).
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Table 2
12 Types of DDIs.
Name Equation Name Equation
. . : n ]
DDI1.Minkowski d = ¢ ZLI Vi — Vil DDI7. Cosine do=1- > Vii Ve
Vs Vi) 50 (Vi)

DDI2. Euclidean di =2 le Vi — Vi

DDIS8. Soergel d St Vi — Vi
o =

© YLimax (Vig, Vi)

DDI3. Manhattan dy = Z" |Vig — Vil DDI9. Kulczynski d = S Vi — Vil
- T L min (Vig, Vi)
DDI4. Sorensen & = ZZZI [Vii — Vi DDI10. Lorentzian di = Z:‘Zl Ln(1 + |Vig — Vi)
21 Vii + Vil
DDI5. Jaccard 4 - S (Vi — Vii)? DDI11. Anderberg d 230 (Vi — Vn')2)
T (Vi) + X (V) — S04 ViVt S ViV + 250 (Vi — Va)?)
DDI6. Dice > (Vi — Vi) DDI12. Correlation S (Vi = Vi) (Vi — V)
A = =13 n 2 d =1- — =
T (Vi) + X (Vi) Vs Vi = Vi? /S0 (Ve — Vi)?
Snapshot_1 Snapshot 2 . . . Snapshot_(ns-1) | Snapshot (ns)
DDI(12xns)= | 12DDI(t-ns+1) | 12DDI(t-ns+2) | . | . | . 12DDI(t-1) 12DDI(1)

Fig. 3. Matrix structure of areal DDIs-based MWS(t).

DTOV(tns+1) | DTOV(tns+2) DTOV(t-1) | DTOV(t) DDI(tns+1) | DDI(tns+2) DDI(t1) | DDI(t)
CDDIY
1 | DTOVi(ens+1) | DTOVitasi2) DTOVIEl) | DTOVI(H 1 | DDI1(ens+1) | DDI1(ens+2) DDII1) | DDI1(E) ¢
CDDI1(f)
2 | DTOV2(tns+1) | DTOV2(ts2) DTOV2(¢1) | DTOV2() 2 | DDI2ns+1) | DDI2(ens+2) DDI2(E1) | DDI2()
CDDI2()
WAMS) a3 E:} > Wiy PSBP(t+At)
NV | DTOVngtns+) | DTOVs(ensi) DTOVngt1) | DTOVns(t) 12 | Dpi2e DDI12(tns+2) DDI12(¢1) | DDI2() )CDDHZ('
ns+1)

Raw Measured Data Matrix : MWS(NVxns)

Extracted Distance-Distortion Index Matrix : DDI(12¢ns)

Unique Combined DDI
CDDI(12)

Fig. 4. Flowchart of data processing from measured raw data until vector vulnerability indices VVI.

Table 4
Ensemble Combinatorial Ensemble DTs for predicting blackout classes.
DT Case Ensemble DT1 Ensemble DT2 Class
Wl(t) - Based - AFPB(t+At) Casel 1 1 A
Case2 0 1 B
PS B P Case3 0 0 C

Fig. 5. Functional input/output of the PSBP.

classes of blackout (A, B, C), PSBP consists of two ensemble DTs with the
functional structure shown in Table 3.

As it is shown in Table 3, ensemble DT1 is trained to discriminate
between class A (1) and combined classes B+C (0), while, ensemble DT2
is trained to discriminate between combined classes A+B (1) and class C
(0). The strategy for combining the output of each ensemble DT for
reaching to final classification is shown in Table 4.

Table 3
Ensemble DTs for blackout areas.

Ensemble DT Class ensemble 1 Class ensemble 2

Since the proposed predictor need only measured operating variables
which are available in the control center so, it can easily be implemented
in real time operation of power systems. By measuring system operating
variables every one second and gathering them in control center, the
moving window can be easily evaluated in the control center from which
DDI can be incrementally and consecutively evaluated. Therefore, by
presenting incremental change in MWS, DDI and VVI to ensemble DTs,
the future potential blackout can be predicted. In fact, incremental
learning is based on the measuring incremental change in operating
condition presented by operating variables. The feasibility and useful-
ness of this method is based on two facts.

1. The behaviour of a power system is reflected in a moving window
consisting of ns snapshots of transient operating variables from past to
the present time t.

Output=1 Output=0
2. By using measured system operating variables at the control center
Ensemble DT1 A B+C d. th . ind £ h b il
Ensemble DT2 A+B p every one second, the moving window of snapshots can be easily
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evaluated in the control center from which DDI can be incrementally
and consecutively evaluated. Thereafter, by presenting incremental
change in MWS, DDI and VVI to the trained ensemble DT, the future
potential blackout can be predicted.

4. Case study: IEEE 39-bus test system

The IEEE 39-bus test system with 10 generators and 34 lines is used
to verify the capabilities of the proposed PSBP to predict the amount of
potential blackout. Simulation of cascading failures (CFs) are performed
using Power Factory® software environment [40]. considering all
components of a power system (generators, transformers, transmission
lines, buses, loads and protection devices) with full dynamic charac-
teristics. The goal of the simulation is to prepare the data set for offline
training of the proposed PSBP.

4.1. Cascading failure simulation module

For preparing blackout trajectory, it is necessary to simulate
cascading failure leading to blackout. For this purpose, using Power
Factory@ software, a cascading failure simulation module (CFSM) is
developed in which all generators and their controllers, such as auto-
matic voltage regulators (AVRs) and governors (GOVs), are modeled.
GAST turbine-governor model is considered for gas units and IEEE-G1
model is considered for thermal units [41]. The IEEE-DC1 model is
used for generator exciters [42]. Protective relays including distance and
over current relay for lines and transformers, out of step relay for gen-
erators, under frequency/voltage load shedding (UFLS) relays for loads,
under voltage relays for lines, which are responsible for tripping trans-
mission lines, transformers and generators during emergency conditions
are modelled. UFLS relays have four frequency setting as 49.4, 49.2, 49
and 48.7 Hz with the corresponding load shed equal to 3.2 %, 6.7 %, 7.4
% and 8.7 %, respectively. Under voltage relay are set at voltage setting
of 0.5 p.u. with tolerance period of 4s and delay of 0.01s. Overload re-
lays for lines and transformers are set at 15s and 25s respectively. Tur-
bine over/under speed trips are set at frequencies of 52 Hz and 47.7 Hz,
respectively. All loads are modelled based on voltage and frequency
dependency, and are connected to high voltage buses through load
transformers equipped with tap changers and AVR. In fact, CFSM is
capable to simulate the process of cascading following any disturbance
in time domain until the system reaches to a new steady state operating
point.

4.2. Training dataset

Training data required for training the proposed predictor PSBP are
calculated using CFSM through several disturbance scenarios. For this
purpose, 11 load levels, including 4200, 4500, 4800, 5100, 5400, 5700,
6000, 6300, 6600, 6900 and 7200 MW with their basic load-generation
pattern, are adopted to obtain scenarios for cascading failure simula-
tions. With respect to each basic load-generation pattern, using random
variation in load-generation defined by Eqs (6) and (7), nine additional
load-generation patterns are generated. Totally, 110 load-generation
patterns are produced.

PDF =PD! +300(1+a)(L—1) VL=2,..,11 , -05<gq
<405

©)

PGF =PG! +300(1+4)(L—-1) VL=2,..,11 , —05<p
<+0.5

@

where PD}, PG} are the initial load and generation at bus i, and the
initial load level is 4200 MW and L refers to load level. For each load
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level, the zero value of o and f, refers to the basic load-generation
pattern. In the light load condition, 1 to 3 generators are randomly
taken out. The effects of changes in the network topology due to
maintenance are considered in the training data. For this purpose, 1 to 3
lines due to maintenance are randomly taken out of the network. Basic
topology and topology changes are considered for 110 load-generation
patterns and their power flow is calculated resulted in 166 acceptable
initial steady-state operating points. A list of 64 types of initial distur-
bances including a three-phase short-circuit fault at one line, a three-
phase fault at one line simultaneous with the outage of another line
close to the faulty bus, and complete outages of all lines connected to a
bus is prepared. Each of the 166 steady-state operating points is
disturbed by one of the initial disturbances, which results in different
scenarios with mild to severe conditions. The number of all disturbed
scenarios is equal to 1000, which are simulated by CFSM in the time
domain for 240 seconds. With respect to all scenarios, 1000 PSBT and BT
are obtained with 1 second sampling time from which corresponding
DTOVs, DDIs, CDDI, and VVIs are calculated.

The bus voltage magnitude (V), phase angle (0), line current
magnitude (I) and bus frequency (f) of each BA constitute corresponding
DTOV for that area. The amount of blackout on BT for each BA consti-
tutes AFPB. The length of MWS is 10 seconds including 11 snapshots
with associated DTOVs.

In this paper, the predicting time for AFPB(t+At), is considered as
At=5s, and it means that each MWS(t) can predict its respective AFPB 5
seconds ahead. Blackout prediction of 5 seconds ahead is justified
because it gives a delay sufficient for tripping various relays.

Then, there are a number of 230Nb samples of CDDIs(t) and their
AFPBs(t+5) for Nb blackout areas per disturbed operating point sce-
nario, and totally a number of 230000Nb samples of CDDIs(t) and their
respective AFPBs (t +5) for Nb blackout areas for 1000 disturbed
operating point scenarios. Finally, by using the MI method instead of the
CDDI(t) vector including 48 DDIs, the dominant CDDIs are identified as
the final vector for constructing the VVI. It should be mentioned that the
VVI is different for each ensemble DT in each BA. In other words, 2
distinct VVI are provided for each BA and a total of 2Nb distinct VVI are
provided for all Nb blackout areas.

4.3. Blackout area identification

For identification BA, Jaccard indices are first evaluated for all loads
through 1000 disturbance-scenarios. Fig. 6 shows the number of times
that each of the 19 loads is isolated from the network separately in the
700 training scenarios. For example, loads No. 7 and 8 are isolated in
268 and 253 out of 700 scenarios respectively. Fig. 7 shows the number
of times that load 7 is isolated simultaneously with other loads within a
15s-interval. For example, the simultaneous isolation of loads No. 7 and
8 occurs in 201 out of 700 scenarios.

Regarding the values on Figs. 5 and 6, according to (1), the value of
the Jaccard measure for loads 7 and 8 is evaluated as follows:

Cr_s 201

= = =0.62
A7 +Bg —Cy_g 268 4253 — 201 0.628

Jaccard; g

After acquiring the values of the Jaccard indices for all pairs of loads
and running the algorithm in Section (2.1), all loads are categorized in 6
BAs as shown in Fig. 8. Bus No. 39 constitutes one area because the
isolation of its load has less correlation with other loads, and its Jaccard
index shows a very low probability of simultaneous isolation with other
loads.

4.4. Dominant transient operating variables (DTOVs) of lines and busbars

After identifying BAs, according to the algorithm of Section 2.2 for
each BA, the Jaccard indices of all loads with all lines and busbars are
evaluated. The lines or busbars with Jaccard index higher than a
threshold value ¢ (¢ = Average +STDEV) are recognized as elements
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Fig. 8. Areal blackouts in IEEE 39-bus test system.

whose operating variables constitutes DTOV. The threshold value ¢ for
each BA is determined based on the average of the Jaccard indices of all
lines and busbars with loads of that BA. Loads 7 and 8 are in area 5, and
Fig. 9 shows their Jaccard indices with all network lines. As can be seen
only 6 lines have indices greater than average which constitutes DTOV
of area 5. Table 5 reports the lines and busbars having the dominant
variables for each BA in the IEEE 39-bus test system.

4.5. Areal blackout classes

With respect to all 1000 disturbed scenarios, 230,000 VVIs(t) are
obtained from which 161,000 (70 %) and 69,000 (30 %) are selected for
training and test respectively. By calculating the Ward distance Wdij
between VVIs of all pairs (i, j) of the training data, and using hierarchical
clustering (HC) algorithm, three blackout classes are recognized. Table 6
shows the number of VVIs(t) of each blackout class and their corre-
sponding AFPB for 6 BAs. According to this Table, the three blackout
classes A, B and C show low, moderate and critical conditions,
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Fig. 9. Jaccard indices of loads 7 and 8 with all lines.

Table 5
Lines and busbars having dominant areal variables in blackout areas.

Area Type Line number or busbar
Areal Lines 2-1, 25-2, 26-25, 28-26, 29-26, 29-28
Busbars 2, 25, 26, 28, 29, 30, 37, 38
Area2 Lines 15-14, 16-15, 19-16, 21-16, 22-21, 23-22, 24-16, 24-23,
27-17, 27-26
Busbars 15, 16, 17, 19, 20, 21, 22, 23, 24, 26, 27, 33, 34, 35, 36
Area3 Lines 1514, 1817, 183, 21_16, 22 21, 24 23, 27_17, 27 26, 3.2
Busbars 2, 3, 4, 16, 18, 21, 24, 27, 30, 39
Area4  Lines 11-10, 11-6, 13-10, 14-13, 15-14, 16-15, 22-21, 24-23, 6-5,
7-6
Busbars 6, 11,12, 13,31
Area5 Lines 39-9, 6-5, 7-6, 8-5, 8-7, 9-8
Busbars 56,7,8,9,31
Area6 Lines 2-1, 39-1
Busbars 30, 39
Table 6

Areal blackout (%) classes and number of VVIs(t).

Aea Class Number of VVIs(t) Range of AFPB
Area 1 Class A 149,410 (92.8%) 0% - 34.1%
Class B 5323 (3.3%) 34.1 % - 74.6%
Class C 6267 (3.9%) 74.6% - 100%
Area 2 Class A 128,923 (80.1%) 0% - 23.6%
Class B 8848 (5.5%) 23.6 % - 80.3%
Class C 23,229 (14.4%) 80.3% - 100%
Area 3 Class A 108,682 (67.5%) 0% - 44.6%
Class B 16,694 (10.4%) 44.6 % - 55.2%
Class C 35,624 (22.1%) 55.2% - 100%
Area 4 Class A 117,251 (72.8%) 0% - 88.2%
Class B 4119 (2.6%) 88.2 % - 95.9%
Class C 39,630 (24.6%) 95.9% - 100%
Area 5 Class A 107,734 (66.9%) 0% - 30.7%
Class B 6819 (4.2%) 30.7 % - 77.6%
Class C 46,447 (28.8%) 77.6% - 100%
Area 6 Class A 152,604 (94.8%) 0% - 26.6%
Class B 2096 (1.3%) 26.6% - 83.1%
Class C 6300 (3.9%) 83.1% - 100%
respectively.

According to Table 6, blackout ranges in all three classes are different
from each other in the 6 BAs. The structure of BAs of the power systems
is the reason for such a difference.

4.6. Power system blackout predictor (PSBP)

Each BA has its own PSBP which is a combination of ensemble DTs in

10

which categorization between three classes can be obtained by two
ensemble DTs. Table 3 shows the logical structure of the proposed PSBP.
For the ensemble DT, there are five types including Bag, GentleBoost,
LogitBoost, RUSBoost and AdaBoosM1 algorithms [43]. By using
Bayesian optimization and 10-fold validation [44], the predictor pa-
rameters are designed and the ensemble learning algorithms are
selected. The PSBP of each BA consists of two ensemble DTs with the
corresponding VVI which are determined based on MI index as shown in
Table 7. For example, CDDI4g stands for CDDI4 related to the busbar
frequency signal. Each ensemble DTs is trained using its respective VVI.

Table 8 shows the results of the training for ensemble DTs of 6 BAs.

As shown in Table 8, the number of times that the AdaboostM1 is
selected as training algorithm is more than other learning algorithms
indicating the superior performance of this algorithm for this case study.

Table 7
Areal ensemble DTs with respective CDDIs and VVIs.

Area Ensemble Dominant CDDIs constituting VVI Size of
DT VVI

Areal  Ensemble CDDI2e, CDDI2y, CDDI3g, CDDI3y, CDDI4g, 10
DT1 CDDI5y, CDDI8g, CDDI8y, CDDI10y, CDDI11y
Ensemble CDDIly, CDDI4y, CDDI5y, CDDI11y 4
DT2

Area2 Ensemble CDDI7;, CDDI7g, CDDI7y, CDDI9;, CDDI12;, 6
DT1 CDDI12;
Ensemble CDDI3y, CDDI4y, CDDI5g, CDDIS8y, 6
DT2 CDDI10y, CDDI11y

Area3 Ensemble CDDI3y, CDDI5y, CDDI10y 3
DT1
Ensemble CDDI1g, CDDIlg, CDDI1y, CDDI2g, CDDI2g, 9
DT2 CDDI2y, CDDI6g, CDDI11f, CDDI12¢

Area4 Ensemble CDDI4y, CDDI6y 2
DT1
Ensemble CDDI2g, CDDI3g, CDDI3g, CDDI3y, CDDI4g, 15
DT2 CDDI4y, CDDI5g, CDDI5y, CDDI6y, CDDIS8E,

CDDI8y, CDDI105, CDDI10g, CDDI10y,
CDDI11y

Area5 Ensemble CDDI7;, CDDI7g, CDDI7y, CDDI9;, 7
DT1 CDDI12;, CDDI12g, CDDI12y
Ensemble CDDI3e, CDDI3y, CDDI8y, CDDI10g 4
DT2

Area6 Ensemble CDDI1g, CDDI2g, CDDI3g, CDDI4g, 7
DT1 CDDI5f, CDDI6g, CDDI11g
Ensemble CDDIlg, CDDI1y, CDDI2g, CDDI2y, CDDI3g, 13
DT2 CDDI3y, CDDI4y, CDDI5y, CDDI6y, CDDI8y,

CDDI10g, CDDI10y, CDDI11y
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Table 8
Training result for 12 ensemble DTs in 6 BAs.
Area Characteristics
Ensemble Ensemble learning Number of ensemble Learning rate for Split Maximal number of Minimum number of leaf node
DT algorithm learning cycles shrinkage criterion decision splits observations
Area Ensemble AdaBoostM1 496 0.033253 deviance 122,240 12
1 DT1
Ensemble Bag 11 NaN deviance 41,229 3
DT2
Area Ensemble AdaBoostM1 10 0.001514 gdi 139,850 2
2 DT1
Ensemble AdaBoostM1 439 0.24755 gdi 104,240 4
DT2
Area Ensemble AdaBoostM1 10 0.7206 deviance 38 2
3 DT1
Ensemble AdaBoostM1 10 0.92437 gdi 52,400 1
DT2
Area Ensemble RUSBoost 26 0.22065 gdi 82 4
4 DT1
Ensemble AdaBoostM1 205 0.52057 deviance 146,070 17
DT2
Area Ensemble AdaBoostM1 26 0.74952 deviance 2645 1
5 DT1
Ensemble Bag 88 NaN gdi 21,752 5
DT2
Area Ensemble GentleBoost 262 0.30878 undefined 5 1988
6 DT1
Ensemble RUSBoost 23 0.90426 gdi 71 5
DT2

5. Discussion
Table 10

.. Training accuracy of PSBP in term of DTs performance in BA2.
5.1. Training Results il i L4

Predicted  Class A Class B Class C Without
The training result in (Tables 9,10,11,12,13,14) show that the Actual @D .0 ©,0 (C;asls)
training performance of the proposed predictors are different for .
blackout areas. The best performance is obtained for areas BA1 and BA2 Class A 128,787 136 (0.11%) 0 (0%) 0 (0%)
. - . (99.89%)
consisting of 4 and 6 load buses, with respect to all classes. While the Class B 69 (0.78%) 8779 0 (0%) 0 (0%)
lowest accuracy is obtained for area 4 and 6 consisting of 2 and 1 load (99.22%)
buses respectively. Comparing the accuracy of areas, it can be concluded Class C 0 (0%) 0 (0%) 23,207 22 (0.1%)
that as the number of load buses decreases in an area the accuracy of its (99.9%)
predictor decreases and this is due to discrete behavior of loads during
blackout which makes training hard. Because the load variation due to
blackout in an area with bigger number of load buses is more continuous Table 11
compared to the area with lower number of load buses. This charac- Training accuracy of PSBP in term of DTs performance in BA3.
teristic can be regarded as an additional criterion for selecting the proper Predicted  Class A Class B Class C Without
size of blackout area. Another point which can be understood is that the Actual an a, o0 (0, 0) Class
average accuracy of the proposed predictor for classes A, B and C are 0, 1)
99.86, 95.50 and 98.47 respectively which are in a close correlation Class A 108,328 354 (0.33%) 0 (0%) 0 (0%)
with the total number of training data for these classes which are (99.67%)
736,715, 42,807 and 155,281 respectively. It means that the number of Class B 333 (1.99%) 16’3610 0 (0%) 0 (0%)
data could affect training performance and in another words for each Class G 0 (0%) 893;%/0) 35,124 500
class sufficient training data should be prepared. (98.60%) (1.40%)
5.2. Validation of PSBP performance
Table 12
The predictive performance of the trained PSBP is evaluated using Training accuracy of PSBP in term of DTs performance in BA4.
Predicted  Class A Class B Class C Without
Table 9 Actual 1,1 (1, 0) (0, 0) Class
Training accuracy of PSBP in term of DTs performance in BA1. 0, 1)
Predicted  Class A Class B Class C Without Class A 117,165 86 (0.07%) 0 (0%) 0 (0%)
Actual 1,1 1, 0) (0, 0) Class (99.93%)
©, 1) Class B 192 (4.66%) 3927 0 (0%) 0 (0%)
(95.34%)
Class A 149,408 0 (0%) 0 (0%) 2 (0.001%) Class C 0 (0%) 0 (0%) 38,867 763
(99.99%) (98.07%) (1.93%)
Class B 0 (0%) 5321 2 (0.04%) 0 (0%)
(99.96%)
Class C 0 (0%) 75 (1.2%) 6192 0 (0%)
(98.80%)

11
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Table 13
Training accuracy of PSBP in term of DTs performance in BAS.
Predicted  Class A Class B Class C Without
Actual (1,1) 1,0 0, 0) Class
o, 1
Class A 107,710 0 (0%) 0 (0%) 24 (0.02%)
(99.98%)
Class B 0 (0%) 6693 126 (1.85%) 0 (0%)
(98.15%)
Class C 0 (0%) 468 (1.01%) 45,861 118
(98.74%) (0.25%)
Table 14
Training accuracy of PSBP in term of DTs performance in BA6.
Predicted  Class A Class B Class C Without
Actual 1,1 (1,0) 0, 0) Class
0,1
Class A 152,317 248 (0.16%) 16 (0.01%) 23 (0.02%)
(99.81%)
Class B 348 (16.6%) 1726 8 (0.38%) 14 (0.67%)
(82.35%)
Class C 17 (0.27%) 30 (0.48%) 6093 160
(96.71%) (2.54%)
Table 15
PSBP accuracy under test mode for blackout areas.
Class Class A Class B Class C Overall

Area Accuracy

Areal 63,284 2368 3069 (96.3%) 68,721 (99.6%)
(99.9%) (96.1%)

Area2 49,673 4706 12,339 66,718 (96.7%)
(97.3%) (88.9%) (97.6%)

Area3 41,042 7711 17,207 65,960 (95.6%)
(96.1%) (93.1%) (95.5%)

Area4 46,125 1911 20,097 68,133 (98.7%)
(99.3%) (95.8%) (97.7%)

Area5 39,812 3391 23,900 67,103 (97.3%)
(99.1%) (83.7%) (96.5%)

Area6 65,147 661 (83.1%) 2792 (96.1%) 68,600 (99.4%)

(99.8%)

69,000 unseen cases for each BA as shown in Table 15. The results show
that the proposed PSBP has a good predicting output nearly similar to
training results which validate its performance. The overall weighted
prediction accuracy for classes A, B and C within 6 areas are 98.84,
90.88 and 96.75 respectively which are in accordance with the accuracy
of the training performance for those classes. The reason for low accu-
racy of predictor of class B compared to classes A and C is due to the lack
of sufficient training data and low training accuracy. Again at the test
stage, this fact that for each class, sufficient training data should be
prepared is emphasized. In order to show the test performance of the
predictors for 3 classes in 6 areas, with respect to 69,000 test data, the
overall performance of each PSBP is evaluated by more performance

98
96
92
90
88

area 1 area 2 area3 area 4 area s area 6
Blackout Area

Accuracy (%)
©
IS

M Overall Accuracy W Sensitivity W Specificity * Balanced Accuracy

Fig. 10. Overall performance of PSBP for the 6 areal blackouts.
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indices including the overall accuracy (OAC), sensitivity (SEN), speci-
ficity (SP) and balanced accuracy (BAC) [45] for 6 areas using Eqgs.
(8-11) as shown in Fig. 10. As it is seen, all indices support training
performance of the predictors and the balance accuracy is in accordance
with the overall accuracy.

OACi:TPi+;zzi;2+FNiVi:1,. .,6 ®
SENi:%Vi:L . ..6 9
sm:% Vi=1,..,6 10)
BACi:M Vi=1,..,6 an

5.3. Robustness of PSBP

The noisy and missed data are two factors affecting the performance
of the proposed PSBP. For this purpose, the robustness of PSBP with
respect to noisy and missed data are evaluated. For noisy data, based on
C37.118.2-2011 IEEE standard, random noisy data with the maximum
value of 1 % are added to the measurement data of DTOV [46]. The
reason for missed data are PMU malfunction, telecommunication system
and cyber-attack [13]. For missed data, 20 % of variables of DTOVs are
randomly selected and lost. Using DTOV with noisy and missed data, all
steps of data processing for evaluating corresponding VVI are carried out
for three cases; Case 1 with only noisy data, case 2 with only missed data
and case 3 with both noisy and missed data. Fig. 11 shows the perfor-
mance of PSBP in term of BAC for three cases. As it can be seen, the noisy
and missing data have little impact on the accuracy of the PSBP for all 6
BAs. The reason for the decrease in the accuracy in the area 5 is that
adding noisy or missed data cause overlapping of the classes belonging
to that area.

6. Conclusion

This paper presents a paradigm shift in vulnerability assessment,
where the future behavior of a power system towards blackouts under
emergency conditions is predicted based on its current and historical
behavior. The causal relationship between the historical behavior of
power systems and the potential future blackouts serves as the founda-
tion for this innovative approach. This approach serves as a supple-
mentary tool to compensate for the limitations of conventional DSA
methods in preventing blackouts. It is shown that for enhancing pre-
diction accuracy and practical applicability, based on the historical
behavior of load buses during blackout experiences, the whole power
network is better to be divided into several blackout-prone areas where
for each area, a dedicated predictor is designed. A new sophisticated
vulnerability indices are introduced which are derived from raw

e

94

92

Balanced Accuracy

=8 clean data noisy data

90 —e=missing data —e—noisy and missing data

88
area 1 area2 area3 area4 areas area 6

Blackout Area

Fig. 11. Performance of PSBP against simultaneous noisy and missing data.
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operational data and independent from network-size and configuration
and can effectively capture the trend of system vulnerability. The most
interesting achievement for this paper is demonstrating this fact that just
relying on transient operating data without any need to additional data
like system parameter, configuration, disturbance and controllers, is
sufficient for vulnerability assessment in future time ahead. The training
results show that the number of load buses within each blackout area
can affect the training performance of its predictor. Because an area with
a little number of load buses has a discrete load behavior during
blackout which reduces the training performance. Also it is shown that
low training data specifically for the most critical condition represent by
classes B and C, can affect their prediction performance. The proposed
vulnerability indices show acceptable robustness against missing data
and broad noise without any need to data substitution, model observ-
ability, or PMU observability, by solely relying on dominant transient
operating variables. Simulation results show that the overall noisy and
missing data have little impact of 1-4% on the blackout predictor ac-
curacy in blackout areas. The proposed predictor can be used as an
alarming tool for arming emergency corrective action under emergency
conditions.
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