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Abstract

Code-based cryptography is central for post-quantum cryptog-
raphy, with security grounded in the hardness of the Syndrome
Decoding Problem (SDP). The most effective attacks are variants of
Information Set Decoding (ISD), which remain exponential-time
even in the quantum setting, where known techniques provide
at most quadratic speedups via quantum amplitude amplification
(QAA). In this work, we present the first gate-level realization of
quantum walks (QW) for Stern-like collision-based ISD, and present
a novel circuit for the update operator of the QW, correcting issues
in prior proposals, while avoiding the use of exponential quantum
random-access memory. Our construction enables a circuit-level
complexity analysis under realistic cost models and allows a direct
comparison between QW-based and QAA-based ISD. We evalu-
ate our approach on the cryptographic schemes that reached the
final stages of international standardization. Despite the richer al-
gorithmic structure of QW, we show that they do not outperform
plain QAA-based ISD for practical instances of the SDP, as the
Gauss—Jordan elimination subroutine dominates the overall cost.
More generally, we provide circuit-level evidence that QW offer an
advantage over QAA only when the oracle cost is asymptotically
smaller than the cost of the QW operations themselves. These re-
sults clarify the practical algorithmic limits of QW techniques and
contribute to a more accurate assessment of quantum speedups for
structured search problems in cryptanalysis.
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1 Introduction

Shor’s quantum algorithm [34] shows that integer factorization and
discrete logarithms can be solved in polynomial time on a quan-
tum computer, invalidating the hardness assumptions underlying
widely used systems such as RSA and elliptic-curve cryptography.
This breakthrough has triggered a large-scale transition toward
cryptographic constructions believed to remain secure against quan-
tum adversaries. Under the umbrella of post-quantum cryptogra-
phy (PQC), standardization efforts led by the National Institute of
Standards and Technology (NIST) aim to identify and deploy such
alternatives. Among the proposed PQC families, code-based cryp-
tography stands out as one of the most mature and conservative
approaches. Its security is rooted in the hardness of the Syndrome
Decoding Problem (SDP), whose decision version is NP-complete [4].
This confidence is reflected in NIST’s 2025 standardization of the
code-based key-encapsulation mechanism HQC [1], as well as in
the continued presence of code-based proposals in NIST’s calls for
post-quantum digital signatures [27]. As a result, accurately quanti-
fying the resources required to attack generic code-based schemes
is crucial for sound parameter selection and security assessment.

From a classical perspective, the most effective attacks against

generic code-based constructions belong to the family of Infor-
mation Set Decoding (ISD) algorithms. Since Prange’s original pro-
posal [32], ISD has undergone a long sequence of refinements [3,
6,9, 10, 12, 21, 22, 24, 25, 35], reducing asymptotic running times
while remaining exponential-time.
Related works. The first quantum adaptation of ISD was pro-
posed in [5], where Grover-style QAA [7, 11] yields a quadratic
asymptotic speedup over classical search. Subsequent works moved
beyond asymptotic analyses and developed explicit gate-level real-
izations [29-31]. These approaches rely on two core ingredients:
deterministic Dicke-state preparation circuits [2] to generate uni-
form superpositions over combinatorial domains, and a reversible
implementation of Gauss—Jordan elimination, known as quantum
Gauss—Jordan elimination (QGJE).

A different line of research focuses on collision-based ISD vari-
ants and employs quantum walks (QWs) on structured graphs. In
particular, theoretical works such as [15, 17] model the combina-
torial structure of algorithms like Stern’s decoding via QWs on
Cartesian products of Johnson graphs. However, these approaches
rely on an exponential amount of quantum random-access memory
(ORAM), whose physical realizability remains uncertain [13]. At
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Figure 1: Weight distribution assumed in Stern algorithm.

the same time, no gate-based implementation of such approaches
has ever been shown.

Contributions. We present a complete gate-level realization of
a QW tailored to a Stern-like decoding strategy, fully adapted to
the quantum setting. To the best of our knowledge, this is the
first such construction. Our proposal avoids the use of exponen-
tial QRAM, relying instead on explicit, fully reversible subcircuits.
Our framework enables a direct comparison between QW-based
ISD and QAA-based approaches. We show that, despite the richer
walk structure, the resulting concrete complexities do not outper-
form those of simpler ISD variants such as Prange or Lee—Brickell.
The underlying reason is that the QGJE subroutine remains the
dominant cost, acting as a bottleneck in both settings.

These results provide circuit-level evidence that QWs can out-
perform plain QAA-based ISD only when the oracle complexity
is sufficiently smaller than the cost of the walk operations them-
selves. In doing so, our work clarifies the practical limits of QW
techniques for generic cryptanalytic problems and contributes to a
more accurate assessment of the security margins of post-quantum
cryptosystems.

2 Background

Notation. Calligraphic uppercase letters (e.g., S) denote sets, whose
cardinality is written as |S|. The notation {x} denotes the set
{0,...,x—1}, and write ({Z}) for the collection of all y-element
subsets of {x}. Unless otherwise stated, vectors are column vectors
and are denoted by lowercase bold letters (e.g., v), while matrices
are denoted by uppercase bold letters (e.g., M). The notation v[i]
refers to the i-th entry of a vector v, whereas M[i] denotes the
i-th column of a matrix M. Data structures such as (associative)
arrays are represented using sans-serif symbols (e.g., D), with D[k]
denoting access to the value associated with the key k.

2.1 Collision-based Information Set Decoding

Code-based cryptography comprises public-key cryptographic sche-
mes whose security relies on the presumed hardness of decoding
random linear codes. The central computational problem underly-
ing these constructions is the Syndrome Decoding Problem (SDP):
given a parity-check matrix H € F,*", a syndrome s € F}, and a
weight bound ¢ € N, find a vector e € F} of Hamming weight at
most t such that He = s. This corresponds to an underdetermined
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Algorithm 1: Stern Algorithm
Input

:H: ar X n binary parity-check matrix

s: a r-bit long syndrome (column vector)

t: the weight of the error vector to be recovered
p: the weight of the first k bitsof &,0 < p < ¢t
Output :e:n X 1 column vectors.t. He = s, Hw(e) = ¢
repeat
repeat

$

7<%
P « GetPermutation(J1)

H«— HP// implies é=PTe
7| 5] — coe([ 7] o
[Wrsr | Vexk] < H
until W = I,

foreach J; € ({UE;JZ/;JIJ}) do

STy < ST ® (@jE% %53 [j])
Dlsp] « P

foreach J; € ({UFI/)Z/ZTH}) do

STy ‘_@jgjl VTR[j]
if D[s7; | # 0 then
T FHou{j+lk/2]|je T}
ei(—sB@(eajejVB[j])
if Hw(e}) = £ — p then
e’ «— 0
for j € J do e}’<—1

é — [01, e, e’

return Pé

linear system of r = n — k equations in n variables, where unique-
ness of the solution is enforced by the Hamming-weight constraint.
The SDP is NP-hard and is widely believed to remain intractable
even in the presence of quantum computers.

The primary cryptanalytic approach against generic code-based
schemes is Information Set Decoding (ISD), a class of Las Vegas
algorithms that aim to recover the error vector by repeatedly guess-
ing subsets of code positions. Since its original introduction by
Prange [32], ISD has undergone numerous refinements [21, 22, 35],
which substantially improve practical performance while preserv-
ing exponential asymptotic complexity. More recently, quantum al-
gorithms have been shown to further reduce the cost of ISD attacks.
Early works focused on asymptotic analyses without addressing
circuit-level realizations [15, 17], while subsequent contributions
provided explicit implementations in the quantum circuit model,
enabling concrete resource estimates in terms of gate counts, depth,
and qubit usage [8, 29, 30].

Among classical ISD variants, Stern’s algorithm [35] is a seminal
example of a collision-based decoding strategy. Building on the
original Prange framework, Stern’s method employs a meet-in-the-
middle approach to reduce the time complexity of solving the SDP,
at the cost of an exponential memory overhead. The algorithm,
summarized in Alg. 1, begins by selecting uniformly at random an

information set I € ({Z}) (line 3), which represents a guess on the k
positions of the error vector e containing exactly p nonzero entries.
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Figure 2: Examples of (a) a quantum circuit, (b) the Johnson graph J(4,2), and (c) a Cartesian product of graphs.

The complementary index set 7* = {n} \ 7 is then assumed to
contain the remaining ¢t — p nonzero entries of e.

The indices in 7 define a permutation matrix P (line 4), which
rearranges the columns of the parity-check matrix H so that those
indexed by 7 are moved to the rightmost positions (line 5), yielding
the permuted matrix H. Applying the same permutation to the error
vector produces the equivalent syndrome equation s = Hé, where
é = PTe. To solve the previous system of equations, the algorithm
applies a Gauss—Jjordan elimination (GJE) to the augmented matrix
obtained by concatenating H and s (line 6). The goal is to transform
the leftmost part of the resulting matrix H into the identity matrix
I, a step that fails with probability approximately 0.288 [29].

Conditioned on the success of the previous step, Stern’s algo-
rithm introduces additional structural assumptions to enable a col-
lision search. As illustrated in Fig. 1, the portion of é indexed by 7,
denoted e’, is split into two halves of size k/2, each assumed to
have Hamming weight p/2. Simultaneously, the portion indexed
by 7*, denoted €’, is assumed to contain a run of [ zero entries in
its leading coordinates, while the remaining r — I coordinates have
Hamming weight t — p. Accordingly, the permuted parity-check
matrix is partitioned into a top block of [ rows and a bottom block of
r — I rows, with the top block further divided into two submatrices,
V1, and V,. Under these assumptions, the top I coordinates of the
syndrome equation reduce to

st=EP v lile P v lil -

J€To JeS
st @ (P Vi 11 = 6P Vi Ll (1
JEN) JeS

where Jy, J1 index the columns selected in the two halves of e”’.

To solve Eq. 1, Stern’s algorithm performs a collision search
between the two halves. One side of the equation is exhaustively
computed for all choices of p/2 indices and stored in an associative
data structure (lines 9-11). The other side is then computed on the
fly (lines 12-13) and queried against this structure (line 14). Each
detected collision produces a candidate partial solution identifying
p error positions out of the total weight ¢. This candidate is then
validated by verifying that the remaining coordinates satisfy the
required Hamming weight constraint ¢ — p (lines 15-21).

Being a Las Vegas algorithm, the expected running time T of
Stern’s algorithm is given by the ratio between the cost of a single
iteration Tite, and the success probability per iteration Pjter, namely

T - Titer

p.&. The success probability corresponds to the fraction of
iter
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error vectors satisfying Stern’s constraints, and is given by

_(r=1\(k/2\* (n
S [

The cost of a single iteration can be decomposed into three
dominant contributions. First, the algorithm extracts an information

set and performs GJE, whose cost is €0 (n®). Second, D is populated

by summing, for each of the (’;g) choices in Jg, & columns of V

of length [, yielding a total cost EO((];ﬁ) % l). Third, for each of

the (Zg) candidates in 1, the partial sum s7, is computed at the

@)

same asymptotic cost. When a collision is detected, an additional
sum of p vectors of length r—I is performed at cost eO(p(r — 1));
this event occurs with probability (I;g) /2! The space complexity is
dominated by the storage required for the associative data structure,

k/2

which contains ( » /2) entries. Each entry stores an [-bit vector sg,

together with the corresponding % indices defining the set Jo.

2.2 Quantum Computing

Quantum algorithms operate on qubits, which are vectors in the
two-dimensional complex Hilbert space C2. Using Dirac notation, a
qubit state is written as |/) = ag |0) + a1 |1), where ag, a; € C and
lag|? + |a1|? = 1. An n-qubit system is described by a vector in a 2"-
dimensional Hilbert space, |{) = X;c (0,1}~ @i |} . A measurement
returns a basis state |i) with probability |a;|2. The evolution of a
quantum system is governed by unitary operators, i.e., matrices
U e Cc¥x?" satisfying UUT = I. Applying U to a state |¢/) produces
the new state U |/). Sequences of unitary operators are applied
from right to left, as in Uy - - - Uy |¢).

Quantum algorithms are typically described in the circuit model,
where unitary transformations are represented as quantum gates.
This work relies on a standard set of elementary gates, illustrated
in Fig. 2(a). The NOT gate flips a qubit between the computational
basis states |0) and |1). The controlled-NOT (CNOT) gate flips a target
qubit conditioned on the control being in state |1), implementing
the classical XOR operation, while the CCNOT gate generalizes this
mechanism to two control qubits, implementing the classical AND
operation. The Z gate applies a phase flip to the |1) state. We adopt
the hybrid model of [14], in which a classical controller orchestrates
quantum routines acting on quantum registers. Quantum registers
are denoted by underlined symbols (e.g., v).

Reflection operators. Reflection operators are unitary transforma-
tions that reflect a quantum state with respect to a given subspace.
We denote by R, the reflection about the one-dimensional subspace
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Figure 3: (a) Gate-level realization of the operator Uy proposed in [20], composed of a Dicke state preparation circuit followed
by a Vertex Binary Encoder (VBE). (b) Gate-based implementation of the update operator U, introduced in [20], shown on a toy
instance with n=4 and k=2. Left/right triangles denote input/output quantum registers; trapezoids form a Sorted Array (SA).

spanned by the state |a). Its action is defined by R, |a) = |a) and
Ry |at) = —|at), where |at) denotes any state orthogonal to |a).
Similarly, R,. denotes the reflection about the subspace orthogonal
to |ar). Two such operators are of particular relevance in the circuit
model considered in this work. The operator Ry flips the sign of
the amplitude associated with the computational basis state [1).
It can be implemented as a C™Z gate, in which all m qubits act as
controls for a multi-controlled Z operation targeting |1). Analo-
gously, the operator Ry flips the sign of the amplitude associated
with the basis state |0™). Its implementation consists of applying
a layer of NOT gates to all m qubits, followed by a C"Z gate, and a
final layer of NOT gates to restore the computational basis.

2.3 Quantum Walk search on Johnson graphs

Quantum-walk (QW)-based search can be viewed as a generalization
of tre Quantum Amplitude Amplification (QAA) technique [7, 11],
in which the unstructured uniform search space is replaced by the
vertex set of a graph encoding additional combinatorial structure.

Let G=(V, &) be an undirected graph whose vertices represent
candidate solutions, and let f : VV—{0, 1} be a Boolean predicate
defining the marked set M={veV | f(v)=1}. Random-walk-based
search algorithms move locally between adjacent vertices according
to a transition matrix P and rely on the mixing properties of the
resulting Markov chain. In particular, for an ergodic and reversible
chain, the walk converges to a unique stationary distribution s,
at a rate governed by the reciprocal of the spectral gap § of P.
Using a uniform Markov chain (i.e., one in which the stationary
distribution corresponds to the uniform distribution) the search
algorithm begins with a uniform distribution s, over the vertices.
The algorithm samples one element v; from it and checks if f(v;)=1.
If not, the algorithm performs 1/3 steps of the random walk to
reestablish the uniform distribution and repeats the process.

In the quantum setting, this paradigm is captured by the MNRS
framework introduced in [23]. The framework achieves the same
quadratic speedup in the fraction of marked elements as QAA, while
exploiting the locality of the underlying graph to obtain improved
concrete performance in structured problems. A central role in these
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constructions is played by Johnson graphs J(n, k). These graphs
are regular and undirected, with vertices corresponding to all k-
subsets of {n}, and edges connecting pairs of subsets that differ
in exactly one element. Johnson graphs have [V| = ({) vertices,
degree k(n — k), and spectral gap § = ©(1/k) [33], making them
well suited for QW search. An example is shown in Fig. 2(b).

The MNRS search algorithm is organized around three main
components, which we summarize below.
1) Input preparation. While QAA initializes a uniform superposition
of domain elements U, the MNRS framework initializes a uniform
superposition over edges of the graph through the operator Ug.
Concretely, the prepared input state is

le) >0 Jon) o), 3)

1

\/ﬁ (or,or)€E
where v7, and vg denote the source and destination vertices of an
edge, respectively.
2) Oracle. The oracle acts on the register encoding the source vertex
oy, and flips the phase of all basis states corresponding to vertices
€ M. Given a reversible implementation of the Boolean function
f,named Uy , the oracle operator can be implemented as Rp =
UfRU;.
3) Diffusion. While QAA implements the diffusion operator as the
sequernce Ui/RoJ. Uy, the MNRS framework replaces this step with
a quantum phase estimation (QPE) on the walk operator U,,, the
latter providing a unitary implementation of the classical transition
matrix P. In the construction of [23], the walk operator is realized as
U, =U, Ry UJ , and is applied separately to the registers encoding
the source and destination vertices. The QPE returns, on a separate
register, the estimated phase of U,,: a phase of 0, corresponding to
the eigenvalue 1, identifies the uniform stationary distribution; in
such a case, the state is flipped using a Ry. operator. This procedure
requires ©(1/V3) controlled applications of U,,.
Cartesian product of Johnson graphs. Given two graphs G; =
(V1, E1) and G = (V4, Ey), their cartesian product has vertex set
V1 X V,, whose elements represent ordered pairs of vertices from



the two factor graphs. fwo vertices (v1r,v1r) and (var, v2R) are
adjacent if they differ in exactly one coordinate and that difference
corresponds to an edge in the associated factor graph. As a result,
a single step of a walk on the product graph updates only one
component while leaving the other unchanged. Fig. 2(c) gives an
overview of the resulting graph. If the factor graphs are d;- and
dy-regular, with spectral gaps 81 and 82, then the spectral gap § of
the product graph satisfies § > min{d1d;, d2dz2}/(d1 + d2) [16].
Gate-based QW realization. The first gate-based quantum circuit
realizing the MNRS QW framework was introduced in [19] and
later extended in [20]. To prepare the initial uniform superposition
of edges required by Eq. 3, the construction starts by first gener-
ating a uniform superposition of vertices € V through the Uy
operator. The first step of Uy is the generation of a Dicke state
|D}?), corresponding to the uniform superposition of the (Z) length-
n bitstrings of Hamming weight k. This state is prepared using the
deterministic circuit of [2].

The transition from a uniform superposition of bitstrings to a
uniform superposition over indices € V is enabled by the BIX op-
erator proposed in [19], which was later refined and renamed the
Vertex Binary Encoder (VBE) in [20]. Operationally, the VBE maps
each bitstring encoded in the basis states of |DZ) to two ordered
lists of indices: S, containing the positions of the k bits set to 1, and
S*, containing the remaining n—k positions set to 0. These lists are
stored in the quantum registers S and S*, respectively. As shown
in Fig. 3(a), the VBE processes the input register sequentially, in-
serting the current counter value into the appropriate list whenever
a 1 is detected, using cyclic shifts. Applying the same procedure to
the negated input register produces the complementary list S*.

Once the vertex has been encoded in index form, the gate-based
realization of the update operator U, acts directly on § and S*
to generate neighboring vertices. Two auxiliary arrays, T and T*,
are initialized as copies of S and §*, respectively. Then, as illus-
trated in Fig. 3(b), a neighboring vertex is obtained by selecting one
element from T and one from T* uniformly at random and swap-
ping them. The uniform selection is implemented using W-state
generation circuits, denoted by Wy, which correspond to uniform
superpositions over length-n bitstrings of Hamming weight one,
while insertion and deletion operations on the sorted index arrays
are performed using the circuit proposed in [14].

3 Implementation

This section presents a detailed construction of the update opera-
tor, correcting errors in earlier proposals, and describes the three
quantum strategies we employ to implement collision-based ISD
within the QW search paradigm.

3.1 Quantum Walk Update Operator

Our QW construction follows the MNRS framework [23] and builds
upon the gate-level subcircuits introduced in [19, 20, 28]. We re-
fine these prior approaches by introducing a revised circuit-level
realization of the update operator that eliminates conceptual incon-
sistencies and faithfully implements the intended QW dynamics.
In particular, earlier constructions implement the update opera-
tor in a manner that departs from its mathematical definition in [23].
Since the update operator is applied as part of each QW step, all
ancillary registers (namely &, a*, , and ®*) must be restored to
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the |0) state before the next step is executed. In [20], this cleanup
is attempted by directly applying UJ. However, this approach is
incorrect because the auxiliary registers @ and @*, which encode
the W-state used for sampling, remain entangled with the registers
representing the source and destination vertices. As a result, the an-
cillae are not properly disentangled, and subsequent walk steps do
not start from a clean state, causing the circuit evolution to deviate
from the intended QW behavior. To address this issue, we introduce
an explicit uncomputation step that restores all auxiliary registers
without disturbing the walk state. The proposed procedure should
be executed at the end of the update operator proposed in [20],
and exemplified in Fig. 3(b). The reset circuit is shown in Fig. 4.
It combines direct comparisons between the register & and the
elements of S with a membership test for sorted arrays between
the elements of S and T, implemented using the circuit of [14].

Operationally, to correctly reset w (respectively, w*), we sequen-
tially compare the content of & (@*) with each element of T (T*).
A match identifies the index selected during the sampling step and
therefore certifies that the corresponding qubit of @ (w*) was in
the state |1). This qubit can then be reset by applying a single NOT
gate, after which the comparison is uncomputed to restore o (a*)
and T (T*) to their original values.

Each comparison, depicted as 2 in Fig. 4, is implemented by
XORing each element of T (T*) with & (*) through a sequence of
controlled NOT gates. If the resulting value in & (@) is the all-zero
bitstring, the two registers match and a |1) is written to an auxiliary
qubit through a multi-controlled NOT gate. This qubit is then used as
a control to reset the corresponding qubit of @ (w*) via a controlled
NOT gate. The comparison is subsequently uncomputed to reset
both & (a*) and the auxiliary register to their original state before
the next comparison.

At the end of the sequence of comparisons, we need to restore
the ancillary register « itself to the zero state. For this operation,
we exploit the relationship between S and T. At the beginning of
the update step, these registers contain identical values, while at the
end of the sampling procedure they differ by exactly one element.
For each element S[i], we test whether it appears in T using the
membership test of [14], storing the Boolean outcome in an ancilla
qubit. If the outcome indicates that S[i] is not present in T, then this
element must coincide with the value stored in . The ancilla qubit
is then used as a control to XOR S[i] into e, restoring it to |0) while
leaving S[i] unchanged. Finally, the ancilla qubit is uncomputed by
reversing the membership test, which is safe since S and T remain
unchanged during the whole procedure. An analogous procedure
is applied to reset a* using $* and T*.

The resulting update operator correctly implements the transi-
tion dynamics of the Johnson graph while operating entirely on the
index representations. Resource estimates for the full update oper-
ator, including gate counts, circuit depth, and qubit requirements,
are reported in Tab. 1.

3.2 Quantum walk for ISD attacks

A quantum realization of Stern’s strategy, introduced in Sec. 2.1,
naturally decomposes into two conceptually distinct search tasks.
The first task searches for a suitable information set 7, while the
second task implements the collision-finding procedure that consti-
tutes the core of Stern’s algorithm. At a high level, the first search
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Figure 4: Circuit used to restore |[w) and |a) to |0). MC is the
Membership Check circuit of [14]. Convetions as per Fig. 3(b).

Table 1: (a) Complexity measures for the update U, of the
Johnson graph J(n, k), incorporating the uncomputation cir-
cuits introduced in Sec. 3.1, and refining the original con-
struction of [20]. Here m = [log,(n)], and r = n—k.

W-state Reset
Copy Sample Del/Ins W-state Clear
X 0 2 4nm 2nm 4n’*m
Ry 0 n-1 0 0 0
22nm+ an?m
CNOT nm n-1 —18n+ 2nm 2
+4n® - 2n
+2m
CCNOT o0 nm 8nm — 4n 0 n
c™X 0 0 4n?
CSWAP 0 2nm —2m 0 0
nm — km+
2log,(r)+ 8nlog,(r) + 19n+
Depth 1 +2 lof;(r)+ woom—2 T _sk log, () — 19k
Qubits 2nm 2m 2nm +2n 2 0
ﬁ: I, \ %7 Vi & =5
r k/2 k/2
e [ @ [ o ]
Hw(e') =t-p  Hw(eg) =p/2 Hw(e!) =p/2

Figure 5: Modified Stern configuration, adapted for a collision
search in the quantum setting.

replaces the QAA-based construction of [30] with a QW over can-
didate 7, while the second search can be realized in different ways.
We propose three quantum strategies that realize this two-search
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QS  Qubits 3:;’2::; Us depth
@) k/2,2
QSo 0(,,2) m 0(?’2) + (p/z) O(Iog%(r))
(D) (k/2\?
Qs o(r?) W(p/z) o(r?) + O(logg(r))
g2 0(?) | () 0(?) + (130 ((ogir)
(t—p)(p/z)

Table 2: Asymptotic costs of the three quantum strategies
(QS) proposed to adapt the Stern’s variant of ISD to a collision-
finding in the quantum paradigm.

decomposition with different trade-offs between the complexity
of the QW and the cost of the associated oracle. Tab. 2 gives the
asymptotic complexity measures for all these strategies.

Adapting the classical algorithm to the quantum setting requires
a substantial reinterpretation of several steps. In particular, re-
versible quantum computation forbids early aborts: branches of the
superposition for which the QGJE does not produce an identity ma-
trix on its leftmost block cannot be discarded, and all subsequent op-
erations must be applied, independently from this condition being
satisfied, uniformly to both successful and unsuccessful branches.

Similarly, the classical separation between collision-search fil-
tering on the first [ coordinates (lines 9-14), followed by a final
Hamming-weight check on the remaining coordinates when a col-
lision occurs (line 14), cannot be preserved, since all computations
must proceed coherently on the entire superposition. For this rea-
son, the traditional top—bottom partition of the matrix V and of
the syndrome vector § provides no computational advantage in the
quantum model. As a consequence, the corresponding split of the
partial error vector e’ becomes ineffective in the quantum setting.
By contrast, the left-right partition of V and of e’ remains an es-
sential tool to enable a collision search between the two halves of
the error vector. This modified structure is illustrated in Fig. 5.

Finally, we stress that multiplying V;, (respectively, Vz) by the
binary error vector eg (respectively, e{’) is equivalent to taking the
bitwise XOR of the columns of the matrix whose indices correspond
to the positions where the vector equals 1. This correspondence,
already apparent in the classical algorithm (see line 10 and 13),
carries over directly to the quantum setting: it is implemented as
a controlled selection and summation of the quantum registers
encoding the columns of V, and Vg, with the controls given by the
qubits of the candidate error vector e’’ that are in the |1) state.
Quantum strategy 0 (QS0). The first strategy consists of a single
QW over the superposition of all possible choices of the informa-
tion set 7, combined with a modified oracle that, after the QGJE,
explicitly enumerates all candidate partial error patterns within the
walk oracle. For this latter enumeration, a first quantum registers is

used to encode the generation, one at a time, of all (kﬁ) bitstrings,

each one acting as one-hot encoding of the candidate set of indices
Jo- For each bitstring, a second register contains the enumeration

of the additional (zg) bitstrings, each one providing the one-hot
encoding of a candidate set of indices 7. For each pair of bitstrings



(Jo, j1) € Jo X J1, their asserted qubits act as controls to sum the
corresponding columns of the matrix V into the register holding
the syndrome §.

To optimize the depth of the circuit, the enumeration strategy
follows the approach introduced in [30]. Since the value of p is
known at quantum circuit generation time, each candidate set Jp
(and J71) is precomputed by the classical controller, that generates
in turn a sequence of appropriate quantum gates. Additionally, to
optimize the complexity metrics of the circuit, each candidate set
differ from the following one by only a single index, corresponding
to a single column of Vi, (VR), exploiting a revolving door enumer-
ation of combinations of k elements out of n [18, Chap. 7.2.1.3],
which allows the partial sums to be updated incrementally rather
than recomputed from scratch.

As a consequence, the oracle executes sequentially the Hamming-
k/2
p/2
realized through a quantum circuit having depth O(log% (r)) [29].

2
weight checks for all (/) possible pairs of partial sums, each sum

The cost of a single iteration is therefore balanced between the
cost of executing the QGJE, whose depth scales as 72 [31], and the

2
pairwise summation and checking of the (];g) candidate vectors,

k/2
p/2
by the square root of the inverse success probability from Eq. 2,

taking into account the fact that there is no restrictions on the
length-I run of zeros on the first / coordinates of e’.

Quantum strategy 1 (QS1). At the opposite end of the design
spectrum, this strategy implements the full Stern-style search as
a single QW over an expanded combinatorial space. Instead of
relegating the collision search to the oracle, QS1 embeds it directly
into the walk dynamics by operating on the Cartesian product

of three Johnson graphs: J(n,k) ® ]0(%, g) ® N (%, }%) The
graph J(n, k) encodes a uniform superposition of all the candidate

information sets 7 and governs the QGJE performed coherently on

the register encoding the parity-check matrix H. The remaining
k/2
p/2
length k/2, thereby representing all possible partial error patterns

on the two halves of e”’. Their joint evolution realizes a coherent
meet-in-the-middle search, which detects collisions between the
two partial sums on the quantum registers encoding V; and Vg;
when a collision occurs, the circuit verifies the associated Hamming-
weight constraint on the remaining portion of the error vector.

During input preparation, the quantum registers are initialized
in a uniform superposition over the vertices of the three Johnson
graphs. The QW then evolves coherently over all triplets (j, jo, j1) €
J X Jo X Ji. At the oracle stage, the indices specified by Jo and J;
are used to select and sum the corresponding columns of V; and
Vg into auxiliary registers. The oracle applies a global phase flip
if and only if the resulting partial sums collide and the combined
vector has the target Hamming weight.

With this construction, the cost of a single iteration is dominated
by the QGJE, whose circuit depth scales as 72 [31]; the overhead of
forming partial sums is asymptotically negligible. By contrast, the

2
Zg) , due to the two additional

Johnson graphs, which increases the number of QW iterations by
the square root of this factor.

2
having cost > (,/7) logg (r). The number of QW iterations is given

graphs Jy and J; span the (/) binary vectors of weight p/2 and

walk space is enlarged by a factor (
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Relative to QS0, QS1 transfers computational effort from the

oracle to the walk itself: the oracle is simpler, but the walk operates
over a substantially larger state space, resulting in a higher overall
walk complexity.
Quantum strategy 2 (QS2). The third strategy explores an inter-
mediate design point between QS0 and QS1. Rather than preparing
a superposition over both halves of the error vector, QS2 performs
the collision search coherently over a single Johnson graph, while
the second half is processed exhaustively within the oracle as per
QS0. As in the previous strategies, the search for a valid information
set is implemented via a quantum walk.

Accordingly, the walk space is given by the Cartesian product

of two Johnson graphs, J(n,k) ® ]0(%(, %) , where J(n, k) indexes

all candidate information sets 7 and drives the QGJE applied in
superposition to the register encoding the matrix H. The graph Jy
spans the (Zg) error patterns of weight p/2 supported on Vg, and
is used to perform one side of the collision search.

During input preparation, the quantum registers are initialized
in a uniform superposition over the vertices of the two Johnson
graphs, and the walk explores all pairs (j, jo) € J X Jo coherently.
Inside the oracle, after executing the QGJE, the indices specified
by Jo are used to select and XOR the corresponding columns of
V1. into the register holding the syndrome §. The remaining half
of the collision search is carried out by exhaustively enumerating

all (Zg) choices of columns of Vg, following the revolving-door

enumeration strategy already employed in QS0. This construction
more closely mirrors the classical meet-in-the-middle structure of
Stern’s algorithm: the classical associative data structure is replaced
by a uniform superposition over partial sums, while the second half
of the search is handled deterministically within the oracle.

As in the previous strategies, the cost of a single iteration is dom-

inated by the QGJE. Compared to QS1, the walk space is reduced
2
2
by the square root of this factor. In return, the oracle evaluates
k/
p/
iteration, yielding a different balance between oracle depth and

walk complexity.

by a factor (];f ), which decreases the number of QW iterations

the Hamming-weight and checking circuits only ( 3) times per

4 Experimental Results

To assess the computational cost of our approach under crypto-
graphically meaningful parameters, we consider the code-based
cryptographic schemes advanced to the fourth round of NIST PQC
standardization process [1]: Classic McEliece, BIKE, and HQC. In
line with the submission requirements [26], these schemes are de-
fined at three target security levels—L1, L3, and L5—corresponding
to a quantum attack cost comparable to exhaustive key search on
AES-128, AES-192, and AES-256, respectively. The concrete param-
eter are summarized in Table 3.

NIST’s evaluation methodology adopts a uniform cost model
in which all quantum gates are assigned equal weight. More re-
cent work, however, advocates a finer-grained analysis in which
gates acting on more than two qubits are decomposed into circuits
composed solely of one- and two-qubit gates, with the CCNOT as
the only allowed three-qubit primitive. Following this approach,
we translate all multi-controlled operations in our construction
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Table 3: Complexity estimates for the quantum walk (QW) implementation of Stern’s strategy applied to BIKE, HQC, and
Classic McEliece, compared with the quantum ISD attack of [19]. Except for the code parameters and p, all values are in log,.

Scheme Level | Code parameters ow This work [30]

n k t |iterations | p G D W DXW GxD|p G D W DxW GxD

BIKE L1 24 646 12323 142 65 2 109 93 29 122 203 |1 105 9 29 119 195
(key) L3 49318 24 659 206 96 2 144 127 31 158 271 |1 140 123 31 154 263
Y. L5 81946 40973 274 130 2 180 162 33 194 342 |1 175 158 33 191 333
BIKE L1 24646 12323 134 61 2 105 89 29 118 195 |1 102 8 29 115 188
(message) L3 49318 24659 199 93 2 140 123 31 154 264 |1 136 120 31 151 256
& L5 81946 40973 264 125 2 175 157 33 189 332 |1 170 153 33 186 323

L1 35338 17 669 132 60 2 106 89 30 119 195 |1 102 86 30 116 188

HQC L3 71702 35851 200 93 2 142 125 32 157 267 |1 138 121 32 153 259
L5 115274 57 637 262 124 2 175 157 34 190 332 |1 171 153 34 186 324

L1 3488 2720 64 70 2 100 91 22 112 191 |1 97 89 22 110 186

Classic L3 4608 3360 96 91 2 123 113 23 136 236 |1 120 111 23 134 231
McEliece L5 6 688 5024 128 129 2 162 152 24 176 315 |1 160 150 24 174 310
L5 6 960 5413 119 124 2 162 155 24 179 317 |1 160 150 24 174 310

L5 8192 6528 128 142 2 181 174 24 198 354 |1 179 169 24 193 348

into logarithmic-depth circuits using the method of [29], which
yields the most favorable performance in our setting. Although this
decomposition introduces a number of ancillary qubits linear in
the number of controls, all such ancillas are uncomputed at the end
of each operation, and the overall qubit count remains unchanged.

Tab. 3 reports the estimated quantum resources required to
mount attacks against the three schemes under consideration, when
using QS2, which was experimentally validated as the best one for
this range of parameters. Assuming a uniform gate-cost model,
we report the total number of gates (G), circuit depth (D), and
circuit width (W). We additionally include the depth-width prod-
uct (DXW), introduced in [14], which captures common trade-offs
between parallelism and circuit depth. Finally, we report the gate—
depth product (GXD), corresponding to the QAES metric used by
NIST to estimate the cost of quantum attacks when circuit depth is
bounded and parallel execution is required. The table also provides
a direct comparison with quantum attack to the SDP proposed
in [30], which is based on the Lee-Brickell variant [21]. This ap-
proach improve upon earlier Prange-based constructions [8, 29], all
of which rely on the QAA framework. Our experimental evaluation
further indicates that the optimal choice of the parameter p, across
all considered metrics, is p = 2, corresponding to a balanced decom-
position of the error vector into two components of weight 1. This
observation is consistent with the optimal value reported in [19].

Overall, the results in Tab. 3 show that, unlike in the classical
setting, the quantum-walk adaptation of the collision-based strat-
egy does not yield improved asymptotic complexity. In particular,
the circuit depth increases by a factor between 23 and 2, with a
comparable increase in the total gate count. The width, on the other
hand, remains in the same range.

5 Conclusion

We proposed a revised realization of the update operator for the
quantum walk framework, correcting issues that were overlooked
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in previous constructions. Building on this, we investigated several
techniques for lifting collision-based ISD attacks into the quan-
tum setting, including the use of quantum walks over Cartesian
products of Johnson graphs to accelerate the search. Our analysis
shows that QW-based approaches outperform plain QAA only for
specific classes of problems, a behavior that can be explained by the
relative costs of the underlying algorithmic components. Indeed,
for structured search problems, a quantum walk can provide an
advantage over QAA only when the cost of the oracle is sufficiently
small compared to the cost of the walk itself. Existing results [23]
establish that quantum walks improve upon QAA when the cost
of input preparation exceeds 1/V4 times the cost of the update
operator Uy, where § denotes the spectral gap of the underlying
Markov chain. However, these analyses typically abstract away the
cost of the oracle. Our results indicate that, for a quantum walk to
be balanced in practice, the oracle cost must be comparable to that
of the update operator. Equivalently, the complexity of Uy should
lie in the same asymptotic regime as that of Uy,. Under our circuit-
level realization of the update operator, this condition translates
into the oracle having depth at most nlog n, where n is the size of
the Johnson graph J(n, k). Only in this regime the quantum-walk
approach yields a concrete advantage over a plain QAA-based strat-
egy. We leave for future work the adaptation of our quantum-walk
circuits to other relevant problems, such as the k-sum problem, as
well as the exploration of hybrid strategies for collision-based ISD
approaches.
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