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Abstract

The widespread adoption of Large Language Models (LLMs) has intensified concerns about their trust-
worthiness, particularly due to their tendency to generate hallucinations: outputs that are fluent and persuasive
yet factually incorrect, unfaithful to the input, or logically inconsistent. This chapter surveys the phenomenon
of hallucination in LLMs through a structured analysis of its definitions, causes, detection methods, mitigation
strategies, and future research directions.

We begin by showing that hallucination is not a uniquely defined concept in the literature, and we
review the main taxonomies used to characterize it, including distinctions between intrinsic and extrinsic
hallucinations, factuality and faithfulness errors, and instruction-, context-, and logic-related inconsistencies.
We then examine the major sources of hallucinations across three dimensions: training data, training and
inference procedures, and model architecture. In particular, we discuss how data quality issues, knowledge
limitations, alignment effects, decoding randomness, and attention-related failures may all contribute to
unreliable model behavior.

The chapter further presents a review of hallucination detection techniques, from lexical overlap metrics
and classifier-based approaches to uncertainty estimation, multi-agent evaluation, and retrieval-based verifica-
tion against external knowledge sources. Finally, we discuss emerging directions centered on interpretability
and mechanistic analysis of Transformer models, arguing that a deeper understanding of internal model
computations may play a crucial role in reducing hallucinations and improving reliability. Taken together,
the chapter frames hallucinations as a fundamental and multi-faceted limitation of contemporary LLMs,
and highlights the need for rigorous definitions, robust evaluation protocols, and more transparent model
development practices.
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1 Introduction

As artificial intelligence (AI) continues to revolutionize various industries, one of its most intriguing and
impactful challenges is the trustworthiness of these models. All machine learning algorithms come with an
intrinsic uncertainty, tightly bound to their stochastic inductive nature to generalize from a finite set of data. This
is not a problem in many applications, nor a limitation of their capabilities, still, in many industries they struggle
to find a fertile soil to ground their usage and grow the number of real-world applications effectively relying on
machine learning algorithms.

In this scenario, perfect examples are the well-known Large Language Models (LLMs). These advanced
systems are capable of generating human-like text, providing valuable insights, and assisting in tasks from content
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creation to technical support. However, with their growing influence comes a critical question: Can we trust these
models?

A key challenge with LLMs is their tendency to produce what has been termed "hallucinations"—responses
that may sound coherent but are factually incorrect or entirely fabricated. These hallucinations can have far-
reaching consequences, from spreading misinformation to undermining the credibility of organizations that rely
on these models.

In this chapter, we explore the trustworthiness of Al by delving into the mechanics of LLM hallucinations,
why they occur, and how they impact real-world applications. We’ll examine the current state of research
and development focused on mitigating these issues, as well as practical strategies for organizations to deploy
Al responsibly. Through this journey, we aim to provide a comprehensive understanding of the promise and
limitations of LLMs, shedding light on what it means to trust Al in an era of rapid technological advancement.

As we navigate the complex terrain of Al trustworthiness, we must ask ourselves: How can we harness the
power of these models while ensuring the integrity of the information they produce?

2 Definition

The term hallucination was first used back in the days by the Neural Machine Translation community (Raunak
et al., 2021; Miiller et al., 2020) referring to erroneous output that is fluent in the target language but, at the same
time, decoupled from the source sequence. But, why did they choose exactly the term "hallucination"? It calls
back to human psychosis-related disorders like schizophrenia and dementia, whose hallmark is represented by
false perceptions of sensory experiences. Indeed, the Diagnostic and Statistical Manual of Mental Disorders
(DSM-5) defines hallucinations as "perception-like experiences that occur without an external stimulus" and
which "are vivid and clear, with a full force and impact of normal perceptions, (though) not under voluntary
control" (American Psychiatric Association, 2022). By transposing this definition in the text LLMs scenario,
a hallucination is commonly referred to as an undesired phenomenon of Natural Language Generative models
generating unfaithful or nonsensical text (Ji et al., 2023); so this interpretation, though it seems plausible, is
only suitable to grasp the generic meaning of what exactly is a hallucination and not how could be precisely
identified in real cases. There is a well-deserved discrepancy between theoretical dissertations about LL.Ms and
real examples due to their breakneck growth in potential: LLMs are now so flexible that their applications are no
longer restricted to a single task, instead, they leverage the power of these models to manipulate text nearly in
every domain and every task, even by calling functions and changing an application workflow. Such versatility,
combined with the stochastic nature of LLMS, leads to undesired outputs that may be largely different from each
other, making it hard to reliably identify hallucinated content. For this reason, we now provide some taxonomies
and additional definitions to better analyze the hallucination phenomenon.

2.1 Taxonomies and examples

We now delve into the different definitions and examples by reviewing the current state-of-the-art literature,
but before addressing a comprehensive review, we need to state some basic components and definitions of
LLMs-based applications.

Many LLMs are nowadays used along with a retrieval engine which enhances the LLMs knowledge with
some specific documents and information. We can identify:

* Query A user statement, that may or may not be in the form of a question, which contains what a generic
user is expected from the LLM. Some examples of queries are: "What is the capital of Rome?" or "List all
the countries in the European Union".

* Context Pieces of documents returned by a retrieval engine that are related to a query and should be used
by the LLMs as ground truth to answer the query.



* Response The final answer of the LLLM to the query

Given these basic components, we can now state some definitions useful to fully explain each category of
hallucinations.

Definition 2.1 (Hallucination). Generation of text which is nonsensical or unfaithful with respect to the provided
source input (Ji et al., 2023; Maynez et al., 2020; Filippova, 2020)

Definition 2.2 (Faithfulness). Quality of a piece of text staying consistent and truthful with respect to some
provided sources.

Definition 2.3 (Factuality). Quality of a piece of text being actual or based on fact. Depending on what serves as
the “fact”, "factuality” and "faithfulness" may or may not be the same.

Definition 2.4 (World knowledge). What is commonly considered to be true, despite source input text.

Already from these preliminary definitions, it is easy to see that the task of defining hallucinations is all but
trivial. For example Maynez et al. (2020) differentiate "factuality" from "faithfulness" by defining the “fact” to be
what is true according to the world knowledge, i.e. what is true in reality, but, is it always possible to say whether
a fact is true or false? Unfortunately, if the answer was positive there would not be complications like fake news
or misinformation in our everyday life, but is out of the scope of this work to end in ethical or philosophical
dissertations.

Let’s start with a simple yet effective consideration:

Remark. The knowledge base inside a Large Language Model contains at most the same information that is
contained in the pre-training dataset.

The pre-training dataset is usually composed of a huge amount of text scraped from the Internet and verifying
the quality of each chunk of text is not a feasible task. As we will see in Section 3 this is the first flaw of LLMs
and, consequently, the major source of hallucinations. Moreover, at the time this work was written, is it not
clear how to assess whether a given information has been "learned" by the Transformers models or not, i.e.
there is no way of precisely mapping the internal knowledge base of an LLM if not by prompting questions and
manually checking answers. This leads to the uncontrollability of the information an LLM has acquired during
the pre-training and the necessity to restrict the controllable knowledge to a source text used as ground truth.

For these reasons, the very first distinction among hallucination types is (Dziri et al., 2021; Maynez et al.,
2020; Ji et al., 2023):

* Intrinsic Given a guery and a source context, the response from the LLM straightforwardly contraddicts
the source text. For example, if the query is "What color could be an apple?”, the source context is the
sentence "The apples could be green, yellow and red." and the response of the LLM is "The apples could
only be blue". This is an intrinsic hallucination since the response is directly in conflict with the context.

» Extrinsic Given a query and a source context, the response could not be verified by the source text. An
example is, given the same query and context as before, the response is "All apples are delicious!". This is
an extrinsic hallucination because, if we only consider the context, the response is not explicitly stated, nor
deducible.

This first categorization was as simple as effective since let researchers start exploring causes and mitigations
given a context, which is a much simpler task to tackle with respect to comparing the outputs of LLMs with their
entire knowledge base. Nonetheless, this categorization is missing an important use case, which is nowadays
commonly adopted in the majority of LLMs applications, that is instruction following: assessing if the LLMs have
correctly followed the instructions in the prompt is totally different task with respect to checking the correctness
of the content, and these two jobs are not mutually exclusive.

To overcome these limitations, more recent works attempted to provide a more comprehensive and detailed
classification of hallucinations. Huang et al. (2023) proposed a slightly more granular categorization:



* Factuality Hallucination The output is inconsistent with real-world facts (i.e. world knowledge) or
potentially misleading. This first definition resembles the one given before, as a matter of fact, it is
subsequently divided in

— Factual Inconsistency The response is in direct conflict with the world knowledge. For example,
if the query was "Tell me about the first person to land on the Moon." and the response was "Yuri
Gagarin was the first person to land on the Moon" it is in direct conflict with a well-known fact that
Neil Armstrong was the first person to land on the Moon (Yuri Gagarin was the first person in space
instead). Note the reference to the intrinsic hallucinations of the previous categorizations, with the
difference that here the response is directly compared with the world knowledge. The flaw of taking
world knowledge into account is that it is often disputed what is true for everybody, for example in
this example some people do not even believe that humans have ever been to the Moon, of course,
these are corner cases so they are not really taking into consideration in this review, but they are
worth mentioning to understand the complexity of deciding what is an hallucinations and what is not.

— Factual Fabrication The response could not be verified, so there is no evidence supporting or
contradicting it. For example, if the query was "Tell me about the historical origins of unicorns" and
the response was "Unicorns were documented to have roamed the plains of Atlantis around 10,000
BC" we can’t actually demonstrate the presence of such creatures in a mythological ancient society,
so there is no way of actually asserting or contradicting the response. Note the resemblance to the
extrinsic hallucinations.

* Faithfulness Hallucination Faithfulness has a broader meaning with respect to factuality, it also embraces
concepts like instruction following or consistency with the context. Faithfulness hallucinations are all
types of hallucination coming from the interaction with a user or a context and could be further divided
into three categories.

— Instruction inconsistency Given some guery prompt containing some instructions, the response from
the model does not follow those instruction. For example, if the query was Translate the following
English question into Spanish: "What is the capital of France? and the response was "The capital of
France is Paris" the model clearly did not understand the task correctly.

— Context inconsistency Given some guery prompt containing some context information, the response
directly contraddicts those information. An example, quite common in RAG domain, is given by a
query "How tall is the Tour Eiffel?", the context is "The tower is 330 metres (1,083 ft) tall, about the
same height as an 81-storey building, and the tallest structure in Paris" and the response is "The Tour
Eiffel is 1,083 metres tall”. In this case, even though the final meaning of the sentence has not been
completely changed, there is a crucial inaccuracy in interpreting feet as meters, and so, having a final
height extremely wrong.

— Logical inconsistency Given some query prompt containing some context information, the response
contains some steps of reasoning with some mistakes among them. For example, given the query
"Nick has 10 apples. He sold 4 apples. He divided the remaining apples into two halves and ate one
of these halves. Then, he bought 2 more apples, how many apples have now Nick? Please, answer by
producing a step-by-step reasoning.” and the response of the LLM is "At first Nick had 10 apples, he
sold 4 apples so 10 - 4 = 6. Now Nick has 6 apples and he ate half of them, so 6 - (6/2) =6 - 3 = 3.
Now Nick has 6 apples and bought 2 more apples so 6 + 2 = 8. So Nick now has 8 apples.". From this
response, it is easy to spot incoherence with the generated response itself, due to mistakenly writing
the intermediate total number of apples, after the correct steps of subtraction and division. These
kinds of errors are commonly encountered in RAG scenarios where very long reasoning, especially
with many numbers, takes place to produce structured outputs.



The categorization proposed so far focuses on incongruences inside the content, though there could be other
examples (Zhang et al., 2023), we would like to focus on other types of categorization. For instance, Wang
et al. (2023) divide the different types of hallucinations based on what are the flawed components that may
have produced the hallucination. They firstly separated the "Factuality" issue from the "Hallucination" issue by
dividing the hallucinations into the following types (note that for this categorization we are not providing specific
examples since the original ones belong to some outdated versions of current state of the art LLMs).

* Model-level causes Issues in the LLMs itself could lead to hallucinations in the output.

— Domain knowledge deficit The model lacks specific knowledge from its pre-training dataset (or
eventually the subsequent fine-tuning datasets). The frequency of these hallucinations is decreasing
due the the always greater amount of data that is nowadays fed to the LLMs pre-training. Nonetheless,
asking for any specific information about some private company knowledge base, for example, will
inevitably lead to some wrong answer or, if the model was well aligned, to some pre-formatted
answer.

— Outdated information Every internal knowledge base of a LLMs is composed by data up to the date
of creation of the dataset, so newer events, or update to existing information, could not be known by
the model unless another training is performed.

— Reasoning errors Wrong deduction made by the model while generating an answer. This is related
to the previous Logical Inconsistencies highlighted in the previous categorization

* Retrieval-level causes Issues related to the gathered context returned by the retrieval engine.

— Distracted by the retrieval information The context may confuse the LLM that could focus more on
the context and forgetting the initial query. This may happen when context is too long, or could also
be used by a malicious user who is exploiting this property of LLM and induce a wrong generation
(Toyer et al., 2024).

— Misuderstood the retrieval information The LLMs wrongly interprets some data in the context
retrieved. This could be both a fault of the context, which may be unstructured and not organized, but
also fault of the LLLM, that could be not powerful enough to understand a specific new topic.

— Fail to address misinformation in retrieved context This is a very specific category aiming at
highlighting all those wrong output were the context is structured in some particular way, such as the
LLMs should pay attention only to a subpart of it, and leave all the other (e.g. a series of news, one
more recent of the other, where some news is updating the information of the previous one).

* Inference-level causes Hallucinated outputs due to the inner nature of LLMs of producing text one token
at a time.

— Snowballing Phenomenon in which the LLMs, while producing a response, pick as next token a
suboptimal token, consequently compromising the entire sequence by amplifying the mistake in the
semantic meaning, for the sake of fluency (or other secondary properties).

— Exposure bias Refers to the tendency of generating output similar to the majority of text seen during
pre-training. In this category, a perfect representative is gender bias, where the LLMs, if not explicitly
specified, tends to generate content regarding certain stereotypes.

Many other categorizations are present in literature (OpenAl, 2023; Kaddour et al., 2023), but listing all of
them is out of the scope of this work since new use-cases and new definitions come up every day. However, with
this overview, the author would like to point out some key takeaways:

Remark. 1t is currently missing a quantitaive definition of hallucination, that is to say, some clear, objective,
measurable metric that indisputably characterizes hallucinations.



Remark. Without a quantitative definition, it is hard to operationalize the detection of hallucination and, conse-
quently, the trustworthiness of Large Language Models.

Given all these definitions, occasionally very different from one another, is it even worth asking ourselves "Is
it possible to make the LLMs more trustworthy?" How can we delve into the complex heuristics and ambiguities
of human language to extrapolate specific patterns characterizing such a nebulous phenomenon? The peculiar
characteristic of the LLMs, thus of the hallucinations, is the common social adoption. Thanks to the advent of
ChatGPT (OpenAl, 2022), LLMs became an easily accessible resource that everyone could benefit from. Indeed,
a chat-based interaction environment is familiar to most potential ChatGPT users, who started using the tool
in their everyday lives, thus, leading to widespread adoption and popularity. A huge community of users and
practitioners has entered the game, in addition to all the researchers who were actively studying LLMs, and
suddenly the term "hallucination" became a word used to refer various different phenomenon, often affected by
subjectivity of the user (i.e. "What for me is an hallucination may not be the same for you"). This procedure
notably increased the speed of in research but it is, nonetheless, worth noticing that it is non-standard for a new
technology to be adopted by public users without an ontological analysis and definition of one of its main pitfalls.
Luckily, this lack of precise definitions is compensated by a thrilling and active research environment, especially
in the field of explainability. In the next sections, we will present an overview of the causes identified so far,
promising directions, and detection and mitigation methods.

3 Hallucination causes and mitigations

In the previous section, we highlighted the intrinsic nature of hallucinations as vague and not well-defined. Such
characteristics feed through the intricate task of finding possible causes of hallucinations. In science, when
a phenomenon is observed, an investigative mind is naturally prone to find the sources of such phenomenon,
leading to advances in theoretical ontological definitions and more practical applications. Declined in the case
of hallucinations, which are commonly associated with an undesired behavior of the model, the main driving
factor in finding the source(s) is to find possible mitigation techniques, in order to reduce the occurrences of
hallucinated content. Despite there is not a precise and generalized definition, many different causes have been
identified as "roots" of hallucinations, by restricting the general meaning of "hallucinated content” to specific
cases.

We are now presenting the causes, and corresponding mitigations, of hallucinations identified by different
studies, divided according to the component affected: Training data, Training and Inference procedure and
Model architecture.

3.1 Training Data

The pre-training dataset is the core component that shapes the Language Model; every reasoning faculty, task-
solving ability and knowledge acquired comes from the pre-training dataset. Common small-sized open-source
models like Mistral (Jiang et al., 2023), LLama 3 (Dubey et al., 2024), Olmo (Groeneveld et al., 2024), Gemma 2
(Riviere et al., 2024), have a pre-training dataset size that approximately ranges from 2 to 15 trillions of tokens
of text. Such a huge amount of text could not be found from a single and controlled source, that is desirable to
have high-quality data, but the majority of it must be scraped from the web. To better give an idea of the size of
a pertaining dataset, the whole Wikipedia dump is, at the time of this work, about 24.09 GB of pure text data
composed of 4.7 billion words. For the sake of the example, to translate the number of words in the number of
tokens we will just use the commonly accepted approximation words = 0.75 X tokens, which results in a total
number of tokens of approximately 6.26 billion, less than 0.3% of a small-sized pre-training dataset. This is the
reason why the pre-training dataset is often gathered from scraping web data; a straightforward consequence of
this approach is the quality loss of data. The reader can easily imagine conversations taken from online forums
and social media being, on average, quite far from the ideal text suitable for learning both a language or just



general knowledge: everyone can make up and spread false information, give negatively biased opinions, and use
tones not worth of imitation, not to mention grammatically wrong messages or language obscenities.

Scaling issues Controlling and filtering the pre-training dataset is a hard, yet essential task to produce more
accurate and trustworthy LLMs. Due to its extremely large size, for example, it is not feasible to precisely map
every single occurrence of a topic and the different perspectives used to present it. In this scenario, great works
studied the scaling of a model and tried to quantify the size of a pre-training dataset in relation to its number of
parameters (Hoffmann et al., 2022), justifying the very big size of the dataset (the more parameters, the more
tokens needed). More recent studies, further enhance this relation by demonstrating that less data could lead to
state-of-the-art results if their quality is drastically improved (Gunasekar et al., 2023).

Examples of data flaws Survey works like Ji et al. (2023); Huang et al. (2023) highlight the great literature
concerning the relation of data quality and LLMs performance, showing some peculiar cases. For example,
since the dataset is taken from text written by any Internet user, there is no guarantee concerning its actuality.
Without considering the edge case of an intentionally not factual statement, let’s consider the so-called Imitative
Jfalsehoods (Lin et al., 2022), common misconceptions or unprecise statements that are actually not true. A
simple example is "What percentage of the brain does a human typically use?" and the answer of the model is "A
human typically uses about 20 percent of his or her brain.”, which is an answer based on the fact that the model
saw this concept many times during training since it is a common belief without real scientific grounding.
Another similarly interesting case is about duplicated statements (Hernandez et al., 2022). LLMs, like many
other types of massive Neural Networks, due to their intrinsic stochastic nature are prone to overfit the data
which, translated in the context of language modeling, ends in the generation of sequences matching exactly
some memorized chunk of training data. This phenomenon is called duplication bias and is shown to be more
likely while the model size is increasing (Lee et al., 2022).

Another type of pervasive bias in data is social bias. These range from biases related to gender, religion, and race
to those involving occupation and other subjects (Kotek et al., 2023). These biases mirror the distribution of text
used in pre-training, which in turn reflects societal patterns—hence the term "social bias". An example of gender
bias is the model assuming a nurse is female, even when the gender is not explicitly specified.

The last main type of data flaw is the limitation of knowledge contained in the pre-training data, commonly
referred to as knowledge boundary. Although the dataset is vast, its knowledge is far from uniformly distributed; it
leans heavily toward certain popular topics, leaving the more niche or "long-tail" areas relatively underrepresented.

Mitigation To provide a comprehensive understanding of the techniques used while filtering a pre-training
dataset, thus mitigating the phenomena shown before, we are now reviewing the operations made by some
open-source models and relating them with the rest of the literature. Soldaini et al. (2024) precisely shows the
construction of Dolma (Data for Open Language Models’ Appetite), a dataset composed of 3T tokens english
corpus for pre-training language models. The initial step is data acquisition, primarily sourced from the Common
Crawl repository!, which is recognized as the largest publicly available collection of online text, immediately
followed by an initial filtering of repetitions by leveraging CCNet (Wenzek et al., 2020). Subsequently, a cleaning
step extracts only pure text from HTML documents, discarding all non-prose content like tags, headers, and
decoration text, using quality filters from (Rae et al., 2021) (each filter combination has been validated on a
common benchmark). In the remaining documents, content filters are utilized to minimize toxic and harmful
content; these filters include trained classifiers that have been calibrated on the data distribution through ablation
studies. Additionally, an important filter is the PII filter (Personally Identifiable Information), which aims to
eliminate any references to individuals to prevent the model from inadvertently revealing them during inference.
Given the dataset’s large size, the authors opted for regular expression matching rather than model-based
techniques for PII removal. Finally, the step of paragraph-level deduplication removes copies of the same
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paragraphs across all documents.
In constructing Llama 3 (Dubey et al., 2024), similar steps have been applied to training data:

* Parsing HTML with custom parsers to remove boilerplate characters, menu, navigation headers, etc.,
and keep only significant text. Particular attention had been spent on math texts, often appearing as a
pre-rendered image.

* Deduplication slightly more aggressive deduplication than before, removing even lines appearing more
than 6 times in the same batch of data.

* Heuristic filtering similar to the previous ones (Rae et al., 2021), plus a filter that leverages Kullback-Leibler
divergence on token distributions to remove similar documents.

Model-based quality filters using trained classifiers and scoring models, empirically validated to calibrate
the optimal combination.

With this overview of techniques for building a pre-training dataset, we have highlighted state-of-the-art
methods to reduce occurrences of hallucinations and other harmful content. The core idea is to ensure high-quality
data, which we define as data that is accurate, relevant, and representative of diverse perspectives while being free
from toxic or misleading elements. By prioritizing quality in the dataset, we can enhance the model’s reliability
and safety, ultimately leading to more trustworthy outcomes in its applications.

3.2 Training and Inference procedure

We will now explore other types of possible causes of hallucinations, specifically from training procedures and
inference methods. Before actually delving into the explanations, it is useful to recall the different steps in
training and the different inference methods used to build Large Language Models. Following the pre-training
process described in the previous section, an alignment step is typically applied (Ouyang et al., 2022). After
completing pre-training, an LLM is not yet suited for use as an assistant, where it must follow user instructions
and perform tasks under specific conditions. To address this limitation, the alignment step is introduced to
"align" the model’s outputs with user expectations. This alignment is achieved through Reinforcement Learning
based on human-annotated preferences. The LLM has now gone through the main steps needed to build the
core foundation model, so it can be used to do inference by generating tokens given some user input. Given
a sequence, the next token is sampled from a probability distribution over all the vocabulary space, produced
by passing the last hidden layer of the Transformer to a Language Modeling head (Neural Network + Softmax
activation). The action of sampling the next token is called "decoding", and involves many hyperparameters to
tune properly to avoid degeneration of output sequences.

Alignment Aligning the language model to human preferences is a necessary, yet dangerous task. During
pre-training, the model develops a set of underlying abilities to predict the next token, and in alignment, it should
leverage these abilities to generate coherent and effective output text. However, because these abilities are not
directly observable, alignment can sometimes push the model beyond its natural capabilities, effectively "forcing"
it to acquire certain skills. In the worst-case scenario, this can lead to overfitting, where instead of genuinely
learning these abilities, the model begins to replicate specific text patterns, which can undermine its internal
knowledge and overall capabilities. This phenomenon is referred to as Capability Misalignment. Additionally,
the model has been shown to develop internal confidence in its generated content (Azaria and Mitchell, 2023).
However, if the alignment step is too strict, the model may prioritize "satisfying" user preferences over producing
truthful text, a behavior known as sycophancy (Cho et al., 2023).



Decoding The decoding phase, while not a training step, is crucial for harnessing the full potential of an
LLM. During decoding, the model samples the next token from a probability distribution over the entire
vocabulary space, introducing an inherent element of randomness. Typically, LLMs in production avoid using
greedy decoding, i.e. consistently selecting the highest probability token, which can lead to repetitive and
predictable outputs. Instead, various sampling techniques—such as top-k sampling, top-p (nucleus) sampling,
and temperature scaling—are employed to balance coherence and diversity in the generated text. These methods
allow the model to generate both contextually relevant and varied responses, enhancing the naturalness and
engagement of its interactions with users, and avoiding the undesired phenomenon of likelihood traps (Zhang
et al., 2020)—the counter-intuitive observation that high likelihood sequences are often surprisingly low quality.
However, introducing randomness comes at a cost as increasing diversity in the output enhances the chances of
producing nonfactual or unfaithful text (Dziri et al., 2021).

Mitigation Enhancing alignment in LLMs can be significantly improved through high-quality annotation.
Accurate, context-aware annotations offer several benefits: they help models better understand nuanced user
instructions, reduce tendencies toward generating harmful or biased content, and encourage more truthful and
relevant responses. Clear and comprehensive annotations also provide a more robust foundation for models to
generalize to new prompts, creating more consistent user experiences.
Although not a training step, the decoding phase is essential for maximizing an LLM’s performance. To avoid
repetitive or overly deterministic responses, LLMs often rely on sophisticated sampling techniques, such as
adjusting temperature, top-p (nucleus sampling), and top-k, rather than using simple greedy decoding.

Proper calibration of these decoding parameters is key to balancing coherence with creativity and achieving
responses that are relevant, diverse, and aligned with user intent:

o Temperature: The temperature parameter adjusts the “sharpness” or diversity of the model’s responses by
scaling the logits before sampling. A lower temperature (close to 0) makes the model more deterministic,
often leading to focused and predictable responses by favoring high probability tokens. However, overly
low temperatures can result in repetitive output, especially for complex tasks requiring creativity. Higher
temperatures (e.g., 0.7 to 1.2) introduce more variety by flattening the probability distribution, which
allows the model to explore less likely tokens. Finding the right temperature depends on the task: for
factual responses, lower temperatures are often preferable, whereas creative or open-ended tasks benefit
from moderate to higher values.

* Top-K Sampling: In top-k sampling, the model limits its choice to the top-k most likely tokens, rather than
considering the entire vocabulary. This restricts randomness to a manageable scope, making responses
coherent while retaining some diversity. For instance, setting k between 5 and 50 allows the model
to produce coherent and contextually appropriate responses without straying into unlikely or irrelevant
tokens. Lower k-values make responses more predictable, while higher k-values introduce greater diversity.
Selecting an optimal k-value is task-dependent; lower values are suitable for deterministic, factual responses,
whereas higher values can be applied to conversational or creative contexts.

* Top-P (Nucleus) Sampling: In contrast to top-k, top-p sampling dynamically selects a subset of tokens
based on cumulative probability. The model selects from the smallest group of tokens whose probabilities
sum to at least the chosen p-value (e.g., 0.9). This adaptive approach allows for variable token counts
based on the context of each prediction, balancing flexibility and coherence. Lower p-values (such as
0.8) reduce diversity and encourage more straightforward responses, ideal for generating factual content.
Higher values (e.g., 0.9 or 0.95) allow for greater variance in output, suitable for creative applications or
generating natural dialogue.

* Balancing Parameters for Task Optimization: A well-calibrated LLM typically uses a combination of these
parameters to optimize for specific tasks. For example, conversational agents that need to be informative



but engaging may use a moderate temperature (around 0.7), a higher p-value (e.g., 0.95) to encourage
nuanced responses, and a k-value of around 20 to maintain contextual relevance. For technical or fact-based
responses, lower temperatures (close to 0.5), smaller p-values, and lower k-values may be ideal, producing
focused, reliable answers.

By tuning these decoding parameters, we can significantly improve alignment with user expectations,
ensuring the model produces responses that are both reliable and contextually appropriate, enhancing its overall
effectiveness and user satisfaction.

3.3 Model Architecture

The architecture of modern LLMs closely resembles that of the original decoder-only Transformer model
introduced by Vaswani et al. (2017), with some minor adjustments. The fact that this foundational architecture
has remained largely unchanged highlights its strong performance and adaptability for a wide range of language
tasks. However, there is growing evidence that certain architectural choices within the Transformer framework
may contribute to issues like hallucination and are not fully optimized for LLMs’ current use cases.

Self-Attention One key factor contributing to hallucinations is the self-attention mechanism, which is both a
strength and a limitation of the Transformer architecture. Self-attention enables the model to capture contextual
dependencies by weighting the relevance of all tokens in a sequence to each other, but it lacks a structured
mechanism to ensure consistency across longer text spans. As a result, models may generate plausible-sounding
but inaccurate information, especially in cases where maintaining factual consistency over multiple sentences or
paragraphs is critical. This limitation arises partly because the Transformer treats each token independently, and
without explicit grounding, it cannot verify information accuracy. Recent studies have identified a correlation
between unpredictable errors in reasoning and the self-attention mechanism, referring to these errors as attention
glitches Liu et al., 2023. These glitches occur when the model fails to accurately select, extrapolate, or propagate
precise information from one part of the context to the next token prediction. This issue is often linked to the
“soft-attention” mechanism, where the use of Softmax activation in attention calculations gradually introduces
noise, diluting the focus and fidelity of the information as it is processed over long contexts. Consequently,
key details may be lost or distorted, contributing to reasoning errors and making the model more prone to
hallucinations(Chiang and Cholak, 2022).

Mitigation According to Liu et al. (2023), applying a regularizer to "sharpen" attention can help mitigate the
phenomenon of attention glitches. They propose that "hard-attention"—where output weights are discrete rather
than continuous—would be a more effective approach for the Transformer’s attention layer. However, issues
with differentiability make this option less computationally efficient, posing practical challenges.

While some architectural weaknesses contributing to hallucinations in Transformers have been identified,
these flaws are relatively limited and often challenging to pinpoint due to the complex, layered nature of
Transformer models. The structure of Transformers, particularly their reliance on deeply stacked, interdependent
layers, makes it difficult to isolate specific sources of error without impacting other functional components.
This interconnected design means that even minor modifications can produce unpredictable effects throughout
the model, complicating efforts to systematically reduce hallucinations. Consequently, consistent architectural
improvements aimed at overcoming hallucinations remain a high research priority, as researchers seek methods
to refine the core Transformer structure in ways that enhance reliability without compromising the model’s
foundational strengths.
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4 Detection

In this section, we are now reviewing existing approaches to hallucination detection, from simpler, less efficient
techniques to more advanced and promising methods, to offer a comprehensive overview of the current state-
of-the-art landscape. As explained in Section 3, we are far from developing LLMs that do not suffer from the
hallucinations issue, for this reason, detecting them is crucial to prevent misinformation and to establish trust in
LLM applications. Existing hallucination detection techniques vary widely in complexity and effectiveness, we
are now reviewing some techniques identified by Huang et al. (2023).

4.1 Basic Detection Approaches

N-gram Overlap Metrics The first basic method to detect hallucinations would be to compare existing metrics
both on the prompt and the generated text. N-gram overlap metrics, such as ROUGE (Lin, 2004) and PARENT-
T (Wang et al., 2020), are foundational techniques that measure the similarity between generated text and a
reference. While these metrics are computationally efficient and widely used in natural language generation
tasks, they are often inadequate for detecting hallucinations, as they focus solely on surface-level word matching.
This limitation makes them less effective for identifying factual inconsistencies, as these methods do not account
for semantic correctness (Maynez et al., 2020).

Entity and Relation Overlap Entity-based (Nan et al., 2021) metrics aim to improve upon n-gram overlap by
checking the presence and accuracy of key entities in the generated text, so in specific cases, where accurate
inclusion of entities (e.g., names, places) is crucial, this approach could be informative. Relation overlap
(Goodrich et al., 2019) methods take this further by examining the relationships between entities, providing a
more refined assessment of hallucination in generated content. However, these techniques are still limited when
the generated output contains complex information that may not directly match the source text.

4.2 Intermediate Detection Techniques

Classifier-Based Detection Classifier-based techniques use machine learning models trained to distinguish
between hallucinated and accurate content (Maynez et al., 2020). By leveraging labeled datasets classifiers
can identify factual inconsistencies and other hallucination markers. Despite their effectiveness, these methods
are constrained by the need for large, high-quality labeled datasets and may struggle with domain-specific
hallucinations where labeled data is scarce.

Question-Answering (QA) Based Metrics QA-based methods involve generating questions from the model’s
output and attempting to answer them using the source content as a reference (Scialom et al., 2021; Honovich
et al., 2021). By comparing the answers generated from the source and the model’s output, this method can
assess the alignment of information. QA-based approaches offer a more robust assessment than n-gram and
entity-based methods, as they focus on the factuality of key information. However, they are computationally
intensive and require sophisticated question-generation models, which may introduce additional complexity.

4.3 Advanced Detection Techniques

Uncertainty Estimation and Self-Consistency Checking Uncertainty estimation techniques use internal
model metrics, such as token probabilities, entropy, or response consistency, to gauge the likelihood of hallucina-
tion. Farquhar et al. (2024) employed entropy-based methods to detect a subset of hallucinations— confabulations
— by letting the model generate multiple answers to a single question, and compare those answer to estimate
the entropy measure. Uncertainty estimation offers advantages in detecting subtle hallucinations that surface
in response variation. Although promising, these methods can be computationally costly, especially for larger
LLMs, as they require generating and comparing multiple outputs for a single prompt.
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Multi-Agent Cross-Examination A newer approach, multi-agent cross-examination, leverages interactions
between two or more LLMs to identify hallucinations (Cohen et al., 2023). This technique, inspired by legal
and investigative interviews, employs one model (the “examiner”) to query another model (the “examinee”) and
reveal inconsistencies through multi-turn interactions. By involving multiple LLMs, this approach provides a
robust check on factuality, with promising applications in high-stakes environments where accuracy is paramount.
However, the added complexity of managing multiple agents and interpreting their interactions poses practical
challenges.

4.4 External KB Detection Methods

Retrieval-Based Fact-Checking Retrieval-based fact-checking combines model output with external, trusted
sources to verify the accuracy of generated content (Lewis et al., 2020). This approach retrieves relevant
documents or database entries to cross-reference with LLM outputs. Using real-time or up-to-date sources, such
as online encyclopedias or domain-specific knowledge bases, it can achieve high accuracy. Retrieval-based
methods are particularly useful for long-form or complex hallucinations, which simpler techniques may not catch.
These methods, however, require careful implementation of retrieval algorithms and are limited by the quality
and availability of external data sources.

5 Future directions

In Section 3, we reviewed a variety of studies focused on identifying factors associated with hallucination in
language models. A particularly promising area of research is the explainability of transformers. Recent studies
are increasingly focused on examining the internal states of transformers, aiming to interpret these states to
uncover the "reasoning" process that language models undergo when generating each token. This approach seeks
to make the model’s token generation process more transparent and understandable. For example, studies such as
Lee et al. (2024); Hanna et al. (2023) have explored reasoning processes within a controlled, fundamental setting:
basic arithmetic tasks. This setting, particularly tasks like addition, proves valuable for examining reasoning
because it mirrors key elements of general reasoning processes. In an addition task, for instance, the model
must calculate a result based on preceding tokens, retain and transfer information across multiple generation
steps (such as carrying over values), and then compute results that build upon this transferred information. This
structured, step-by-step reasoning makes basic arithmetic a useful proxy for studying how language models
manage sequential, logical dependencies in token generation since it avoids the nuances of natural language
meaning, offer simpler, deterministic results that are straightforward to verify, and involve a finite, small set of
tokens, making the model’s intermediate steps easier to interpret and analyze.

6 Conclusion

In this work, various definitions of hallucinations were explored, along with their causes and the most recent
techniques used to detect and mitigate them. The journey into this topic has revealed a landscape where challenges
persist, but progress is clearly visible. Even though the issue of hallucinations remains unsolved, each new
approach brings the field closer to building more reliable models that can better balance accuracy with creative
output.

One of the key takeaway of this study is that the problem of hallucinations is multi-faceted. The phenomenon
can stem from a range of factors — data quality, model architecture, training processes, and even the inherent
ambiguity of human language itself. By identifying these factors, researchers have been able to design detection
methods that not only pinpoint when a model might be producing misleading or fabricated outputs but also offer
ways to minimize such occurrences.
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Newer models continue to being released and many of them are built using open-source frameworks and
refined data. This trend has played a significant role in elevating the standard for trustworthy language models,
since open-source LLMs let researcher from all over the world investigate the models in their entirety, leading to
new and exciting findings on how these complex models are working.

Another important aspect is the shift toward using more advanced training methods. Recent models have
been designed to integrate updated techniques that adapt to new challenges as they arise. This means that even
if a complete solution to hallucinations is still out of reach, continuous improvements are being made. Each
innovation — whether it’s a smarter algorithm for detecting anomalies in output or a refined training protocol —
adds another layer of protection against misleading results. Such advancements are setting a new benchmark in
the realm of language models, where trustworthiness is as prized as creative capability.

It is also worth noting that the ongoing research into hallucinations reflects a broader trend in the field
of artificial intelligence. The focus is shifting from simply making models more powerful to making them
more interpretable and transparent. This evolution is important because it ensures that the potential for creative
expression does not come at the cost of factual reliability. In many ways, the current efforts serve as a bridge
between raw performance and practical usability, opening up new possibilities for applications in various fields
while also keeping a cautious eye on the limits of current technology.
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