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Abstract—Assessing Al systems reliability is essential before
deploying them in safety-critical applications. While recent efforts
have focused on improving model resilience to random hardware
faults, meaningful comparison remains difficult due to the lack
of standardized reference models. Different authors use different
implementations, which makes comparisons unfair and biased:
resilience is influenced by the training processes, the software
framework, and data representations. To address these issues,
this work introduces a benchmark suite of CNN models to
test the resilience of DNNs. The benchmark is structured on
different axes: software framework, hardware platform, data
representation, task and dataset. It is aimed at providing a shared
foundation for fair and reproducible resilience evaluation.

Index Terms—Benchmark, Deep Learning, Fault Injection,
Machine Learning, Reliability.

I. INTRODUCTION

Deep Learning (DL) models, especially Convolutional Neu-
ral Network (CNNs), are increasingly integrated into safety-
critical systems such as autonomous vehicles and medical
diagnostics [1]. However, their reliability under hardware
faults is a pressing concern [2]. Unlike traditional benchmarks
focusing on accuracy or performance, resilience benchmarks
assess how well models tolerate faults, which is critical for
deployment in high-risk domains. Existing approaches lack
standardized reference models, making fair comparisons diffi-
cult.

To bridge this gap, the authors propose a benchmark suite
that provides standardized CNN implementations along with
associated training/test datasets and fault injection results. The
suite enables repeatable and comparable resilience assessments
and supports hardening efforts.

II. CHARACTERIZATION ELEMENTS

When designing a CNN, various factors influence not only
its functional performance but also its resilience to hard-
ware faults. This section outlines those key elements, which
serve as the basis for characterizing each benchmark. Please
note that the current framework includes all relevant aspects,
nevertheless it can be extended to accommodate additional

considerations in the future. The benchmark suite characterizes
each CNN model using the following axes:

¢ Software Framework: PyTorch [3] and TensorFlow [4] are
supported. Other examples of software frameworks are
Jax [5], TinyGrad [6] and litert [4]. Although functionally
equivalent, framework-specific internal implementations
may affect resilience. In section IV this aspect is shown.

e Hardware Platform: includes CPU, GPU, TPU, FPGA,
Systolic arrays, and ASICs, each impacting fault behavior
differently.

o Task: models are grouped by task—image classification,
segmentation, object detection, and regression.

o Dataset: Complementing the task, this axis covers
datasets dedicated to a specific task. In this poster there
are CIFAR-10, CIFAR-100, GTSRB, and PASCAL VOC.
The datasets influence training dynamics and fault impact.

o Training Process: a CNN needs a recipe to be trained.
This axis covers precisely this aspect, since hyper-
parameters like the optimizer, the learning rate, the num-
ber of epochs, and data augmentation do influence model
resilience.

« Data Representation: finally, recent research proposed
quantization methods by using simpler data types [7] and
it has been shown that it plays a role in the resilience [8].
This axes covers data representations (like FP32, FP16,
INTS, bfloat) to be studied in terms of resilience.

III. PROPOSED BENCHMARK SUITE

The suite consists of 16 CNN models across 11 architectures
(namely ResNet, VGG, DenseNet, GoogLeNet, MobileNetV2,
DeepLabV3), trained on the four datasets (CIFAR-10, CIFAR-
100, GTSRB and COCO). Both PyTorch and TensorFlow ver-
sions are included. Conversion from PyTorch to TensorFlow
was done using Nobuco [9], ensuring consistent architecture
and comparable accuracy.

In order to ensure reproducibility, the benchmark includes
the architecture of the model, along with the training recipe;
the fault injection list used in the experiments described
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in the following; the results obtained in the aforementioned
experiments.

IV. RELIABILITY ASSESSMENT

To demonstrate the effectiveness of the benchmark, some
experiments are reported in this section. The core method-
ology involves Statistical Fault Injection (SFI) targeting the
trained weights using stuck-at faults [10]. Fault injection
was conducted at the software level [11] across all layers
(convolutional and linear). A 99% confidence level and a 1-3%
error margin guided fault sampling. The same faults were
injected into both frameworks to ensure fair comparison [10].

A. Image Classification

The experiments show that models trained using Adam
generally show better fault masking than those using SGD.
Notably, using the Adam optimizer results in over 12% more
masked faults and improved mitigation of SDC-1 faults.

In addition, another obstacle is the framework used for
training. Another critical factor is the choice of identical neural
architectures trained on different platforms may yield divergent
outcomes. Prior studies [43, 44] demonstrate that variations in
algorithms and libraries can directly affect model performance.
Even with identical hyper-parameters, different frameworks
can produce networks with distinct weight distributions and
accuracy levels. PyTorch and TensorFlow yield small but
non-negligible differences in fault sensitivity due to backend
numerical handling and kernel-level differences.

For instance:

e ResNet20 (CIFAR-10) showed 41.65% masked faults in
PyTorch versus 46.65% in TensorFlow.

o Differences in SDC-1 were small ( 0.01%), but differ-
ences in masking were more noticeable.

Please note that a fault can be categorized when the faulty
output (produced by that fault) and the fault-free output given
the same input, are compared together as following:

(a) Masked if they do not affect the final vector score at all,

(b) Non-critical if they have an impact on the final vector
score, but they keep the correct prediction, and

(c) Silent Data Corruption (SDC-1) if they produce a wrong
prediction, i.e., an application’s failure [7].

B. Image Segmentation

Similar results were observed in the context of a different
task. For segmentation tasks (e.g., DeepLabV3 on PASCAL
VOC), customized metrics like pixel-level accuracy and mloU
were used, and resilience was categorized into masked, toler-
able, and critical SDCs.

Specifically,

(a) Masked if the predicted pixel labels in the faulty and
golden outputs are identical;

(b) Tolerable if less than 1% of pixels are modified between
the faulty and golden outputs, with no new classes
appearing or existing classes disappearing;

(c) Critical SDC if at least 1% of pixels are modified
between the faulty and golden outputs, or new classes
appear/disappear.

In this regard, the results show that the experiments car-
ried out with PyTorch resulted in 79.9% of masked faults
and 1.35% of critical SDCs, while using TensorFlow shows
88.69% of masked faults and 2.31% critical SDCs.

V. DISCUSSION AND IMPLICATION

The benchmark suite highlights that framework and train-
ing choices affect fault tolerance. Thus, it is necessary to
make comparisons through the employment of standardized
models to avoid misleading conclusions. This applies to both
(1) hardening strategies to produce resilient hardware and
(i1) analysis framework to fairly compare the results. This
benchmark suite addresses this need of standardization and
supports reproducibility.

VI. CONCLUSIONS

This benchmark suite fills a critical gap in Al system design,
enabling standardized evaluation of DL model resilience. It
provides:

¢ a consistent set of neural architectures,

o standardized fault injection producers,

« future-proof design by allowing structural improvements.

The suite is aligned with the goals of Al safety regulations
(e.g., EU AI Act) and is publicly available on github at the
link https://github.com/ReADLBench/dnn-benchmark, to sup-
port community-driven expansion. Future directions include
broader tasks, data formats, and hardware targets.
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