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Abstract—The exponential growth of the Internet of Things (IoT)
has created an essential demand for Distributed Machine Learning
(DML) systems. In this context, Federated Learning (FL) allows
IoT devices to collaboratively train models while maintaining data
ownership and privacy. Despite the evident advantages, FL faces
practical challenges such as client selection and adaptation to
heterogeneous data distributions. Recently, consensus-driven al-
gorithms have been proposed to enable efficient and scalable FL
without a central coordinating entity. Weighted Average Consensus
(WAC) tools, primarily used in distributed signal processing, fail to
address FL-specific challenges. The paper proposes a new family
of server-less FL algorithms optimized to exploit WAC techniques.
In particular, we propose an evolution of the centralized Federated
Adaptive Weighting (FedAdp) method and present three distinct
WAC schemes specifically designed for non-Independent and Iden-
tical Distributed (IID) data. Each scheme has a unique aggregation
part that optimizes the weights of the clients’ local models. The
performances are evaluated in a real-world IoT system, analyzing
their convergence properties in the context of heterogeneous client
populations. Results show that the proposed algorithms outper-
form vanilla consensus FL up to 56% of accuracy and they are
resilient to both label and sample data skewness.

Index Terms—FL over networks, weighted average consensus,
non-independent and identical distributed, edge computing.

1. INTRODUCTION

HE rapid growth of the Internet of Things (IoT) and
T the diffusion of devices with increasing computational
capabilities created a significant need for Distributed Machine
Learning (DML) [1]. Federated Learning (FL) is a DML ap-
proach that allows devices to collaboratively train models while
keeping their data local, thus preserving privacy and security [2],
[31, [4], [5]. In vanilla FL framework, a central entity, i.e.,
Parameter Server (PS), coordinates the learning process among
the participating devices, or clients, by aggregating their locally
computed model updates. This technique is particularly relevant
in 5G/6G networks [6], [7], [8], where devices can efficiently
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communicate and share data, enabling a wide range of appli-
cations such as autonomous driving, smart cities, and advanced
healthcare services [9], [10], [11], [12].

While FL offers undoubted advantages, it also faces several
challenges that must be addressed to ensure robustness, effi-
ciency, and security across various application domains [7], [13],
[14]. These challenges include client-selection [15], [16], [17],
[18], [19], which involves determining the optimal set of clients
to participate in the training process; energy consumption [20],
[21], [22], [23], as IoT devices often have limited battery life,
calling for the design of energy-efficient FL algorithms; and
incentive mechanisms [24], which foster cooperation among
clients by rewarding them for their contributions. Additionally,
Over-The-Air (OTA) computations and communications [25],
[26], [27] require efficient techniques for data transmission and
model aggregation while minimizing latency and bandwidth.

Alongside the aforementioned issues, security remains a ma-
jor concern in FL [28], [29], [30], as the system is vulnerable to
various attacks such as data poisoning and model manipulation.
Another aspect to consider is online learning [31], [32], [33],
which necessitates algorithms capable of adapting to dynamic
and evolving data distributions. Furthermore, achieving fast-
convergence [34], [35] and time-efficient asynchronous FL [36],
[371, [38], [39] is crucial for practical implementation, particu-
larly in scenarios with limited connectivity or highly dynamic
environments. Addressing these various aspects is essential for
unlocking the full potential of FL and ensuring the successful
deployment of FL-based systems across a wide range of appli-
cations.

A. Related Works

One of the main concerns in FL is the non-Independent and
Identical Distributed (IID) data distribution among clients [40].
Indeed, in case of data heterogeneity, traditional methods like
Federated Averaging (FedAvg), which rely on local Stochastic
Gradient Descent (SGD), may struggle to achieve convergence
when the participating devices execute an excessive number of
local updates or have skewed data distributions. To overcome
this limitation, adaptive learning rate strategies [41], [42], [43]
and smart clustering or pooling techniques [44], [45], [46] have
been introduced in the last years.

Of particular interest are the works of FedProx [47] and its
variants [35], [48] which employ an inexact proximal point
update for local optimization, i.e., penalizing the deviation of
the local model from the PS global one. While FedProx is
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Fig. 1. Comparison of PS and consensus-based architecture in a network with
four clients. The aggregation weights o s, and oy u; , are computed and
applied in the first case by the PS and in the second case by each individual
client (node ¢ in the figure).

performed individually by each client, other algorithms focused
on developing ad-hoc PS aggregation weighting to regulate the
impact of each local model in the global update. An example
can be found in [49], where the authors developed a Federated
Adaptive Weighting (FedAdp) algorithm which employs PS
aggregation weights based on the inner product between local
gradients and the global gradient. Indeed, this metric can be used
as a dis/similarity measure to estimate the contribution of the
local model. Intuitively, the more the local and global gradients
are orthogonal, the less the local model will positively contribute
to the global aggregation.

Recently, a distributed version of FL, known as consensus-
based FL [50], [51], [52], [53], has been proposed to address
some of the challenges associated with PS-based FL, i.e., with
centralized approaches [54]. As depicted in Fig. 1, differently
from PS-based FL, in consensus-FL, clients collaboratively train
models while also reaching a consensus on the model updates
without a central coordinating entity, which leads to a more effi-
cient and scalable learning. These techniques have evolved from
conventional distributed maximum likelihood estimation based
on consensus [55], where individual nodes depend exclusively
on their local data and the information shared via connections
with nearby nodes to update their local approximations. In
the simplest version of consensus, i.e., Averaged Consensus
(AC) [56], the model parameters are updated in a synchronized
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fashion and with constant or absence of weighting aggregation.
Similar to AC, consensus-FL faces challenges such as asyn-
chronous and fast convergence [57], [58], as well as reducing
the carbon footprint [59]. To address these issues, consensus-FL
algorithms, such as Gossip FL [60], Consensus-driven Federated
Averaging (CFA) [61], [62], and dynamic layer selection [63],
[64], have been proposed.

In distributed estimation, smarter Weighted AC (WAC) has
been proposed [65] to extend the continuous-time approach [66]
to a general discrete-time vector-parameter estimation problem.
Recently, attempts have been made to apply WAC algorithms
to FL under non-IID data distributions and network dynamics.
For example, in [67], the authors used simulated clients with
label-skewness (each client possessing data from only one or a
few classes) but did not explore sample-skewness scenarios or
conduct experiments involving real devices. Similarly, in [68],
the focus was on label-skewness with simulations on time-
varying topologies, but again, sample-skewness and real-world
network dynamics were not considered. Moreover, these ap-
proaches typically employ conventional CFA algorithms, where
the weighting is based solely on the number of samples in the
local datasets. Such methods do not account for real network
dynamics and do not exploit the learning contribution of each
node when determining the appropriate weights for model ag-
gregation. Given the relevance of applications like massive-IoT
networks [52], vehicular communications [69], and industrial
networks [70], where non-IID data distribution and network
dynamics are common, the adoption of WAC in FL systems to
handle these challenges is clearly a research direction to explore.

B. Contribution

The design of adaptive weighting algorithms for PS-based FL
has been extensively studied in the literature and main challenges
can be considered well understood. On the other hand, transfer-
ring algorithms optimized for conventional FL architectures to
a fully decentralized platform (with no physical PS server) is
challenging and partially addressed. The current literature shows
a lack of consensus-based algorithms specifically designed for
non-IID frameworks, since solutions developed for centralized
FL contexts can not be directly applied to fully-distributed
setups. To move a step forward in this direction, this paper
proposes WAC algorithms designed for decentralized FL se-
tups and under heterogeneous client populations assumptions.
The proposed solutions extend popular FL techniques, such as
FedAdp, broadening their scope of applicability in distributed
contexts, where the adaptive aggregation of model parameters
and the optimization strategy are performed client-side without
a coordinating PS-part.

In summary, the main contributions are as follows.

® We make a comparative analysis on PS and consensus-
based FL, highlighting the key similarities and differ-
ences, and investigating the main schemes for centralized
weighted FL;

e We propose three different solutions for achieving
weighted FL in decentralized network architectures, which
mainly differ for the aggregation part according to the local
contribution of the neighbors (based on a virtual PS, on
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a selected client or on the local retained model). To the
best of our knowledge, this is the first attempt to extend
conventional WAC techniques to fully-decentralized FL
with consensus;

® We analyze the convergence properties and evaluate the FL
performance on a real platform consisting of heterogeneous
IoT devices. The heterogeneity is taken into account by
introducing asymmetries in both samples and label distri-
butions, namely sample and label skewness, and assessed
through different models and datasets complexities.

C. Paper Organization

The structure of this paper is as follows. Section II provides
an overview of PS and consensus-based FL, together with a
description of FL for non-IID local distributions. In Section III,
we describe the weighted consensus algorithms, i.e., WAC for
FL, detailing the main steps and convergence properties of
the proposed algorithms. Section IV presents details about the
dataset and FL platform, both simulated and with real IoT de-
vices, followed by a discussion of the numerical results obtained
with different non-IID data characterizations. Finally, Section V
concludes the paper.

II. SYSTEM MODEL

In this section, we first describe the vanilla PS-based FL tools
and the consensus-based solutions for server-less architectures.
Next, we discuss the main existing categories of FL algorithms
for non-IID data.

A. From PS-Based to Server-Less FL Driven by Consensus

In the framework of FL, we consider a network that includes
one PS and a collection of K clientsdenotedas K = {1, ..., K'}.
For notation purposes, throughout the paper, we will indi-
cate with subscripts ¢ and k the indices for the clients and
neighbors, respectively. Each client possesses its own distinct
dataset D; with a size D; = |D;|. The ultimate loss of the FL
procedure is to achieve a global Deep Learning (DL) model
that minimizes a loss function wps = argmin, £(w), where
L(w) =1+ Zfil %Li(w,l)i), L; represents the local
cost determined by client i utilizing the data batches D;. An
iterative process, involving a local model optimization step
followed by an aggregation step executed on the PS, is used
to obtain the global model.

At time (i.e., federated round) t = 1, ..., Ng,aset S; C K
of clients is chosen to carry out the training procedure. Clients
are required to generate local models via optimization in the
FL process, typically employing supervised and gradient-based
techniques, e.g., Adam optimizer [71], with mini-batch B of
size B and learning rate 7. Each client ¢ € S; performs F local
epochs prior to exchanging the local model with the PS, which
is responsible for updating the global model. In the vanilla FL
using PS, i.e., FedAvg, the aggregation step is conducted using
a weighted average based on the number of samples D; from
each client:

Wps,t = Z s, Wit (1

1€SE

1371

where wps ; is the PS global model, w; ; is the local model of
clientiand o; 5, = ﬁ are the mixing weights.

Decentralized FL architectures do not employ the PS but
rather share their local model(s) repeatedly over Device-to-
Device (D2D) links so as to reach a consensus on a global model
(consensus-based FL): the clients form a graph G, = (V, &),
where each node i € V; corresponds to a client/learner, while
the edge (i, 7) € &, with i # j, signifies the presence of a com-
munication link from client ¢ to client 5. The consensus-based
algorithm, referred to as CFA, operates as follows. At round ¢,
each client ¢ € S; performs a local model optimization step and
then exchanges the model parameters with its neighbors A/ ;.
Subsequently, an aggregation step is executed, similar to the
PS [52]:

Vi =Wit € Z N (Wht — Wit) @
kENi,t

where 1), , represents the aggregated model, ¢; is the consensus
step-size which modulates the memory of previous models and

_ Dy, .. . .
Qg.N, , = Swev, Dw are the mixing weights related to client k,

based on the number of samples retained in each client. While
the weights oy, n; , enable CFA to partially cope with sample
unbalances, they do not fully capture the information gain of
each local model in case of different data qualities or other types
of non-IID data imbalances. Note that the aggregated model ¥, ,
represents an estimate of the global model as seen by client 7
and its neighborhood N; ;. However, as opposed to (1), here
the aggregated model is obtained by taking into account the
error between the local model and the neighbor ones. It is worth
noting that the algorithm operates in the same manner if clients
exchange gradients of the local model update instead of model
parameters.

B. FL for non-1ID

The importance of IID sampling in training data lies in the fact
that it ensures the stochastic gradient is an unbiased estimate of
the full gradient. FedAvg and CFA are known to be effective
when data distribution across different nodes is the same as for
the centrally collected data. However, in practice, data distribu-
tion across local nodes is typically non-IID, resulting in local
losses £;(wps ;) to be closely related to data distribution D; and
local updates to gravitate towards the optima of its local loss
L;(wps,¢) rather than the global loss £(wps ;). The inconsis-
tency between local models w;; and the global model wps ;
accumulates during local training, necessitating more commu-
nication rounds for convergence. Consequently, multiple local
updates during local training can potentially harm convergence
and even cause divergence in the presence of non-IID data [3].

When it comes to designing PS-based FL algorithms for
non-IID data, two major categories can be distinguished: either
based on the local model optimization (e.g., adding a penalizing
loss term) or either based on the global model aggregation step
(e.g., weighting the local model contributions). Examples of the
first category include FedProx [47], Distributed Approximate
NEwton (DANE) [72], and Federated Curvature (FedCurv) [73].
FedProx uses parameter stiffness, i.e., an isotropic penalty term
in the local loss, to avoid diverging from the global model.
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DANE builds upon FedProx by adding a gradient correction term
to accelerate convergence, while FedCurv exploits the Fisher
information matrix to protect parameters that are important to
each task.

The second category of algorithms, on which we focus on,
leaves unaltered the local model optimization step, while target-
ing the optimal aggregation weights that the PS should employ.
FedAdp [49] is one of the most relevant works in this direction
which aims at designing the aggregation weights &; s,, such
that Zie S aj s, = 1, in order to increase the convergence rate
especially in non-IID settings. The main idea is that the greater
the difference between the global gradient (i.e., of the global
model) and the local gradients of each client, the higher is the
weight that should be assigned to the local update. To this aim,
the PS, after receiving the local updates, computes the global
gradient starting from the gradient descent update:

Wps,t = Wpst—1 — ) VL(Wps¢) (3)
with
VL(Wesi) = Y i, VLi(Wes ), “
=
and VL, (wps ;) = —% represents the approximated local gra-

dients of client 4, with A; = w; ; — Wpg ¢+—1. A measure of the
distance between the gradients can be obtained, as proposed
in [49], by using the instantaneous angle 0; ;:

VL(wpst)" - VLi(wps ;)
IV L(wes )|V Li(wes 1)

where || - || represents the 12 norm. Furthermore, for numerical
stability purposes, a smoothed angle 6; ; is used:

0;,+ = arccos

&)

~ Hi,t t= 1
ie=19,17 1 ©)

TQM,l + fei,t t>1.

Finally, the aggregation weights are obtained as:
a5, = Z Cvi,stef(g”’t)y (7

1€St
where f(@f) =ag(l — e’eiaGwi’rl)) is a variant of the Gom-
pertz function [74] and ag is an hyper-parameter. We highlight
that o regulates the sensitivity with respect to the smoothed
angle between the gradients. The higher a, the more sensitive
the output is to the smoothed angle, potentially increasing the
difference in contributions from the participating clients.

III. WEIGHTED CONSENSUS ALGORITHMS

In this section, we first describe the proposed weighted con-
sensus algorithm, specifically designed to handle heterogeneous
clients. Next, based on the analysis of [49], we discuss the
convergence properties which exploit the weighted consensus
scheme.

In fully decentralized scenarios where the PS is not available,
each client member of the federation must depend on the local
updates from its neighbors to compute the aggregated model:
the goal is to determine the optimal aggregation weights &; s,
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to be used in the aggregation step. Following the FedAdp
paradigm, the main challenge is to identify the equivalent global
model on which the similarity metrics should be calculated.
We propose that each client hosts virtual PS functions, where
;. in (2) can be now interpreted as an instance of the PS
global model which is observed by the local client ¢ using the
available neighbors. In what follows, we refer to this solution
as Consensus-driven FedAdp virtual PS (CFAdp-vPS). An al-
ternative approach that will be explored in the next sections,
involves selecting one specific neighbor local model as the
reference instance (i.e., reference model) of the global model,
and computing the various gradient distances concerning it. In
the subsequent sections, we provide a detailed description of the
two versions of weighted consensus algorithms, emphasizing
their key characteristic steps.

A. CFAdp with Virtual PS

The first CFAdp algorithm is the dual version of the vanilla PS-
based FedAdp method adapted to implement linear distributed
average consensus among peer clients. The method is described
in Algorithm 1. Here, each client 7, after receiving the neighbors’
local models wy, ; VEk € /\/;’t, computes the aggregated gradient
as:

VE@Wis) = Y ks, VEWi0), ®)
keS:
where VL (9, ;) = — i are the approximated local gradients

n

of client k and Ay, = wy s — 1), ;1. Note that (8) is the analo-
gous of (4) where the global model wps ; is substituted with its
local representation 1), ,. Here, the aggregated gradients serve
as an approximation of the gradients gathered and combined by
a PS, connected with the neighbors N; ; and the node i itself.
The instantaneous angles are computed similarly to (5) in lines
13 of Algorithm 1:

VE('(/)i,t)T VL (wi,t)
VL NIV Le (i )l

where the global gradients are substituted with the aggregated
gradients, i.e., V.L(, ;) with respect to the aggregated model
1, , in client 4. The instantaneous angle directly relates to the
amount of information that can be injected from client £ into
the learning system. Note that client ¢ has no advantage with
respect to all the other clients and that its model contribution
can be made negligible according to the angles. Consequently,
the new aggregated model is estimated with:

€))

0.5, = arccos

VYip =Y Ok, Whi, (10)
keS:
where the mixing weights oy, s, are obtained in line 16 as:
_ D f(gk‘st)
Gh.s, = kC Vk €S, (11)

Zk’e& Dy AT

The mixing weights in (11) are obtained similarly to a softmax
function, but with the usage of the Gompertz function. This func-
tion enables a slow and gradual variation of the weights for big
angles, ensuring that major differences between clients do not
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Algorithm 1: Consensus-driven FedAdp virtual PS.

1: procedure CFAdp-vPS N, 4, au s,
2: authentication with network broker

> Run on client %

3: receive parameters (E, B) >RX from broker
4: initialize w; o < device i
5: for eachround ¢ = 1,2, ... do >>Training loop
6: receive {Wg s fren , > RX from broker
7: Dec{wy,i}ren , >>Decipher weights
8: vck(lpu)——% Vk € Sy
9: VLW, 1) = X kes, s VLR(Y; 1)
. _ VL(pi )" VL (Y, f)
10: Ohs, = arccos gy STV L, ol
keS,
~ 0 t=1
11: 9k75t = tfffv 1
Tekﬁst 1 + ;Hk’gt t > 1
B Yk € S;
120 fOhs) =ac(l—e ") vk es,
13: ak,St — D"Ef(ek’sfv) VEk € St
Dones, Dk/ef(ek'vst)
14: Vit = Dkes, kS Wkt
15: Witt1 =Y, —nVLi(Y,; ;)  >Model update
16: send Enc(w; 14+1) >Encrypt and TX to broker
17: end for

18: end procedure

lead to abrupt changes in the aggregation weights. As the angles
decrease, the function allows for a more significant adjustment
in the weights, enabling clients with similar, i.e., smaller angles,
to have a more substantial impact on the consensus. Finally, the
local model optimization step is performed starting from 1/, ; as
in CFA. ’

We want to point out that the CFAdp algorithm considers
both the volume of data and the contribution of each node in
the neighborhood (i.e., the correlation between the local and ag-
gregated gradients obtained from neighbors) when determining
the appropriate weights for model aggregation. As described
in Section III-C, this allows to infer an upperbound to the
rate at which the overall FL loss may decline, under specific
assumptions on loss function.

B. CFAdp with Client Selection

As clarified in the analysis of Section IV, in some cases, com-
puting the aggregated gradients as in (8) may not be the best way
to combine the local gradients observed in the neighborhood.
For example, this might happen when a neighbor’s local model
gives a limited or negative contribution to the FL process. The
proposed algorithm, referred to as CFAdp with Client Selection
(CFAdp-CS), allows every client to proactively select the best
neighbor model which is used to represent the new aggregated
model, namely, a new reference 1), , for the next round .

The comprehensive pseudo-codé is outlined in Algorithm 2,
and it works in the following way. After receiving the neigh-
bor models, each client ¢ computes the instantaneous and
smoothed angles, and Gompertz function for each couple

Algorithm 2: Consensus-driven FedAdp with Client Selec-
tion.

1: procedure CFAdp-CS \V; 1, € > Run on client ¢

2 authentication with network broker

3 receive parameters (F, B) >RX from broker

4 initialize w; o < device i

5: for eachround ¢t = 1,2, ... do >Training loop
6: receive {Wx ¢ fren , > RX from broker
7
8
9

Dec{Wkt}ren , >>Decipher weights
VLy(;,) = —5% Vk€S,

_ v£k1 (wi,t)T'Vﬁkz ("J)lt)
D1 kot = ATCCOS [T o ST T (]

Vki,ko € Sg, k1 # ko
~ 0
10: Oky kit = { fl’ﬁz’t

t=1
B0k, ko1 + 0k1 kot T> 1
Vk‘l,k‘g S St,kl 7é ko

11: f(gkl,kz,t) =oag(l— e’eiac(ekl’kwil))
Vk’l,kQNG Sy, ky 7é ko
12: ky = argmaxy, > pes, prr f(Okwt)
N PO )

13: Q. jr = k€ L Vk € Nk*

t F(Opr 1%) t

Zk/&’,\:k: Dye

14: i =W+ €D pen,. Ok ki (Wht — W)
15: Witt1 =Y, —nVLi(Y,; ;)  >Model update
16: send Enc(w; 141) >Encrypt and TX to broker
17: end for

18: end procedure

of neighbors, obtaining the matrices 0y, i, ¢, Ok, k,+ and

f (5;“7;%,5) Vki, ko € Sy, k1 # ko, respectively. In particular, the
instantaneous angles are estimated as:

V‘Ckl ("/’i,t)T : V/v‘lcz (wi,t)
IV L, (%5, [[IV Ly (905,0)
This permits the evaluation of the similarities between clients’

updates, holding a method to select the best reference clients
with respect to the current update. Then, the reference neighbor

model is selected as:
> fOrw)
K eS, k' £k

arccos

Ok kot = (12)

k; = argmax;, (13)

The reference neighbor in (13) is chosen by taking among
the summations of the Gompertz functions since this helps in
identifying the client whose local model is most similar to
the majority of the neighboring models, thus maximizing the
potential contribution to the consensus. The aggregation weights
are computed excluding the reference client as:

Dkef(ek,k:)
Zk’ej\/’k* Dk/ef(ekl’k;)
t

As opposed to (10), the aggregated model is now obtained
using the selected client k; as reference and implementing an

Qg ky = VEk € Ni;. (14)
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exponential moving average:

Vi =Wt € Z ki (Wrt — Wi ) (15)

kGNkz

where ¢; modulates the memory of previous models. The benefit
of this approach is that, in a fully-connected network, all clients
will select the same reference client during each federated round,
leading to a more stable and seamless convergence. This is
especially advantageous when one client possesses a highly
representative model, as it can serve as a reference to accelerate
the convergence process. Notice that (15) can be rewritten as
(10) as shown in Appendix Al. Therefore, CFAdp-CS can be
interpreted as a special case of CFAdp-vPS for which the same
convergence properties as described in Section III-C hold.

As a last remark, note that through Algorithm 2 it is always
possible to force each client 7 to choose its own local model ¢ as
the reference, so that kj = ¢, Vt, and regardless of the reliability
of the local data and update. This particular degenerate case,
referred to as CFAdp Egocentric (CFAdp-Ego), will further
analyzed in Section I'V. In this case, the model aggregation (15)
reduces to:

Vi =Wirter D Opi (Whe— Wiy).
kE./\/'i,t

(16)

In the egocentric approach, each client uses its own local model
as the reference. In other words, the instantaneous angles in
(12) are computed between the local gradients VL, and the
neighbors’ gradients V Ly,. If the local model is highly biased,
such as in the scenario depicted in Fig. 6 with 1 IID client and
9 non-IID clients, relying on a biased local reference can hinder
optimal aggregation.

The three proposed strategies, namely CFAdp-vPS, CFAdp-
CS and CFAdp-Ego, are visually represented in Fig. 2 to
highlight their mutual differences. In Fig. 2(a), representing
CFAdp-vPS, the reference clients (highlighted in red) are all the
available ones in the subset S;, as described in (8). Therefore,
each client acts as a virtual PS, which collects and updates the
model independently from its index.

In Fig. 2(b), illustrating CFAdp-CS, the reference client
changes at each round according to the model with the highest
contribution, as determined by (13). Note that the selected client
is the same for all clients in the network during that round,
leading to a more stable and seamless convergence.

Finally, in Fig. 2(c), we show the CFAdp-Ego, where each
client adopts its local model as the reference. This means that
the aggregation is centered around each client’s own model, and
the similarities are computed between the local gradients and
those of the neighbors. As previously discussed, if the local
model is highly biased, its dependence can lead to suboptimal
aggregation and affect the convergence of the algorithm.

C. Convergence Analysis

We now analyze the theoretical convergence of the proposed
CFAdp algorithm by adopting typical FL assumptions [35], [40],
[47], [49], [51].
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(a)

()

(©

Fig. 2. Three Consensus-driven Federated Adaptive Weighting (CFAdp)
strategies, where reference models and neighbors are highlighted in red and
green, respectively. From top to bottom: CFAdp with virtual PS (CFAdp-vPS),
with client selection (CFAdp-CS) and egocentric (CFAdp-Ego).

Assumption 1. ~y-Lipschitz smoothness: Considering a
generic client ¢ member of the federation, we let Ly (v, ;) VK €
St be y-Lipschitz smooth i.e., [[ VL (), 1) — VLL(Y; 114 <
Yb; 4 — ; 144l for any two parameter vectors v, ;, %, ;-

Based on Assumption 1, the local representation of the global
objective, defined as VL(v, 1) = > ycs, k.5, VLE(P; 1), can
also be assumed as ~y-Lipschitz smooth since ;s ak.s, =1
for each subset S;.

Assumption 2. Bounded Local Dissimilarity: For any client
1, the dissimilarity between local loss of client k£ and the local
representation of the global objective at v, ; is bounded by A
and B, i.e.. A|IVL, )| < [VLL(; )| < BIVL@,,)].

Notice that when all the local data samples are the same,
it is A = B =1, therefore the local dissimilarity |A — B| in
Assumption 2 might be an indicator of the data heterogeneity
among clients, under the assumption of the same training con-
figuration.

Assumption 3. Stationarity: For any client ¢, we assume that
the subsets S; and \; ; Vi € S; are stationary over time.

In the context of PS-based FL, the same assumptions have
been made in several works [16], [35], [47],[51],[751,[761,[77],
[78], [79] to ensure stability and successful convergence of the
learning process across distributed datasets. Smoothness [75],
[76], [77] is a safeguard to ensure that the learning process is
stable, meaning small changes in the model parameters don’t
result in large variations in learning loss, while the bounded
dissimilarity [16], [78] ensures that learning can be effectively
coordinated across different clients to converge towards a useful
model that generalizes across all participating nodes.
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Finally, by assuming stationary neighbors (as done in [79]),
the client selection policy remains consistent over time, which is
crucial for establishing the convergence guarantees of the WAC
strategy. This practical assumption acknowledges that not all
nodes participate in every round due to factors like network
connectivity issues or device availability, but maintains that the
selection of participating clients does not change drastically
over time, thus providing a stable and predictable learning
environment. However, the algorithm remains operational even
in non-stationary environments. In scenarios where the network
topology changes, the algorithm can still work effectively if
the client selection policy adheres to a consistent random and
uniform mechanism. This ensures ergodicity, meaning every
client has a fair chance of being selected over time, regardless
of dynamic network changes.

It is important to note that the consensus-based FL inherently
complements the mesh network structure, where each node not
only captures and disseminates its own data, but also serves as a
relay for other nodes. In the case of a mesh network, even if the
mobility of the clients is partially present, the consensus-based
FL model would still work effectively, assuming that the set of
neighboring clients remains stationary. This essentially implies
that even if a subset of clients changes its position or connection,
as long as the overall structure of the neighboring set of clients
remains consistent over time, the learning process can proceed
uninterrupted.

Theorem 1: With loss function Ly, (); ;) satisfying Assump-
tions 1, 2, 3 and supposing 1), , is not a stationary solution, the
expected decrease in the global loss function on client ¢-th and
between two consecutive consensus rounds satisfies,

L(; 141) < L(P; )

R [( VL@ )" VL (i)
NEkes, IVL(; )V L (2, 1)l

B\ A? 2
) IvE@ 1P
where the expectation Ey,, refers to the weighting strategy of
the client k € S; for global model aggregation.

The proof of Theorem 1 builds upon [49] while to guar-
antee paper self-consistency, it is discussed in Appendix A2.
Theorem 1 provides a bound on how rapid the decrease of the FL
loss can be expected on the generic client :. It is straightforward
to verify that the convergence upper bound of decentralized FL
tool after Ny consensus rounds is given by

L(ing) < L(hi1)

ol VL) VL)
_ E es, s s
”; ke K||vz:<wi,t>||||v,ck<wi,t>||

Byn A?
- ) F VL]

a7

18
5 (18)
Based on Theorem 1, we have the following remarks.

Remark 1: The decrease of FL loss on the client 7 and between
two consecutive learning rounds shows the same dependencies
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as in the Fed Adp algorithm [49] including the bound gap [A, B].
VL("Pi,t)T'V['k (¢zt)
VL@ )V LE (i)
and the representation of the global gradient, obtained from the

received neighbor models, is a local metric to measure their
alignment level.

Remark 2: Similarly as for PS-based FedAdp, increasing
Ejes,[-] in each global round improves the convergence of
decentralized FL. Contributions of each individual neigh-
bor can be measured quantitatively through the correlation

VL@, )V LE (P :
HVL(%,})HHVCZ (d’i’,t))H between the local gradient V £j. (v, ;) and

the local representation of the global gradient V£ (1), ,) obtained
from the neighbors, and assign larger weights to the nodes with
higher contribution to enlarge the expected decrease of FL loss
in each global round.

The correlation between the local gradient

IV. SIMULATION EXPERIMENTS

In this section, we first describe the real-world FL network
platform, and then clarify the main networking characteristics
and tools that underpin the CFAdp-CS, CFAdp-vPS and CFAdp-
Ego consensus processes. Finally, we present the results on
convergence properties and performances with highly skewed
non-IID data distributions.

A. FL Networking Characteristics and Platform

In order to validate the three proposed CFAdp strategies,
we adopted both simulated and real fully-distributed clients
connected via Wireless Local Area Network (WLAN) and com-
municating, i.e., exchanging neural network model parameters,
through the broker-based Message Queuing Telemetry Transport
(MQTT) protocol [80]. The simulated network of clients was
implemented in a workstation featuring an Intel(R) Xeon(R)
Silver 4210R CPU operating at 2.40GHz, 96GB of RAM, and
a Quadro RTX 6000 24GB GPU. This allowed us to have
more flexibility in defining the computational capabilities and
the number of clients. On the contrary, the real-FL platform
prototype was composed of 6 Jetson Nano devices [81] equipped
with CPU ARM-Cortex-A57 and GPU 128-core Maxwell. The
laboratory comprising the IoT devices and the workstation is
shown in Fig. 3.

Communications among the clients in the consensus scheme
are managed by an MQTT broker, which receives and for-
wards model updates. Specifically, each client subscribes to
the topics related to the model parameters of its neigh-
bors. Upon completing a local training round, a client
pushes its updated local model to its designated topic, e.g.,
/f1l_session_ID/client_ID, and pulls the updated
models from its neighbors. This pulling operation can be per-
formed asynchronously and automatically, allowing the clients
to continuously listen for new updates on their neighbors’ top-
ics. The MQTT protocol ensures reliable communication by
handling possible packet losses and retransmissions, guaran-
teeing exactly-once packet delivery through Quality-of-Service
(QoS) level 2. Notice that, as observed during the experimental
tests, a high QoS level might introduce transmission delays.

Authorized licensed use limited to: Politecnico di Milano. Downloaded on April 07,2026 at 14:57:53 UTC from IEEE Xplore. Restrictions apply.



1376

Network
(gateway,
broker etc..)

T

2

Local
model

%

sting site

Fig. 3. Real FL platform composed of IoT devices, i.e., Jetson Nano, con-
nected via WLAN to a workstation.

The development of strategies to mitigate them has not been
considered in this paper, as our primary objective is to design a
WAC learning strategy tailored for non-1ID local data. Despite
the observed delays in the tests, the use of MQTT transport
combined with the proposed WAC strategies demonstrated ro-
bustness and resilience. For more insights into the potential
effects of transmission delays on FL optimization procedures
in the presence of a PS, we refer to our previous work [39].

B. FL Dataset and Implementation

Regarding the datasets, we employed a simple dataset widely
used for classification tasks, i.e., the Modified National Institute
of Standards and Technology (MNIST) [82] dataset using the
full validation data, and a more complex scenario with Canadian
Institute For Advanced Research (CIFAR)-100 dataset [83]. The
corresponding adopted DL models are a Convolutional Neural
Network (CNN) (LeNet architecture [84]) and a Convolutional
Vision Transformers (CVT) model [85]. For training procedures,
we considered the Adam optimization algorithm [71] with an ini-
tial learning rate of 0.0001 and momentum values of m; = 0.9
and my = 0.999. To choose the hyper-parameter o, we tested
the values in the range [1,10] and we reported the results in
Fig. 4. Note that increasing ag improved the accuracy up to a
certain point, beyond which the performance gains saturated. We
found that ag = 4 provided a good trade-off between sensitivity
to the smoothed angles and preserving the distinguishability
of contributions from nodes with smaller angle differences.
Therefore, for the experiments, we assigned ag equal to 4.
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Fig. 4. Tuning of the Gompertz function hyper-parameter ag.

The consensus step-size €; was set to 0.3. Finally, we adopted
a number of local epochs ' = 1 and a maximum number of
federated rounds Ny, = 100.

In order to accurately regulate the degree of non-IIDness
between clients, we considered two cases. First case adopts a
Dirichlet distribution to assign the number of local samples,
namely the quantity skew. For the second case, the Dirichlet den-
sity is used to regulate the label distributions, or label skew [40],
[86], [87]. In particular, for non-IID sample distributions, the
same percentage of labels is retained on each client, while the
number of samples in client i is D; = pgs) D, where D is the total

number of training samples and p(S) = [p§S>]{;1 ~ Dir(8®)
are the random samples of a Dirichlet distribution with con-
centration parameters ﬁ(s). Here, for simplicity, we consider
B = [B®]K | = [B®)]K | On the contrary, for non-IID label
distributions, the same quantity of samples is kept on each
client, while the distribution of labels across clients follows the
Dirichlet distribution. In particular, for a client ¢, the proportion

of label £ in the local dataset is pl(.;), where p{") = [pgf)]?zo ~

DiT(B(L)) and 5(L) = /SL)]EA?:o = [5(”]2:0-

C. Convergence Analysis

In this first assessment, we aim at verifying the convergence
capabilities of the proposed algorithms within a specific client,
e.g., © = 10, whose local data distribution is much different
from those of its neighbors. This is done in order to compare
the different methods (i.e., CFAdp methods and non-adaptive
baseline strategy CFA) in the worst-case scenario where non-I1ID
clients usually struggle to converge. To this aim, we simulated a
network of K = 10 clients in two scenarios: (a) 9 clients out of
10 hold a uniform distribution of labels, while a single client
holds a non-IID label distributions with 30 = 0.2, and (b)
only 1 client out of 10 holds a IID label distribution. For an
example showing how labels are assigned, we refer to Fig. 5,
where we represent the histogram of the labels for each client.
Note that the client 7 = 10 under consideration has a very imbal-
anced distribution of labels, e.g., in Fig. 5(a) digits 7 and 8 are
missing.
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Fig.5. Examples of label distributions in a federation of 10 clients. (a) Clients
1-9 retain a uniform distribution of labels (i.e., colors 0-9), while client 10 holds
an imbalanced distribution. (b) Only client 1 has IID local distribution.

In Fig. 6, we show the average validation accuracy computed
by ¢ = 10 for each federated round and varying the consensus
algorithm, including both scenarios (a) and (b). This is done to
establish lower and upper bounds for each consensus algorithm’s
performance in the presence of non-IID local data. Further
intermediate non-IID cases are tested in Section IV-D. The con-
fidence bounds are obtained using the standard deviation as un-
certainties. Additionally, we have included the centralized (i.e.,
PS-based) FedAdp algorithm in our comparisons as an upper
bound to the consensus CFAdp versions. This inclusion allows
us to benchmark the performance of our proposed algorithms
against the best possible scenario in a centralized setting. A com-
mon behaviour in the two scenarios is that with CFA, due to the
highly imbalanced distribution, the client struggles to converge
and presents drops of performances caused by local overfitting.
On the contrary, adopting a FL. WAC strategy as CFAdp-Ego,
we notice a much higher speed of convergence and stability on
the training. However, given the fact that the reference local
model is highly biased towards the skewed distribution, the
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Fig. 6. Validation accuracy in a non-IID client varying the number of training
FL rounds, for different consensus algorithms (i.e., baseline CFA and proposed
CFAdp-Ego, CFAdp-CS and CFAdp-vPS). Two scenarios are represented: (a) 9
IID - 1 non-IID, (b) 1 IID - 9 non-IID clients.

performances are inferior to the CFAdp-CS which automatically
selects the best neighbors’ model as reference. Focusing on
scenario (b), with CFAdp-CS we also avoid using the unbalanced
models as references and outperform even the CFAdp-vPS.
On the contrary, whenever the vast majority of clients have
IID distributions as in scenario (a), it is more convenient to
adopt the CFAdp-vPS since it represents the equivalent PS-based
version.

To further analyze the convergence of the proposed algo-
rithms, in Fig. 7, we represent the aggregation weights in client
7 =10 and scenario (a) at different training epochs for every
neighbor k, i.e., ags,, Ok i, O k; and ay s, for CFA, CFAdp-
Ego, CFAdp-CS and CFAdp-vPS, respectively. Notice that the
baseline strategy maintains all the weights ay, s, = T/:‘)SfD—k’

1/K = 0.1 since all clients retain the same number of samples.
On the contrary, the WAC strategies modulate the weights in
order to compensate the unbalance between label distributions.
Here the consensus step-size ¢, is fixed to 0.3 for all epochs in
order not to alter the convergence of the aggregation weights.
Between the WAC strategies, we can see that the CFAdp-Ego
presents periodical changes of weights values due to tendency on
overfitting. Moreover, the convergence times are much slower
if compared with CFAdp-CS and CFAdp-vPS. Indeed, selecting
the best neighbor dramatically smooths the convergence pro-
cess and ultimately leads to a faster approximation toward the
CFAdp-vPS solution.

D. Quantity and Label Skewness

In this section we evaluate two different datasets, i.e., MNIST
and CIFAR100, using two DL models, i.e., CNN and CVT,
respectively, tested on both simulated and real devices.

In this first experiment, we assess the performances of the
proposed methods when the number of samples in each client
varies significantly according to a Dirichlet distribution de-
scribed in Section IV-B. This is important in order to measure the
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refer to (16), (14) and (11) for the aggregation weights ovj, 4 a, Kk} and a5, of CFAdp-Ego, CFAdp-CS and CFAdp-vPS, respectively. The baseline non-adaptive

CFA has all the weights a5, = 1/K = 0.1.
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Fig. 8.
are obtained using the standard deviation as uncertainties.

capabilities of coping with important or negligible local updates,
as well as with generalized or overfitted models. To this aim,
we simulated three different FL scenarios with K = {3, 10, 30}
clients and we plot in Fig. 8 the mean and standard deviations
of the reached validation accuracy after 20 rounds, varying
BS) € [0.01,1].

From the results, we note that the observed tendency in the
previous experiments is found again among all 3) values, i.e.,
the simple weight aggregation strategy of CFA, based solely
on the number of samples, struggles with very imbalanced
distributions. Starting with the three-client scenario, we notice
that if the distributions are the same among all clients, i.e.,
high 55, the proposed CFAdp strategies reach the same level
of accuracy. This is intuitive since whenever all models bring
the same contributions, there is not advantage in choosing a
specific one. Still, the WAC, with adaptive aggregation weights,
outperforms the conventional CFA from 7 to 56%. With a
higher number of clients, the convergence time increases and the

B Dirichlet

(b) K = 10 clients scenario

B Dirichlet

(c) K = 30 clients scenario

Mean reached validation accuracy after 20 rounds of training for varying concentration parameters /3 (S) on the number of samples. The confidence bounds

differences between the proposed WAC strategies become more
distinct.

In the last assessment, we employ the real FL-prototype com-
posed of 6 IoT devices where each client experiences non-1ID
label distribution with 3" varying in [0.05, 100]. Different from
before, here we employ the much more complex CVT model and
CIFAR100 dataset. In Fig. 9, we report the validation accuracy
reached after N = 100 federated round, for each consensus
algorithm. Note that with different 3() and bigger models, the
CFAdp-CS and CFAdp-vPS have almost the same performances.
This is due to the fact that an increase in the number of model
parameters, coupled with the use of a larger number of classes
(100), worsens the overfitting of local models. Ultimately, it
results in an equivalent choice between using all clients or the
best-one as a reference. On the contrary, CFAdp-Ego, reduces
the maximum achievable performance since it always relies on
the local model which used as a reference for all the rounds.
Finally, the CFA struggles to achieve 80% of accuracy.
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V. CONCLUSION

This paper addressed the challenges associated with non-
IID data distribution in fully-distributed, server-less networked
learning systems by introducing a new family of algorithms
with roots in WAC tools and adapted for FL processes,
namely Consensus-driven FedAdp (CFAdp). Evolved from
WAC schemes, the proposed tools have been optimized and
adapted specifically for FL, each one employing a unique strat-
egy for calculating the global model. Specifically, we devel-
oped three CFAdp algorithms, named CFAdp-Ego, CFAdp-CS,
and CFAdp-vPS, where the reference local model is within
the client itself, within the best selected neighbor and across
all clients, respectively. They are then evaluated in terms of
their convergence properties and resilience against non-IID data
distribution. The evaluation included both simulated and real
experiments using a FL platform implemented over a WLAN
network, testing with varying model complexities, i.e., CNN and
CVT, and datasets, i.e., MNIST and CIFAR100. Specifically,
the tests aimed to simulate complexity and data heterogeneity
typically encountered in IoT deployments, including various
degrees of sample and label skewness modelled with Dirichlet
distributions.

The derived key takeaways are the following. The weighted
consensus schemes, i.e., CFAdp, outperform the vanilla tools,
such as CFA, up to 56% thanks to the dynamic adjustment of the
aggregation weights, disregarding negative client contributions.
Whenever the federation of clients has IID or non-IID local
distributions, meaning that each client has the same level of
non-IID (quantity or label skewness), the CFAdp-vPS, which
represents the equivalent PS-based version, achieves the best
performances in terms of convergence time and asymptotic
accuracy. Conversely, whenever one or few clients retain very
high-quality and evenly distributed data, the CFAdp-CS permits
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to take advantage of the good local model contribution by taking
the best client as a global reference.

APPENDIX

A CFAdp-CS vs CFAdp-VPS: Client Selection Process

In this section we discuss Algorithm 2 which implements
CFAdp by selecting a client as opposed to Algorithm 1 that
implements weighting average. Algorithm 2 averaging operation
in (15) can be rewritten as follows:

b= (1 —e Y @k,k;)Wk;-i- > e ang Wi (A

kEN kEN:

Compared with Algorithm 2 the consensus weights oy, s, are
thus modified as follows:
- *1—6 &k’k* k=k;
g, = | T EER )
¢ k # k.
In Section IV we provide a numerical comparison between
CFAdp weights aj, s, and CFAdp-CS ones ay x; as obtained
during FL training.

€t Ok, k%

B CFAdp-VPS: Proof of Theorem 1

From the -Lipschitz smoothness of £(; ;) in Assumption
1 and Taylor expansion, we have:

L(hi 1) < L)+ VL )" - (Y400 — Vi)
2l — sl (A3)

The last two terms on the right-hand side of the above inequality

are bounded respectively as:
* Bounding ||v; ;.1 — v, ;||*: By the definition of the global
aggregation for 1, 4, ;, we have:

H"Pi,tﬂ — iy

By following SGD optimization, for each term within the
expectation in the right hand side of (A.4), we have:

= Eres, (Wi — il (A4)

Wit =P, —VLL(Y; ). (A.5)
Therefore,
9001 — Yiill® = Eres, [[|[Witr1 — ¥.]l])?
=1 (Eres, [IIV L (¥:,)])?
< PEres [IVLL(,) 1P, (A6)

where inequality holds because of Cauchy-Schwarz in-
equality.

* Bounding VL(; )" - (; ;11 — v, ): Again, by the def-
inition of the global aggregation for %, ,,, and (A.5) we
have:

Vﬁ(lqu,t)T : (¢i,t+1 - d’i,t)

= —nEges, [vc("/)i,t)T “VLL(P; )] (A7)
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The expectation term in (A.7) can be further rewritten
as shown in [49] with the following substitutions: Wps ;
becomes 1, , and the expectation is defined over all clients
kes,.
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