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Abstract—Data products are emerging as architectural ele-
ments of data mesh with the aim of improving data management
within organizations. Among the main aspects in the design of a
data product is the need to define the policies that regulate its
access. These policies concern not only security aspects but, more
generally, compliance with regulations (e.g., GDPR, HIPAA) or
organizational regulations.

Taking advantage of similarities with microservice-based so-
lutions, policy-as-code is also used in the data mesh to regulate
access to data products. Following the proposed models for the
service mesh which regulates a microservice-based environment,
the performance of the Policy Decision Point (PDP) becomes
crucial to ensure efficient access to data managed by data
products. Since this may require a replication of PDPs, in order
to achieve true scalability, each of them will have to take into
account only the policies associated with the data products under
their responsibilities.

This work provides a solution to automate the replication of
PDPs and the distribution of policies to be controlled according
to an approach that balances policy consistency and system
scalability. The work has been validated through an extension
of the Kubernetes orchestrator that, based on the information
collected from the monitoring system, it is able to define which
is the right number of PDPs and which data product, and
related policies, should be assigned to each of them. Notably,
the policy management is based on a Open Policy Agent (OPA)
implementation.

Index Terms—policy-as-code, scalability, data mesh, authoriza-
tion, policy, OPA, Kubernetes

I. INTRODUCTION

In recent times, data mesh has emerged as a prominent busi-
ness practice for enhanced data management. A fundamental
aspect is the data product, an architectural element providing
access to data under the data owner’s authority [1].

Consequently, the data owner must clearly communicate
access policies for their data products. These policies vary
significantly and cover traditional security, resource control,
and compliance with general (e.g., GDPR), sectoral (e.g.,
HIPAA), or company-specific regulations.

Given the similarity between data products and microser-
vices [2], policy-as-code is adopted for data mesh imple-
mentation [3], akin to service mesh. This involves Policy
Decision Points (PDPs) evaluating access requests and Policy
Enforcement Points (PEPs) acting on PDP decisions to allow
or block requests [4].

While research has extensively studied access policy def-
inition and enforcement, data mesh’s decentralized nature

raises concerns about PDP decentralization’s impact on policy
coherence and scalability [5]. A centralized PDP simplifies co-
herence analysis, whereas a fully decentralized PDP enhances
scalability by avoiding bottlenecks.

This work aims to develop an approach for an optimal
balance between policy coherence and scalability for accessing
data products in a cloud environment. It decouples policy defi-
nition from infrastructure management. Policy definers can as-
sess consistency as if with a single centralized PDP. However,
policy deployment and assignment to appropriate PDPs are
managed by a component that functionally distributes them,
ensuring data products are correctly equipped. The approach
was validated using Open Policy Agent (OPA) 1 on Kubernetes
clusters extended with the defined policy distribution logic,
demonstrating positive performance effects.

The rest of the paper is organized as follows. Section II
discusses related work on policy-as-code for data products.
Section III provides and overview of the approach while
Section IV details the proposed architectural elements. The
implementation details and validation results are discussed in
Section VI. Section VII concludes the work, outlining future
directions.

II. RELATED WORK

A. Data product

The data product concept, while not new, gained promi-
nence with the data mesh [1], a decentralized socio-technical
approach for efficient data management, access, and sharing.
Introduced by Dehghani [6], data mesh distributes data man-
agement to domain-specific teams overseeing the entire data
lifecycle. In this paradigm, a data product is a self-contained,
reusable unit integrating data (content and metadata) and code
for access, transformation, or processing.

The data product concept is also emerging as a relevant con-
cept in the design of EU data spaces [7], defined as a provider-
packaged data collection including metadata, licenses, usage
terms, and governance elements [8].

Technically, data product architectures share analogies with
microservices [3]. Data product management practices (e.g.,
domain importance, clear artifact responsibility, composabil-
ity) mirror those of microservices, which can also serve as

1https://www.openpolicyagent.org



a foundational implementation element. This work assumes
authorization mechanisms for microservices are applicable to
data products due to this close relationship.

B. Policy-as-code

Similar to service mesh, adopting policy-as-code is benefi-
cial for data mesh [9] to implement authorization mechanisms.

For data products, such mechanisms must enforce policies
between data providers and users, covering aspects like secu-
rity (access rights), performance (usage limits), and storage
(data location) [10].

Policy-as-Code expresses policies as interpretable code. It
has been used for security policy management [11]. Con-
currently, [5] notes the need to balance scalability (requiring
decentralized policy management) with inter-policy coherence.
Focusing on scalability, [12] proposes scaling by replicating
PEPs, while [13] also decentralizes PDPs using caching.

III. OVERVIEW OF THE APPROACH

Policy-based authorization for data products, often imple-
mented as microservices, relies on the synergy between a
Policy Decision Point (PDP) and a Policy Enforcement Point
(PEP). Consumer requests are typically routed via a gateway to
the PEP, which consults the PDP. The PDP, using an Attribute-
Based Access Control (ABAC) model [14], decides based on
its policies, and the PEP enforces this decision.

A. Centralized PDP

A centralized strategy (Figure 1a) routes all requests through
a single gateway (acting as the sole PEP) to one PDP. This
simplifies management and resource use but can become a
scalability bottleneck. Experiments with performant systems
like Open Policy Agent (OPA), particularly with ”early exit”
and ”arrays” policies, demonstrate2 a linear increase in evalu-
ation time and memory usage as the number of policies grows
(Figure 2).

This is because diverse conditions in policies hinder ef-
fective indexing, forcing the engine to scan most of them.
This highlights the criticality of minimal policy bundles at
each evaluation point. Furthermore, policies involving data
manipulation (e.g., database lookups, benchmarked using data
arrays) also show linear performance degradation (Figure 3).
This suggests the need to partition data and distribute policies,
for instance, on a per-tenant basis, underscoring the benefits
of an automated system for custom policy distribution.

B. Decentralized PDP

To address scalability, a decentralized ”sidecar” model (Fig-
ure 1b) deploys a PDP with a limited, service-specific pol-
icy set alongside each microservice. This minimizes latency.
However, it can lead to inefficient resource use and increased
complexity in managing distributed services, especially when
different data products share policies, requiring meticulous
alignment across PDPs. The choice between centralized and
decentralized approaches is typically a design-time decision.

2https://github.com/bramba2000/opa-benchmark/blob/main/Results.md

Unforeseen growth in data products can strain either system,
increasing the number of authorization instances and compu-
tational resources, even with the more scalable sidecar model.
Accurately predicting request volumes and policy loads at
design time is difficult. Thus, a separation between policy
definition and infrastructure management is crucial, making
policy distribution transparent to those defining the rules.

C. Hybrid approach

This work proposes a hybrid approach (Figure 1c) to
balance the trade-offs of centralized and decentralized models,
aiming for optimal performance with minimal complex orches-
tration or human intervention. The system dynamically de-
ploys an adequate number of PDPs based on the data products,
their associated policies, and the current workload. Each PDP
is assigned a subset of data products and configured only with
the policies relevant to them. This approach reduces resource
consumption compared to a fully decentralized solution and
limits the scope of policies evaluated by each PDP, enhancing
overall efficiency.

IV. PROPOSED ARCHITECTURE

The proposed architecture to achieve the aforementioned
goal consists of the following three main components orga-
nized as reported in Figure 4:

• Policy registry: it contains the set of all the policies
defined for the managed data products.

• Dependency manager: it holds a map of the relationship
between data products and policies useful to understand
how the policies can be distributed among the PDPs.

• Scaling controller: it is responsible to identify the right
configuration of PDP and to enact the scalability strategy.

A. Policy Registry

The policy registry serves as the central repository for
tracking a policy reference. It may contain the actual code
for a policy (in the case of OPA, the policy is defined using
Rego), or it may provide a reference to where to obtain it;
examples of such references are URLs to Git repositories,
storage buckets, or any other references to a downloadable
text document. Choosing the supported formats and obtaining
the policy from the provided reference is an implementation
detail.

The primary functionality of the policy registry is to store
the information required for a policy. It can check for policy
duplication by looking at published policies and finding in-
stances where they have been copied by accident. This can
happen if a repository has policies with different file names
that have the same result or if a composite policy is pushed
when the basic one is already there. Duplication detection
depends on the policy language chosen, availability of tools,
and other solution-specific languages.
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Fig. 2. Early exit test case: response time and allocated space for query

Fig. 3. Array test case: response time and allocated space for query

B. Dependency manager

The dependency manager is responsible for identifying and
managing the dependencies between services and policies.
For building and keeping an accurate dependency model, it
uses the information from the registry component and extra
metadata from the deployment platform.

To determine the optimal deployment strategy for services
and policies, it is essential to analyze the relationships between
these components. Understanding their dependencies provides
insights into how services interact and how policies are ap-
plied, facilitating efficient deployment and management.

One of the earliest techniques for managing service relation-
ships was proposed by Hasselmeyer in [15], where service
dependencies were modeled as a directed graph. This work
adopts a similar approach while extending the model to in-
clude policies as first-class components within the dependency
graph.

Building upon the descriptions provided in the previous
section and the rigorous dependency analysis outlined in [15],
this work focuses on three primary types of dependencies:

• Data Product-to-Data Product: Dependencies between
data products that interact directly.

Fig. 4. Scalable PDP architecture

• Data Product-to-Policy: Dependencies between a data
product and the policies applied to it.

• Policy-to-Policy: Dependencies where one policy’s out-
come depends on the evaluation of another.

It is worth noting that the identification of the relationships
now expressed assumes that it is also possible to evaluate
the equivalence between policies. In fact, starting from the
assumption that each data owner defines the policies for their
data product, it could happen that rules that are not identical,
but still equivalent, are defined for different data products. It is
not the objective of this work to provide a mechanism for the
evaluation of equivalence, leaving this task to existing works
in the literature,

Further analysis can be derived from the work of [16], which
introduced a graph-based structure to represent microservice
dependencies and provided tools and techniques for extracting
valuable insights. The authors demonstrated that understanding
relationships within a microservice architecture through graph-
based analysis enhances development, testing, and mainte-
nance. Exploiting the similarity with data products, the same
approach is adopted in this work.

The model proposed in [16] formalized dependencies as a
directed graph referred to as the Service Dependency Graph
(SDG). This graph forms the foundation for analyzing mi-
croservice relationships and detecting potential issues, such
as cyclic dependencies or misconfigurations. Beyond [16], di-
rected graphs—or, more specifically, Directed Acyclic Graphs
(DAGs)—are widely used in various domains, including task
scheduling [17].

An example of a resulting dependency graph applied to the
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data mesh domain is reported in Figure 5.
The aforementioned dependency model enables the con-

struction of a dependency graph represented as a directed
graph. Both data products and policies can theoretically have
circular dependencies, as noted in [16], which also proposed
techniques for their detection. However, circular dependencies
often lead to faulty or unresolvable deployments, as they
create ambiguities that are difficult to address. Consequently,
avoiding circular dependencies is a best practice in real-world
applications.

For this reason, this work assumes that no circular depen-
dencies exist at any point in the deployment. This assump-
tion simplifies the dependency model, allowing the use of a
DAG. A well-implemented DAG not only represents depen-
dencies clearly but also validates the acyclic property during
insertion, ensuring that cycles are identified and addressed
promptly—either through error reporting or by rejecting the
addition of conflicting components. The construction of the
dependency DAG is an iterative process that evolves as new
policies and data products are deployed. Each new entity
is represented as a node in the graph, and its dependencies
are registered as directed edges. This structure is particularly
effective for understanding the relationships between compo-
nents, enabling comprehensive reasoning about the policies
and data products required for proper operation.

Leveraging the dependency DAG, it becomes possible to
identify the minimal deployment set required for a specific data
product. Starting from a target node and performing a depth-
first traversal, the graph explores all connected nodes until
no further dependencies are found. This traversal produces a
list of required policies along with the associated set of data
products. The resulting list of policies constitutes the minimal
policy bundle necessary to support the targeted data product.

Considering the example situation depicted in Figure 5, the
minimal deployment policy set for correctly handling Data
Product 1 is composed of Policy A, Policy C and Policy D.
Yet, the minimal set of data products required by Data product
A is composed of Data product 3 and Data Product 4.

The minimal policy bundle is not only critical for resource-
efficient deployment but also serves as a foundation for policy
optimization and deduplication strategies. By ensuring that
only the required policies are deployed alongside the target
data product, it is possible to reduce redundancy, enhance

system performance, and simplify the management of security
configurations in a distributed environment.

The dependency manager plays a critical role in informing
the controller about optimal deployment strategies and scaling
decisions. This component may be integrated into a monolithic
architecture or distributed across multiple data product to
improve fault tolerance and scalability.

C. Scaling controller

The scaling controller is the active component of the
scalability strategy, responsible for continuously monitoring
system metrics and triggering scaling actions when predefined
conditions are met. The specific scaling strategies will be dis-
cussed in Section V. Anyway, the fundamental responsibility
of this component is to act as an always-active monitoring and
control unit.

The term ”controller” aligns with its conventional usage in
deployment strategies: a component that maintains a desired
state for the system, actively monitors the current state, and
initiates corrective actions when a discrepancy is detected. The
controller ensures that the actual system state converges toward
the desired state by dynamically adjusting resource allocations.

The controller can leverage platform-specific metrics or
directly collect data from services and observation points using
monitoring tools. While the details of the metrics are outside
the scope of this document, the controller must be capable
of interpreting the provided metrics and deriving meaningful
scaling decisions. This procedure includes recognizing when
a metric surpasses a predefined threshold, indicating the need
for scaling up or down. The controller can use either heuristics
or algorithms to make the best scaling decisions based on the
type of work being done and the limits of the system.

Aside from these scaling-specific components, the underly-
ing architecture also consists of domain-specific components
such as application containers, custom service deployments,
and policy infrastructure. Depending on the deployment plat-
form, various deployment techniques may be utilized, includ-
ing service containers running on Docker or Kubernetes, as
well as virtual machines hosting standalone server applications
that operate within or outside the platform.

The policy evaluation infrastructure is highly
implementation-specific but typically consists of at least
a PDP, which is a policy evaluation engine, alongside
mechanisms for publishing and distributing policies to the
evaluation engine. In the context of this work, the OPA
infrastructure is employed, utilizing the OPA engine as the
primary evaluation component.

The scaling controller component operates across both
domain-specific and generic components, collecting usage
metrics and dynamically replicating one or more components
to achieve the desired policy and performance objectives. By
intelligently managing service and policy scaling, the proposed
architecture enhances efficiency, resilience, and adaptability in
distributed environments.



Fig. 6. Sequence diagram of initial deployment

V. SCALING STRATEGY

Given the importance, this section discusses some details
related to the scaling mechanism implemented by the scaling
controller.

A. Deployment Process

Initially, the scaling controller is in an empty state. Upon
deployment of the first data product and its policies, both
the scaling controller and dependency manager become active.
The controller deploys a single PEP for all traffic, resembling a
centralized model. The associated PDP contains only policies
for this initial data product, optimizing decision times.

As new data products are added, the dependency manager
updates its internal representation. The scaling controller mod-
ifies the single PDP’s policy set via a rolling update, ensuring
no downtime. A key principle is maintaining a minimal policy
bundle: the PDP only evaluates policies essential for its as-
signed data products, excluding unnecessary ones to optimize
performance and resource use.

B. Handling High Traffic Scenarios

When traffic exceeds predefined thresholds, the system
adapts by analyzing metrics and dependencies to identify over-
loaded PDPs, triggering a scaling deployment plan. This plan
determines the best strategy, such as separating independent
policies into different PDPs or partitioning policies.

The scaling controller executes:
• Deployment of a new PDP instance with the policy set

for the newly scaled data product.
• Updating the existing PDP by removing policies now

managed by the new PDP, preserving the minimal policy
bundle.

• If enabled, scaling and replicating the overloaded data
product.

This dynamic scaling replicates only necessary compo-
nents, maintaining performance without excessive resource
use. When traffic normalizes, the controller can revert to the
previous configuration. For multiple overloaded data products,
the system provisions parallel deployments tailored to specific

demands. This adaptive approach creates a scalable, efficient,
and resilient policy enforcement framework. The behavior is
described in Algorithm 1.

Algorithm 1 Scaling Controller - High Traffic Handling
Require: Traffic metrics, Service metrics, Dependency graph, Scal-

ing configuration, Current PDP deployment
Ensure: Updated PDP deployment, Scaled services

1: if Traffic exceeds configured threshold then
2: Analyze service metrics and dependency relationships
3: Identify overloaded PDPs and services
4: Generate a scaling deployment plan based on configuration:
5: if Scaling strategy is policy separation then
6: for each overloaded PDP do
7: Identify policy sets requiring separation
8: Deploy new PDP instance with separated policy set
9: Update existing PDP to remove separated policies

10: end for
11: else if Scaling strategy is service replication then
12: for each overloaded service do
13: if Service replication enabled then
14: Scale and replicate the service
15: end if
16: end for
17: end if
18: Apply the scaling deployment plan
19: Update current PDP deployment state
20: end if
21: if Traffic returns to normal then
22: Revert to previous deployment configuration
23: Consolidate resources
24: Update current PDP deployment state
25: end if
26: if Multiple services exceed thresholds then
27: Generate and apply parallel deployment plans
28: Provision additional parallel deployments
29: Tailor deployments to specific workload demands
30: end if
31: return Updated PDP deployment, Scaled services

C. Scaling controller configuration

The scaling controller supports various configurable tech-
niques for optimal scaling deployment plans.

One performance-optimized strategy scales a data product
and its entire dependency pipeline (identified by the De-
pendency Manager), potentially replicating the busiest data
product. Policies for all pipeline components are included in
the new bundle. This offers optimal performance by dedicating
resources to frequently accessed components but risks ineffi-
ciency if unneeded products are scaled or policy evaluation
isn’t the bottleneck.

A conventional strategy selectively replicates only the over-
loaded data product. Alternatively, if metrics indicate policy
evaluation is the bottleneck, only the PDP and PEP for af-
fected data products are scaled, automating traditional scaling
techniques.

A domain-specific technique, useful in multi-tenant environ-
ments, tags policies and data products with group identifiers.
The controller treats each group independently, deploying dis-
tinct PDP/PEP instances and applying group-specific metrics



and strategies. This offers fine-grained control, tenant-aware
scaling, and optimized resource allocation.

These configured techniques and metric thresholds define
the system’s desired state, guiding the controller’s operations.
By comparing real-time conditions to this desired state, the
controller ensures optimal performance and adapts to workload
changes.

VI. IMPLEMENTATION DETAILS

The implementation architecture is based on the Kubernetes
Operator3, a cluster-state management system that reconciles
the current state of Kubernetes resources with the desired
one. The controller observes resource states, identifies dis-
crepancies, and acts to reconcile them. [18] demonstrates
that applying a control system to cloud-native applications
efficiently manages scaling for stateful applications like OPA
PDP.

Operators create and install custom resource definitions
(CRDs) in the Kubernetes API server, enabling interaction
with the cluster to get the current state of custom resource (CR)
instances. Each resource can represent Kubernetes components
or store information, such as Rego file content. Resources
may be associated with a dedicated controller that manages
their status by registering ownership and receiving updates on
changes. The operator also utilizes Prometheus4 for monitor-
ing.

Changes to CR instances by a user or another controller
initiate a reconciliation process to return the resource to its
expected state. The operator also interacts with Prometheus to
detect and react to high-load situations, as depicted in Figure 7.

The operators define three custom resources:
• policy: Stores Rego policy content. The policy CRD

(policies.opas.polimi.it/v1alpha1) allows
loading policy files via text or OCI image. The
opaengine controller manages policy download and
provision to OPA.

• dependency: Informs the controller of a
service’s policy usage. The dependency CRD
(dependencies.opas.polimi.it/v1alpha1)
represents service-policy or policy-policy dependencies,
addressing two of the three types described in Section III

• opa engine: Represents a PDP service and deploy-
ment, largely managed internally. The opaengine CRD
(opaengines.opas.polimi.it/v1alpha1) sig-
nifies an OPA engine instance, owning a deployment and
Kubernetes service. Its specification includes an expected
policy list, configured by the dependency service, which
the opaengine reconciler keeps synchronized with
deployed policies.

Each resource has custom Kubernetes RBAC permissions
restricting actions that could disrupt operator flow. For ex-
ample, a user can delete an OPA engine resource but not its
underlying container, which would break the deployment.

3The code is available at https://github.com/bramba2000/opa-scaler
4https://prometheus.io/

Fig. 7. Overview of the proposed implementation of Kubernetes operator

This implementation was rigorously tested for controller
behavior and validation rules, and qualitatively validated for
performance. All test scenarios showed enhanced response
times and uninterrupted authorization service, attributed to the
controller’s rolling update strategy.

VII. CONCLUDING REMARKS

This paper presented an approach for efficient and scalable
management of policies associated with data products in a
mesh data environment. The proposed solution is based on
the possibility of replicating PDPs with the increase in the
number of policies or the number of policy evaluation requests,
the latter aspect dependent on the increase in the number of
requests to access a data product. Through an extension of a
Kubernetes operator, the platform after acquiring monitoring
information can decide to deploy new replicas of a PDP and
associate them with a subset of the data products present. In
this way we have a partition of the policies to evaluate. By
leveraging the concept of minimal policy bundled, the system
is able to ensure that this partition ensures consistency between
policies.

Possible extensions of this work are multiple. If at the mo-
ment the policies considered are generic policies without any
reference to particular aspects (e.g., security, performance), it
is possible to study how the presence of policies that refer to
different domains can be exploited for a more efficient parti-
tion. Furthermore, since at the moment the initial point of work
involves a deployment with no data product, it is plausible to
think of situations in which there is a first deployment with an
already defined number of data product. Finally, other possible
developments may concern the definition of scaling strategies
that aim to minimize not only the response time but also the
resources used. This is to be able to hypothesize a use in a
mixed cloud/edge system that sees in the edge the presence of
devices with constraints on the availability of computational
resources.
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