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Abstract

Power grids are one of the most important and critical infrastructures which societies rely upon for well-being. Their
topological (structural) characteristics related to vulnerability can be analyzed from the viewpoint of complex network
theory. In this article, we incorporate into this viewpoint some relevant reliability properties and apply the analysis
framework to study the high-voltage power grid in Iran. To identify weak points in the structure, we look at four differ-
ent centrality measures, namely, degree, betweenness, information and closeness, and analyze their correlation proper-
ties. This allows providing a more comprehensive picture of the vulnerability characteristics of the power grid structure.
By our analysis, we show that reliability-based characteristics are different from purely topological ones as they are
mostly uncorrelated. We also use a voting aggregation method, the Borda Count method, to perform an overall ranking
of the most vulnerable nodes, considering both intentional attacks and random failures.
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Introduction neighboring country’s networks. These inter- and intra-
dependency conditions add potential vulnerability but
also robustness depending on how the networks are
managed.'®

In this extended operational scenario, methods to
assess the vulnerability of networks are needed.
Traditional, probabilistic safety assessment (PSA) meth-
ods can help systematically analyze the risk of compli-
cated systems, identifying the most unreliable
components, and correspondingly dimensioning the ade-
quate redundancies.'” ' PSA has been originally devel-
oped for the safety analysis of nuclear power plants, and
to a certain extent, it is suitable for studying power grid
protection systems.’ However, vulnerability analyses of

With the fast development of modern societies, power
grids are continually growing in complexity and size,
and have become one of the largest engineered complex
systems.'® They comprise a large number of units con-
nected in a complex web of structural and physical
interactions from which correlations among events
emerge, often in unexpected ways.”® For example, it is
a common experience that power grids are subject to
cascading failures, whose probability and size often are
found to obey a characteristic power law distribution.’
The functionality of a system like this depends on its
structure,’ the installed capacity in each substation, the
lines capacity, their forced outage rates, the load and
generation levels and the types of operational protocols
in existence between them.'* 2
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complex networks have to go beyond the conventional
causc-and-effect and fault trec analyses to be able to
capture spillover clusters of failures and cascading when
strong interdependencies exist. In fact, it is well known
that the behavior that emerges in a complex network
can hardly be described as the sum of the behaviors of
its components, whereas conventional risk analysis tech-
niques are founded on a premise that a system can be
broken into parts and parts into smaller parts, in order
to enable quantification.'"*

A partial response to the analysis challenges brought
by the complexity of these systems comes from recent
advances in information science, statistical and non-
linear physics, applied mathematics, and their integra-
tion into the relatively new inter-disciplinary field of
complex systems, and is a sub-field of network science.
Within this framework for looking at complex, distrib-
uted and highly interconnected systems, approaches are
developed to study the vulnerability of large-scale com-
plex networks whose components are facing random
faults and malevolent attacks.'??>2°

In this article, we extend topological measures to
include information about failure rates, and call them
“reliability-based” measures to stress the fact that they
differ from those defined in the Reliability and
Electrical Engineering communities.

From the system structure analysis point of view,
local and global topological centrality measures have
been proposed such as degree, betweenness, eigenvec-
tor, closeness, and information centrality measures.”’
Recently, Sole et al.?® have attempted to correlate net-
work reliability-based measures with structural-based
and topological-based measures with application to 33
European power grids, suggesting that topology might
be capturing some of the problems of robustness or fra-
gility of the real network.

They presented evidence of a plausible relation
between these two classes of measures: their results
indicate a positive correlation between topological-
based measures and reliability-based measures. The lat-
ter were energy not supplied, normalized by the gross
electricity consumption; total loss of power, normalized
by the peak load and equivalent time of interruption
known as Average Interruption Time (AIT), which is
the ratio between the total energy not supplied at the
average power demand per year, measured in minutes
per year and is normalized by definition.

Topological-based centrality measures have also
been extended to enable accounting for reliability char-
acteristics, giving rise to the so-called reliability effi-
ciency centrality measures, first adopted in social
network contexts.’” In the engineering context, Zio®
proposed an integrated framework for vulnerability
and reliability analysis of critical infrastructures. The
conjecture was that by considering the probabilities of
malfunctioning of the interconnected nodes and links,
one can gain additional and more realistic insights into
the reliability-based vulnerability of power grids, for
use in optimal design, operation, and maintenance.

One outcome of the analysis performed is the identifi-
cation of the critical components of the system, which if
hit by a failure or attack event can give rise to cascading
failures and significant consequences at system level.

The proposed framework was implemented first on a
reference Institute of Electrical and Electronics Engineers
(IEEE) system, a power grid with 14 bus bars and 20
transmission lines,'”* and then on the Swiss power
grid,”* but also on road networks.*® Bompard et al.’!
analyzed the vulnerability of the Italian power grids
using the entropic degree, the net-ability and efficiency
measures. Also, Zio et al.** analyzed the vulnerability of
the Italian high-voltage (380 kV) power grid for the iden-
tification of groups of most critical links using a multiob-
jective optimization model, and Zio et al.* extended an
optimization cascading failures model to a mid-size net-
work (380-kV Ttalian power grid). Zio et al.** used load
flow and random walk betweenness centrality measures
to analyze power transmission network performance.
Li et al.*®> improved the optimization of the cascading
failure protection algorithm and applied that to the
Italian high-voltage transmission power grid.

In our work, we adopt the integrated topological
and reliability framework of analysis, and extend it for
application to the high-voltage power grid of Iran. The
framework extension goes in the following directions:
vulnerable nodes (i.e. buses or substations) are consid-
ered (only links have been considered in previously
cited work); four different centrality measures (rather
than two as in previously cited work) are used to study
the robustness of the power grid from two different
standpoints, topological and reliability; correlations
between the topological measures and reliability mea-
sures are analyzed; and the Borda Count method is
used to aggregate the different measures. As a result,
those nodes that are most important with respect to the
measure of network reliability efficiency are identified,
and network robustness analysis with respect to both
intentional attacks and random failures is studied.

From the complex system theory point of view, the
type of analysis undertaken here can be called
reliability-based vulnerability analysis. This article is
organized as follows: section “Structural characteristics
of Iran power transmission network” describes the
main technical characteristics of the power grid in Iran,
section “Centrality measures” defines the topological
and reliability measures considered, section “Centrality
measure analysis of Iran’s power transmission net-
work” applies such measures to Iran’s power grid, sec-
tion “Network robustness” illustrates the network
analysis based on the measures; and section
“Conclusion” concludes this article.

Structural characteristics of Iran power
transmission network

It has been reported that 34% of power outage in Iran
in 2009 is associated with problems in transmission



Figure 1. Full graph representation of Iran’s power grid.

lines, 55% is due to problems in power generation, and
11% is due to unexpected events in distribution
networks.*®

The data for our analysis are extracted from an offi-
cial document updated in 2011, containing the detailed
description of the whole power grid comprising lines
from 400kV down to 33kV (http://www.igmc.ir).
According to the data, the power transmission network
in Iran has 419 bus bars (or nodes), that is, power-
generating stations and substations, including transfor-
mers, switching stations, reactive power compensators,
and 546 edges, that is, transmission lines summing up
to more than 108,960 km. The transmission lines in
Iran’s grids operate at different voltage levels, including
400, 230, 132, 63, and 33kV. Among them, it is the
400-kV system that constitutes the test system for
which the analyses are carried out.

In Figure 1, a graph of the ultrahigh voltage (400
kV) network comprising 105 generation/transmission
substations or nodes and 142 transmission lines (links)
is shown.*® The indicated graph is undirected, and the
weights of the edges are unitary to represent the system
from a topological point of view. However, considering
the reliability point of view, each edge in the graph

should be assigned a weight equal to its probability of
failure.”

In Table 1, we provide some statistical properties®’
of the structure of Iran’s power grid, including the
mean node degree < k>, the maximum node degree
kmax» the graph diameter d, the clustering coefficient C,
and the mean shortest path < /> .

The data reported in Table 1 indicate that Iran’s
high-voltage grid is a sparse network with an average
degree of 2.7048, low with respect to the maximum
degree of 7. The sparsity feature is confirmed by the
fact that L = 142 <« N? = 11,025. We also note that
Iran’s power grid is heterogeneous (a network is homo-
geneous, for example, regular or random if the nodes
degrees are similar and heterogeneous, for example,
small world or scale free if few nodes, that is, the hubs
are linked to many other nodes, but a large number of
nodes are poorly connected?”).

The relatively moderate value of the clustering
coefficient of 0.1097 is larger than that of random net-
works, and also the value 6.8817 of the path length is
larger than that of random networks; this leads to
conclude that Iran’s power grid is a small-world
network.*®



Table I. Some topological characteristics of the 400-kv power grid.

Transmission network N L

<k>

<I> C Kimax d

400 kV 105 142

2.7048

6.881 0.1097 7 19

N: number of nodes; L: number of edges; < k>: mean degree; < /> : mean shortest path; C: clustering coefficient; ky.x: maximum degree; d: graph

diameter.
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Figure 2. Cumulative distribution.

Degree distribution

Other insights on the structural properties of the 400-
kV power grid can be drawn from the analysis of the
degree distribution. The results show that the degree
distribution can be approximated by an exponential
function P(k>K) = 2.5446e—k/1.587 with a (fitting)
coefficient of determination R? = 0.9626 (Figure 2).
This is in agreement with the characteristics found by
Rosato et al.*® in their study of the topological proper-
ties of the high-voltage electrical power transmission
network in three European Union (EU) countries
(Italian 380-kV and French and Spanish 400-kV net-
works). Similar results have been found also by Casals
et al.* in their analysis of Union for the Coordination
of Transmission of Electricity (UCTE) power grids,
involving 33 different networks. The implication is that
power grids are not scale-free networks (characterized
by power law degree distributions).

An additional result has been found by Sole et a
related to the assumption that the node degree distribu-
tions for all 33 European power grids follow exponen-
tial distributions of the type P(k> K) = Cexp(—k/y)
in which C is a normalization parameter, k is the node
degree and vy is a characteristic parameter. Based on the
positive correlation found between topological mea-
sures and a reliability measure, they have suggested a
dichotomous criterion for robustness or fragility of a
real network: if y < 1.5, the real network would be
more robust, whereas if y > 1.5, it is more fragile.

Accordingly, for Iran power grids, we have that y =
1.5870 > 1.5; hence, they are fragile just like those in
Slovak Republic, Poland, Portugal, Switzerland, Czech
Republic, France, Hungary, Spain, and Serbia.?
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Figure 3. Node betweenness distribution for Iran’s 400-kV
power grid: frequency distribution (top) and cumulative
distribution (bottom).

Betweenness centrality distribution

In a recent work,* simulation results of the IEEE-118
bus system and the central China power grid was used
to show that the cumulative distributions of node elec-
trical betweenness centrality follow a power law. For
Iran’s power grids, the node betweenness distribution is
shown in Figure 3 (top). Indeed the log—log distribu-
tion of node betweenness follows a power law with
coefficient of determination R* = 0.986. The fact that
the degree centrality follows an exponential distribu-
tion, but the node betweenness centrality follows a
power law distribution shows that Iran’s power grid
belongs to the class of small-world networks of Watts
and Strogatz,*' that is, being a mix between random
and regular networks.

Centrality measures

To identify, from the structural point of view, the sys-
tem elements that are critical for the system’s overall



Table 2. Topological- and reliability-based centrality measures.

Centrality measures Topological Reliability
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G: the graph descriptive of the structure of the real network with N nodes; G’ (i): graph that results from removing the edges of node (i); A = [q;]:
NXN adjacency matrix whose generic element g; is | if node i is connected to node j, and 0 otherwise; P = [p;]: the NXN reliability matrix whose

“»

generic element p; is the overall (here “r” stands for reliability-based ny(i)).probability of connection from node i to node j; D = [d;]: NXN shortest
path matrix whose generic element d; is the shortest path from node i to node j; RD = [rd;]: NXN most reliable path matrix whose generic element
rdj, is the most reliable path connecting node i to node j; ny: the number of shortest paths from node k to node j; n;(i): the number of shortest paths
that contain i; rny and rny(i): defined analogously to nj and ny(i), respectively.

vulnerability for both intentional attacks and random
failures,”>** the degree centrality measure (CP) has
been used in Boccaletti et al.>” In addition, the between-
ness centrality measure (C?) has been shown to be use-
ful to explore the vulnerability of complex systems.*’
Both measures are relevant for power grids, as the for-
mer one accounts for the transmission lines (links)
which are attached to a substation (node), so that a
high-degree node is more vulnerable than a low-degree
one, whereas the latter one can account for the flows in
the network and identify those which most influence
system vulnerability if interrupted.'>-2%394243

Most previous studies have considered only two cen-
trality measures at most (e.g. local and global efficiency
in Eusgeld et al.** and betweenness centrality and net-
work efficiency in Zio et al.*?) for identifying critical
elements in network systems. However, in the perspec-
tive of future (smart) power grids with physical auto-
mation and control, supervision and management, and
strategic and policy layers,*? it is important to provide
insights on other aspects of the system, for example,
regarding the mechanisms of communication among
the consumers and utilities for end-users to actively
participate in the network operation by tailoring energy
consumption based on individual preferences. Cadini
et al. introduced new reliability centrality measures,
but these measures have not been used simultaneously
in previous works. In this view, information and close-
ness centrality measures, C! and C¢, could be consid-
ered for representing structural properties of the
network related to the importance of its elements with
respect to information exchange capability and com-
munication mechanisms. It should be noted that the
future information exchange will most likely not be
done through the power grid but with a separate tele-
communication system (as is the case for transmission
systems, only some distribution systems (up to 20kV)
use to the power grid for communication), but in our

study, we are only considering the transmission system.
Consideration of the communication system and its
interconnection with the transmission system is the sub-
ject of future research work.

For completeness, Table 2 reports the definition of
the five topological measures used here. Centrality
measures have been extended to account for the relia-
bility characteristics of the system elements.'”*® In this
view, while the topological degree centrality measure
(CP) gives highest score of importance to the node with
the largest number of first neighbors, the reliability
degree centrality measure (RCP) gives highest impor-
tance to the node with overall largest reliability of its
first links. The topological node betweenness centrality
(CB) is based on the idea that a node is central if it
structurally lies between many other nodes, in the sense
that it is traversed by many of the shortest paths con-
necting pairs of nodes. The measure is extended into
the reliability node betweenness centrality (RC?), with
the meaning that a node is central if it reliably lies
between many other nodes in the sense that it is tra-
versed by many of the most reliable links connecting
pairs of nodes. The topological closeness centrality mea-
sure (C€) captures the idea of speed of communication
among nodes in a way that the central nodes are those
which on average need fewer steps to communicate
with the others (and not just the first neighbors). The
measure is extended into the reliability closeness cen-
trality measure (RCS) according to which a node i is
near to all others along the most reliable links. Also,
the topological information centrality measure (C!), that
relates a node importance to the ability of the network
to respond to the deactivation of the node (relative
drop in the network topological efficiency caused by
the removal of the edges incident to it), is extended into
the reliability information centrality measure (RCY).

Finally, as a global network structure property, the
network reliability efficiency RE[G] represents the



Table 3. Sample of transmission links and their reliabilities.

From node To node Distance in km Failure rate Reliability
(1.0858 occurrence/ R=e™, T=lyear
year for 100 km)

3 68 62 0.6732 0.5101

20 82 9l 0.9880 0.3722

21 83 186 2.0195 0.1327

22 84 162 1.7589 0.1722

30 31 25 0.2714 0.7622

41 99 76 0.8252 0.4381

42 88 I 0.1194 0.8874

50 72 88 0.9555 0.3846

51 10 154 1.6721 0.1878

63 67 107 1.1618 0.3129

70 99 134 1.4549 0.2334

71 45 200 2.1716 0.1139

80 102 55 0.5971 0.5503

8l I5 7 0.0760 0.9268

90 102 257 2.7905 0.0613

91 75 296 3.2139 0.0401

104 41 252 2.7362 0.0648

105 42 43 0.4668 0.6269

extension of the topological efficiency E[G] calculated
with reference to the inverse of the shortest path
between nodes. In Table 2, the definitions of the cen-
trality measures are given.

Centrality measure analysis of lran’s
power transmission network

We have computed the structural and reliability cen-
trality measures, that is (CP,CS C5,C!) and
(RCP,RCS, RCE, RCY), for all 105 nodes (buses or sub-
stations) of Iran’s power transmission network. For the
reliability measures, we adopted the formalism of
weighted networks, where the weight is p;;, that is, the
probability of the connection link between the pair of
nodes i/ and j (or the probability that is working well in
period 7). In our case, it is assumed that p; = e 7,
where Aj; is the failure rate of edge ij linking nodes i
and j, and T is the reference time of analysis that is cho-
sen equal to 1 year. From Table 3, we sce that the fail-
ure frequency is considered 1.085/100 km/year for all
power lines. Furthermore, the lengths of the power
lines are actual lengths."’

Figure 4 shows the values of the centrality measures.
Some of these values are also numerically reported in
Table 4.

Correlation analysis

Given the similarity of definition, one may question the
degree of correlation among topological and reliability
measures in terms of the final importance rankings. In
Table 5, we report some ranking results. It can be seen,
for instance, that node 103 ranks first from a topologi-
cal degree centrality standpoint, while node 105 ranks

first when reliability degree centrality is considered;
however, node 104 stands second in both measures.

In Figure 5, we have plotted the pairs of topological
and reliability centrality measures, C? versus RCP, C¢
versus RCS, CB versus RC? and C! versus RC!: the cor-
relation coefficients are 0.2898, 0.0536, 0.3870, and
0.3065, which shows that the measures are only weakly
correlated, at most. This is in contrast with the results
by Eusgeld et al.** on the Swiss power grid, where the
four lines ranked most vulnerable were actually the
same for the topological and reliability measures con-
sidered. However, in that case, the authors argued that
the results might be due to the assumption of equal fail-
ure rates for all lines. On the contrary, Bompard et al.*'
used entropic degree, net-ability, and efficiency mea-
sures to rank the most vulnerable lines and found that
these measures led to completely different sets of most
important lines.

Borda Count Method

To aggregate the information from different centrality
measures and rank the nodes with respect to their role
in the network, we use the Borda Count Method.** The
analysis is carried out considering the four different
reliability centrality measures. In all generality, the
Borda Count Method is a voting method in which vot-
ers rank candidates in order of preference. Each candi-
date is given a certain number of points corresponding
to the position in which the candidate is ranked by each
voter; the candidate with the most points is the winner.
Since the Borda Count Method elects a candidate with
broadest acceptance, it is often considered as a
consensus-based method rather than a majoritarian
one.
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Figure 4. Topological and reliability-based centrality measures.

In our case, the buses are the candidates, and the
centrality measures are the voters. The maximum num-
ber of points that can be assigned is equal to the num-
ber of buses to be ranked, that is, 105—a bus will
receive 105 points, each time it is ranked first by one of

the centrality measures vote. Then, 104 points are given
to a bus that is ranked second by one of the centrality
measures and so on, until 1 point is assigned to a bus
ranked last. For example, bus number 105 is ranked
Ist, 38th, 25th, and 2nd with respect to the four



Table 4. Sample of topological- and reliability-based centrality measure values.

Reliability Information  Reliability Betweenness  Reliability = Closeness  Reliability = Degree  Node index
information AE/E  AE/E betweenness closeness degree

0.0166 0.0136 0 0 0.0212 0.1111 8.12E—05  0.0096 |
0.0272 0.0187 0 0 0.818 | 7.56E—05  0.0096 5
0.0068 0.0095 0 0 0.0127 0.0769 I.74E—05  0.0096 10
0.0203 0.0146 0 0 0.0629 0.1666 8.57E—05 0.0096 15
0.0187 0.0218 0.0073 0.0264 0.0383 0.2 0.0001 0.0192 20
0.0156 0.0156 0.0819 0.0185 0.0219 0.125 0.0001 0.0192 25
0.0269 0.0204 0 0 0.0507 0.25 0.0002 0.0192 30
0.0243 0.0174 0 0.0021 0.0439 0.1666 0.0002 0.0192 35
0.0189 0.0208 0 0 0.0507 0.25 2.13E-05 0.0096 40
0.0176 0.0211 0.0557 0.0298 0.0870 0.3333 422E-05 0.0192 45
0.0175 0.0182 0 0 0.0411 0.2 0.0001 0.0192 50
0.0072 0.0155 0.0003 0.0092 0.0177 0.1428 242E-05 0.0192 55
0.0285 0.0206 0.0410 0.0081 0.0861 0.25 0.0002 0.0192 60
0.0160 0.0176 0.0722 0.0124 0.0207 0.1111 0.0002 0.0288 65
0.0527 0.0348 0.1505 0.2063 0.4576 0.5 0.0002 0.0192 70
0.0332 0.0359 0.0945 0.1547 0.1896 0.25 0.0002 0.0288 75
0.0450 0.0420 0.0749 0.0826 0.0822 0.25 0.0004 0.0288 80
0.0355 0.0314 0.1053 0.0352 0.0217 0.125 0.0006 0.0384 85
0.0210 0.0552 0.1593 0.1443 0.0379 0.25 0.0001 0.0384 90
0.0599 0.0629 0.6417 04317 0.1379 0.5 0.0002 0.0384 95
0.0262 0.0625 0.0540 0.3394 0.1710 0.5 0.0006 0.0576 100
0.1292 0.0636 0.5309 0.0860 0.0545 0.3333 0.0028 0.0673 105

Table 5. The 20 most vulnerable substations ranked according
to the four different reliability measures.

Rank Degree Betweenness Closeness Information
| 105 103 5 98
2 104 104 43 105
3 103 95 4 103
4 98 99 42 104
5 94 98 88 93
6 102 100 70 99
7 101 102 71 95
8 88 82 76 102
9 86 63 99 68
10 99 64 75 94
I 6l 41 101 101
12 97 18 100 70
13 96 70 41 88
14 100 76 13 86
15 93 93 95 76
16 85 75 97 80
17 87 90 52 96
18 84 22 59 84
19 68 84 78 8l
20 74 9l 6l 39

reliability centrality measures, respectively; the total
points assigned to such busis 105 + 68 + 81 + 104
= 358. Figure 6 shows the cumulative number of
points for each of the 105 nodes of Iran’s power grid.
Table 6 and Figure 7 show the vulnerable nodes
categorized for representation purposes in 8 different
grades: grade 8 for the most vulnerable nodes with total
points between 350 and 400 down to grade 1 for the
least vulnerable nodes with total points between 0 and
50. It appears that less vulnerable nodes are often

outsiders, with less links, connecting the transmission
network to the consumer (grades 1 and 2 in Figure 7).
From grades 3 to 8, we see that the vulnerable nodes
are often insider nodes (see grades 3-8 in Figure 7).
Figure 8, aggregates all grades to show the general map
of vulnerable nodes across Iran’s power grids.

Network robustness

In network theory, robustness refers to the ability of a
network to continue functioning even though a fraction
of its components are failed.>” We can investigate the
robustness of a network according to two paradigms of
analysis, static and dynamic. In the static analysis of
robustness, we remove a node from a network without
any redistribution of its loads (or flows). In the dynamic
analysis, flows are redistributed in the network after a
node or link failure. For example, see Casals et al.*” for
a static investigation of the robustness of the European
power grid, and Newman et al.” and Chen et al.*’ for a
study of the robustness of the power grid from the sys-
tem dynamics point of view.

In this section, we investigate the robustness of
Iran’s high-voltage power grids with respect to node
removals in a static setting of analysis, that is, without
load redistribution. Figure 9 displays the network glo-
bal efficiency Eglob37’45’46 as a function of the fraction
of nodes removed. This measure is a global indicator of
the traffic capacity of a network,”” and the reliability
efficiency in the transmission between two substations i
and j is defined to be inversely proportional to the dis-
tance of the shortest (most reliable) path linking
them.?
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Figure 5. Topological versus reliability-based measures correlation: degree measure (top-left), closeness measure (top-right),
betweenness measure (bottom-left) and information measure (bottom-right).

Table 6. Vulnerable nodes in eight different grades.

Node index at different grades of vulnerability

Grade | Grade 2 Grade 3 Grade 4 Grade 5 Grade 6 Grade 7 Grade 8
Point: Point: Point: Point: Point: Point: Point: Point:
0-50 50-100 100-150 150-200 200-250 250-300 300-350 350400
9 | 3 13 4 37 59 76
10 2 17 14 5 38 61 88
53 6 18 15 21 43 68 95
54 7 20 19 24 49 69 98
8 26 25 28 60 70 99
I 27 35 29 66 71 101
12 30 4| 31 67 75 102
16 32 44 34 72 79 103
22 33 45 36 74 80 104
23 40 46 39 78 93 105
48 50 47 42 8l 94
51 52 56 62 83 96
55 63 57 73 84 97
64 58 77 85 100
65 82 86
92 90 87
91 89
4 13 14 16 17 17 14 10

Total number of nodes in a grade




We see from Figure 9 that by removing only 2% of
nodes in a random fashion, the network loses only 2%
of its efficiency, whereas by attacking 2% of the most
central nodes, the loss of efficiency is 42%.
PR A A :!Sl. | 1] Ve* s Furthermore, by randomly removipg 20% of the
'l“m'.,!&ﬂ“' nodes,. the network loses 50% of efficiency, whereas by

')l ‘ attacking 20% of the most central nodes, 80% of the
efficiency is lost. The network is thus highly sensitive to
attacks targeting nodes with high centrality. When
- ! removing one node at a time, the analysis allows point-
0 15 %0 4607590 105 ing out those nodes which can affect mostly the effi-
ciency of the network (Figure 10).

Figure 6. Total cumulated points according to the Borda
Count Method for nodes indexed 1-105.

Grade 1:(0-50) Grade 2:(50-100)

Figure 7. Vulnerable nodes (buses or substations) ranked by the Borda Count Method at different grades: grade 8 with total points
between 350 and 400 as the most vulnerable nodes and grade | with total points of 0-50 as the least vulnerable nodes. The most
vulnerable nodes are shown by larger nodes in red color.



Figure 8. Eight grades of vulnerable nodes in Iran’s 400-kV power grids.
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Figure 9. Robustness against random errors or intentional

attacks: topological (top) and reliability-based (bottom).

Conclusion

This article concludes by discussing how different
reliability-based measures can be used to improve the
design and management of real-world power systems.
We have considered four different centrality measures,
that is, betweenness, closeness, degree, and information
to provide insights to the complexity of interrelations
among the components of power grids from the purely
topological point of view and also considering their
reliability characteristics. We have shown that reliabil-
ity characteristics are different from topological results,
as they are mostly uncorrelated. We have also proposed
to use a voting aggregation method like the Borda
Count Method to rank the nodes (buses or substations)
of power grids by aggregation of the rankings provided
by the four different centrality measures. The ranking
results can then drive the analysis of the robustness
of the network to intentional attacks and random
failures.

Based on the results obtained from our investiga-
tions on the specific case study of Iran’s power network,
we draw the following conclusions:

1. Viewing the results of our analysis with respect to
the criterion suggested in Sole et al.,>® we can clas-
sify the transmission network of Iran as a fragile
network.

2. As Iran’s power grid is homogeneous with respect
to degree distribution and heterogeneous with
respect to betweenness distribution, robustness
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could be gained if it were possible to dispatch the
actual loads/flows homogeneously, that is, so that
they follow an exponential distribution; thus, the
network would behave more like an Erdos-Renyi
random network which is known to perform better
with respect to both random failures and inten-
tional attacks. This result is somewhat a logical
extension of the analysis provided in Crucitti
et al.*’ and Xia et al.*®

Finally, in future work, we consider improving the

structural and reliability modeling of power grids by
accounting for aging and sudden shocks due to over-
loads (currents or voltages). Also, the communication
system will be considered explicitly.
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