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Abstract: Post-quantum public key encryption (PKE) schemes employing Quasi-Cyclic (QC) sparse parity-check matrix
codes are enjoying significant success, thanks to their good performance profile and significant reduction in
the keypair size. However, there is no formal proof that the hardness of decoding random QC codes is related
to the decoding hardness of random codes, which is known to be NP-hard, nor that changing the (constant
in the length) rate of the employed QC codes does not change the nature of the underlying hard problem. In
this work, we address and solve these challenges, answering both of them in the affirmative. First, we prove
computational equivalences among hard problems from coding theory and the corresponding problems for QC
codes. Then, we provide a systematization of hard problems and security assumptions underlying QC-MDPC-
based cryptosystems, proving that fixing the rate of the QC codes does not change the hardness of key recovery
attacks. These results allow the design of Niederreiter-style QC-MDPC PKEs, with the additional flexibility
granted by freely choosing the code rate, leading to code-based public key encryption schemes which are both
secure and can be fit in very demanding scenarios, such as embedded systems.

1 INTRODUCTION

Designing post-quantum cryptosystems and digital
signature schemes has seen a significant amount of
interest in recent years, as a consequence of a steady
intellectual and economic investment in the advance-
ment of quantum computing technologies. A further
spur to the interest in the topic was the public inter-
national contest by the US National Institute of Stan-
dards and Technology (NIST) for the selection of a
portfolio of post-quantum cryptosystems and signa-
tures. Indeed, the US NIST has selected, after a five
years long public scrutiny process, two candidate Key
Encapsulation Methods (KEMs), i.e. Public Key En-
cryption (PKE) schemes augmented with a construc-
tion fit to encrypting a small random bitstring to be
used as a symmetric key to encrypt long messages and
three signature schemes, with an on-going further call
for other standardization candidates.

The most promising computationally hard prob-
lems on which to build post quantum cryptosystems,
in terms of both confidence in their computational in-
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tractability, and efficiency of the derived cryptosys-
tems come from either discrete lattices or the the-
ory of linear error correction codes. The reason
for the selection of two candidate KEMs by NIST,
CRYSTALS-Kyber (Bos et al., 2018; Kevin M. Stine,
2024) and HQC (Melchor et al., 2025), was to avoid
relying on a single computationally hard problem
(CRYSTALS-Kyber is built on lattices, while HQC
on hard problems from coding theory).

The work of Berlekamp, McEliece and Van
Tilborg (Berlekamp et al., 1978) proving that decod-
ing errors through a randomly chosen error correc-
tion code, or finding one of its codewords given the
Hamming weight, are NP-hard problems, (as their de-
cision version are NP-complete), acted as the start-
ing points to build public key cryptosystems relying
on hard problems in coding theory. Three templates
to build a cryptosystem out of coding-theory based
problems were proposed by McEliece (McEliece,
1978), Niederreiter (Niederreiter, 1986) and, later by
Alekhnovich (Alekhnovich, 2003). While the latter
relies only on the computational hardness of decod-
ing random codes, the former two templates require
choosing an efficiently decodable code, and transform
its representation to hide its structure, making it in-
distinguishable from a randomly sampled code. The



McEliece and Niederreiter cryptosystem templates
were proven to provide equivalent security if the same
structured code is chosen in both cases; Niederreiter’s
template is usually chosen, as it provides shorter ci-
phertexts. Unfortunately, choosing an efficiently de-
codable code whose structure can be hidden is signif-
icantly challenging, with proposals such as the orig-
inal one by Niederreiter (Niederreiter, 1986) (em-
ploying Reed-Solomon codes) being broken. Cur-
rently, the choice of only two code families sur-
vived cryptanalytic attacks: the original binary Goppa
codes selected by McEliece, which gave rise to the
NIST contest participant Classic McEliece (Albrecht
et al., 2022), and the sparse Quasi-Cyclic (QC) parity-
check matrix codes, resulting in the design of the
NIST contest participants LEDAcrypt-KEM (Baldi
et al., 2025) and BIKE (Aragon et al., 2025), which
employ the low/medium density parity check codes
(LDPC/MDPC) as sparse codes.

Employing QC (random) codes was also the in-
tuition which allowed to make Alekhnovich’s tem-
plate practically viable, resulting in the design of
HQC (Melchor et al., 2018). Indeed, using QC codes
allows representing the matrices describing a code
with a row single vector of a matrix instead of the
full matrix, significantly reducing the key sizes. Em-
ploying a QC structure with an algebraic code was
shown to add too much structure to the code it-
self, facilitating the removal of the hiding required
by Niederreiter’s template (Sidelnikov and Shestakov,
1992). Classic McEliece, adopting Goppa codes, ac-
cepts the tradeoff of having a full matrix as its signif-
icantly large public key (256–1024 KiB, for the rec-
ommended parameter choices (Albrecht et al., 2022)).
By contrast, using sparse Quasi-Cyclic (QC) parity-
check matrix codes such as QC-MDPC/QC-LDPC,
which are random QC codes characterized uniquely
by the sparsity of one of their parity-check matrices,
in Niederreiter’s template is maintained to be secure,
with only a small known polynomial loss in the (ex-
ponential) security margin. Furthermore, such an ap-
proach is known to attain smaller public keys and ci-
phertexts with respect to the use of random QC codes
in Alekhnovich’s template.

This strategy has been implemented in two
cryptosystems, BIKE (Aragon et al., 2025) and
LEDAcrypt-KEM (Baldi et al., 2025), with BIKE
relying on QC-MDPC codes with rate 1

2 , and
LEDAcrypt-KEM relying on QC-LDPC codes with
rate ∈

{ 1
2 ,

2
3 ,

3
4

}
. While the original LEDAcrypt-

KEM design has been proven insecure due to weak
keys coming from the QC-LDPC design (Apon
et al., 2020), instantiating LEDAcrypt-KEM with
QC-MDPC codes, as in BIKE, is secure, and provides

the additional flexibility of choosing the code rate, en-
abling a tradeoff between public key and ciphertext
sizes. Indeed, QC-MDPC codes with rate greater than
1
2 yield smaller ciphertexts.

Despite the widespread use of QC codes in post-
quantum cryptography, no formal proof exists relating
the hardness of decoding QC codes to the decoding
hardness of random codes, in a similar fashion to what
takes place with lattice and cyclic lattice problems.
Moreover, it is yet to be proven that that fixing the
rate of the QC codes employed in the cryptosystem
to any value n0−1

n0
does not modify the nature of the

underlying hard problem.
Contributions. In this work, we provide a proof
that employing QC random codes has essentially the
same complexity of considering fully random codes,
as decoding them is still NP-hard, paving the way
for a complete proof of the hardness of structural at-
tacks on QC-MDPC based cryptosystems. Our sec-
ond contribution is the systematization of the rela-
tions between computationally hard problems under-
pinning QC-MDPC based cryptosystems, highlight-
ing that proving the hardness of a single remaining
assumption would make the exact cryptographically
hard problem employed NP-hard. Our third contribu-
tion is to prove that considering rates ̸= 1

2 does not
constitute a vulnerability for QC-MDPC cryptosys-
tem, thus providing sound security guarantees which
enable a secure tradeoff between public key and ci-
phertext sizes, as in LEDAcrypt-KEM (Baldi et al.,
2025).

2 RELATED WORK

The following two computationally hard problems,
stated and proven to be NP-complete in (Berlekamp
et al., 1978) have since then been the mainstay for
building code-based cryptosystems.

Definition 1 (Decisional Syndrome Decoding Prob-
lem (D-SDPn,k,t(H,s))). Given a generic parity-
check matrix H ∈ Fr×n

2 , a binary vector s ∈ Fr
2 and

an integer t > 0 determine if there is a (column) bi-
nary vector e, with wt(e)≤ t s.t. s is the syndrome of
e through H, i.e., s = He.

Definition 2 (Decisional Codeword Finding Problem
(D-CFPn,k,w(H))). Given a generic parity-check ma-
trix H ∈ Fr×n

2 and an integer w > 0, determine if
there is a binary vector e ∈ Fn

2, with wt(e) = w s.t.
s = He = 0, i.e., e is a codeword.

The question on whether the variant of the
D-CFPn,k,w considering a lesser-or-equal match on the
weight of the binary vector e, i.e., 0 < wt(e) ≤ w,



denoted as D-CFPLEn,k,w(H), is NP-complete or not
was left open in (Berlekamp et al., 1978), and men-
tioned to be interesting as it would imply that comput-
ing the minimum distance of a random code, given its
parity-check matrix, denoted as MINDISTn,k,w(H), is
also NP-complete. The question was solved in the af-
firmative by Vardy in (Vardy, 1997), where it is shown
that the decision problem is effectively NP-complete,
and thus its search version is NP-hard.

In 1986, Harald Niederreiter (Niederreiter, 1986)
proposed a PKE scheme based on the hardness of
the D-CFPn,k,w, and on the impossibility of retriev-
ing the error (equiv., the information word) employ-
ing a code admitting an efficient decoding, when pro-
vided only with the systematic form of its scrambled
parity-check matrix. The first proposal of the Nieder-
reiter cryptosystem was described employing Gener-
alized Reed-Solomon codes, which in turn were sub-
sequently proven to fail the second aforementioned
assumption (Sidelnikov and Shestakov, 1992). The
Niederreiter design yields a PKE with more compact
ciphertexts than the alternative code-based PKE pro-
posed by McEliece (McEliece, 1978), while retaining
the same security guarantees, if the hidden codes are
of the same kind (Li et al., 2006).

Choosing a sparse code as the hidden decod-
able code in a Niederreiter PKE was first proposed
in (Monico et al., 2000) exploiting the intuition that
sparse random codes lack algebraic structure and
should therefore be easier to hide. The combination
of this choice with QC codes to reduce the key size
was proposed in (Baldi et al., 2008; Misoczki et al.,
2012), and lead, after improvements, to the design of
the “Bit Flipping Key Encapsulation” scheme, known
as BIKE (Aragon et al., 2025), and to the key encap-
sulation scheme included in the “Low-dEnsity parity-
check coDe-bAsed cryptographic systems”, known
as LEDAcrypt-KEM (Baldi et al., 2025), both pro-
posed as code-based post-quantum KEMs. Following
Niederreiter’s construction, BIKE and LEDAcrypt-
KEM rely on the hardness of distinguishing QC codes
admitting a sparse parity-check matrix from random
QC codes, and on the hardness of decoding QC codes.

It is currently unknown whether hard problems in-
volving random codes, such as the D-CFPn,k,w and the
D-CFPLEn,k,w , are NP-complete when constrained
on random QC codes. In a related work, the au-
thors of (Berger et al., 2009, Proposition 4) report a
proof sketch for the NP-hardness of a variant of D-
SDP for quasi-cyclic codes. However, the definition
of QC codes in the proof considers a parity-check ma-
trix different from the one employed in BIKE and
LEDAcrypt-KEM, and limited to a 2×1 circulant
tiling of blocks. In its current form, the result, while

correct, is not applicable to the instances of hard prob-
lems which we will employ in the design of the cryp-
tosystems of interest.

3 BACKGROUND

In this section we summarize notions and defini-
tions from coding theory, and we describe the code-
based Niederreiter-style public key encryption (PKE)
schemes LEDAcrypt-KEM (Baldi et al., 2025) and
BIKE (Aragon et al., 2025).
Notation. A vector v∈ Fn

2 represents a column vector
with n ≥ 1 entries in F2. The notation vn×1 denotes a
column vector of size n, while v1×n a row vector of
size n. We denote as wt(v) the Hamming weight of
v, i.e., the number of non-zero elements in it, while
the null vector is denoted as 0. A matrix M ∈ Fn1×n2

2
has n1 rows and n2 columns. The identity matrix is
denoted by I. The element at row i and column j of
a matrix M is written as mi, j, with 0 ≤ i < n1 and
0 ≤ j < n2. If M is defined as a block matrix, Mi, j
indicates the submatrix at row i and column j. Given
a binary polynomial a(x) ∈ F2[x] of degree p≥ 1, we
denote by A = circ(a(x)) the associated p×p circu-
lant matrix. The first row of A consists of the coeffi-
cients of a(x), ordered from least to most significant.
Each subsequent row is a one-bit circular right shift
of the previous one.
Given two computational problems P and Q, we will
denote as P ≤P Q the fact that it is possible to re-
duce polynomially P to Q (Cook reduction), i.e., it is
possible to solve P in polynomial time given a solver
for Q. A stronger notion of reduction, of which we
will make use for decision problems, is the many-to-
one, polynomial time reduction (Karp reduction). We
say that P Karp-reduces to Q, denoted as P ≤p Q iff,
given a solver for Q, it is possible to transform an in-
stance of P in an input for a solver for Q and return
the solution obtained from the latter as a solution for
the instance of P. The complexity classes NP and P
are closed under Karp reduction, and this enables to
prove that P ∈ NP, knowing that Q ∈ NP, by proving
that P ≤p Q and Q ≤p P. We will denote computa-
tional equivalence under Karp reductions as P =p Q,
while equivalence under Cook reductions will be de-
noted as P =P Q.

3.1 Preliminaries on Coding Theory

Binary error correcting codes rely on a redundant rep-
resentation of information as binary strings to detect
and correct errors which may occur during transmis-
sion. In the following, we consider binary codes



known as block codes acting on a finite binary se-
quence at once known as the information word.
Binary Linear Codes. A binary linear code is a sub-
space of Fn

2 obtained as the image of a bijective linear
map C [n,k] : Fk

2→ Fn
2, n,k ∈N+, with k≤ n, between

any binary k-tuple, a.k.a. information word and a bi-
nary n-tuple, a.k.a. codeword. The values n and k are
known as the length and the dimension of the code,
respectively, and their ratio k

n defines the code rate.
Encoding in C [n,k] means converting an information
word u ∈ Fk

2 into its corresponding codeword c ∈ Fn
2.

Given a codeword c̃ corrupted by an unknown error
vector e ∈ Fn

2, with wt(e) ≤ t, i.e.: c̃ = c⊕ e, recov-
ering the original information word u and the error
vector e requires the application of a decoding proce-
dure, which is able to correct up to t bit-flips occurred
to the coordinates of the original codeword. The pa-
rameter t > 0 denotes the error correcting power of
the code C [n,k] in a chosen metric. In this work, we
consider only the Hamming metric, which defines the
distance between two n×1 binary vectors u,v ∈ Fn

2,
as the number of their components that have distinct
values in corresponding positions. In this metric, de-
coding associates each corrupted codeword c̃ ∈ Fn

2 to
its closest codeword c ∈ C [n,k], where C is s.t. the
Hamming ball of radius t around any codeword, de-
fined as B(c, t) = {v ∈ Fn

2 : dist(v,c)≤ t}, contains
no other codeword of C . In this regard, it is easy
to infer that the (minimum) distance of the code, d,
which is defined as the minimum distance between
two codewords, i.e., d = minc1,c2∈C {dist(c1,c2)}=
minc∈C{dist(c,0)}= minc∈C {wt(c)}, must be such
that d ≥ 2t +1 to guarantee the existence of a decod-
ing procedure.

The linear error correcting code C [n,k] can be de-
scribed by any set of k linearly independent code-
words {g0,g1, . . . ,gk−1} ∈ Fn

2, i.e., by a basis of C .
As a consequence, any codeword c ∈ C can be com-
puted also as cT = uTG, where T denotes a transpo-
sition, while the k×n binary matrix G is obtained by
stacking the basis vectors gi

T, with 0≤ i < k, in such
a way that g0

T is on top of g1
T, g1

T is on top of g2
T,

and so on. The k×n matrix G is called generator
matrix of the code C [n,k]. Note that the same code
C [n,k] admits multiple generator matrices G up to a
pre-multiplication of G by a k×k non-singular ma-
trix over F2, corresponding to a change of the basis
defining G. To indicate the code C [n,k] described by
a given generator matrix G, we will write C (G).

Definition 3 (Systematic Form of a Generator Ma-
trix). A generator matrix is said to be in systematic
form if it is expressed as G = [Q | I], where Q is a
k×r matrix and I is a k× k identity matrix. The sys-
tematic form of G is unique.

Definition 4 (Permutation Equivalent Codes). Given
two linear codes C [n,k], C ′[n,k], they are said to be
permutation equivalent if there is a permutation of
coordinates mapping each codeword of C [n,k] bijec-
tively into a codeword of C ′[n,k]. Analogously, given
a generator matrix G for C [n,k], a generator matrix
G′ for a permutation equivalent code C ′[n,k] is ob-
tained by permuting the columns of G.

Note that permutation equivalent codes have the
same minimum distance. Since the (row) rank of a
generator G of a code C [n,k] is k, even if C [n,k] does
not admit a systematic form, there is a permutation
equivalent code C ′[n,k] that does: it is the one de-
scribed by a G′ obtained by permuting the columns of
G s.t. the rightmost k×k submatrix has full rank.

Consider the dual space of C [n,k], C [n,k]⊥, i.e.,
the subspace of Fn

2 containing all and only the vectors
orthogonal to any codeword in C [n,k], with dimen-
sion dim

(
C [n,k]⊥

)
=n−dim(C [n,k])=n−k=r. A

basis for C [n,k]⊥, which is known as the dual code
of C [n,k] is obtained by choosing r linearly indepen-
dent (column) vectors hi ∈ C [n,k]⊥ ⊆ Fr

2, 0 ≤ i < r.
Subsequently, an r×n matrix H can be obtained by
stacking h0

T on top of h1
T, h1

T on top of h2
T . . ., to

the end of exhibiting a generator matrix for the so-
called dual code of C [n, k], i.e., C [n, r]⊥. The r×n
matrix H is also called parity-check matrix of the code
C [n,k]. For any n-bit vector x ∈ Fn

2, the r×1 vector
s = Hx ∈ Fr

2, is known as the syndrome of x through
H. Being H a basis of C [n,k]⊥, every c ∈ C [n,k]
is s.t. Hc = 0r×1, i.e., any codeword in C [n,k] has a
null syndrome through H. It is also easy to show that
a code admitting a systematic form generator matrix
will also admit a systematic form parity-check matrix
H = [V | I], where V ∈ Fr×k

2 . Note that a parity-check
matrix also fully describes a code C [n,k]. We will de-
note the code admitting H as a parity-check matrix as
C (H), whenever no ambiguities ensue on the fact that
H is a parity-check matrix.
Quasi-cyclic Sparse Linear Codes. Quasi-cyclic
(QC) codes (QCCs) constitute an important category
of codes, that is interesting because the generator ma-
trix or the parity-check matrix of its elements can be
fully described by a few row vectors. There are two
commonplace definitions for what constitutes QCCs,
for which we provide a visualization of the structure
of a generic generator matrix in Figure 1.

Definition 5 (QCCs - Circulant Tiling of Blocks Gen-
erator Matrix (CToB)). A linear code C [n,k], with
n = pn0, k = pk0 (and redundancy r = n− k = pr0,
r0 = n0− k0) is said to be quasi-cyclic (QC) with ba-
sic block n0 if every cyclic shift of a codeword by n0



b1,0 b1,1 b1,2

b0,0 b0,1 b0,2

a1,0 a1,1 a1,2

a0,0 a0,1 a0,2

a1,0 a1,1 a1,2

a0,0 a0,1 a0,2

b1,0 b1,1 b1,2

b0,0 b0,1 b0,2
k0

n0

k0 p

n0 p

(a) Circulant Tiling of Blocks (CToB)

a0,0 a0,1

a0,1 a0,0

b0,0 b0,1

b0,1 b0,0

c0,0 c0,1

c0,1 c0,0

d0,0 d0,1

d0,1 d0,0

e0,0 e0,1

e0,1 e0,0

f0,0 f0,1

f0,1 f0,0

p

p

k0 p

n0 p

(b) Tiling of Circulant Blocks (ToCB)

Figure 1: A visualization of the two different definitions of QCCs in terms of CToB (a) and ToCB (b) generator matrices for
p = 2, k0 = 2 and n0 = 3. Matrix (a) is built by tiling two k0× n0 matrices A, B, in a p× p circulant pattern. Matrix (b) is
built by tiling six p× p circulant matrices A, B, . . . , F in a k0×n0 pattern.

digits yields another codeword. These codes are de-
scribed by a Circulant Tiling of Blocks (CToB) gener-
ator matrix (Figure 1.a) built as a rank-k matrix split
into p×p blocks. Each block is a k0×n0 binary ma-
trix, and each consecutive row of blocks is obtained
performing a circular shift, by one block, of the row
of blocks immediately above it.
Definition 6 (QCCs - Tiling of Circulant Blocks Gen-
erator Matrix (ToCB)). A linear code C [n,k], with
n = pn0, k = pk0 (and redundancy r = n− k = pr0,
r0 = n0− k0) is said to be quasi-cyclic with Tiling of
Circulant Blocks (ToCB) generator matrix, if such a
matrix is obtained as a tiling of circulant matrices,
each one p×p elements big, on a k0×n0 grid.

Each code in one of the families of QC codes de-
fined above has a corresponding permutation equiva-
lent code in the other family. Furthermore, there exist
a one-to-one correspondence between a p×p circu-
lant matrix and the elements of the polynomial ring
F2[x]/(xp−1). Hinging on such mapping, in the fol-
lowing sections we are going to denote any circulant
block Hi ∈ Fp×p

2 also as circ(hi(x)), where hi(x) =
hi,0 + hi,1x + hi,2x2 + · · ·+ hi,p−1xp−1 ∈ F2[x] is a
polynomial having the values of its coefficients in
one-to-one correspondence with the binary digits in
the first row of Hi, scanning them from left to right.
An additional equivalent representation for the circu-
lant matrix or its associated polynomial will be also a
binary tuple coinciding with the first row of the ma-
trix or with the sequence of binary coefficient of the
polynomial: (hi,0,hi,1, · · · ,hi,p−1).
Definition 7 (Binary Regular Codes). A binary linear
code C [n,k] admitting a (v, w)-regular parity-check
matrix, where v and w are the weights of each column
and each row, respectively, is defined as (v, w)-regular
code, with regularity condition n−k

n = v
w .

It is customary to distinguish between regular Low
Density Parity-Check (LDPC) codes when the code
admits at least one sparse parity-check matrix with
v ∈ O (log(n)) (Alrabiah et al., 2025), and regular
Medium Density Parity-Check (MDPC) codes when
the code admits at least one sparse parity-check ma-
trix with v ∈ O (

√
n) (Tillich, 2018). It is worth not-

ing that left-multiplying a parity-check matrix by a
full rank random matrix allows exhibiting another
parity-check instance of the same code that possibly
does not have low weight columns. Binary LDPC
and/or MDPC codes admitting a (v,w)-regular QC
(pr0)×(pn0) parity-check matrix are known as QC-
LDPC and QC-MDPC codes, respectively. Their dis-
tance is upper bounded by ≤ 2v (Baldi et al., 2021).

An efficient and effective decoder for
LDPC/MDPC codes, given access to the defin-
ing sparse parity-check matrix, is the (parallel) bit
flipping decoding procedure introduced by Gallager
in (Gallager, 1962). Such decoder, employed when
H is sparse, will fail to decode with overwhelming
probability as the weight of the columns of H rises
above O (

√
n) (Annechini et al., 2024).

3.2 QC-MDPC based Post-quantum
Cryptosystems

The code-based post-quantum cryptosystems
BIKE (Aragon et al., 2025) and LEDAcrypt-
KEM (Baldi et al., 2025) are based on the template
proposed by Niederreiter in (Niederreiter, 1986). The
inner workings of both schemes follow the operations
of the PKE reported in Figure 2. In particular BIKE
can be seen as a special parametrization of the
LEDAcrypt-KEM scheme, which fixes the code rate
to 1

2 , while still ensuring a prescribed level λ of com-



SETUP
(
1λ
)
: param= (n0, p,v, t), with v odd, ordp(2)=p−1

KEYGENERATION(param): sample H $← [H0,H1, · · · ,Hn0−1],
Hi = circ(hi(x))∈Fp×p

2 ,
hi(x)∈F2[x]/(xp−1), with wt(hi(x)) = v,
(ensure the existence of hn0−1(x)

−1).
compute M← [M0,M1, · · · ,Mn0−2,I] = H−1

n0−1 H,
define sk←{H} (private key)
define pk←{M} (public key)
return sk,pk

ENCRYPTION(pk, e): choose plaintext message e $← Fpn0
2 , wt(e) = t

compute s←Me, ctx←{s} (ciphertext)
return ctx

DECRYPTION(sk, c): s′←Hn0−1 s
execute e,res← BITFLIPPINGDECODER (H,s′)
if (res= false) e←⊥ (null value)
ptx←{e}
return ptx

Figure 2: Niederreiter based QC-MDPC PKE scheme
matching the BIKE-PKE (n0 = 2) (Aragon et al., 2025;
Misoczki et al., 2013), and the PKE in LEDAcrypt-
KEM (Baldi et al., 2025; Baldi et al., 2018) (n0 ∈ {2,3,4}).

putational security (typically, λ ∈ {128,192,256})
as LEDAcrypt-KEM does. Indeed, each of the
underlying QC regular codes C [n, k], n = pn0,
k = p(n0 − 1), with p a prime number, exhibits a
code rate k

n = n0−1
n0

, and a 1×n0 (p×p)-block matrix
H as parity-check matrix, with v (odd) asserted bits
in each column (and row) of a circulant block, and
w = n0 v asserted bits in each row of the whole ma-
trix. Being v odd, the constraint that ordp(2)=p−1
ensures that each circulant block is invertible. Such a
condition is important because, H = [H0, · · · ,Hn0−1]
is used as a private key, while the corresponding
public key M is scrambled as per Niederreiter’s
template, as M = H−1

n0−1 H, i.e., it is block matrix
built as the concatenation of (n0 − 1) p×p random
looking blocks and a p× p identity matrix, i.e.,
M = [M0, · · · ,Mn0−2,I].

Being the PKE at hand the inner primitive of a
KEM, the binary string defining a plaintext message
is identified with a randomly and uniformly chosen
error vector e ∈ Fn

2 with wt(e) = t; the ciphertext is
obtained as its associated syndrome s = Me, which
has size p. Given a ciphertext s and the correspond-
ing public key M, the keypair owner multiplies the
last circulant block of her own private key H by the
received syndrome, and obtains a QC-MDPC/QC-
LDPC syndrome that can be subsequently fed into the
bit-flipping decoder to obtain the original error vector.

The security of the PKE scheme in Fig. 2, and
consequently also the one of the PKE schemes
adopted by LEDAcrypt-KEM (Baldi et al., 2025) and
BIKE (Aragon et al., 2025), depends on the computa-
tional hardness of the following problems.

Definition 8 (LEDA Public Key Distinguisher
(LEDA-PK-DISTn0,p,v(H))). Given a p× n0 p QC-
MDPC parity-check matrix in systematic form,

distinguish if it is a uniformly randomly sampled
matrix from a QC code in systematic form or a
LEDAcrypt-KEM public key, for the same choice of
the parameters n0, p,v.

Definition 9 (LEDA Message Recovery Attack
(LEDA-MRAn0,p,t(M,s))). Given a LEDAcrypt-KEM
public key, i.e., a binary QC-MDPC parity-check
matrix M ∈ Fp×pn0

2 in systematic form, and the
syndrome s = Me ∈ Fp

2 of a weight t unknown error
vector e ∈ Fpn0

2 through M ∈ Fp×pn0
2 , compute e.

Definition 10 (LEDA Key Recovery Attack
(LEDA-KRAn0,p,v(M))). Given a LEDAcrypt-KEM
public key, i.e., a binary QC-MDPC parity-check
matrix M∈Fp×pn0

2 in systematic form, compute the
corresponding private key H∈Fp×pn0

2 , having column
and row weight of its n0 circulant blocks equal to v.

The hard problems for the BIKE cryptosystem,
D-BIKE-PKp,v, BIKE-MRAp,t , and BIKE-KRAp,v,
are specializations of D-LEDA-PKn0,p,v,
LEDA-MRAn0,p,t , and LEDA-KRAn0,p,v, for n0 = 2.

4 COMPUTATIONAL HARDNESS
OF QC-MDPC BASED PKEs

We now provide a systematization of the hard prob-
lems underlying QC-MDPC based cryptosystems; a
diagram of the computational reductions is provided
in Figure 3. In the depicted graph, nodes are com-
putational problems, a D- prefix indicates a decision
problem, while a S- prefix a search problem. Our goal
is to relate the hardness of the problems constitut-
ing a Message Recovery Attack (MRA) or a Key Re-
covery Attack (KRA) for the LEDAcrypt-KEM and
BIKE cryptosystems (blue squares) to the hardness
of D-SDPn,k,tand D-CFPLEn,k,w . In doing so, we
prove the computational reductions denoted by blue
arrows in Figure 3, and make use of a single hardness
assumption (marked by the red arrow tip).

4.1 Hard Problems for QC Codes

In the following, we prove that the problem of de-
coding a random code and determining its mini-
mum distance, described in the previous section, are
NP-complete even when restricted to random QC
codes. We start by proving the equivalence of the
D-SDPn,k,t to the Decision Quasi-Cyclic Syndrome
Decoding Problem, defined as follows:

Definition 11 (Decision Quasi-Cyclic Syndrome De-
coding Problem (D-QCSDPn0,k0,p,t(H,s))). Given
a randomly sampled QC parity-check matrix H ∈



D-SDPn,k,t D-QCSDPn0,k0,p,t LEDA-MRAn0,p,t

D-CFPLEn,k,w D-QCCFPLEn0,k0,p,w D-QC-RND-OR-MDPCn0,p,v

D-LEDA-PKn0,p,v

S-QCMDPCn0,p,v S-QCMDPCCFPn0,p,v

BIKE-KRAp,v LEDA-KRAn0,p,v

(Berlekamp et al., 1978)
+

(Vardy, 1997)

Th.1 As.1

Th.2 Lem.1+As.1

Imm.

Imm. Th.3

(Aragon et al., 2025) + Th.4 (Baldi et al., 2025) + Th.4

Th.4

Figure 3: Summary of the relations between computational problems and key or message recovery attacks. Blue arrows
denote results in Section 4, red arrows denote security assumptions.

Fp(n0−k0)×pn0
2 provided as a (n0−k0)×n0 tiling of cir-

culant blocks (ToCB), with length p>1 each, a binary
vector s ∈ Fpr0

2 , and an integer t > 0, determine if
there is a binary vector e ∈ Fpn0

2 , with wt(e)≤ t s.t. s
is the syndrome of e through H, i.e., s = He.

Theorem 1. D-QCSDPn0,k0,p,t is NP-complete.

Proof. We prove how an oracle for the
D-QCSDPn,k,p,pt can solve the D-SDPn,k,t , thus
reducing the latter to the former (i.e., D-SDPn,k,t
≤pD-QCSDPn,k,p,pt), and then that also an oracle for
the D-SDPn0 p,k0 p,pt can solve the D-QCSDPn0,k0,p,t ,
that is D-QCSDPn0,k0,p,t ≤pD-SDPn0 p,k0 p,pt .
Reduction of D-SDPn,k,t to D-QCSDPn,k,p,pt .
To prove this fact, we employ a procedure which al-
lows to construct efficiently a QC code with a parity-
check matrix in ToCB form from a QC code with
a parity-check matrix in CToB form and viceversa.
We provide an operational description of the proce-
dure, as its correctness is proven in (Baldi, 2014,
Lemma 3.4). Let us consider a QC code with a
parity-check matrix in CToB form, HCToB, then we
first apply a column permutation which maps the col-
umn in position (i+ p j), with j∈{0, . . . ,n0−1} and
i∈{0, . . . , p−1} to the ( j + n0i)-th position. In the
following, we will denote with Pcol the n×n permu-
tation matrix describing the aforementioned column
permutation. Subsequently, we apply to the result-
ing parity-check matrix, a row permutation that maps
the row in position (i + p j), with j∈ {0, . . . ,r0−1}
and i∈{0, . . . , p−1} to the ( j + r0i)-th position. In
the following, we will denote with Prow the r×r
permutation matrix describing the aforementioned
row permutation. This transformation, which we
denote as CTOB-TO-TOCB(·) produces the parity-
check matrix HToCB = Prow (HCToBPcol) describing a
code which is permutation equivalent to the one de-
scribed by HCToB. Indeed, the row permutation ap-
plied by CTOB-TO-TOCB has no effect on the code
C (HCToBPcol) represented by (HCToBPcol), while the
Pcol permutes the coordinates of C (HCToB).

The CTOB-TO-TOCB procedure can be used to-
gether with a solver for the D-QCSDPn,k,p,pt where p
is a positive integer (denoted as AD-QCSDPn,k,p,pt

(H,s)),
to build a polynomial steps solver for D-SDPn,k,t (de-
noted as AD-SDPn,k,t (H,s)) as reported in Algorithm 1.

Input: H ∈ Fr×n
2 (parity-check matrix), r = n− k; s ∈ Fr

2 (binary
vector)

Output: b ∈ {true,false}: true if there is e s.t. He = s and
wt(e)≤ t

// CToB H′, p× p blocks of size r×n

H′←


H 0r×n 0r×n . . . 0r×n

0r×n H 0r×n . . . 0r×n

...
...

...
. . .

...
0r×n 0r×n 0r×n . . . H


// s′ is a column vector with p replicas of s
s′← [sT · · ·sT]T

H′′,Prow← CTOB-TO-TOCB(H′) // H′′ = Prow(H′Pcol)

s′′← Prows′

b← AD-QCSDPn,k,p,pt (H
′′,s′′)

return b

Algorithm 1: Description of the D-SDP
solver for AD-SDPn,k,t (H,s), given a solver for
AD-QCSDPn,k,p,pt

(H′′,s′′)

The procedure starts by obtaining a CToB parity-
check matrix H′ ∈ Fpr×pn,r = n− k by placing repli-
cas of H along the diagonal of the p×p pattern. Sim-
ilarly, the procedure obtains a syndrome vector s′ is
obtained concatenating p replicas of s vertically. Note
that, if the D-SDPn,k,t instance has positive solution,
i.e., an e ∈ Fn

2 with wt(e) ≤ t s.t. He = s exists, then
the D-SDPn,k,t problem instance having parity-check
matrix H′ and syndrome s′ admits e′ = [eTeT . . .eT]T
as a solution, and wt(e′) ≤ pt. Furthermore, if
D-SDPn,k,t(H′,s′) has a positive solution, there is at
least an error vector e′ = [eT0eT1 . . .e

T
p−1], with weight

≤ pt which satisfies s′ = H′e′. This in turn implies
that at least one of the vectors ei, i ∈ {0, . . . , p− 1}
has weight lesser or equal to t (as the sum of their
weight is ≤ pt and there are p of them). It is also
worth noting that the QC-CToB problem instance ob-
tained, while being on a larger code, is still character-
ized by the same error density t

n = pt
pn . The parity-

check matrix H′ is then transformed in the one of
the permutation equivalent code represented by the
result of the CTOB-TO-TOCB procedure. The syn-
drome s′ is mapped onto the syndrome s′′ = Prows′
which, if and only if the original D-SDPn,k,t instance
admits a solution, is the syndrome of an error vec-
tor e′′ = (e′TPcol)

T. Since the matrix H′′ is in ToCB



form, with p×p sized circulant blocks, it is possible
to employ the available AD-QCSDPn,k,p,t to solve the de-
cision problem on (H′′,s′′). The decision computed
by AD-QCSDPn,k,p,t is therefore the same that the pro-
cedure solving the D-SDPn,k,t should return.
Reduction of D-QCSDPn0,k0,p,t to D-SDPn0 p,k0 p,pt .
Given a solver AD-SDP(H,s), and an instance of the
D-QCSDP with input (H,s) to be solved, it suffices to
invoke AD-SDP on (H,s). Regardless of the QC struc-
ture of H, AD-SDP will return the correct answer.

We now move on to proving the equivalence
of the D-CFPLEn,k,w to the Decision Quasi-
Cyclic Lesser-or-Equal Codeword Finding Problem,
D-QCCFPLEn0,k0,p,w, defined as follows:

Definition 12 (Decision Quasi-Cyclic
Lesser-or-Equal Codeword Finding Problem
(D-QCCFPLEn0,k0,p,w(H))). Given a randomly

sampled QC parity-check matrix H ∈ Fp(n0−k0)×pn0
2

provided as a tiling of (n0−k0)×n0 circulant blocks
(ToCB), with length p>1 each, and an integer w > 0,
determine if there is a binary vector e ∈ Fpn0

2 , with
0 < wt(e)≤ w s.t. e is a codeword, i.e., s = He = 0.

Note that D-QCCFPLEn0,k0,p,w is equivalent to
the problem of computing the minimum distance of
a QC code. We now prove the following statement:

Theorem 2. D-QCCFPLEn0,k0,p,w is NP-complete.

Proof. We exhibit a procedure that with an oracle
for D-QCCFPLEn,k,p,w can solve the D-CFPLEn,k,w
(i.e. D-CFPLEn,k,w ≤p D-QCCFPLEn0,k0,p,w),
and then a procedure that with an oracle for the
D-CFPLEn,k,w can solve D-QCCFPLEn,k,p,w (i.e.
D-QCCFPLEn0,k0,p,w ≤p D-CFPLEn,k,w ).
Reduction of D-CFPLEn,k,w to D-QCCFPLEn,k,p,w.
We use the procedure CTOB-TO-TOCB(·) described
before, to construct efficiently a QC code with a
parity-check matrix in ToCB form from a QC code
with a parity check matrix in CToB form. The CTOB-
TO-TOCB(·) procedure together with a solver for the
D-QCCFPLEn,k,p,w, where p is a positive integer,
yields a polynomial steps D-CFPLEn,k,w solver.

Following the same structure as Algorithm 1, the
procedure starts by constructing a CToB parity-check
matrix H′ ∈ Fpr×pn, placing p replicas of M along
the diagonal of the p× p pattern, while the remain-
ing blocks are set to 0r×n. Note that, if C (H) has
a codeword c of weight wt(c) ≤ w, then H′ has p
codewords of the form c′i = [0T 0T . . . cTi . . . 0T]T,
0 ≤ i ≤ p− 1, where wt(c′i) ≤ w. Moreover, if H′
admits a codeword c′ = [cT0 cT1 . . . cTp−1]

T with Ham-
ming weight wt(c) ≤ w, then each ci is a (possibly
null) codeword of C (H), i.e., Hci = 0, and at least
one of such codewords is non null with weight ≤ w,

meaning that also D-CFPLEn,k,w(H) admits a solu-
tion. The parity-check matrix H′ is then transformed
in the one of the permutation equivalent code rep-
resented by the result of the CTOB-TO-TOCB pro-
cedure, H′′. Since C (H′) and C (H′′) are permuta-
tion equivalent, D-CFPLEn,k,w(H) admits a solution
if and only if C (H′′) exhibits a non-zero codeword
with weight ≤ w. The matrix H′′ is in ToCB form,
thus it is possible to query AD-QCCFPLEn,k,p,w(H

′′), and
the decision computed by AD-QCCFPLEn,k,p,w(H

′′) is
the same that AD-CFPLEn,k,w(H) should return.
Reduction of D-QCCFPLEn0,k0,p,w to D-CFPLEn,k,w .
Given a solver for D-CFPLEn,k,w and a QC parity-
check matrix H in ToCB form, invoking the solver
for D-CFPLEn,k,w(H) will yield the correct answer
for D-QCCFPLEn0,k0,p,w(H).

This result implies that computing the minimum
distance of a QC code is as hard as computing the
minimum distance of a random code.

4.2 Security of QC-MDPC Based PKEs

We now move onto considering computationally hard
problems regarding QC-MDPC codes. To this end,
we consider codes which admit a pr0× pn0 QC
parity-check matrix with r0=n0−k0=1, i.e., H =
[H0, · · · ,Hn0−1] where each Hi, i∈{0, . . . ,n0−1} is a
p×p circulant block. The restriction on r0 is due to
an engineering reason: as we are willing to design a
Niederreiter-like cryptosystem, we aim at obtaining a
flexible tradeoff between the public key size (i.e., the
size of H) and the ciphertext size (i.e., the size of s).
We consider the following problem:

Definition 13 (D-QC-RND-OR-MDPCn0,p,v). Given
an p×pn0 QC parity-check in systematic form H =
[H0, · · · ,Hn0−2,I], decide with probability at least
1− negl(n) if it is obtained: i) as a random sam-
ple from the uniform distribution over all p×pn0 QC
parity-check matrices admitting systematic form, or
ii) as the systematic form of a regular QC-MDPC
parity-check matrix having row weight w = n0v, and
column weight v ∈ O(

√
n).

The hardness of specific instances of the
D-QC-RND-OR-MDPCn0,p,v problem is known to
depend on the choice of p. Indeed, while there are
no known general (w.r.t. the choice of p) solvers
faster than O(2cw),0 < c ≤ 1, for the case of p
having as a factor a power of two, the authors
of (Löndahl et al., 2016) have shown that it is pos-
sible to reduce the complexity of finding a weight-
w codeword of a QC-MDPC code given its parity-
check matrix H in systematic form (and thus solve
D-QC-RND-OR-MDPCn0,p,v) translating it a set of



codeword finding instances for codeword weights and
code lengths significantly smaller thant n,w, plus an
appropriate polynomial square root extraction algo-
rithm (Löndahl and Johansson, 2014). To avoid these
attacks, a popular choice is to take p to be a prime.

In addition to p being a prime, LEDAcrypt-KEM,
and BIKE also choose p s.t. 2 generates the multi-
plicative subgroup of Fp, i.e., ordp(2) = p− 1. The
choice is very convenient, as it provides a straightfor-
ward way to sample QC codes admitting a systematic
form: it is sufficient to pick the side of the block to
be p prime and such that 2 generates F∗p and choose
an odd-weight block except for the one constituted
of all ones to obtain an invertible block (Baldi et al.,
2017). We note that such a choice also allows us to
relate the hardness of D-QC-RND-OR-MDPCn0,p,v
to the one of D-QCCFPLEn0,k0,p,w, and in par-
ticular, that D-QC-RND-OR-MDPCn0,p,v ≤p
D-QCCFPLEn0,k0,p,w.

Lemma 1. D-QC-RND-OR-MDPCn0,p,v ≤p
D-QCCFPLEn0,k0,p,w

Proof. To prove this, we recall a fact from (Chen
et al., 1969), i.e., that a randomly sampled QC
code with code rate either n0−1

n0
or 1

n0
and p s.t.

ordp(2) = p−1 achieves the distance described by
the so-called Gilbert–Varshamov bound with proba-
bility 1−negl(n). This fact implies that, for a constant
(in n) rate, the distance of a random QC code is a con-
stant fraction of n

c , where c depends on the code rate.
By contrast, a QC-MDPC code has a distance which
is upper-bounded by 2v ∈ O(

√
n) (Baldi et al., 2021).

Therefore, to solve D-QC-RND-OR-MDPCn0,p,v(H)
with probability 1 − negl(n) it is sufficient to
invoke the solver for D-QCCFPLEn0,k0,p,w(H),
where k0 = n0−1 and w = 2v, and in case
the solver for D-QCCFPLEn0,k0,p,w(H) returns
an affirmative answer, provide as answer to
D-QC-RND-OR-MDPCn0,p,v(H) that the code is
QC-MDPC, and a random QC code otherwise.

While D-QC-RND-OR-MDPCn0,p,v can
be solved by solving of D-QCCFPLEn0,k0,p,w
(D-QC-RND-OR-MDPCn0,p,v ≤p D-QCCFPLEn0,k0,p,w),
it is not currently known if D-QCCFPLEn0,k0,p,w
≤p D-QC-RND-OR-MDPCn0,p,v, that is, if the
problem of distinguishing a QC code with rate
n0−1

n0
admitting a regular MDPC parity check ma-

trix, and minimum distance ≤ 2v, from a random
QC code is at least as hard as the problem of
distinguishing whether a QC code has minimum
distance ≤ w or not. If D-QCCFPLEn0,k0,p,w ≤p
D-QC-RND-OR-MDPCn0,p,v were to hold, the com-
putational problems would be equally difficult and

therefore the problem D-QC-RND-OR-MDPCn0,p,v
would be NP-complete itself. We observe that the
computational intractability of breaking a generic
instance of both LEDAcrypt-KEM and BIKE, either
by message or private key recovery, can be shown to
depend on the following assumption alone.
Assumption 1. D-QC-RND-OR-MDPCn0,p,v is
NP-complete.

Given the said assumption, it is indeed im-
mediate to observe that solving the problem
D-LEDA-PKn0,p,v(H) of deciding if a QC
parity-check matrix H is a public key of the
LEDAcrypt-KEM cryptosystem or a randomly
sampled QC parity-check matrix in system-
atic form is indeed an instance of the problem
D-QC-RND-OR-MDPCn0,p,v. Assuming that
D-LEDA-PKn0,p,v is computationally intractable
also leads to the intractability of LEDA-MRAn0,p,t ,
as the attacker will be required to solve a
D-QCSDPn0,k0,p,t instance, since he will not be
able to distinguish LEDAcrypt-KEM public keys
from random QC parity-check matrices admitting
systematic form.

The problem D-QC-RND-OR-MDPCn0,p,v(H)
being NP-complete implies that the corresponding
search problem, defined as follows, is NP-hard:
Definition 14 (S-QCMDPCn0,p,v(M)). Given a p×
n0 p QC parity-check matrix in systematic form, i.e.,
M = [M0,M1, . . . ,Mn0−2,I], find the (v,n0v)-regular,
p×n0 p QC-MDPC matrix H such that M is the sys-
tematic form of H.

Under the same assumption, the decision problem
D-QC-RND-OR-MDPCn0,p,v has the same computa-
tional complexity as the corresponding search prob-
lem, as all NP-complete problems enjoy a search-to-
decision reduction (Arora and Barak, 2009).

We now show that S-QCMDPCn0,p,v(M) i.e.,
finding the definitory low weight parity-check matrix
defining the same code C (M), is equivalent to find-
ing low-weight codewords in C (M) itself. We start
by defining the codeword finding problem as follows:
Definition 15 (S-QCMDPCCFPn0,p,v(M)). Given a
p×pn0 QC-MDPC parity-check matrix M in system-
atic form, find a vector e ∈ Fn0 p

2 such that s = Me = 0
(i.e., e is a codeword of C (M)) with wt(c) = 2v.
Theorem 3. S-QCMDPCn0,p,v =P S-QCMDPCCFPn0,p,v

Proof. We now show how an oracle for
S-QCMDPCCFPn0,p,v can solve S-QCMDPCn0,p,v,
and how an oracle for S-QCMDPCn0,p,v can solve
the S-QCMDPCCFPn0,p,v.
Reduction of S-QCMDPCn0,p,v to S-QCMDPCCFPn0,p,v
Solving S-QCMDPCn0,p,v amounts to de-
riving a (v,n0v)-regular QC-MDPC matrix



H = [H0,H1, . . .Hn0−1], given a p × pn0 QC-
MDPC code parity-check matrix in systematic form
M = [M0,M1, . . . ,Mn0−2,I]. To do so, consider
the code described by puncturing (i.e., removing
coordinates from) C (M), to obtain a code C (M′i) de-
scribed by M′i = [Mi,I], i∈{0, . . . ,n0−2}. Repeat the
following procedure for each value i∈ {0, . . . ,n0−2}.

Consider that C (M′i) is, by construction, a 2, p,v
QC-MDPC code: indeed, M′i is the systematic form
of the QC-MDPC matrix H′i = [Hi,Hn0−1]. Con-
sequently, C (M′i) is also described by the genera-
tor matrix G′i = [HT

n0−1,H
T
i ], where each row (i.e.,

codeword) of G′i has weight 2v. Computing the
parity-check matrix H′i thus amounts to deriving a
(v,2v)-regular QC generator matrix G′i of C (M′i). To
do so, start by invoking S-QCMDPCCFPn0,p,v(M

′
i)

and get ci = [cTi,0 cTi,1]
T, where ci,0,ci,1 ∈ Fp

2 and
wt(ci,0) = wt(ci,1) = v. Since ci is a codeword of
C (M′i) = C (H′i), and C (H′i) is a QC-MDPC code
in ToCB form, also the p block-wise circular shifts
of ci will be codewords of C (H′i). The matrix ob-
tained as G′i = [circ(ci,0),circ(ci,1)] is thus a gener-
ator matrix for C (H′i), meaning that H′i can be com-
puted as H′i = [circ(ci,1)

T,circ(ci,0)
T]. This implies

that Hi = circ(ci,1)
T, and Hn0−1 = circ(ci,0)

T.
Repeating the computation for each value of

i∈{0, . . . ,n0 − 2}, observe that the value Hn0−1 re-
turned at each computation is the same (up to a cyclic
shift, which we will discuss later), while the values
Hi correspond to the missing p× p circulant blocks
of H. Computing H = [H0, . . . ,Hn0−1] thus solves
S-QCMDPCn0,p,v(M).

As a final note, the weight-2v codewords
c′i,c′j returned by S-QCMDPCCFPn0,p,v(M

′
i) and

S-QCMDPCCFPn0,p,v(M
′
j), i, j ∈ {0, . . . ,n0 − 2},

i ̸= j, may have c′i,0 ̸= c′j,0, with c′j,0 being a cyclic
shift of c′i,0. To account for this fact, it is sufficient
to perform block-wise cyclic shifts on c′0 (i.e., the
result of S-QCMDPCCFPn0,p,v(M

′
0)) until the sys-

tematic form of the resulting matrix H′0 matches M′0,
and then to perform block-wise cyclic shifts on each
c′j, j ∈ {1, . . . ,n0 − 2} until c′j,0 = c′0,0. All these
steps can be performed in polynomial time, therefore
S-QCMDPCn0,p,v ≤P S-QCMDPCCFPn0,p,v.
Reduction of S-QCMDPCCFPn0,p,v to S-QCMDPCn0,p,v
This reduction amounts to the fact that, given a QC-
MDPC matrix H = [H0,H1, . . . ,Hn0−1], the code
C (H) admits the following generator matrix G,
where each row (which is also a codeword of C (G))

has Hamming weight 2v:

G =


HT

n0−1 0p×p . . . 0p×p HT
0

0p×p HT
n0−1 . . . 0p×p HT

1
...

...
. . .

...
...

0p×p 0p×p . . . HT
n0−1 HT

n0−2


To solve S-QCMDPCCFPn0,p,v(M), it is sufficient
invoke the solver for S-QCMDPCn0,p,v(M) that com-
putes the QC-MDPC matrix H, and then return as
solution to S-QCMDPCCFPn0,p,v(M) one of the
weight-2v codewords in the corresponding generator
matrix G.

BIKE authors (Aragon et al., 2025) relate the
key recovery attack (BIKE-KRAp,v) to specific in-
stances of S-QCMDPCCFPn0,p,v(H) with n0 = 2,
while the key recovery attack against an instance of
LEDAcrypt-KEM (LEDA-KRAn0,p,v) corresponds
to solving an instance of S-QCMDPCCFPn0,p,v(H)
with n0∈{2,3,4} (Baldi et al., 2025) No proof
exists on whether the codeword finding problem
(i.e., S-QCMDPCCFPn0,p,v), or the key recov-
ery attack (i.e., S-QCMDPCn0,p,v, that by The-
orem 3 is =P S-QCMDPCCFPn0,p,v), is equiva-
lently hard for any fixed rate n0−1

n0
. We now prove

the aforementioned fact, systematizing the relation
between S-QCMDPCCFPn0,p,v, S-QCMDPCn0,p,v,
BIKE-KRAp,v and LEDA-KRAn0,p,v, by showing
their equivalence.

Theorem 4. S-QCMDPCn0,p,v =P S-QCMDPCn0,p,v
for any fixed n0 ≥ 2.

Proof. We begin by noting that S-QCMDPCn0,p,v
≤P S-QCMDPCn0,p,v, since S-QCMDPCn0,p,v is a
particular instance of S-QCMDPCn0,p,v. To prove
that S-QCMDPCn0,p,v ≤P S-QCMDPCn0,p,v, we
show that S-QCMDPCn0,p,v ≤P S-QCMDPC2,p,v
and S-QCMDPC2,p,v ≤P S-QCMDPCn0,p,v for any
fixed n0 ≥ 2.
Reduction of S-QCMDPCn0,p,v to S-QCMDPC2,p,v.
Solving S-QCMDPCn0,p,v amounts to de-
riving a (v,n0v)-regular QC-MDPC matrix
H = [H0,H1, . . .Hn0−1], given a p × pn0 QC-
MDPC code parity-check matrix in systematic form
M = [M0,M1, . . . ,Mn0−2,I]. To do so, consider the
code described by puncturing C (M), to obtain a code
C (M′i) described by M′i = [Mi,I], i∈{0, . . . ,n0−2}.
C (M′i) is a 2, p,v QC-MDPC code, as M′i is
the systematic form of the QC-MDPC matrix
H′i = [Hi,Hn0−1]. Invoking S-QCMDPC2,p,v(M′i)
will therefore yield the QC-MDPC matrix H′i, which
can be used to retrieve two blocks of the target QC-
MDPC parity-check matrix H = [H0,H1, . . .Hn0−1],
namely, Hi and Hn0−1. Performing n0 − 1 calls to



Input: M ∈ Fp×n0 p
2 parity-check matrix in systematic form

Output: H ∈ Fp×n0 p
2 (v,n0v)-regular QC-MDPC parity-check

matrix such that M is the systematic form of H.

i← 0
while i≤ n0−2 do

Mi← [Mi,I, . . . ,I]
Hi← AS-QCMDPCn0 ,p,v

(Mi)

// Hi = [Hi,0,Hi,1, . . . ,Hi,n0−1]

Hi←Hi,0

Hn0−1←Hi,1

i← i+1

end
H← [H0, . . . ,Hn0−1]

return H

Algorithm 2: Description of the S-QCMDPC
solver AS-QCMDPCn0 ,p,v

(M) , given a solver for
AS-QCMDPCn0 ,p,v

(M) (with fixed n0 ≥ 2).

S-QCMDPC2,p,v(M′i), for i ∈ {0, . . . ,n0 − 2} is
sufficient to compute all the circulant blocks of H,
solving S-QCMDPCn0,p,v.
Reduction of S-QCMDPC2,p,v to S-QCMDPCn0,p,v.
Solving S-QCMDPC2,p,v amounts to deriving a
(v,2v)-regular QC-MDPC matrix H= [H0,H1], given
a p×2p QC-MDPC code parity-check matrix in sys-
tematic form M = [M0, I].

If n0 = 2, then the two problems coincide.
For n0 > 2, consider the augmented p × n0 p
parity-check matrix M = [M0, I,I, . . . ,I]. M de-
scribes a QC-MDPC code, admitting as parity-
check matrix H = [H0,H1,H1, . . . ,H1]. To solve
S-QCMDPC2,p,v(M), it is sufficient to invoke the
solver for S-QCMDPCn0,p,v(M) and retaining the
first two circulant blocks of the result (i.e., the first
two circulant blocks of H).
Reduction of S-QCMDPCn0,p,v to S-QCMDPCn0,p,v.
A naïve solver for S-QCMDPCn0,p,v given a
solver for S-QCMDPCn0,p,v (with n0 ≥ 2 fixed) is
shown in Algorithm 2. The S-QCMDPCn0,p,v(M)
instance can be solved with n0 − 1 calls to
AS-QCMDPCn0 ,p,v

(Mi), i ∈ {0, . . . ,n0− 2}, each com-
puting the circulant blocks Hi and Hn0−1 composing
the solution H=[H0, . . . ,Hn0−1].

Since BIKE-KRAp,v coincides with
S-QCMDPC2,p,v, and LEDA-KRAn0,p,v coincides
with S-QCMDPCn0,p,v for n0 ∈ {2,3,4}, a direct
consequence of Theorem 4 is that BIKE-KRAp,v =P
LEDA-KRAn0,p,v.

5 CONCLUSION

Quasi-Cyclic codes employed in post-quantum cryp-
tosystem offer desirable performances and security

guarantees, as the complexity of attacking such cryp-
tosystems is related to well-established hard problems
in coding theory. In this work, we prove that decoding
random QC codes and computing the minimum dis-
tance of a random QC code are NP-complete prob-
lems, providing strong evidence that quasi-cyclicity
does not damage security. We provide a systematiza-
tion of the hard problem underlying the Niederreiter-
style QC-MDPC based cryptosystems BIKE (Aragon
et al., 2025) and LEDAcrypt-KEM (Baldi et al.,
2025), highlighting the single hardness assumption on
which they rely. Finally, we prove that the security
of BIKE and LEDAcrypt-KEM is equivalent, show-
ing that the rate of the QC-MDPC codes employed in
the cryptosystems does not change the nature of the
underlying hard problem. This contribution also al-
lows to pick any n0−1

n0
rate for QC-MDPC codes in a

Niederreiter design , enabling tradeoffs between pub-
lic key and ciphertext size which are crucial in prac-
tical scenarios such as, e.g., the Wireguard VPN pro-
tocol (Lafourcade et al., 2025) where the ciphertexts
should be fitting into a single packed data unit due to
lack of fragmentation support.
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