
Academic Editors: José Matas,

Pedro Manuel Soares Moura and

Ana Soares

Received: 7 April 2025

Revised: 13 May 2025

Accepted: 27 May 2025

Published: 3 June 2025

Citation: Doostinia, M.; Falabretti,

D.; Verticale, G.; Bolouki, S. Critical

Node Identification for Cyber–

Physical Power Distribution Systems

Based on Complex Network Theory:

A Real Case Study. Energies 2025, 18,

2937. https://doi.org/10.3390/

en18112937

Copyright: © 2025 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license

(https://creativecommons.org/

licenses/by/4.0/).

Article

Critical Node Identification for Cyber–Physical Power
Distribution Systems Based on Complex Network Theory:
A Real Case Study
Mehdi Doostinia 1, Davide Falabretti 1,* , Giacomo Verticale 2 and Sadegh Bolouki 3

1 Electrical Engineering, Department of Energy, Polytechnic University of Milan, 20156 Milan, Italy;
mehdi.doostinia@polimi.it

2 Department of Electronics, Information, and Bioengineering, Polytechnic University of Milan, 20133 Milan,
Italy; giacomo.verticale@polimi.it

3 Department of Computer and Software Engineering, Polytechnique Montréal, Montreal, QC H3T 1J4, Canada;
sadegh.bolouki@polymtl.ca

* Correspondence: davide.falabretti@polimi.it

Abstract: In today’s world, power distribution systems and information and communi-
cation technology (ICT) systems are increasingly interconnected, forming cyber–physical
power systems (CPPSs) at the core of smart grids. Ensuring the resilience of these systems
is essential for maintaining reliable performance under disasters, failures, or cyber-attacks.
Identifying critical nodes within these interdependent networks is key to preserving system
robustness. This paper applies complex network (CN) theory—specifically degree centrality
(DC), closeness centrality (CC), and betweenness centrality (BC)—to a real-world distri-
bution grid integrated with an ICT layer in northeastern Italy. Simulations are conducted
across three scenarios: a directed power network, an undirected power network, and an
undirected ICT network. Each centrality metric generates a ranking of nodes which is
validated using node removal performance (NRP) analysis. In the directed power network,
in-closeness centrality and out-degree centrality are the most effective in identifying critical
nodes, with correlations of 84% and 74% with NRP, respectively. DC and BC perform best
in the undirected power network, with correlation values of 67% and 53%, respectively. In
the ICT network, BC achieves the highest correlation (64%), followed by CC at 55%. These
findings demonstrate the potential of centrality-based methods for identifying critical nodes
and support strategies for enhancing CPPS resilience and fault recovery by distribution
system operators.

Keywords: power distribution grids; ICT systems; resilience; cyber–physical power
systems; centrality; complex networks

1. Introduction
The integration of power systems with information and communication technologies

(ICTs) is advancing rapidly, transforming traditional electrical grids into smart grids. This
convergence has given rise to cyber–physical power systems (CPPSs), where physical
and cyber components are tightly interlinked, forming complex systems of systems with
intricate interdependencies and behaviors [1–3]. In CPPSs, power systems rely on ICT for
monitoring, control, and decision-making, while ICT infrastructures depend on the power
grid for energy supply. This bidirectional dependency requires careful coordination to
ensure system-wide reliability and efficiency [4,5].
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While ICT integration improves observability and operational responsiveness, it also
introduces new vulnerabilities. CPPSs are now more susceptible to cyber threats, faults,
and cascading failures. The 2015 cyber-attack on Ukraine’s power grid, executed via the
Black Energy malware, disrupted power for thousands and highlighted the real-world
consequences of CPPS vulnerabilities [6,7]. Additionally, large-scale blackouts in North
America and Europe in 2003, though not cyber-induced, underscore the systemic risks in
tightly interconnected power networks [8,9].

Power systems are foundational to modern society, and their secure, resilient operation
is critical for sustaining economic and social activity. With increasing cyber and physical
threats, there is an urgent need to identify and protect the most critical components within
CPPSs to prevent large-scale disruptions [10,11].

Various modeling frameworks have been proposed to analyze CPPS behavior and
vulnerabilities, including agent-based models [12,13], Petri nets [14], Markov chains and
reliability block diagrams [15,16], and complex network (CN) theory [17]. CN theory
has emerged as a particularly powerful and scalable approach for examining the struc-
ture, resilience, and failure propagation in CPPSs. In CN-based models, nodes represent
components such as substations, generators, or loads, while edges denote electrical or
communication links [17,18]. CN models facilitate topological analysis, vulnerability as-
sessment, and the evaluation of interdependencies across power and ICT layers.

Compared to agent-based simulations, which require extensive computational re-
sources, CN analysis provides a more tractable way to explore system-wide properties.
While reliability diagrams and Markov models focus on failure probabilities, and Petri nets
model discrete processes, CN theory allows for a broader exploration of structure–function
relationships, cascading failure potential, and robustness under various conditions [19–21].

A critical challenge in CPPS analysis is identifying critical nodes, components whose
failure would most significantly impact system operation. Finding critical nodes in a CPPS
is highly beneficial for power system operators, enabling them to prioritize resources to
strengthen and protect these nodes, thereby improving resilience. Network science offers
centrality metrics such as betweenness centrality (BC), degree centrality (DC), and closeness
centrality (CC) to quantify node importance, each capturing distinct aspects of topological
influence [10,22,23]. For instance, DC identifies nodes with the most direct connections,
highlighting components vulnerable to targeted attacks or cascading failures. BC pinpoints
nodes that act as bridges in information flow, whose removal could fragment network
communication. CC locates nodes with the shortest average distance to others, critical for
maintaining operational efficiency and rapid response. Together, these metrics provide a
multi-dimensional perspective, addressing vulnerabilities from structural (DC), functional
(BC), and operational (CC) viewpoints.

1.1. Related Works

Several studies have applied centrality metrics to assess the vulnerability of CPPSs.
In [1], the authors considered BC-based centrality metrics for a power system integrated
with an ICT system with a small number of nodes in power and ICT layers in a directed
and undirected scheme, identifying critical components according to the topology of each
network. The authors in [24] applied complex network theory to model interdependent
power and ICT systems using a synthetic IEEE 30-bus testbed, assessing vulnerability
through centrality metrics like degree, closeness, and betweenness to rank node importance.
However, these metrics reveal different aspects of structural criticality; the study is limited
by its use of IEEE standards.
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In [25], BC, DC, and clustering coefficients were used to evaluate vulnerable nodes in
a power system with renewable energy resources, focusing on the IEEE 118-bus system and
focusing on the electrical layer but overlooking cyber-layer vulnerabilities. Similarly, [26]
investigated CC, DC, and eigenvector centrality metrics to identify critical nodes in power
systems, applying their methods to IEEE 5-bus and 57-bus case studies without consid-
ering and designing an important node evaluation of the ICT layer. The authors in [27]
determined the optimal location for microgrid placement in the modified IEEE 30-bus case
study using BC, CC, and the clustering coefficient without considering the modeling and
evaluation of the cyber layer. The results show that centrality-based placement of micro-
grids achieves the optimal location of microgrids that have better load satisfaction during
outages, demonstrating the effectiveness of CNA in guiding MG deployment. In [28], CN
theory was employed to model and analyze the vulnerability of the Nordic transmission
grid, identifying weak points based on BC, DC, and CC for both weighted and unweighted
graphs. The study in [29] used BC to identify vulnerable transmission lines in a power grid
prone to wildfires, demonstrating BC’s role in mitigating grid vulnerabilities by pinpointing
transmission lines whose failure could isolate entire communities. In [30], the authors used
BC to quantify node importance by measuring how many shortest paths pass through a
node, in which nodes with high BC are critical for network connectivity, and their failure
can disrupt the power flow in a real-world isolated distribution grid in Cordova, Alaska.
However, they only applied BC and did not consider other centrality methods or models
or account for the ICT components.

1.2. Contributions

Table 1 provides a comparison of the aforementioned related works. While exist-
ing studies offer valuable insights, most rely heavily on IEEE standard test cases, which
fall short in representing the complexities of real-world cyber–physical power systems
(CPPSs)—especially at large scales or when accounting for interdependencies with infor-
mation and communication technology (ICT) networks. Many focus solely on the power
network, neglecting the ICT layer, significantly influencing system operations. Only a
few studies model real distribution grids with integrated ICT, and even fewer validate
centrality metrics against actual system performance indicators, such as the impact of node
removal, revealing a notable gap in the literature regarding the analysis of large-scale,
interconnected CPPSs.

This study addresses the aforementioned research gaps by making the following
key contributions:

• A real-world power distribution network integrated with an ICT network in north-
eastern Italy is analyzed, providing practical insights beyond synthetic test cases.

• Complex network theory is applied to model CPPSs, employing three centrality
metrics—betweenness centrality (BC), degree centrality (DC), and closeness centrality
(CC)—to assess node importance and vulnerability across various aspects of the model
within an extensive real-case analysis.

• The centrality metrics are validated through node removal simulations, in which cor-
relation coefficients between each metric and the resulting performance degradation
are calculated to determine which metrics most accurately identify critical nodes.

• Actionable insights for system operators are provided, supporting more effective
resource allocation, investment prioritization, and the development of resilience-
enhancing strategies.
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Table 1. Comparison of related works on CPPS vulnerability analysis using centrality metrics with
our paper.

Ref. Test System Real Net. Power Layer ICT Layer Metrics Used Key Limitations

[1] Small 22-bus – ✓ ✓ BC - Small-scale case study, focusing on just
one centrality metrics, not a solid perfor-
mance validation of the applied centrality
metric

[24] IEEE 30-bus – ✓ ✓ DC, CC, BC - Not a real case study, small-scale IEEE
standard case study

[25] IEEE 118-bus – ✓ – DC, BC, Clustering
Coef.

- Not a real case study, focusing on just
power layer and ignoring the ICT layer

[26] IEEE 5/57-bus – ✓ – DC, CC, Eigenvector - Not a real case study, focusing on just
power layer and ignoring the ICT layer

[27] Mod. IEEE 30-bus – ✓ – BC, CC, Clustering
Coef.

- Not a real case study, small-scale IEEE
standard case study, focusing on just
power layer and ignoring the ICT layer

[28] Nordic grid ✓ ✓ – BC, DC, CC - Focusing on just power layer and ignor-
ing the ICT layer

[29] Real grid (wildfire) ✓ ✓ – BC - Focus on BC only, focusing on just power
layer and ignoring the ICT layer

[30] Cordova, Alaska ✓ ✓ – BC - Focus on BC only, focusing on just power
layer and ignoring the ICT layer

This
paper

Real Italian grid ✓ ✓ ✓ BC, DC (in and out),
CC (in and out)

–

1.3. Paper Organization

The rest of the paper is structured as follows: Section 2 presents the methodology
employed in this study to evaluate critical nodes in complex systems. Section 3 provides
a comprehensive description of the case study. Section 4 details the simulation results,
highlighting the advantages and disadvantages of the different approaches. Section 5
provides a discussion to analyze the correlation of centrality metrics with node removal
performance. Lastly, Section 6 concludes the paper.

2. Methodology
2.1. An Overview of Complex Network Theory

Complex networks, rooted in the branch of applied mathematics known as graph
theory, provide a valuable framework for examining the intricate connections and de-
pendencies between global power systems and ICT networks [10]. This methodology
facilitates the comprehension and modeling of interconnected systems, the identification of
key nodes and potential vulnerabilities, and the enhancement of system robustness and
resilience. A graph is denoted as G(V, E), where V = {v1, v2, . . . , vn} represents the nodes,
with n being their total number, and E signifies the edges linking these nodes. The set
of neighbors for the i-th node, Ni, includes all nodes directly connected to it. The degree
of a node, indicated by di = |Ni|, represents the number of its neighbors. Each graph is
also characterized by an adjacency matrix A, which details the connections between nodes
with elements aij such that aij = 1 if an edge exists between nodes i and j. Furthermore,
graphs have a degree matrix D, a diagonal matrix where each diagonal entry corresponds
to the degree of a node. The Laplacian matrix L, defined as L = D − A, encapsulates the
graph’s structure [31–33]. In addition, all graphs are divided into two categories: directed
and undirected [34]. In directed graphs, edges have a direction, and the flow can only pass
through the defined direction. In contrast, in an undirected graph, the flow can pass in
any direction.

A power network combined with an ICT network, forming a cyber–physical power
system (CPPS), is illustrated in the interdependent graph representation in Figure 1. In this
CPPS, each layer consists of nodes and edges. In the physical layer, representing the
power system, each substation serves as a node, while the electrical cables connecting these
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substations act as the edges of the graph. Similarly, in the cyber layer, also known as the
ICT layer, the ICT substations are considered nodes, and the communication links between
them are regarded as edges. The ICT network transmits control and monitoring signals to
the power network, which, in turn, sends operational information back to the ICT network,
ensuring seamless integration and coordination between the two systems.

Figure 1. General graph of a cyber–physical power system: red nodes and edges represent power
substations and power lines, blue nodes and edges represent ICT substations and telecommunication
links, and the cross-links are interdependent links between the two layers for operation, information,
and control commands.

Centrality is a fascinating and essential concept in graph theory, functioning as a critical
analytical tool to identify key nodes and edges within a network. As previously discussed,
several centrality measures are available to evaluate the importance and influence of nodes
in a graph. These measures include betweenness centrality (BC), which indicates the
frequency at which a node appears on the shortest paths between other nodes; node degree
centrality (DC), which counts the number of direct connections a node has; and closeness
centrality (CC), which measures how quickly a node can reach all other nodes in the
network. In the following subsection, we will delve into each of these centrality measures
in greater detail, exploring their definitions.
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2.2. Degree Centrality

Degree centrality (DC) is a widely utilized measure in the realm of centrality metrics,
focusing on the degree of each node within a network. In this context, the degree of a node
refers to the number of direct connections, or edges, it has to other nodes. Nodes with
more connections are deemed more significant and thus possess higher DC. This measure
is particularly useful in identifying the most influential nodes in terms of their immediate
connectivity. The DC of a node can be mathematically represented by Equation (1) [35],
which quantifies the importance of a node based on its direct connections. By identifying
nodes with high DC, one can gain insights into the structure and dynamics of the network,
facilitating more effective analysis and decision-making.

DC(v) =
kv

N − 1
(1)

In this equation, kv denotes the count of edges linked to the node v, while N represents
the overall number of nodes within the graph network. To illustrate, consider node 5 in the
power network graph depicted in Figure 1. This particular node has more edges than the
other nodes, indicating that its DC is higher. A higher DC suggests that the node plays a
more crucial role in the network’s connectivity and may be more influential in transmitting
information or resources.

DC can be subdivided into in-degree centrality and out-degree centrality within
directed graph networks. In such networks, the DC of a node is determined by the
number of edges directed towards the node (in-degree) and the number of edges emanating
from the node (out-degree). These measures are represented by Equations (2) and (3),
respectively [36]:

DCin(v) =
kvin

N − 1
(2)

Here, kvin denotes the count of edges incoming to node v. This quantifies the number
of connections from other nodes directed toward node v, illustrating its ability to receive
information or resources.

DCout(v) =
kvout

N − 1
(3)

Conversely, kvout in Equation (3) signifies the count of edges outgoing from node v.
This measure reflects node v’s capacity to transmit information or resources to other nodes
in the network.

Understanding these distinct facets of DC is crucial for analyzing node roles within
directed networks. Nodes with high in-degree centrality are often perceived as influential
or central since many nodes are directed toward them. Conversely, nodes with high out-
degree centrality are typically viewed as influential in disseminating information or power,
as they direct numerous connections outward. This differentiation aids in a comprehensive
evaluation of interaction dynamics within the network.

2.3. Betweenness Centrality

Betweenness centrality (BC) measures a node’s importance in a network based on its
position in the shortest paths (actual distance) between other nodes. Essentially, this metric
evaluates how crucial a node is in facilitating connections across different parts of the graph
network. For example, node 4 in the power network graph shown in Figure 1 exhibits low
BC because removing it from the grid would not disrupt the shortest paths between other
nodes, indicating its limited role in network connectivity. In contrast, node 5 demonstrates
higher BC because it lies on multiple shortest paths between other nodes. This node acts
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as a bridge or intermediary, enhancing communication and interaction between different
regions of the graph.

The BC of a node v is calculated using Equation (4) [37]:

BC(v) = ∑
v ̸=j ̸=i

σij(v)
σij

(4)

Here, σij(v) represents the number of shortest paths between nodes i and j that pass
through node v, and σij denotes the total number of shortest paths between nodes i and j.
This formula quantifies how frequently a node serves as a critical link on shortest paths
between pairs of nodes, thus revealing its centrality in network communication dynamics.

2.4. Closeness Centrality

Closeness centrality (CC) is a widely used measure that evaluates a node’s centrality
within a network based on its average distance to all other nodes. Put simply, it indicates
how quickly a node can connect with or access other nodes in the network. This centrality
measure is computed using Equation (5) [38]:

CC(v) =
N − 1

∑N
i=1 d(v, i)

(5)

Here, CC(v) represents the CC of node v. The term d(v, i) denotes the shortest path
distance between node v and node i. This distance is measured in terms of the number
of edges in the shortest path connecting the two nodes. For example, if node v is directly
connected to node i, the distance d(v, i) would be 1. If there is one intermediary node (e.g.,
v to w to i), the distance would be 2, and so on. N stands for the total number of nodes in
the graph. This formula provides a quantitative assessment of how central or influential a
node is within the network based on its proximity to other nodes.

CC can be subdivided into in-closeness centrality and out-closeness centrality within
directed graph networks. In such networks, the CC of a node is determined by the average
shortest path length from the node to all other nodes (out-closeness) and from all other
nodes to the node (in-closeness). The length of a path in a directed graph refers to the total
number of edges (or directed connections) that must be traversed to reach one node from
another. For in-closeness centrality, the term d(v, i) in Equation (5) denotes the shortest
distance from node v to node i, considering only incoming paths. This quantifies the
efficiency of reaching node v from other nodes in the network, illustrating its accessibility
for incoming information or resources. Conversely, for out-closeness centrality, the shortest
distance from node v to node i only considers outgoing paths. This measure reflects node
v’s efficiency in reaching other nodes in the network, highlighting its capacity to transmit
information or resources effectively.

CC offers valuable insights into the efficiency of information or resource dissemination
in a network. Nodes with higher closeness centrality are typically more central and can
efficiently spread information or influence due to their shorter average path distances
to other nodes. Understanding CC helps identify key nodes that play crucial roles in
maintaining network cohesion and facilitating communication.

In this study, topological closeness centrality is employed to assess structural vulnera-
bility, capturing how efficiently each node can reach others based on network connectivity.
This measure reflects the graph-theoretical importance of nodes within the system, in-
dependent of electrical properties, and is consistent with standard practices in complex
network analysis.
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2.5. Node Removal Performance

In the node removal performance evaluation (NRP) procedure, the loss of supply
continuity caused by a grid fault is assessed. To this purpose, the node supposed to be
affected by a failure is removed from the network, and its impact on the grid operation
is evaluated in terms of the number of nodes remaining disconnected from the main
power supply. For simplicity and to adopt an approach coherent with the other centrality
metrics, each node of the distribution network is assumed to have an equal number of
users. Afterward, the removed node is restored, and the procedure continues by removing
another node from the network and repeating the calculation until all nodes in the network
are processed (Algorithm 1).

Algorithm 1: Node Removal Performance.
for each node of the network
1. Remove the node from the network
2. Calculate the number of nodes still supplied
3. Insert the removed node back into the network
4. Go to remove the next node in the network

Figure 2 shows the flowchart of the proposed methodology. After constructing the
graph using real data, both directed and undirected topologies are created for the power
network, and an undirected topology is created for the ICT network. Centrality metrics are
then calculated to rank the nodes based on their mathematical formulations.

For the directed power network, the in-degree, out-degree, in-closeness, out-closeness,
and betweenness centrality metrics are computed, each providing a node ranking based on
its respective values. For the undirected power and ICT networks, the degree, closeness,
and betweenness centrality metrics are calculated similarly to derive node rankings.

These centrality metric values for the three scenarios—directed power network, undi-
rected power network, and undirected ICT network—are then compared with the NRP
using Pearson correlation. Finally, the correlation results identify the most effective central-
ity metric for determining the critical nodes in the CPPS case study.

Pearson correlation is employed as a foundational and interpretable measure to ex-
amine the association between node centrality and NRP. While it assumes linearity and
normality, it remains widely used in network science for first-order assessments. This
study focuses on exploring the structural alignment between classical centrality metrics
and robustness outcomes. Pearson correlation serves this purpose effectively, offering
clarity and avoiding the complexity, data demands, and interpretability issues of nonlinear
alternatives. Moreover, it provides a meaningful baseline for comparative analysis without
overfitting risks.

All centrality metrics were computed offline on static, unweighted network topologies.
In-degree and out-degree centralities were calculated through direct node counts. Closeness
centrality was computed on the original and reversed graphs to capture out- and in-
closeness, respectively. Betweenness centrality was derived using Brandes’ algorithm,
which has a time complexity of O(nm), which is high compared to the other centrality
metrics. However, given the modest network size (169 nodes), computational complexity
was not a limiting factor.
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Input Nodes and Edges 
based on Real Data

Start

Construct Graphs (G(V,E)) 
(Directed and Undirected)

Compute Centrality
Metrics

Degree Centrality
(In-Degree and Out-

Degree)
Betweeness Centrality

Closeness Centrality
(In-Closeness and Out-

Closeness)

Node Rankings

Correlation
Calculation with NRP

Find Effective
Centrality Metric

End

Figure 2. The flowchart of the proposed methodology.

3. Case Study
In order to assess similarities and differences among the different approaches, each

centrality metric is applied to a real case study involving a power distribution network
located in northeastern Italy (Figure 3). The medium voltage distribution grid is connected
to the transmission system via a high-voltage/medium-voltage substation. It comprises
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a total of 154 power nodes, supplying secondary substations and medium-voltage users,
interconnected by 158 power lines.

The power network is operational and managed by distribution system operators. It is
supplemented by a realistic model of the information and communication technology (ICT)
layer. The ICT layer in this case study comprises 154 remote terminal units (RTUs), each
associated with a power node, and 14 mobile base stations (MBSs) connected to a data or
control center. In Figure 3, power nodes and RTUs are shown as orange nodes, indicating
that each power node is equipped with an RTU. The MBSs, represented by yellow nodes,
are strategically positioned within approximately 2 km radius zones, with RTUs in each
zone connected to their respective MBS. Extra MBSs are typically deployed in urban regions,
particularly in areas with a higher concentration of power stations or RTUs, to enhance
system performance, ensure full coverage, and improve reliability. A red node represents
the data or control center. Each RTU installed at a power substation connects to the MBSs
in its vicinity, and the MBSs are interconnected and linked to the data or control center.

Figure 3. Case study (orange nodes are power nodes and RTUs; yellow nodes are MBSs; and the red
node is the data or control center).

Figure 4 illustrates the power network integration with the ICT network under study
through graph network modeling. In this modeling approach, power nodes and lines form
the graph of the power distribution system, while RTUs, MBSs, and the data center, along
with their communication links, create the ICT network graph. The nodes’ geographical
positions reflect the actual power and ICT substation’s locations. In detail, red nodes and
edges symbolize power-related components, while blue nodes and edges denote ICT ele-
ments. Node 29 within the power network graph is the connection point to the high-voltage
system, i.e., the primary substation, where the high-voltage/medium-voltage transformers
are placed. Within the ICT network graph, each MBS is connected to surrounding RTUs,
and MBSs are interconnected with one another and the central data center. This layout
enables the transmission of control signals and the receipt of monitoring feedback for the
power network.
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It is important to note that the model excludes direct electrical connections between
the power and ICT nodes required for supplying power to ICT devices. This is because,
during power outages, ICT equipment is supposed to remain functional on backup power
sources (i.e., batteries).

In the graph modeling of the case study, edge weights in both the power and com-
munication networks were treated as uniform (i.e., unweighted), focusing on the struc-
tural aspects of vulnerability rather than the dynamic electrical or communication proper-
ties. However, the proposed methodology is flexible and can be extended to incorporate
weighted edges.

The entire system is implemented and simulated using the Python 3.11 program-
ming language, which utilizes its open-source capabilities through the NetworkX, Pandas,
and Matplotlib libraries.
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Figure 4. The graph model of the cyber–physical power network case study.

4. Simulation Results
In this research, we conducted an in-depth analysis of DC, BC, and CC metrics for

three different conditions of the CPPS case study.

• The first condition is relevant to a directed power network, where the power is
supposed to specifically flow from the primary substation (node 29) downstream,
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reflecting the constraints of hierarchical (radial) power distribution systems in the
standard operation condition.

• The second scenario considers an undirected power network where all edges are
bidirectional. It represents a flexible grid where electricity can flow in both directions,
simulating real-world scenarios where energy can be redistributed for reliability
and resilience. For example, this scenario represents the case of a distribution grid
that, after a fault, can be reconfigured by the distribution system operator (DSO) to
counterfeed the healthy portion of the network.

• The third condition is a bidirectional ICT network, where the control and data center must
send control commands and receive operational information from the power network.

These three conditions were chosen because each centrality metric produces unique
results depending on whether the network is undirected or directed. For example, BC in a
graph with a specific topology can vary based on the direction of edges and the flow of
power or information through the network.

4.1. Directed Power Network Graph

Figure 5 shows the centrality metrics calculated for the real distribution network under
analysis in the case of a directed power network. Table 2 reports the centrality metrics of
the 20 nodes with the highest centrality based on DC, BC, and CC metrics.

As already introduced, this scenario is relevant to a radial power distribution system
where the power flows from the primary substation to the nodes where the electrical load
is connected. This centrality analysis is useful for identifying nodes of the system to be
considered more critical for network reliability: in particular, the assumption of the directed
power network graph is coherent to a scenario in which the power supplied to users can
just flow from the interface with the high-voltage system (primary substation) to the single
nodes of the network. Since the grid of the considered case study has a radial layout, this
implies that if a node of the grid fails, all the nodes downstream are disconnected from the
main supply without the possibility of reverse feeding.

The DC in the directed power network is calculated based on in- and out-degree
centrality. In the in-degree centrality, node 141 has more centrality because it receives
electricity flow from three nodes (nodes 142, 135, and 133). Therefore, this node has three
edges with incoming electricity flow. Also, nodes 97 and 98 have more in-degree centrality
after node 141. Node 29 (primary substation) has an in-degree centrality equal to zero
because no other nodes send electricity flow to this node. Other nodes in the power network
have the same in-degree centrality because they are just connected to one node that sends
the electricity flow to them. In the out-degree centrality analysis, node 29 has the highest
value because it distributes power to the whole network. Node 89 has the second highest
out-degree centrality because this node has four edges that distribute power to other nodes.
Nodes 139 and 134 also have higher centrality and play an important role in the power
network. Many nodes have out-degree centrality equal to zero, which means that these
nodes are located at the end of collaterals.

The BC metrics results for the directed power network show that nodes 141, 146, 98,
147, 148, 152, and 100 have approximately equal and the highest BC compared to other
nodes in the power network. However, many other nodes have BC values that are not very
dissimilar from the top-ranking ones: these are in Table 2, and all the nodes are from 151 to
86. When nodes have high BC, it means that they have an important role in the stability,
connection of radials, and robustness of the power network. According to Figure 5, many
nodes have BC equal to zero because they are not critical for direct connectivity between
other nodes.
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Figure 5. Centrality metrics for the directed power network.
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Table 2. The 20 nodes with the highest centrality metrics in the directed power network graph.

Node In-DC Node Out-DC Node BC Node In-CC Node Out-CC

141 0.019 29 0.065 141 0.023 29 0.111 98 0.032
97 0.013 89 0.026 146 0.022 89 0.039 100 0.030
98 0.013 139 0.019 98 0.022 86 0.032 141 0.029
1 0.006 144 0.019 147 0.022 85 0.031 99 0.029
2 0.006 2 0.013 148 0.021 84 0.029 101 0.029
3 0.006 4 0.013 152 0.021 17 0.029 102 0.027
4 0.006 8 0.013 100 0.020 82 0.029 104 0.027
5 0.006 11 0.013 151 0.017 80 0.028 146 0.026
6 0.006 14 0.013 153 0.017 78 0.028 103 0.026
7 0.006 17 0.013 101 0.016 14 0.027 106 0.026
8 0.006 33 0.013 80 0.016 76 0.027 105 0.025
9 0.006 35 0.013 78 0.016 74 0.027 107 0.025
10 0.006 39 0.013 82 0.016 20 0.025 147 0.025
11 0.006 41 0.013 76 0.016 73 0.025 108 0.025
12 0.006 47 0.013 84 0.016 8 0.025 148 0.023
13 0.006 58 0.013 74 0.015 72 0.024 152 0.022
14 0.006 66 0.013 85 0.015 139 0.024 149 0.021
15 0.006 67 0.013 139 0.015 126 0.024 151 0.021
16 0.006 69 0.013 89 0.015 66 0.023 150 0.020
17 0.006 74 0.013 86 0.015 116 0.023 153 0.020

CC in the directed power network is calculated using both in-closeness centrality and
out-closeness centrality. The results for the in-closeness centrality (In-CC) metric show that
node 29 stands out significantly, with an in-closeness centrality of 0.111, far higher than
the others. The second-highest in-closeness centrality belongs to node 89, underscoring its
importance as the second most central node in terms of in-closeness. Nodes 86 through
116 also exhibit high in-closeness centrality values, though these values decrease gradually,
with little variation between them. This indicates that these nodes can be reached quickly
by others, emphasizing their importance in the network’s overall connectivity. The out-
closeness centrality analysis reveals that node 98 has the highest out-closeness centrality,
indicating that it can reach other nodes more quickly than any other node in the network.
Node 100 follows closely, demonstrating its significant role in efficiently transmitting to
the rest of the network. Nodes 141, 99, and 101 have nearly identical out-closeness values,
around 0.029, suggesting they are similarly positioned as efficient distributors within the
network. The remaining nodes, from 102 to 153, have slightly lower but still relatively
high out-closeness values, ranging from 0.027 to 0.020. This gradual decrease in centrality
indicates that while these nodes remain crucial for network transmission, their ability to
reach others quickly is slightly lower than the top nodes. It means they require longer
paths (potentially involving more intermediate nodes) to distribute power to the rest of
the network.

Node Removal Performance for Directed Power Network

Figure 6 shows the results for the NRP for the directed power network, and Table 3
shows the top 20 nodes with the highest performance reduction.

As expected, the results of the node removal approach applied to the directed power
network indicate that removing node 29 (primary substation) leads to a complete failure
in network performance. This occurs because all network users lose access to energy
when node 29 is removed. Nodes 54 and 62, with the same performance reduction, are
the other important nodes and ranked the second most critical stage in the table, as their
removal disconnects 36 nodes from the network and results in a 23.37% decrease in network
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performance. Other important nodes in the power network include nodes 63 and 64 and
nodes down to 20, as shown in Table 3.
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Figure 6. Node removal performance for the directed power network.

Table 3. The 20 nodes with the highest centrality metrics for node removal performance for the
undirected power network.

Power Node Performance Reduction Percentage

29 100
54, 62 23.37

63 22.72
64 22.07
66 21.42
67 20.12
69 18.83

58, 71 17.53
72 16.88

56, 73, 110 16.23
74 15.58

112 14.93
76, 113 14.28

22 13.63
20 12.98

4.2. Undirected Power Network Graph

The centrality metrics for the undirected power network are shown in Figure 7, and the
top 20 nodes with high centrality are shown in Table 4.
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Figure 7. Centrality metrics for the undirected power network.

As expected, the DC metric shows that node 29 (the primary substation) has the
highest centrality compared to all of the other nodes in the power network. Since this node
is where the medium voltage distribution system originates, it is connected to many nodes
(10 nodes) in the network. Node 89 is the second node in the DC ranking because it is
connected to five nodes. Nodes 139, 141, and 144 have a DC index very close to node 89
for the high number of nodes interconnected with them. Thus, they have an important
role in the network’s reliability and safety. Nodes from 2 to 69 show a significant DC value.
Consequently, they are important for the network operation and reliability: these are nodes
interconnected with three surrounding nodes. Less important nodes are those with fewer
interconnections or located at the end of radials. These nodes have less DC compared to
other nodes in the network.
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Table 4. The 20 nodes with the highest centrality metrics in the undirected power network graph.

Node DC Node BC Node CC

29 0.065 29 0.664 29 0.12
89 0.032 141 0.404 55 0.116
139 0.026 126 0.339 125 0.114
141 0.026 55 0.337 126 0.111
144 0.026 125 0.334 54 0.111

2 0.019 127 0.304 22 0.110
4 0.019 135 0.302 33 0.110
8 0.019 146 0.294 56 0.110

11 0.019 147 0.288 127 0.109
14 0.019 152 0.285 28 0.107
17 0.019 148 0.283 30 0.107
33 0.019 98 0.273 135 0.107
35 0.019 151 0.26 51 0.107
39 0.019 153 0.259 59 0.107
41 0.019 22 0.228 31 0.107
47 0.019 20 0.218 141 0.106
58 0.019 17 0.211 62 0.103
66 0.019 33 0.20 20 0.102
67 0.019 89 0.192 146 0.102
69 0.019 54 0.181 58 0.101

The BC metric analysis shows that node 29 has the highest centrality among all the
other power network nodes. This is because this node connects all feeders of the power
network and is the main one responsible for influencing and controlling power flow
through all parts of the power network. Node 141 also has a high BC after node 29 and
plays an important role in the connectivity of the power network. Node numbers 126 to 54,
according to Table 4, also have more BC compared to the remaining nodes in the power
network, demonstrating that they have an important role in radials’ connectivity and the
power network’s robustness. According to Figure 7, many nodes have BC equal to zero,
which means that these nodes are not critical for direct connectivity between other nodes.

According to Table 4, the CC metric analysis demonstrates that the top 20 nodes have
very similar centrality values. Node 29 has the highest CC. In general, nodes with the
highest CC show the shortest average distance to all other nodes, and they can play an
important role in ensuring effective power exchange throughout the entire network.

Node Removal Performance for Undirected Power Network

Figure 8 shows the results of node removal performance for the undirected power
graph. Table 5 shows the top 20 nodes with the highest performance reduction.

The results for node removal in the undirected power network indicate that removing
node 29 leads to a complete failure in network performance. This occurs because all users
in the network lose access to energy when node 29 is removed. Node 22 is the second
most critical, as its removal disconnects 21 nodes from the network, resulting in a 13.63%
decrease in network performance. Other important nodes in the power network include
nodes 20, 17, and nodes down to 6, as shown in Table 5. Some nodes, such as nodes 14
and 35 or 8 and 38, have the same rank and result in the same percentage reduction in
performance because their removal disconnects the same number of nodes in the undirected
power network.
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Figure 8. Node removal performance for the undirected power network.

Table 5. The 20 nodes with the highest node removal performance for the undirected power network.

Power Node Performance Reduction Percentage

29 100
22 13.63
20 12.98
17 12.33
33 11.68

14, 35 10.38
37 9.09

8, 38 8.44
39 7.79
98 7.14

41, 100 6.49
89 5.84

43, 101 5.19
7, 44 4.54

6 3.89

4.3. ICT Network Graph

The centrality metrics for the ICT network graph are shown in Figure 9, and the
top 20 nodes with more centrality are shown in Table 6.

The results of the DC metric for the ICT graph or the cyber layer demonstrate that
node 167 (MBS 13) has the highest DC because this node has more connected edges than
other nodes. Additionally, nodes 163 (MBS 9) and 161 (MBS 7) have the same and high
DC, and they are important nodes because they also have more edges connected to other
nodes. Other nodes from node 168 (MBS 14) to node 156 (MBS 2) have high DC according
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to Table 6. Other nodes, or the RTUs, have the lowest degree of centrality because they
have one edge and are the end nodes of the ICT network graph. The results of the degree
centrality for the ICT network graph show that MBSs and the data center have important
roles in the ICT network compared to RTUs.
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Figure 9. Centrality metrics for the ICT network.

The BC metric results show that the RTUs (Nodes 1 to 154) have a centrality equal to
zero, meaning that RTUs do not function as bridges or intermediaries along the shortest
paths between other nodes in the network. According to Figure 9 and Table 6, node 169
(data center) has the highest BC and plays a critical role as a central bridge between other
nodes in the network. Other nodes, from 167 (MBS 13), which has the second highest BC,
down to 156 (MBS 2), which has lower BC among the MBSs, are also important nodes.
The results of the BC for the ICT networks show that the MBSs have a critical role in the
network compared to the RTUs.

The closeness centrality (CC) metric for the ICT network demonstrates that MBSs have
the highest centrality. Node 169 has the highest CC because it is closer to other nodes in the
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network. Also, nodes from 161 (MBS 7) to 156 (MBS 2) have high CC. Other nodes, which
are RTUs, have a lower CC compared to MBS, confirming that MBSs are very important for
the data exchange in the network.

Table 6. The 20 nodes with the highest centrality metrics in the ICT network graph.

Node DC Node BC Node CC

167 0.154 169 0.678 169 0.521
163 0.119 167 0.260 161 0.409
161 0.119 161 0.202 168 0.402
168 0.113 163 0.196 167 0.401
166 0.089 168 0.195 163 0.386
157 0.083 166 0.144 164 0.383
169 0.083 164 0.124 166 0.383
164 0.077 157 0.120 158 0.378
158 0.071 159 0.115 160 0.376
159 0.071 158 0.110 157 0.375
160 0.065 160 0.099 165 0.372
162 0.059 162 0.093 162 0.369
165 0.053 165 0.081 159 0.365
155 0.041 155 0.058 155 0.358
156 0.035 156 0.047 156 0.357

1 0.005 1 0 29 0.291
2 0.005 2 0 30 0.291
3 0.005 3 0 31 0.291
4 0.005 4 0 32 0.291
5 0.005 5 0 51 0.291

Node Removal Performance for the ICT Network

Figure 10 and Table 7 show the node removal performance results for the ICT network
graph and the top 20 nodes with high performance reduction, respectively.

Table 7. The 20 nodes with the highest node removal performance for the ICT network.

ICT Node Performance Reduction Percentage

29, 161, 169 100
158 18.18
163 16.23
167 14.93
22 13.63
20 12.98

17, 157 12.33
33, 160 11.68

14, 35, 168 10.38
37 9.09

8, 38 8.44
39, 166 7.79

The results for node removal in the cyber network indicate that removing nodes 29
(RTU 29), 161 (MBS 7), or 169 (data/control center) leads to a complete failure in network
performance. This is because, without node 29 (RTU), it is supposed that node 29 in the
power network becomes disconnected (primary substation), causing a blackout on the
whole network. Similarly, removing node 161 (MBS 7) in the cyber network renders node
29 uncontrollable and subsequently disconnected, leading to a loss of power and energy
across the network. Additionally, if node 169 (data/control center) is removed, the power
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network loses control and fails entirely. Thus, based on the node removal analysis, these
three nodes are the most critical in the cyber network. Other important nodes in the cyber
network include nodes 158 (MBS 4), 163 (MBS 9), and 167 (MBS 13). The findings indicate
that MBSs affecting control over a greater number of nodes are critical, as are RTUs whose
removal impacts multiple nodes’ controllability. Removing these nodes causes multiple
power nodes to lose control and disconnect from the power network. Additional important
nodes are listed in Table 7.
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Figure 10. Node removal performance for the ICT network.

5. Discussion
This section compares the different centrality metrics with node removal performance,

which is a key indicator of overall network resilience for the three scenarios. Node removal
performance provides valuable insights for operators. It serves as a primary reference for
evaluating network robustness since it measures the number of nodes disconnected from
the main supply during a failure of the power or ICT systems. The comparison is based on
the correlation between the centrality metrics and the node removal performance. Thus,
by analyzing all centrality metrics in relation to node removal performance, we can assess
the significance of each metric in ensuring network stability.

Figures 11–13 illustrate the Pearson correlation between centrality metrics and node
removal performance for the directed power network, undirected power network, and ICT
network, respectively. The correlation values for each scenario are presented in Table 8.
Note that the correlation for node 29 is not shown in the figures because it differs signifi-
cantly from the correlations of other nodes.

In the directed power network, In-CC and Out-DC exhibit stronger correlations with
node removal performance compared to the other centrality metrics, with values of 0.84
and 0.74, respectively. BC does not demonstrate a strong correlation with node removal



Energies 2025, 18, 2937 22 of 26

performance. Conversely, In-DC and Out-CC have negative correlations, indicating that
they are less useful in identifying critical nodes in the power network. These results
highlight that In-CC and Out-DC metrics are more effective for identifying critical nodes in
the directed power network.

In the undirected power network, DC shows the highest correlation with node removal
performance, with a value of 0.67. BC has a correlation of 0.53, which is the second-highest
value after DC. On the other hand, CC does not exhibit a high correlation, indicating that
CC is not effective in identifying critical nodes. The results demonstrate that DC is the most
useful metric for identifying critical nodes in the undirected power network.

Figure 11. Correlation of centrality metrics with node removal performance for the directed
power network.

Figure 12. Correlation of centrality metrics with node removal performance for undirected
power network.
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Figure 13. Correlation of centrality metrics with node removal performance for the ICT network.

BC demonstrates the highest correlation in the ICT network, with a value of 0.64.
Following BC, CC exhibits the second-highest correlation value. Conversely, DC has the
lowest correlation value. These results indicate that BC is the most effective centrality
metric for identifying critical nodes in the ICT network.

Table 8. Correlation value between centrality metrics and node removal performance.

Power Network ICT Network

Centrality Type Correlation Centrality Type Correlation

In_DC −0.30 DC 0.45
Out_DC 0.74 BC 0.64
BC_Directed 0.21 CC 0.55
In_CC 0.84
Out_CC −0.25
DC_Undirected 0.67
BC_Undirected 0.53
CC_Undirected 0.24

As shown in Table 8, the BC correlation drops from 0.53 in the undirected to 0.21 in the
directed power network, underscoring the impact of directional constraints. In contrast, BC
maintains higher relevance in the ICT network (0.64), which features richer path redundancy.

This research gives a strong practical vision to the distribution system operator to
clearly know the vulnerable nodes in the CPPS. For example, for the ICT network, the cor-
relation between the centrality metrics and the node removal performance shows that the
best metric for the ICT network for vulnerability assessment is the betweenness centrality.
Therefore, according to the betweenness centrality, the MBSs with high BC are very im-
portant, and they should be protected based on different strategies based on the opinion
of the distribution system operator. For example, if node 169 fails, 100% of the network
performance will be down. By failure of node 167, ~15% of the network’s performance
would be reduced, and this vision can help the distribution system operator protect more
important MBSs regarding different types of disasters.
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6. Conclusions and Future Works
In this paper, the topological modeling and assessment of node significance in a large-

scale, real-world power distribution system integrated with an ICT network in northeastern
Italy were addressed using complex network theory. Degree, betweenness, and closeness
centrality metrics were applied to the CPPS and modeled as graph networks to evaluate
critical nodes in the system. The results showed that these centrality metrics effectively
identified critical nodes across three scenarios: a directed power network, an undirected
power network, and an undirected ICT network. The top 20 most important nodes for each
centrality metric were identified and presented in dedicated tables. The centrality metrics
results were compared to a benchmark metric called NRP to evaluate the effectiveness
of each centrality metric in identifying critical nodes. The simulation results indicate
that the in-closeness and out-degree centrality metrics were the most effective in the
directed power network, showing correlation values of 84% and 74% with NRP, respectively.
In the undirected power network, degree centrality demonstrated the highest effectiveness
with a 67% correlation, followed by betweenness centrality at 53%. In the ICT network,
betweenness centrality was the most effective (64%), followed by closeness centrality (55%).
This analysis can help distribution system operators identify the most critical nodes in
CPPSs, enabling them to implement precautionary measures that enhance system resilience.
For example, the failure of MBS 7 can trigger cascading failures that ultimately isolate node
29, resulting in a widespread grid outage. Similarly, the failure of MBS 4 could fail 28 nodes
in the power grid, reducing the network’s performance by 18.18%. These findings validate
the proposed centrality metrics as practical tools for resilience planning.

Future work could include planning to explore and evaluate group centrality metrics
about various system performance indicators, considering the dynamic behavior of nodes
based on voltage and power assessments, including larger-scale case studies, such as
those involving metropolitan areas. Additionally, it can include classifying critical nodes
using machine learning algorithms combined with centrality metrics and is intended
to investigate strategies for enhancing the resilience of these central nodes, including
integrating renewable energy resources, microgrids, and energy storage systems, with a
particular focus on modeling the impact of disasters such as snowfall and cyber-attacks.
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