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Fibre-based quantum key distribution (QKD) systems are mature and commercialised, but their integration
into existing optical networks is crucial for their widespread use, in particular in passive optical networks
(PONs) if end-to-end quantum-secured communications are to be addressed. While discrete-variable
QKD coexistence with classical channels is well-studied in point-to-point links, its performance in point-
to-multipoint topologies like PONs has received less attention. We thus developed a numerical tool
to estimate quantum-available bandwidth and maximum link lengths for QKD systems in single-fibre
PON architectures in coexistence with GPON, XG-PON, NG-PON2, and HS-PON standards. The QKD
channel performance is obtained by setting thresholds on the quantum bit error rate and the secret key
rate, ultimately limited by spontaneous Raman scattering noise and high optical distribution network
losses. We perform a comparison between the performance obtained assuming the asymptotic infinite-key
generation rate or taking into account actual implementations in the finite-key regime. We evidence that
proper design rules can be obtained as a function of both classical and quantum systems parameters to

support end-to-end quantum security services in existing optical networks.
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1. INTRODUCTION

Quantum Key Distribution (QKD) establishes information-
theoretically secure symmetric keys between two distant users,
assuring long-term integrity and confidentiality for telecommu-
nication data [1]. QKD enables the secret key exchange by means
of a quantum channel that can be implemented through optical-
fibre [2], free-space [3] or satellite [4] links. Due to the rapid
development in quantum computer implementations, several
applications will require the service of quantum-secured com-
munications in the coming years. Nowadays, fibre-based QKD
systems are mature and commercialised technologies whose
widespread use needs, however, to be supported by their seam-
less integration into legacy optical network infrastructures. The
optical access segment is mainly deployed by cost-effective pas-
sive optical networks (PONs) that employ wavelength-agnostic
passive splitters and short fibre links. Therefore, to offer end-
to-end quantum security services, the QKD systems should co-
exist with standardised classical channels in PONs. Since in
discrete-variable (DV) QKD solutions the quantum information
is transmitted by faint light pulses, which are very sensitive
to losses and noise, the access network represents a highly de-
manding scenario for this coexistence. In fact, the splitters of the
optical distribution network (ODN) introduce significant losses

and the standardised high-power classical channels generate
spectrally wide noise by spontaneous Raman scattering (SpRS)
[5]. Furthermore, the access network is populated by several
different PON standards, each one with its own physical layer
specifications in terms of wavelength bands and launch powers.
Offering end-to-end QKD services through PONs is therefore
very challenging and requires proper quantum channel design
rules.

While the coexistence of DV-QKD with classical channels
has been thoroughly studied in point-to-point links [6-11], the
evaluation of the performance of a quantum channel in presence
of classical channels in a point-to-multipoint topology, such as
the PON one, has gained less attention. Few previous works
have analysed the coexistence of QKD services and PON traffic
in the same ODN. [12] and [13] have investigated the perfor-
mance of QKD systems integrated in dual-feeder fibre PON
with GPON [14] and NG-PON2 [15] classical channels, respec-
tively. On the other hand, [16] has recently demonstrated the
feasibility of QKD integration with GPON in a single-fibre archi-
tecture, which is the most common in deployed PON. However,
as suggested by a network operator [17], comprehensive design
rules for the integration of the QKD service in legacy PON in-
frastructures are still missing. For this goal, we developed a
numerical tool that estimates the quantum-available bandwidth
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Fig. 1. Single-fibre passive optical network architecture.

and the maximum supported PON length for a QKD system
coexisting in single-fibre architectures with GPON, XG-PON
[18], NG-PON2 and HS-PON [19] classical channels. The QKD
key performance indicators (KPIs) are determined by imposing
a threshold on the quantum bit error rate (QBER) and on the
generated secret key rate (SKR), limited by the SpRS caused by
the classical channels. In [20] we evaluated the quantum per-
formance assuming an asymptotic infinite-key generation rate.
This limitation is overcome in this paper where the performance
estimation is obtained in the finite-key regime; the use of finite
keys is mandatory in real system implementations, allowing us
to discuss its impacts on the QKD service performance under
more realistic assumptions.

Section 2 presents the considered shared optical infrastruc-
ture, its impact on the integrated QKD system and the asymp-
totic SKR calculation together with the finite-key analysis for the
decoy-state BB84 protocol [21, 22]. Section 3 provides the anal-
ysis of the QKD service KPIs obtained for the comprehensive
set of coexistence scenarios, supported by the noise estimation
process calibrated by the experimental measurements shown in
[20]. Finally, the conclusions provide the comparison between
the results obtained in the asymptotic infinite-key assumption
[20] with the novel results achieved under the finite-key regime.

2. DV-QKD IN LEGACY PASSIVE OPTICAL NETWORK
INFRASTRUCTURES

In this work, we analyse a single-fibre passive optical network,
whose architecture is depicted in Fig. 1. The optical line terminal
(OLT) is located at the central office, which represents also the
connection to the metro/core network; on the access side, the
OLT supports point-to-multipoint connections with several end-
points, placed at the optical network units (ONUs) [23]. We
consider the presence of two splitting levels, although similar
results would be obtained having a single splitting level with
an equivalent overall splitting ratio. The first splitter (S1) is
connected to the OLT through the feeder fibre (¢ r), while the
second splitter (52) is linked to S1 via the trunk fibre (¢;); finally,
52 is connected to the ONUs through the distribution fibres (¢;).
In single-fibre PON, the classical data traffic is bidirectional since
the downstream (DS) and the upstream (US) channels share the
entire ODN infrastructure. We place the QKD receiver (Bob) at
the OLT side, while the quantum transmitters (Alices) are located
at the ONU side. This configuration allows to share complex
and expensive photo-detectors among all PON supported users;
in fact, to detect quantum signals at the single-photon level, the
QKD receivers must include single-photon avalanche detectors
(SPADs). Moreover, this US QKD architecture supports the
deterministic exchange of the quantum keys [12, 24].

The integration of QKD services in legacy PON infrastruc-
tures is mainly challenged by the high losses introduced by

optical splitters and network-related devices in addition to the
attenuation due to the propagation in fibres; the overall quantum
channel transmittance is therefore given by

n= e_“q(€f+lf+éd>10—(Lth+LPON)/10’7d5152 (1)
where &, is the linear attenuation coefficient at the wavelength
of the quantum channel A4, Lpyp includes the internal losses of
the QKD receiver, Lpoy contains the additional losses of the
network, such as splicing losses, 7 is the SPAD efficiency and
S; represents the power leakage introduced by the i-th splitting
level. The last coefficients can be calculated as S; = ;10 Ls/10,
where s; indicates the splitting ratio and Lg the insertion loss of
the optical splitter. Moreover, the coexistence of single-photon
signals with high-power classical channels in shared optical in-
frastructures is strongly affected by the nonlinear effects that
arise during the propagation. In particular, the noise photons
generated by SpRS overlap the quantum channel even for high
wavelength separations between the classic and quantum chan-
nels and are therefore considered as the most detrimental source
of crosstalk in this coexistence scenario [5]. A theoretical model
for the SpRS generation has been proposed in [25] and its im-
pact on the performance of coexisting QKD systems has been
deeply analysed in point-to-point links [26, 27]. However, the
losses introduced by the optical splitters need to be included
in the SpRS generation model for the access infrastructure. In
[20], we proposed new equations for the SpRS noise produced
by classical US and DS channels in the quantum channel. The
SpRS spectral density generated by the co-propagating classical
channel (i.e., the US channel in our PON scenario) is given by:
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where ¢ = (¢ + {; + {; is the total PON length, f is the Raman
efficiency, Pys and ayg are the launch power and the attenuation
coefficient of the classical US channel, respectively. As men-
tioned above, in single-fibre architecture the ODN is shared also
with the DS channel that counter-propagates with respect to the
QKD signal and generates the following SpRS spectral density:
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where Ppg and apg are the launch power and the attenuation
coefficient of the classical DS channel, respectively. The total
SpRS spectral density at the receiver side is therefore given by
the sum of these two components Pr(£) = PF5(¢) + PRS(¢).
Based on [28], we can estimate the background count rate Yj in
each QKD detection window as:
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where p; is the SPAD proper dark count probability, & is the
Planck constant, ¢ is the speed of light, Av is the bandwidth of
the optical band-pass filter used at Bob side to limit the crosstalk
noise and At is the gate window.

For the SKR estimation, we consider a QKD service based on
a discrete-variable BB84 protocol with two decoy states [21, 22].
In particular, the asymptotic regime is evaluated according to
[28], while the finite-key analysis is based on the security bounds
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Table 1. PON classical channels specifications
GPON XG-PON NG-PON2 HS-PON
us DS us DS us DS uUs DS
Spectral allocation [nm]  1290-1330  1480-1500 1260-1280 1575-1580 1524-1544 1596-1603 1290-1310 1340-1344
Launch power [dBm] 5.18 5.45 5.18 4.45 7.18 5.45 7.18 9.07

given in [29]. In both scenarios, the quantum gain Qj and bit
error rate Ej for the k intensity can be calculated as [30]:
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where e,;; is the optical misalignment error probability and
eg = 0.5. In the asymptotic-regime, the SKR in [bit/s] is given
by:

Reo = %prH{Ql [1 — h(El)] - Uechh(E}l)} @

where i(x) := —xlog, x — (1 — x) log, (1 — x) is the binary Shan-
non entropy function, f is the QKD system repetition rate, p,, is
the probability of sending a quantum signal state and the factor
1/2 considers the probability of choosing one basis. In order
to consider that in real systems necessarily the key has a finite
length, we estimated the key number of bits, using the Chernoff
statistical analysis, as:
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where gOZ is the lower bound for the number of vacuum events,
s7 is the lower bound for the number of single-photon events,

alz is the upper bound for the phase error rate associated with
the single-photons events in the Z basis, A is the error cor-
rection leakage, €cor and egec are the protocol correctness and
security parameters. The detailed derivations of all the variables
appearing in Eq. 7 and Eq. 8 can be found in [28] and [29], re-
spectively. Finally the SKR corresponding to a finite-key length
of k bits can be calculated as:

Rfin = %f R )

where N is the number of sent QKD pulses, i.e. the block size.

3. DV-QKD SERVICE PERFORMANCE EVALUATION

The performance of a QKD service hosted in legacy PON infras-
tructures is evaluated by developing a suitable MATLAB-based
numerical tool that estimates the coexistence scenario presented
in Section 2 [31]. The US and DS classical channel wavelengths
and launch powers comply with the standard physical media
dependent layer specifications [14, 15, 18, 19] and are reported
in Tab. 1. We consider a PON architecture reaching 32 ONUs,
in particular with sy = 1/4 and sp = 1/8, in urban and rural
scenarios. In the former, the trunk fibre length ¢; is fixed at 1
km and the feeder fibre { varies from 1 to 3.5 km with 0.5 km
steps; in the latter, ¢; = 3 km and ¢ f reaches up to 16.5 km. In
both architectures, the distribution fibre is constant ¢; = 0.5
km. In each considered coexistence scenario (i.e., for each PON
standard and total PON length /), the tool estimates the SpRS
spectral density Pg(¢) and the quantum channel transmittance

7 with 1-nm resolution from 1250 to 1700 nm, based on the ex-
perimental data reported in [20] and the system and network
parameters listed in Tab. 2. The obtained results are then used
in Eq. 7 and Eq. 9 for calculating the SKRs over the entire spec-
trum in the asymptotic and finite-key regimes, respectively. In
the finite-key analysis, the state intensities and probabilities are
optimised. Finally, the tool determines the quantum-available
bandwidth as the range of quantum channel wavelengths A
for which the SKR exceeds Ry, = 256 bit/s. This threshold
allows a key refresh for the AES256 encryption protocol every
second. For each PON standard, the maximum supported PON
length is defined as the maximum ¢ over which the estimated
SKR exceeds the threshold for at least one quantum channel
wavelength.

A. Asymptotic regime

Firstly, we derive the quantum-available bandwidths in the
asymptotic regime, that represents the ultimate potentialities
for the integration of QKD services in legacy PONs, as it is in-
dependent of the statistical fluctuations analyses in finite key
realisations. Fig. 2 shows the quantum wavelengths satisfying
the SKR condition in coexistence with GPON, XG-PON, NG-
PON2 and HS-PON at the corresponding maximum supported
PON lengths. The integration in legacy PON infrastructures
with GPON, which has the US channel in O-band and the DS
channel in S-band, is limited by the significant SpRS noise level
generated over the entire optical spectrum. In this scenario, the
suitable QKD spectral allocation in a 13.5-km long PON is in

Table 2. QKD system and network parameters

Description Parameter Value
QKD repetition rate fr 1 GHz
Sending signal state probability Pu 0.7
Gate window At 1ns
Band-pass filter bandwidth Av 12.5 GHz
Misalignment error Cmis 32-1073
SPAD efficiency 14 0.3
SPAD dark count P4 1075
Error correction efficiency Tec 1.15
Correctness parameter £cor 1015
Security parameter €sec 1010
Internal Bob losses Lgob 4dB
Additional splitter losses Lg 1dB
Additional PON losses LpoN 2dB
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Fig. 2. Quantum available bandwidth coexisting with GPON,
XG-PON, NG-PON2 and HS-PON in a single-fibre PON archi-
tecture at the maximum supported PON length with infinite
block size.

the lower O-band (1260-1274 nm) in presence of the anti-Stokes
SpRS. In fact, the Raman efficiency at lower wavelengths (anti-
Stokes region) is lower than the 8 at higher wavelengths (Stokes
region) [20], causing a lower SpRS noise level in the former one.
However, as anticipated in Sec. 2, the QKD performance is also
highly affected by the quantum channel transmittance, which
depends on the fibre attenuation profile, and needs to be con-
sidered in defining the optimal integration design rules. For
the simultaneous impact of high attenuation and SpRS noise,
the coexistence with XG-PON is the most critical scenario for
QKD services. Similarly to GPON, the classical channels are
placed in different spectral regions but the quantum-available
bandwidth is forced in the E-band, where it is affected by both
anti-Stokes and Stokes components; in this scenario, the secret
key distribution is provided up to 5.5 km. Finally, in coexistence
with NG-PON2 and HS-PON, the quantum channel allocation
is helped by the classical channel presence in the same optical
band. In particular, almost 40 nm in O-band can be dedicated
to QKD services when integrating with NG-PON2, whereas a
narrower quantum bandwidth is allowed in the U-band in a
PON supporting HS-PON channels. In addition, the coexistence
with NG-PON2 enables the key distribution for the longest link
lengths (up to 16.5 km), due to the significant wavelength shift
from the classical channels and the moderate attenuation of the
O-band.

B. Finite-key regime

The results reported in the previous subsection define the ul-
timate KPIs for a QKD service hosted in a legacy PON. While
the asymptotic regime neglects the statistical fluctuations, real
system implementations must account for finite-size effects in
the parameter estimation. Introducing these security bounds has
an impact on the QKD performance that is strongly dependent
on the specific statistical analysis. The developed tool uses the

tight Chernoff bounds provided in [29]. We firstly investigate
the maximum supported PON length as a function of the block
size N. As shown in Fig. 3, the minimum block size for which
the parameter estimation succeeds is N = 1019, which corre-
sponds to a 10-s time slot using a QKD system with fr = 1
GHz. To satisfy the imposed threshold, generating quantum
keys long enough to allow the AES-256 key refresh every sec-
ond, an asynchronous mechanism of key generation and key
request is supposed [32]. In particular, the maximum supported
PON lengths for N = 10'? are below 5 km in coexistence with
GPON, NG-PON2 and HS-PON, whereas the integration with
XG-PON is confirmed as the worst scenario and does not allow
the secret key generation with N = 10'°. A significant increase
in all the supported PON lengths is shown with the block size
equal to 10': GPON and HS-PON sustain the QKD service
up to 7 km, the integration with NG-PON?2 reaches almost 10
km and keys can be distributed also in presence of XG-PON
channels. Finally, for block sizes higher than N = 10'? the max-
imum link lengths saturate at values a few kilometres lower
than the asymptotic results. Finally, we investigate the quantum
available bandwidths in the finite-key regime. Fig. 4 presents
the dimension of the quantum allocation bandwidths, granting
a performance above threshold at the maximum PON lengths
obtained with N = 10'}; the different blue shades describe the
bandwidth variations as a function of the block size at the fixed /.
Similarly to the asymptotic regime, the coexistence with GPON
is allowed for QKD systems placed in the lower O-band. In a
7-km long PON, the bandwidth is 14 nm with N = 10! and
increases to almost 30 nm for higher block sizes. The integration
with XG-PON presents a 23-nm wide bandwidth in E-band for
very short PON infrastructures. Increasing the block size allows
a new quantum available region in the O-band (e.g., 1314-1350
nm for N = 10'?), which expands for higher Ns. The obtained
results are not in contrast with the asymptotic regime ones since
are here estimated at a different PON length. Finally, the quan-
tum available bandwidths in coexistence with NG-PON2 and

=@- GPON -i- XG-PON NG-PON2 —¢— HS-PON

20

15| N

Maximum supported PON length [km]

O | | | |
10° 100 101 1012 1018 10 105 *®

Block size N

Fig. 3. Maximum supported PON length coexisting with
GPON, XG-PON, NG-PON2 and HS-PON in a single-fibre
PON architecture as a function of the block size N
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Fig. 4. Quantum available bandwidths coexisting with GPON,
XG-PON, NG-PON2 and HS-PON in a single-fibre PON ar-
chitecture with different block sizes N, at the maximum sup-
ported PON length with 10™ block size.

HS-PON almost reach the ones shown in Fig. 2 and significantly
grow when N increases from 10'! to 10'3.

4. CONCLUSIONS

We investigated the performance of QKD services hosted in
single-fibre PON architectures coexisting with GPON, XG-PON,
NG-PON2 and HS-PON classical channels. We developed a
proper numerical tool that, based on experimental data and the
PON standard specifications, estimates the SKR over the en-

tire optical spectrum in both the asymptotic and the finite-key
regime. Considering the high ODN losses and the SpRS noise,
we determined the quantum channel allocations and link lengths
that support the QKD exchange for an AES-256 key refresh every
second. In case of the asymptotic regime, we confirmed that
the largest bandwidth and the maximum covered distance are
achieved when integrating with NG-PON2 channels, while the
worst scenario is the coexistence with X-GPON, supporting only
5.5-km links in a narrow bandwidth in the E-band [20]. These
are the ultimate performance, as in real system implementations
finite keys are to be employed. We then considered the impact
of the finite-key effect showing that the maximum supported
PON lengths are about 4 km lower than the asymptotic ones for
GPON, NG-PON2 and HS-PON. Moreover, the obtained quan-
tum available bandwidths are consistent with the previously
achieved results. Finally, we concluded that an asynchronous
key management is required for offering QKD services in legacy
PONs when current widespread advanced encryption standards
are employed. Future works should focus on the experimental
coexistence demonstration and the development of an integrated
classical and quantum medium access control.
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