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ABSTRACT
This position paper introduces FREEDA, a research project aimed
at supporting DevOps engineers in achieving failure-resilient and
sustainable deployments of microservice-based applications over
the Cloud-IoT computing continuum. After providing the context,
rationale, and motivations of FREEDA, we introduce the main re-
search objectives of FREEDA and its concept, namely how FREEDA
will realize its research objectives.

CCS CONCEPTS
• Computer systems organization → Distributed architectures;
• Social and professional topics → Sustainability; • Software
and its engineering→ Software fault tolerance; • Applied com-
puting → Multi-criterion optimization and decision-making.
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1 INTRODUCTION
The ever-increasing capabilities present on smart connected IoT
devices call for an evolution of Cloud computing into large-scale,
pervasive distributed environments that can avoid unnecessary
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latencies, and fully exploit accessible computing capabilities at the
Edge of the network [13]. The distributed infrastructure supporting
the Cloud-Edge computing continuum is going to be highly hetero-
geneous and variable. Heterogeneity comes from various devices,
featuring different computing and storage capabilities, supporting
many software and deployment technologies, and communicat-
ing via diverse protocols. Variability is due to dynamicity (e.g.,
nodes joining/leaving the infrastructure, changing workloads) and
uncertainty (e.g., unstable end-to-end connectivity, software, and
hardware faults). The high heterogeneity and variability of the dis-
tributed Cloud-Edge continuum exacerbate the need to face possible
QoS-degradations and faults [17].

At the same time, microservices are pervading in the delivery
of modern enterprise applications, therefore calling for support in
their deployment over the Cloud-Edge continuum. Microservice-
based Applications (MSAs) integrate multiple heterogeneous ser-
vices, each having different deployment requirements. These in-
clude the affordable cost of renting Cloud-Edge resources, the hard-
ware, software, and security to be featured by the infrastructure
node used to run a service, and its QoS requirements, e.g., latency,
bandwidth, and availability. Given the complexity of both MSAs
and Cloud-Edge infrastructures, and the volatility of services and in-
frastructure nodes at the Edge, failures are first-class citizens when
distributing MSAs over a Cloud-Edge infrastructure, and must nec-
essarily be taken into account for ensuring that a deployed MSA
delivers the desired QoS. DevOps engineers must hence account for
the possible failures of a service and of its hosting node, as well as
for the failure cascades, where failing infrastructure nodes/services
cause the failure of other nodes/services [35].

The above concerns come together with the EU strategy of “build-
ing a climate-neutral, green, fair, and social Europe” [11], which
targets the environmentally sustainable growth of EU industries,
including IT [12]. Therefore, we need to consider environmental
sustainability when deploying MSAs over Cloud-Edge infrastruc-
tures, e.g., by reducing the brown energy consumed by an MSA
deployed over a Cloud-Edge infrastructure.
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Unfortunately, environmental sustainability can conflict with
other deployment requirements, for instance, the failure resilience
requirements discussed earlier. For example, the brown energy
consumed by a deployedMSA can be reduced by deploying only one
instance of each of its services on infrastructure nodes close to one
another, possibly on the same node, but negatively impacting failure
resilience. Conversely, a higher failure resilience can be ensured by
heavily replicating each service overmultiple different nodes, which
could result in more brown energy being consumed. The resulting
complexity calls for support in the deployment ofMSAs over a large-
scale, heterogeneous, and variable Cloud-Edge infrastructure. Such
support should suitably find a trade-off among the multiple – and
possibly conflicting – deployment requirements of to-be-deployed
MSAs. In this process, the variability of the available Cloud-Edge
infrastructure conditions over time (e.g., with new nodes joining
the infrastructure, while others are leaving, crashing, or getting
overloaded) should be considered, also for already deployed MSAs,
whose services are often continuously delivered through CI/CD.

The research project FREEDA, introduced in this position paper,
aims at enabling a sustainable and failure-resilient deployment
of MSAs over existing Cloud-Edge infrastructures. FREEDA will
identify and specify the deployment and configuration of software
components constituting an MSA across a set of nodes in the cloud
continuum to meet the deployment requirements of the application,
encompassing sustainability and resilience against failures.

The project targets four main objectives:
(𝑂1) Holistic MSA Deployment over the Cloud-Edge continuum:

FREEDA will develop novel techniques to determine a suit-
able trade-off among the MSA’s deployment requirements,
therein included cost, hardware, software, security, failure
resilience, and sustainability requirements.

(𝑂2) Continuous Reasoning for Adaptive MSA Deployment over
the Cloud-Edge continuum: FREEDA will develop continous
reasoning-like [15, 30] to timely adapt the deployment of an
MSA over a Cloud-Edge infrastructure when changes in the
MSA, infrastructure, or deployment requirements occur.

(𝑂3) Explainable Enhancement of MSA Deployments’ Failure Re-
silience: FREEDA will develop explainable techniques to ana-
lyze and possibly avoid cascading failures in deployed MSAs,
e.g., by adding circuit breakers

(𝑂4) Explainable Reduction of MSA Deployments’ Environmental
Impact: FREEDA will develop explainable techniques for
reducing brown energy consumption when deploying MSAs
over Cloud-Edge infrastructures.

This paper is organized as follows. Sections 2 and 3 position FREEDA
with respect to the state-of-the-art and introduce its approach, re-
spectively. Finally, Section 4 draws some concluding remarks.

2 STATE OF THE ART
To the best of our knowledge, there is no solution for holistically
determining the deployment of MSAs over a Cloud-Edge infras-
tructure, which is explainable and considers multiple deployment
requirements, including failure resilience and evironmental sustain-
ability [17]. Therefore, we hereafter separately report on existing
solutions for constraint-aware deployment, failure resilience, and
environmental sustainability.

Constraint-aware Deployment. Constraint reasoning was first used
to optimally deploy multiservice applications on Cloud resources
in [1, 9, 14], with [14] focusing on service dependencies, and [1, 9]
focusing on services’ hardware, software, and availability require-
ments. More recently, constraint reasoning has also been exploited
to generate containerized MSA deployments, with [5, 6] adapting
[1] to work with MSAs, while [24] enabling to schedule containers
running on Kubernetes based on their QoS requirements. [10] in-
stead focuses on deploying MSAs on Cloud VMs, encoding their
services’ hardware/software requirements as constraints, and aim-
ing to minimize the overall deployment cost. In summary, existing
solutions focus on single aspects of the MSA deployment problem
(e.g., services’ hardware/software requirements, service dependen-
cies, or deployment cost) and they always consider a whole de-
ployment, even when a change in the deployment context would
require adapting only a portion of the deployment itself. FREEDA
aims at fulfilling those gaps by targeting its objectives 𝑂1 and 𝑂2.

Failure Resilience. Existing solutions for enforcing failure resilience
in MSAs typically provide guidelines to drive their design and devel-
opment [20, 22], or to configure their deployment scripts to self-heal
failing services, e.g., by restarting their hosting container [7]. There
is, however, no solution for analyzing an existing MSA and the
available Cloud-Edge infrastructure or for enforcing the failure-
resilient deployment of suchMSA over such infrastructure. Existing
techniques for analyzing failures in MSAs focus on detecting such
failures and identifying root causes [3, 25, 26, 39]. Whilst they can
automatically determine the possible root causes for an observed
failure, they mainly focus on returning only such possible root
causes, then relying on DevOps engineers to manually inspect logs
or monitored metrics to understand how failures propagated up
to that observed [35]. The only attempt in this direction is our
previous work [34], in which we provide explanations on failure
propagation in MSAs to DevOps engineers, however relying on
them to manually specify how each service therein behaves. In sum-
mary, to the best of our knowledge, there is currently no technique
allowing us to analyze the deployment of an MSA over a Cloud-
Edge infrastructure to enforce failure resilience of such deployment.
FREEDA aims to fulfill this gap by targeting its objective 𝑂3.

Environmental Sustainability. Various existing solutions focus on
improving the energy efficiency of Cloud data centers [19, 37, 38].
Best practices to improve data centers’ energy efficiency are pro-
vided in [2, 33]. Computing infrastructures are however getting
distributed over the Cloud-Edge continuum, which is inherently
composed of heterogeneous nodes. As a result, the power usage
effectiveness significantly fluctuates [23], hence making the energy-
aware allocation of Cloud-Edge resources an ongoing challenge
[41, 43]. In addition, when distributing applications over the Cloud-
Edge continuum, application data must be stored and managed in
synergy with applications themselves, to further reduce latency and
guarantee security constraints [32]. However, current approaches
for improving the efficiency of application deployments typically
focus only on the target infrastructure, at most also considering
the temporal/geographical distribution of applications deployed
thereon [28, 31, 42]. Other approaches focus mainly on the applica-
tion level [4, 8, 27], supporting the design from scratch of energy
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sustainable applications, with a limited suitability to already exist-
ing applications. At the same time, the deployed applications’ en-
ergy demand increased with the widespread adoption of the Cloud.
This is expected to occur in Cloud-Edge infrastructures as well,
therefore calling for supporting energy-aware MSA deployments
thereon [16]. This issue is targeted by objective 𝑂4 of FREEDA.

3 FREEDA’S APPROACH
FREEDA considers the deployment of an MSA A over a Cloud-Edge
infrastructure I, based on a setR of deployment requirements (Fig. 1).
The infrastructure description in I will include information on the
costs for utilizing a resource, on nodes’ hardware and software
capabilities, and their load/currently available resources. The de-
ployment requirements in Rwill instead include hardware/software
services’ requirements, their network QoS, security, and failure re-
silience requirements. R can also specify the affordable budget for
A’s deployment, which comprises the monetary budget, i.e., the
maximum cost that can be paid, and the sustainability budget, i.e.,
the maximum amount of brown energy that can be consumed.

The FREEDA toolchain will plan the deployment D of A over I
by holistically determining a trade-off among the deployment re-
quirements in R. This will be done in two subsequent steps (Fig. 1),
the first being devoted to enriching the failure resilience and envi-
ronmental sustainability of the deployed MSA, based on historical
data (H) from the current and previously enacted deployments of A
(e.g., logs) and formerly monitored on I (e.g., nodes’ availability or
load). The extended application specification A+ and deployment
requirements R+ will then be processed by the tools composing the
trade-off step, which will return a deployment D and an explana-
tion E of why/how such deployment constitutes the best trade-off
among the multiple – and possibly conflicting – deployment re-
quirements of A. Notably, E will also include explanations on why
the enrichment step extended A and R into A+ and R+, meaning
that the DevOps engineer will be informed on why and how the
MSA and its deployment requirements were updated.

Enrichment. This step is composed of two tools, i.e., the failure
analyzer and the energy analyzer (Fig. 1). The failure analyzer will
implement the analysis techniques resulting from objective 𝑂3. It
will first identify causal failure relationships among the services
in A and the nodes/links in I, also based on the historical data
H coming from the current and previously enacted deployments,
when available. Based on the identified causal relationships, the
failure analyzer will include sidecar integration components (e.g.,
circuit breakers) in A to avoid the failure of a service to propagate
to others, based on the identified failure causalities. The failure
analyzer will also generate novel requirements in R for enforcing
failure resilience when deploying a service on a node in I, e.g.,
avoiding the deployment of services on nodes that are known to
fail if subject to a given load, or whose failure is predicted to occur
soon based on the available historical data.

The energy analyzer will instead implement the analysis tech-
niques resulting from objective 𝑂4. It will extend the MSA specifi-
cation A and the deployment requirements R to reduce the environ-
mental impact when deploying A over the Cloud-Edge infrastruc-
ture I. The energy analyzer will also consider the historical data
H coming from the current and previously enacted deployments,

Enrichment

Failure 
Analyzer (O3)

Trade-Off
DevOps
Engineer

D

Cloud-IoT
continuum
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Solver (O1)

I R+a+

Energy 
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Reasoner (O2)
A+

I

R+A

H

R

I
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Figure 1: A bird’s-eye view of FREEDA’s approach.

when available. Location and data awareness will play a key role
in the energy analyzer, e.g., to reduce of the energy consumed due
to interactions between components.
Trade-off. This step will process the enriched MSA specification
A+ and deployment requirements R+, and the available infrastruc-
ture I. The processing starts with a reasoner component (Fig. 1),
which implements the continuous reasoning-like techniques result-
ing from objective𝑂2. The reasoner will check whether the current
deployment D (initially empty) deploys all components in A+ on
nodes that are available in I, while also satisfying all deployment
requirements in R+. If this is the case, there is no need to adapt the
deployment D. Otherwise, the reasoner will determine the portion
of D containing services of A+ and/or nodes of I that are not satis-
fying the requirements in R+. This information will be used by the
reasoner to identify the portion a+ of the MSA (initially, the whole
A+) whose components are to be re-deployed.

The obtained set a+ of to-be-deployed services will be processed,
together with I and R+, by a multi-criteria solver. The latter will
determine the deployment of the components in a+ over the nodes
in I while finding a trade-off between the requirements in R+. The
multi-criteria solver will also be configurable to privilege certain
requirements when all requirements cannot be satisfied, e.g., to
privilege environmental sustainability instead of failure resilience,
or vice-versa. The multi-criteria solver will finally return a new
deployment D (which differs from the former only for the deploy-
ment of the components in a+) and an explanation E on why/how
D constitutes the best trade-off among the deployment require-
ments in R+, e.g., what was added in the enrichment phase, which
requirements were not satisfied (if any), and why this happened.

DevOps engineers will then be able to exploit both the deploy-
ment D and the explanation E. The deployment D will specify the
placement and configuration of the services forming an MSA with
existing declarative modeling, e.g., TOSCA [29] or EDMM [40], to
enable concretely enacting the specified deployment by relying
on existing, multi-platform deployment tools. The information col-
lected on the enacted deployment (e.g., services’ logs and metrics
monitored the available infrastructure nodes) will update the input
I and H, enabling to re-plan the deployment when changes occur.
The explanation E will instead enable determining whether/how to
refactor her application or its deployment requirements to resolve
potential issues. For instance, suppose that E indicates that D in-
cludes a new component (e.g., a circuit breaker) alongside a service
to let it tolerate the failures of the services it interacts with, causing
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the consumption of additional energy. The DevOps engineer may
save this energy by adapting the service’s source code to natively
tolerate the failures of the services it invokes.

4 CONCLUSIONS
In this position paper, we have introduced the research project
FREEDA, by showing how it will support DevOps engineers in
achieving failure-resilient and sustainable deployments of MSAs
over the Cloud-Edge computing continuum. Future work will not
only include the implementation of the FREEDA approach but
also the assessment of its effectiveness by exploiting the FREEDA
toolchain to determine/adapt the deployment of a benchmarking
MSA on an existing Cloud-Edge testbed, e.g., [18, 21, 36].
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