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Abstract

Training machine and deep learning models on encrypted data is the
next challenge in the field of privacy-preserving Machine and Deep
Learning. The related literature in this field is very limited, since
most of the solutions focus only on inference on encrypted data
(leaving the training to be carried out on plain data). In this paper
we introduce a multi-class and non-linear family of neural networks
based on the Torus Fully Homomorphic Encryption (TFHE) scheme
(named TFHE-NNSs), which can be entirely trained on encrypted
data. The proposed learning procedure, implementing a TFHE-
compliant version of the Direct-Feedback-Alignment algorithm, is
combined with a novel Cross-Validation procedure able to operate
on encrypted models and encrypted accuracy. The experimental
results demonstrate the feasibility of the proposed solution. The
proposed models and algorithms are made available to the scientific
community as a public repository.
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1 Introduction

Privacy-preserving Machine and Deep Learning is a novel emerging
paradigm in the field of Artificial Intelligence [7]. Solutions in
this field seek to design and develop Machine Learning (ML) and
Deep Learning (DL) models able to guarantee the privacy of users,
capable of operating on data characterized by strong constraints
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in terms of confidentiality and secrecy. The motivations for this
important progress include, inter alia, the increasing fears of data-
breaches [37], the appearance of restrictive data privacy regulations
(e.g., [1]), and the growing demands for data control, visibility,
and discretion of customers’ personal data [7]. This last aspect is
particularly relevant when ML and DL models are provided in a as-
a-service mannetr, i.e., when user data are processed by a third-party
cloud provider to provide services based on ML and DL [41].

One of the most promising approach in privacy-preserving ML
and DL is Homomorphic Encryption (HE) [14], which is a spe-
cial type of encryption that allows one to compute operations
on encrypted data, hence guaranteeing the privacy of data in-
use [7]. While the literature in this field explores works in which
pre-trained models are applied on encrypted data to support the
privacy-preserving inference, few studies have addressed the need
to support also the training of general, multi-class, and deep models
directly on encrypted data. This is mainly due to HE’s computa-
tional overhead and functional limitations, which makes the execu-
tion of common training algorithms on encrypted data extremely
difficult [32].

In this study we show that effective learning on encrypted data
is possible. Specifically, we propose a novel HE-based approach to
learning multi-class and non-linear models directly on encrypted
data. Addressing this problem required us to deal with three differ-
ent challenges.

The first concerns the fact that commonly employed HE schemes
for encrypted inference allow only polynomial operations on en-
crypted data. Moreover, given that noise is injected into ciphertexts
during encryption, only a finite number of operations can be per-
formed on a ciphertext before it becomes unusable [15].

The second challenge is the overhead introduced by HE. An
operation between two encrypted numbers could require up to
five orders of magnitude more time compared to its plain version.
This overhead makes training on encrypted data extremely time-
consuming even with very small models, and required the introduc-
tion of mechanisms for the parallelization of the learning procedure.

The last challenge is cross-validation (CV), a very common tech-
nique used in ML and DL to identify the hyperparameter configu-
ration guaranteeing the highest accuracy. Unfortunately, learning
on encrypted data produces encrypted models and encrypted val-
idation and test accuracies. In this scenario, the traditional CV
algorithms cannot be used, hence new solutions have to be de-
signed.

In summary, this study addresses the following three research
questions (RQs):

RQ1. How can we learn multi-class and non-linear models on en-
crypted data?
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RQ2. How can we reduce the overhead of training HE-enabled mod-
els by parallelizing the learning procedure?
How can we choose the best model among many, even if the

models and their validation accuracies are encrypted?

RO3.

To address these RQs, we present the following contributions
and make the code used in this paper available to the scientific
community as a public repository?:

C1. We designed a new family of HE-compliant Neural Networks
(NN) called TFHE-NNs and proposed a novel learning frame-
work for training these models on encrypted datasets, based
on the Torus Fully HE (TFHE) scheme [10] and the Direct-
Feedback-Alignment (DFA) [29] training algorithm.

C2. We designed and implemented the encrypted extension of

Model Averaging (MA) [40], an ensemble DL technique, to

allow the parallelization of the encrypted training procedure

to reduce the overhead of the HE scheme.

We propose a CV procedure capable of selecting the TFHE-

NN that guarantees the highest validation accuracy. This is

particularly useful from a practical point of view, as it al-

lows a third party to train and evaluate models with different
hyperparameters directly on an encrypted dataset.

Cs.

The solution proposed in this paper represents an unprecedented
attempt at end-to-end privacy-preserving learning and, potentially,
a fundamental first step in this research direction in the field of
machine and deep learning.

The paper is organized as follows. In Section 2, a motivating
example is proposed. Section 3 reviews the related literature by
considering studies on privacy-preserving inference and learning.
Section 4 introduces the background on HE and DFA. Section 5
presents the proposed solution, while experimental results on en-
crypted datasets are shown in Section 6. Finally, conclusions are
drawn in Section 7.

2 Motivating example

In this Section, we illustrate a motivating example in the area of
ML and DL for healthcare, operating on encrypted data. As shown
in Fig. 1, a hospital has collected a dataset TR of X-rays, taken
on patients. While this data may be useful for internal medical
purposes (e.g., classification into healthy/ill etc.), it represents par-
ticularly sensitive information and therefore cannot be transferred
to a third-party (e.g., a cloud provider) due to strict privacy regula-
tions. Unfortunately, the hospital lacks the resources and expertise
to train ML/DL models on this data locally. This is where the pro-
posed solution for privacy-preserving training on encrypted data
comes into play.

The hospital can encrypt its dataset using a HE encryption func-
tion E(-) and a private key, obtaining the encrypted dataset TR. This
encrypted dataset can be securely transferred to the third party
server (e.g. a cloud provider) for training a ML/DL model. Privacy is
not compromised as the cloud provider does not have access to the
secret key and cannot decrypt the dataset. At this point, the cloud
provider can train and select the best model for the classification
task in question in an encrypted manner, leveraging the proposed
solution. Finally, the encrypted model 7 can be returned to the

Thttps://github.com/AI-Tech-Research-Lab/TFHE-NN
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Figure 1: Motivating example: a hospital needs to train an im-
age classification model to improve the quality of diagnoses
by leveraging the expertise and computational resources of
a cloud provider while ensuring the privacy of its data.

hospital, which can decrypt it using the HE decryption function
D(-) and the secret key to obtain the final plain model m.

Furthermore, if the hospital does not have the computational
resources to run m locally for inference on X-rays, the encrypted
model 1 can be left in the cloud and executed in a fully encrypted
inference as-a-service pipeline. In this case, the hospital uploads
only encrypted images and the results, still encrypted, are sent back
to the hospital. The prediction is decrypted by the hospital and
used for medical purposes.

This example shows that our solution can be valuable where
a strict privacy management is required. In the next section, we
review the literature on this topic.

3 Related literature

The first problem addressed by the scientific community in this
field is the inference of ML and DL models with HE. Notable contri-
butions in this area concern CryptoNets [18], which introduces the
application of a Convolutional Neural Network for image recogni-
tion on encrypted data, and [8], which presents some optimizations
for the same task. A major limitation of these (and other similar)
works in this context is the use of leveled HE schemes, which allow
only a bounded number of linear operations to be computed. This
means that commonly used activation functions (e.g., ReLU) cannot
be exploited in the ML/DL model under consideration. To address
this problem, such functions must be approximated, mainly using
polynomial approximations [38]. However, this may degrade the
accuracy of the NN. We also emphasize that privacy-preserving
inference requires a plain (i.e., unencrypted) training set to train
the model before using it on encrypted data.

With respect to training ML and DL models on encrypted data,
[31] introduces a Support Vector Machine (SVM) model for binary
classification, that can be trained on encrypted data. Although in-
teresting, it cannot directly handle multi-class classification tasks.
[26] presents Glyph, a framework that supports efficient training of
NNs on encrypted data by switching between different HE schemes.
This work, along with others [24, 30, 44], focuses on training only
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the final layers of an NN that was previously trained on plain data
using transfer learning. However, this method is not suitable for
scenarios where only an encrypted training dataset is provided.
Hybrid approaches are presented by [42] and [36], which combine
HE with differential privacy and federated learning techniques.
Unfortunately, the former uses models with most of their parame-
ters in plaintext, while the latter requires communication between
multiple parties.

Most of the aforementioned works, along with others [21], utilize
the Cheon-Kim-Kim-Song (CKKS) [9] scheme, a HE scheme that
enables native encryption and floating-point computation. How-
ever, CKKS is mainly used in its leveled version, where only a
limited number of HE operations are permitted. This is due to the
bootstrapping procedure of the CKKS scheme, which, unlike other
HE schemes such as Brakerski-Fan-Vercauteren (BFV) [5] or TFHE,
does not reduce accumulated noise [13]. As a result, this limits NN
models that can be trained to have a single hidden layer.

In contrast to the literature, the solution proposed in this pa-
per provides two key aspects that are fundamental for privacy-
preserving training of a NN. First, the proposed TFHE-NNs can
directly deal with multi-layer models and multi-class classification
problems. Second, TFHE-NNs are trained entirely on encrypted
data, without using transfer learning from plain data.

4 Background

This section introduces the basic concepts of both the HE encryption
scheme used in this study, and the learning procedure for training
TFHE-NNSs.

4.1 Homomorphic Encryption

A HE scheme is an encryption scheme that is able to compute a set
of operations directly on encrypted data, while guaranteeing that
the result of the operation is still encrypted. Formally, as defined
in [3], an encryption function E and its corresponding decryption
function D are homomorphic with respect to a class of functions ¥
if, for any function f € ¥, it is possible to construct a corresponding
function g such that f(x) = D(gr(E(x))) for a set of input x. In
particular, the HE scheme used in this work is the Torus Fully
Homomorphic Encryption (TFHE) scheme [10].

TFHE is a fully HE (FHE) scheme, which means that it can per-
form an unbounded number of operations on encrypted data. This
distinguishes it from leveled HE schemes, which support only a
limited number of operations on encrypted data. While suitable for
encrypted inference, leveled HE schemes cannot handle the longer
computational requirements of encrypted learning.

More specifically, TFHE is based on the Learning With Errors
(LWE) problem [33] and its Ring variant (RLWE) [27], and it sup-
ports the evaluation of an unbounded number of logic gates (e.g.,
AND, OR, etc.) between encrypted bits. For this reason, the numer-
ical operations (e.g., add, mul, etc.) required for the learning and
inference procedures of the proposed solution have been redesigned
and reimplemented using the bit-level operations offered by the
TFHE scheme.

In the following, we detail the mathematical structures on which
the TFHE scheme is based.
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4.1.1 Notations. Here we use the same notations adopted in [11],
which is listed below:

e B : The set {1,0} without any structure

e T : The real torus R/Z, the set [0,1) of real numbers modulo
1.

e Tn[X] : The Z-module R[X]/(XN + 1) modulo 1 of torus
polynomials, where N (the number of coefficients) is a power
of 2.

e R : The ring of polynomials Z[X] /(XN + 1).

e Bx[X] : The sub-ring of polynomials in R with binary coef-
ficients.

o —:x « D means that x is drawn from the distribution D.

o & ix i K indicates that x is sampled uniformly at random

from K.

N(p0%) N(p0*)
X

K means that x is sampled according
to a Gaussian distribution of mean y and variance o2 from
K.

4.1.2  Learning With Errors problem. The Learning With Errors is
a computational problem commonly used in post-quantum cryp-
tography, along with its Ring variant [4]. There are two different
version of the problem: the search problem and the decision problem.

Definition 4.1 (LWE adaptation, Definition 2.5 [10]). Given:

e ninteger, withn > 1
e ¢ adistribution over R and S a distribution over Z"

. s<—S,e<—§andaiT”

eb=a-s+e

e LWE;,; the distribution over T" X T obtained by sampling
a pair (a, b)

The two problems are defined as:

(1) Search problem: given arbitrarily many independent samples
LWEj,¢, find the private polynomial s.

(2) Decision problem: given arbitrarily many independent sam-
ples, distinguish between LWE;,; samples and uniformly
random samples from T" X T, for a fixed s.

In particular, [6] demonstrated that LWE problems are at least
as hard as standard worst-case lattice problems.

4.1.3 TFHE Structures. The TFHE scheme is an adaptation of the
LWE problem to T. We describe the three main structures used to
encrypt plaintexts, as formulated in [11]:

(1) TLWE is the torus version of the LWE problem. TLWE can
be represented as a (n + 1)-dimensional torus vector (a, b)

. $ $ .
witha «— T" and b = a - s + e, where s «— B" is the secret

N(0,0%
key and e ei)— T is the noise.

(2) TRLWE is the torus version of the RLWE problem. A pair
(a,b) € TN[X]* X Tn[X] (ie. a torus polynomial vector) is a
valid TRLWE sample if a i Tn[X]* and b = a- s +e, where

N(0,0%
s i By[X]* is a TRLWE secret key and e & Tn[X]

is a noise polynomial.
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Given M a discrete message space?, in order to encrypt a mes-
sage m € M C T (resp. M c Tn[X]), the trivial element (0, m) €
T (resp. (0,m) € Tn[X]* x Tn[X]) is added to a TLWE (resp.
TRLWE) sample. The encryption of m with the secret key s is in-
dicated as the TLWE (resp. TRLWE) ciphertext ¢ € TLWE (m)
(resp. ¢ € TRLWE ¢(m)).

The decryption of a ciphertext ¢ € TLWE ¢(m) (resp. ¢ €
TRLWE ¢(m)) is a function called phase. The phase of a sample ¢
is defined as ¢s(c) = b — a - s = m + e. Since the result of ¢s(c) is
an approximation of m, it is rounded to the nearest element in M.
The error e has to be be small enough in order to be able to retrieve
m, while high enough to guarantee the security of the scheme.

As stated in [10], TLWE (resp. TRLWE) samples can be linearly
combined to obtain a new TLWE (resp. TRLWE) sample that en-
crypts the linear combination of the messages. However, in this
case, the linear operations are not sufficient to achieve FHE. To solve
this problem, another structure based on the GSW construction
introduced in [17] is used.

(3) TRGSW is the torus version of the Ring-GSW problem and it
is represented as a vector of I TRLWE ciphertexts. In order to
encrypt a message m, it uses a gadget matrix>. The novelty
introduced by [10] is the definition of an external product @
between a TRGSW sample A that encrypts m, € R, and a
TRLWE sample b that encrypts m;, € Tn[X]. This external
product yields a TRLW sample c that encrypts mg - my,.

4.1.4 TFHE Bootstrapping. Bootstrapping, proposed in [16], allows
one to reduce the noise level of a ciphertext. This makes it possible
to evaluate an unbounded number of operations on it, without
corrupting the information. TFHE provides a gate-bootstrapping
procedure that requires only 10 milliseconds [10] to run. It improves
performance compared to other schemes, such as BGV, which has
a bootstrap process that takes minutes with HElib [19].

As stated in [11], TFHE bootstrapping relies on three building
blocks:

(1) BlindRotate: it rotates the coeflicients of a polynomial en-
crypted in the input TRLWE ciphertext by multiplying it
by an encrypted power of X. Its inputs are: a ciphertext
¢ € TRLWEs(m), a vector (ay, ..., ap, dp+1 = b) where Vi,
a; € ZyN, and p TRGSW ciphertexts that encrypt (s1, ..., sp)
where Vi, s; € B. The output is a TRLWE sample ¢’ €
TRLWE(X*$7% . m).

(2) SampleExtract: its inputs are a ciphertext TRLWEg(m) and

aposition p € [0, N[, and returns a ciphertext ¢’ € TRLWE;(m,)

where m,, is the p'P coefficient of the polynomial m.
KeySwitch: it transforms p ciphertexts ¢; € TLWEy (m;)
into a ciphertext ¢’ € T(R)LWE(f(my, ..., mp)), where f(-)
is a public linear morphism from T? to Tn[X]. Note that it
can be used to perform TLWE-to-TLWE key switching and
switch between scalar message spaces using f(-) equal to
the identity function (id : T — T).

®)

2It means that the torus is discretized w.r.t. the plaintext modulus [11]. For example,
if m € Zs = {0, 1, 2} is the message to encrypt, it can be encoded in T as one of the
following values {0, % % .

3Refer to Definition 3.6 and Lemma 3.7 of the TFHE paper [10] for more details.
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4.1.5 Homomorphic Gates. Homomorphic evaluation of binary
logic gates is achieved by performing two additions and a gate boot-
strapping on TLWE samples. [10] lists all the basic gates available
on TFHE and how they are computed (given m = le)i
HomAND(c1, c2) = Bootstrap((0, —%) +c1+c¢2)
HomNAND(cy, ¢2) = Bootstrap((0, %) —c1—¢2)

e HomOR(cy, ¢2) = Bootstrap((0, %) +c¢1+¢2)

e HomXOR(cq, ¢2) = Bootstrap(2 - (¢1 + ¢2))
The NOT gate consists of an addition without bootstrapping since
it only negates the coefficients of the input:

e HomNOT(c) = (0, %) -c

4.2 Direct Feedback Alignment

DFA is a learning procedure for DL models based on the Feedback
Alignment (FA) [25] principle. The main difference with respect to
other learning solutions, such as Backpropagation (BP) [23], is that
the weights used during the forward pass of the NN are not the
same as those used during the backward pass. Indeed, the error is
propagated directly to each hidden layer through fixed and random
feedback weights extracted from a uniform distribution.

Let H be the number of hidden layers of a feed-forward NN.
Formally, the layer’s update directions for DFA — denoted by 5]}:’) FA>
h=1,...,H - are calculated as:

sh— { L’ @ act’f(ah)
DFA =

L’ - B" @ act’"(ah)

where L’ is the derivative of the Loss Function, © is the element-
wise multiplication operator, and act’ h(-), ah, and B" are the de-
rivative of the activation function, the output of the layer before
the application of the non-linearity, and the fixed random weight
matrix of layer h, respectively. Once all the 5]}:’) -8 have been com-
puted, the weights’ updates, for each layer h € [1, H], are calculated
as:

forh=H

1
fori<h<H-1 )

swh=—oh=11 .60 @)
h _ h
db" = - 0ppa (3)
where o~ is the output of the previous layer in the network.

Interestingly, DFA has been successfully used in PocketNN [39],
a NN tailored for Internet-Of-Things (IoT) devices. The use of DFA
in our solution is motivated by the need to have only integer val-
ues in the entire architecture, due to time constraints (as detailed
in Section 5). However, using BP on integer values increases the
chances of overflow during the learning procedure, given that the
error passes through each layer of the network. Conversely, DFA
overcomes this issue by directly propagating the error from the
output to each single layer, which is trained independently, limiting
the growth of the weights’ values.

5 The proposed solution

Section 5.1 provides an overview of the proposed solution. Then,
Section 5.2 presents details on the design of TFHE-NNs layers
capable of operating on encrypted data. The learning procedure
to learn a TFHE-NN on encrypted data is explained in Section 5.3,
while the cross-validation algorithm able to compare encrypted
TFHE-NN models is shown in Section 5.4.



Training Encrypted Neural Networks on Encrypted Data with Fully Homomorphic Encryption

WAHC °24, October 14-18, 2024, Salt Lake City, UT, USA

TFHE-NN

User device Training set TR Encrypted Training set TR
'.. E() ‘.. AL
U ‘. o 0y . > &
ser . . 0"’ 7,
A A TN N |:| . 15
D(-) ,00/,4/ . Secret key »Oo/./V AN
> % % .
Secret
Internet  ---d- b= | L
@) (1) Return Encrypted training procedure
Inference the model
as-a-
service \4
K Encrypted H
O s e L &
3 L - 2 1

Encrypted
Cross-validation

Final Encrypted
DL Model m

model

Hyg

Model definition

Cloud

Encrypted learning

Figure 2: The proposed privacy-preserving architecture.

5.1 An overview of the proposed solution

An overview of the proposed solution is shown in Fig. 2. Without
any loss of generality, in the followings a supervised learning image
classification task is considered as an example.

Consider a user U, whose goal is to obtain a model trained on
its dataset TR, which must be kept private. To achieve this goal,
U locally encrypts the dataset, which becomes TR = E(ks,TR),
with E(-) being the encryption function and ks being the secret key
generated by U. Note that TR includes both the encrypted features
and the encrypted labels. TR is then sent to the third party service
for the privacy-preserving training. Then, the proposed encrypted
learning procedure operates as follows:

(i)  The TFHE-NN model, represented by fo (X, 6) and suitably
designed and implemented to be trained on encrypted data,
is defined.

The Cloud provider trains the model fi(X, 6) on the en-
crypted training set TR by considering different configura-
tions of hyperparameters Hy, k = 1...K, being K a tunable
parameter. We emphasize that the trained TFHE-NNs are
characterized by weights and biases that are encrypted.
The encrypted Cross-Validation procedure is used to identify
the best TFHE-NN of those trained with the K different
hyperparameter configurations. Such model, denoted by r,
is made available to the user U in two different ways: the first
way consists in returning the encrypted model directly to
the user. In this case, U will decrypt i using the decryption
function D(m, ks), with kg being the secret key. The other
way consists in saving the encrypted model ri on the Cloud,
and making it available to operate in a privacy-preserving
inference as-a-service manner.

(i)

(iii)

5.2 Defining TFHE-NN models for encrypted
learning

This subsection presents the building blocks needed to create the
TFHE-NN models that can be trained and operate on encrypted data,
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thus addressing RQ1. Specifically, Section 5.2.1 details the data types
and the operators, Section 5.2.2 explains how the TFHE-NN layers
are modified to make them TFHE-compliant, while Section 5.2.3
describes the definition of the TFHE-NNS.

In this study, integer-only TFHE-NNs are considered. This has
two main advantages. The first is that the design of arithmetic op-
erators using TFHE logic gates for integers is much simpler than
that for floating-point numbers. The second is that integers can be
represented with fewer bits than floating-point values, thus reduc-
ing the time complexity of the TFHE-NN layers, which depends on
the number of bits involved in the HE operations.

5.2.1 Sets and operators for TFHE-NN layers. First of all, the sets
for all the data types used by TFHE-NNs were defined. A graphical
representation of these sets is shown in Fig. 3. More specifically, the
TFHE-NN weights, inputs, and outputs consist in the encryption of
signed integers represented by a binary decomposition of length
N € N. Formally, we restrict the set of integers Z by defining

ZN = [—% +% — 1|, being N the number of bits.
Encryption En(ks, -)
> N

R Encoding T' 7 (+)
estrict
ZN > ]IN

Decoding I‘jvl(-)

Decryption Dy (ks, -)
Figure 3: The sets considered in this study.

The next step consists in encoding the elements of Z with their
two’s complement binary decomposition. Let I = {0,1}, and let
In() : Zy — IN be the encoding function that transforms a
member of Zy into its two’s complement binary decomposition
over N bits:

In(2) = [in-1,. .., 0]
where z € Zn and {ip,...,iN—1} € L For instance, the binary de-
composition of z = 7 € Zy over N = 16 bits is: [0000000000000111].



WAHC °24, October 14-18, 2024, Salt Lake City, UT, USA

Let 1 be the set of TFHE ciphertexts, introduced in Section 4,
and let E(ks, -) : I — [ be the encryption function that encrypts a
single bit into a TFHE ciphertext. To encrypt a member of Z, it is
sufficient to encrypt each bit composing its binary decomposition.
This function, operating on IV S IN , is defined as:

EN(ks,T(2)) = [E(ks, iN-1), - ., E(ks, i0)]

where z is an element of Zy;, {io,...,iN_1} are the elements com-
posing its binary decomposition Ty (z), and IN is the set of en-
crypted binary decompositions. The inverse of both the encryption
and the encoding functions are the decryption function Dy (ks, -)
and the decoding function FI\’Il (+), respectively, with ks being the
secret key of user U.

We can now build a set of arithmetic operators over IN that
represent the building blocks of the TFHE-NN layers. Formally,
the following HE arithmetic operators have been designed and
implemented:

{+ = #}e  {IN, IV} S IV,
{<<,>>}e {IN N} 5 IV, @
N R 4
{> < ==}y {IN,IN} 5 1

{max(-), arg max ()} : {INM S 1N,

These operators have been designed relying on the TFHE Boolean
gates and, from now on, the symbol ® will be used to denote oper-
ators and layers capable of processing TFHE encrypted values in
N In the following, we detail three HE arithmetic operators that
represent the building blocks of the TFHE-NN layers of the model
fo(X, 6), leaving for the Appendix the complete description of the
remaining. Let d = [AN_1...A; ... Ag], b= [Bn_1...Bi...Bol,
and é = [Cn_1 ... Ci ... Co] be three encrypted values obtained
after the application of the encryption function En (ks,T'(+)).

Encrypted Adder. The +¢ operator is implemented through an
encrypted adder circuit, solely designed to receive in input two
encrypted elements of IV and to produce as output an element of
ﬁN

d+eb=¢ witha b éelN

The basic block of +¢ is a HE full adder, which is able to sum two
individual TFHE bits, i.e., A; € dand B; € b,i=0,...,N—-1.In
particular, the HE full adder computes a sum bit, §i, and a carry
bit, éi, which are passed to the next full adder in the chain. By
combining N full adders, it is possible to sum two encrypted binary
values in IV as follows:

Si = (A; @ B;) @ Ci_y
Ci = (Aj oy B;) +4(Ci—1 o (A; v By))
where @y is the TFHE XOR gate, oy is the TFHE AND gate, and

+, is the TFHE OR gate, while a graphical representation of + is
shown in Fig. 4.

Encrypted Multiplier. The encrypted multiplier *y,

G+9b=2¢ withd b,é eV,
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An-1 Bny_1
| |
HE
Full
' > Adder
Cn-2 N
T
Sn-1

Cn-1

Figure 4: The encrypted adder +y.

is defined as ey : {ﬁN , N } - IN. The «y operator is implemented
through the shift-and-add multiplier circuit, which works by shift-
ing the multiplicand 4 to the left by i bits, with i = 0,..., N — 1, and
adding to the product ¢ the result of a MUXe gate which, based on
the value of B;, selects between the shifted multiplicand 4 and an
encrypted zero 0. Specifically, the MU Xy gate outputs an encrypted
zero 0 if B; corresponds to 0, the left-shifted multiplicand d if B; is
equal to an encrypted one 1. Formally:

N-1
¢= > MUXy (Bi, 4 <<y i, 6)
i=0

More in detail, the HE MUXy gate receives in input two en-
crypted values, i.e., d € iN and b € IV, and an encrypted control
signal bit S €  (i.e., the value used to select the output value from
the input values), and produces an encrypted output in IV as follow:

MUX#(S,3,5) = (S ow @) +((~95) ow b)
where ey is the TFHE AND gate, +,, is the TFHE OR gate, and —¢
is the TFHE NOT gate.
Encrypted Comparisons. The encrypted comparisons >e (<)
and ==,
d>¢ (<o) b=C withabeiNandCel
i==¢b=C witha.beNandCel
are defined as >y (<y) : {IN,IN} = 1 and ==y: {IV,IN} > 1.
They output a single encrypted bit C, initialized to zero 0, which
is equal to an encrypted one 1 if the comparison is True, or an
encrypted zero 0 if the comparison is False. For example, the >y
operator outputs C equals to an encrypted one 1 if d is greater than
b, an encrypted zero 0 otherwise. The update rule of C, for each bit
i=0,...,N—1,is as follows:
¢ = MUXy ((a 0w b);,C.4i)
To handle negative values as well, a final MUXy is required:

€ = MUXy ((a Ow b)N_1, ~wC, é)

where Oy is the TFHE X NOR gate, and —y is the TFHE NOT gate.

For the ==y operator, instead, C, for i = 0,..., N — 1, is updated as:
C=(ad®y b)i +,C

where @y is the TFHE XOR gate, and +,, is the TFHE OR gate. The

resulting value of C is negated through the TFHE NOT gate —y
before being produced as output.
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5.2.2 TFHE-NN layers. Once the arithmetic operators have been
defined, the common layers used in NNs are re-designed to pro-
cess encrypted data belonging to IV . In particular, the following
layers have been defined: encrypted Fully Connected layer (FCey),
encrypted Max Pooling layer (MAXy), and the encrypted tanh
activation function (tanhe).

Encrypted Fully Connected layer. The FCy layer has been de-
signed to use the x¢ operator to multiply the encrypted inputs x;
with the encrypted weights W j» and the +¢ operator to compute
the sum over the multiplication output and the encrypted biases,
as expressed in Equation 5:

®)

n
Z. W,'j *e J?j +v b;
j=1

i =

where §J; € IV is the encrypted output of the i-th neuron of the
current layer, X; € N is the encrypted output of the j-th neuron
of the previous layer, w;; € IN is the encrypted weight of the
connection between the i-th neuron in the current layer and the
Jj-th neuron of the previous layer, b; € IN is the encrypted bias of
the i-th neuron in the current layer, and n is the total number of
neurons in the previous layer.

Encrypted Max Pooling layer. The MAXe layer relies on the maxe
function designed to operate on tensors of elements in IV of any
size. Let (h, w) be the window size and (s, s) the stride. The MAXey
layer can be expressed as:

(6)

bij = Ti‘f v (’?is:is+h,js:js+w)

where £ € {IN}XW s the encrypted input tensor of size H X W,

and § € {IN}K*L is the encrypted output tensor of size K x L, with

(H_h)+1, (W_W)+1 .
N S

(K7L) =

The implementation details of the encrypted circuit that performs
the maxey function are provided in the Appendix.

Encrypted Activation Function. The activation function of DL
models requires special attention, as it usually operates with real
values that cannot be directly computed using integer-only arith-
metic. Inspired by [28] and [39], this work implements the en-
crypted version of the rescaled Piecewise Linear Approximation
(PLA) of the tanh function, which is considered the best activation
function to use in conjunction with the DFA learning algorithm [29].
PLA consists in the segment approximation of non-linear activa-
tion functions [2] to make them effective in integer-only NNs. The
encrypted circuit of the tanhe relies on a HE lookup table (LUTey).
This table is designed by combining together several multiplexer
gates of the TFHE scheme. Depending on the value of the input, the
output of the LUTy is one of the segments into which the tanhey is
partitioned. Interestingly, the activation gradients tanhy, are also
calculated through a LUTy in which the outputs are the slopes
of the segments used to linearize the original hyperbolic tangent.
More precisely, the outputs are computed as their rescaled inverse,
since the original slopes are real values in [0, 2].
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5.2.3 Designing TFHE-NN models. Having defined all the necessary
operators and layers, we can design the processing of an entire
TFHE-NN that operates on encrypted inputs. Let Y = f(X;0) be
the model, where X is the input, Y the output, and

6= {[wl,bl], ,[wH,bH]}

the set of weights and biases, where H is the number of hidden
layers in f. To convert f to fe (i.e., its corresponding TFHE version),
it is necessary to convert all its layers to their corresponding HE
version, as well as to encode and encrypt their weights and biases.
The final model, capable of processing encrypted inputs, is defined
as follows:

Fo(R:0) = guyy (Gugy, (.. (gu, WL DY) WH B

where gy, is the non-linear function applied in the h-th layer.

The shape of X depends on the task under consideration. For in-
stance, in an image classification scenario, X is a three-dimensional
matrix of size h X w X ¢, with h being the height, w the width, and
c the number of channels.

5.3 Training TFHE-NNs

This section introduces the encrypted loss function, the training
algorithm and the parallel learning of TFHE-NNs as well as the
encrypted cross-validation circuit able to select the best TFHE-NN
in a privacy-preserving manner.

5.3.1 The Encrypted Loss Function. During the encrypted learning
procedure, both the loss and the accuracy of the TFHE-NN remain
encrypted after the forward pass. Nonetheless, it is essential to
be able to compute the derivative of the loss because it is used to
calculate the update of the network weights in the DFA learning
algorithm, as shown in Equation 1. The loss function that is con-
sidered in this study is the HE version of the sum of squared errors.
Indeed, its derivative L’, is a simple subtraction between the TFHE-
NN prediction fe (%) and the target output 7, an operation that can
be calculated on encrypted values by using the HE operator defined
in Eq. 4. Formally, with bs being the mini-batch size, we can define
Ly as:

bs
Ly= " folGi) —v i
i=1

5.3.2  The Training Algorithm. Training a TFHE-NN model over
encrypted data has to be performed by considering that only inte-
ger values can be used during the entire training procedure. This
differentiates this study from other works, e.g., in the TinyML [45]
area, where DL models are initially trained by using floating-point
values which are then quantized at the end of the procedure.

In this work, the learning algorithm DFA has been redesigned
into DFAs, which is its HE-compliant version that uses the arith-
metic operators defined in Eq. 4. With H being the number of hidden
layers of the TFHE-NN, we can rewrite the layers update directions
defined in Eq. 1 into 51}11)}7,4.,’ h=1,...,H, as:
forh=H
forit<h<H-1

Ly Ov act;h(ﬁh)

sh = N
DFAsy L’, ‘9 Bh Qe act’,h(:ih)
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where -y is the HE matrix multiplication operator, O is the HE
element-wise multiplication operator, and a" and B" are the en-
crypted output of the layer before the application of the non-
linearity, and the encrypted fixed random weight matrix of layer
h, respectively. In our TFHE-NN, we consider act’h(~) = tanh',h,
Consequently, the weights and bias updates defined in Eq. 2 and
Eq. 3, for each layer h = 1,..., H, become:

(SWh = —v 6h_1 T.v SEFA.
~h N
ob =—w 5$FA.
where 6”71 is the encrypted output of the previous layer in the
TFHE-NN.

More specifically, DFAy receives in input the TFHE-NN to be
trained fu (X, 6), the encrypted training set TR,anda configuration
of hyperparameters H = {e, bs, }, where e is the number of epochs,
bs the mini-batch size, and n the learning rate. As only integer
values are allowed in the proposed solution, we consider values
of the learning rate 5 that are negative powers of two (i.e., n =
ﬁ, %, ...). In this way, the gradient of the activation function
simply needs to be shifted by a fixed amount a = log, ™! before
being used to update the weights.

5.3.3  Parallel training. To answer research question RQ2, we de-
signed and implemented the encrypted version of the Model Aver-
aging mechanism [40] to parallelize the learning procedure on M
different computing units, being M a power of two. Specifically, the
encrypted training dataset TRis randomly split into M different
batches X1, . . ., Xy of equal size, being M a parameter that is bound
by the technological solution operating on the third-party service.
Here we assume, without any loss of generality, that the size of TR
is a multiple of M. Then, each machine trains the model fo (Xm ; é),
m = 1,..., M, with the same configuration of hyperparameters
H, obtaining fm. The choice of M is a trade-off between the final
accuracy loss and the reduction in the total training time, which is
exactly proportional to M. This aspect is further explored in Sec-
tion 6.2. At the end of the parallel training procedure, M different
trained TFHE-NN models are collected. In order to obtain the final
set of network parameters 6, we average the encrypted weights and
biases for each layer, by using the HE operators defined in Eq. 4:

L1 Y
0= M Zv Om
m=1
As with the learning rate 7, setting M to a power of two allows us to
keep integer values by simply shifting the result of the summation
by a fixed amount a = log, M.

We emphasize that we are not proposing a new model averaging
method, but we have redesigned the well-known MA [40] to make
it HE-compliant and to enable it to work with encrypted data and
encrypted weights in order to reduce the computational overhead
added by the TFHE scheme.

5.4 Encrypted Cross-Validation

In order to evaluate different configurations of hyperparameters
and select the one that provides the highest accuracy, we defined K
different sets of hyperparameters H = [Hi, Hy, ..., Hk], with K
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Algorithm 1 Encrypted Learning with CVe

. Define fo(X, 6)
: Let Hy = {eg, bsg, i} for each k € [1,K]
: fork=1to K do
Train model k with DFA¢ (fo (X, é), TR, Hy.)
Compute Vk
: end for
: ﬁ = argmax v (Vj)
ke[1,K]
s 05 = CVe (B o (X0, fo (.000) )

9. return fo (X, éﬂ)

NG e W

being a tunable parameter, on which K different TFHE-NNs have
been trained, each of which with its own configuration Hj.. Once
the training is completed, the K different TFHE-NNGs, i.e., fo ()2 R ék)
with their trained encrypted weights and biases ék, k=1,....K,
are provided to the HE Cross-Validation (CVy) circuit.

The goal of the cross validation procedure is to select, among
these K TFHE-NNS, the one with the highest validation accuracy.
However, given that the TFHE-NNs are encrypted, the correspond-
ing K accuracies on the validation part of the dataset are also en-
crypted. This means that even this phase must be performed in
an encrypted manner by using the HE operators defined in Eq.
4. More specifically, let Vi be the encrypted validation accuracy
of the model fy (X', ék), k = 1,...,K. We can define the follow-
ing arg max, operator, detailed in the Appendix, that works on
encrypted values:

[§ = argmax v (Vj)
ke[1,K]

In order to design the CVy circuit, which is able to extract 0,

(i.e., the set of encrypted weights and biases of the best model), we
combined several MU Xy gates, as detailed in Fig. 5. In particular,

each element of W]f and bi for all K models and for all L layers,
passes through a MU X gate. After the MU Xy chain, for each layer
L, we obtained Wt and l;lﬂ which represent the weights matrix and

the biases vector whose elements are extracted from the best model
B.

Before this, we need to compute the vector of control signals
§ =[Sy ...Sk], which represents the encrypted one-hot encoding
ofﬁ (i.e., a vector of K — 1 encrypted 0’s and only one encrypted 1
in position ﬁ), Since ,ﬁ is also encrypted, to place the encrypted 1 in
the correct position of §, we simply run a for loop and check the
index, thanks to the ==y circuit defined in Eq. 4.

The CVe circuit can be summarized as follows:

Gﬁ =CVs (ﬁ [fv(X, 01),....fo (X, éK)]),

and the final model fy (X, 0 ﬁ)’ obtained as specified in Algorithm

1, is then made available to the user U according to the modalities
described in Section 5.1.
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Figure 5: The encrypted Cross-Validation circuit CV.

6 Experimental results

In this section, the proposed solution is evaluated from different
perspectives. The TFHE-NNs designed and datasets considered
in this experimental campaign are detailed in Tab. 1 and Tab. 2,
respectively. The code of the following experiments, written in
Python, is available as a public repository.

6.1 Training on encrypted data

The goal of the first experiment is to show that the proposed TFHE-
NN can be trained on encrypted data by using the proposed DFA¢
learning algorithm. To this end, we trained TFHE-NN-1 (see details
in Tab. 1) by using N = 22 bits long binary decomposition on the
T-MNIST dataset, with the following set of hyperparameters: e = 3,
bs=5,andn = ﬁ. We evaluated the validation and test accuracies
and compared them to those obtained by the same model trained
on plain data.

As we can see from Tab. 3, there are no differences in terms of
validation and test accuracy between training the model on plain
or encrypted data. This is not surprising, as the model obtained
with the encrypted learning is exactly the same as that obtained
with the plain learning. To expand on this point, we computed

HG — D(ks, é)“z i.e., the Ly norm of the difference between 6 and

D(ks, é), where 0 is the vector of weights and biases of the model
obtained by training on plain data and 6 is the vector of weights
and biases of the model obtained by training on encrypted data,
and we have verified that it is exactly equal to 0. We emphasize that
the training on encrypted and plain data required 13140 minutes
and 2.75 seconds, respectively. This demonstrates the significant
computational overhead when dealing with encrypted data through
HE.

6.2 Parallel training

In this section we show that the encrypted model averaging pre-
sented in Section 5.3.3, which is used to parallelize the learning
procedure, allows to reduce the computational demand when train-
ing with DFA.
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Table 1: TFHE-NNs considered in this experimental section.
The tanhe activation function has been used after each FCey
layer.

Model Layers
TFHE-NN-1 | MAXy (8 X 8) — FCy(4) — FCy(2) — FCy(3)
TFHE-NN-2 FCy(200) — FCy(10)
TFHE-NN-3 FCey(2) — FCy(3)

Table 2: Datasets for the classification tasks considered in this
experimental campaign. T-MNIST is a subset of MNIST [22]
which comprises 50 randomly sampled images representing
three digits (i.e., 0, 1, and 2), cropped in the center. Fashion-
MNIST [46] contains images of Zalando’s articles. For the
Penguins [20] dataset, only the four out-of-six most signifi-
cant features were used.

T-MNIST | FashionMNIST | Penguins
Type Images Images Numerical
Input size 16 X 16 28 x 28 4
Classes 3 10 3
Train size 50 50000 150
Validation size 5000 10000 64
Test size 10000 10000 130

First, we reconsidered the experiment presented in Section 6.1
by parallelizing the training on M = 2 computing units. As the
results in Tab. 4 show, the total training time is halved. This comes
at the expense of a loss in the validation and test accuracy between
the model trained on the entire dataset (i.e., M = 1) and the model
trained in a parallelized manner (i.e., M = 2), which are —5.38%
and —5.18%, respectively. It is important to consider that the time
overhead introduced by the weights’ aggregation is only about 29
minutes.

Then, we trained TFHE-NN-2 on the FashionMNIST dataset.
It should be noted that this experiment was carried out only on
plain data, over 100 runs. The reason is that, given the current
computational overhead of TFHE, this experiment would have taken
about 1.5 X 10'! minutes to complete, for M = 1. Nonetheless,
the trained models are exactly the same as those that would be
obtained in an encrypted scenario, as shown in Section 6.1. The
results, for different values of M (i.e., M = 1,2,4, . ..), are collected in
Tab. 5. These results show that the parallel training allows to reduce
the total training time by a factor M. Nonetheless, this advantage
comes at the expense of a reduction in the validation accuracy of
the models, thus highlighting a trade-off between training time
reduction and accuracy loss.

6.3 Cross-validation

Lastly, an experiment to evaluate the encrypted CV procedure CVe,
introduced in Section 5.4, is proposed. We performed encrypted
training of TFHE-NN-3 (with N = 16 bits) on the encrypted Penguin
dataset, by considering 4 different hyperparameter configurations.
As shown in Tab. 6, the four different sets of hyperparameters re-
sulted in four different encrypted model weights ék, k=1,...,4.
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Table 3: Validation and test accuracy of TFHE-NN-1 trained
on the T-MNIST dataset, with training times (in minutes).
Two cases are shown: Plain, in which the model is trained
on the plain training set, and Encrypted, in which the model
is trained on the encrypted training set.

Validation | Test

Training A
Dataset Acc. Acc. | time [min] H9 ~ Diks, 9)”2
Plain 0.920 0.919 0.05 /
Encrypted 0.920 0.919 13140.0 0

Table 4: Results of the parallel encrypted learning of TFHE-
NN-1 on the T-MNIST dataset, with training times (in min-
utes).

M Images | Validation Acc. | Test Acc. Training
per model | Aggregation | Aggregation | time [min]
50 0.920 0.919 13140.0
2 25 0.865 0.867 6570.0

The weights that provided the highest accuracy, i.e., 8 | were se-

lected by CVe and then decrypted in order to check the testing
accuracy of the final model. Given that CVy operates by selecting
the TFHE-NN that provides the highest validation accuracy with-
out decrypting either the models or the validation accuracies, the
output of CVy is the TFHE-NN with the same weights as the model
trained with configuration K = 1. This is confirmed by the fact that
the Ly norm of the difference between él and éﬁ, after decryption,

is equal to 0. The final test accuracy of the best model fo (X, él) is
equal to 0.933.

Concerning the training times, we can see that training a single
model took more than three days, while the encrypted validation
accuracy computation took about 5 hours. The overhead introduced
by the CV circuit only took about 20 seconds.

6.4 Limits and Advantages

While the proposed solution allows us to train TFHE-NNs on en-
crypted data, it suffers from two main limitations. First, the choice
of DFA as the learning algorithm, as well as the choice of an integer-
only arithmetic, might lead to a sub-optimal solution compared to
the same NN trained with BP and floating-point values. Second,
the overhead added by TFHE increases the total training time of
the TFHE-NN on encrypted data with respect to the same network
trained on plain data.

On the other hand, the proposed solution is the first attempt
to provide end-to-end privacy-preserving learning on encrypted
data in a as-a-service scenario. Our solution is perfectly capable of
training an artificial neural network and selecting the best model
thanks to the encrypted cross-validation procedure, without ever
seeing neither the user-supplied data or the models obtained. Our
work is paving the way in this area of research, where advances
are expected to significantly improve the efficiency of HE, leading
to progressively faster processing and computation on encrypted
data [12, 34, 35, 43].
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Table 5: Results of the parallel encrypted learning on Fash-
ionMNIST dataset, over 100 runs.

M Images Validation Acc. Training time
per model Aggregation reduction factor
1 60000 0.860 + 4.38 X 1070 1
2 30000 0.834 + 2.65 x 107* 2
4 15000 0.839 + 1.69 X 107> 4
8 7500 0.832 +3.97 X 107° 8
16 | 3750 | 0.818+3.47Xx107° 16
32 1875 0.805 + 3.75 x 107° 32
64 937 0.774 + 4.73 x 107° 64

Table 6: Cross-validation results, for 4 different sets of hyper-
parameters configurations . = {7, bs}. V. is the encrypted
validation accuracy. The times for training (#;), validation
(t), and CVy (tcy,) are expressed in minutes. A(ék, éﬂ) =

HD(ks, 6,) - D(ks, éﬁ)HZ.

K 17_1 bs Vk A6, Gﬁ*) ty ty tcv,
1| 256 | 25 | 0.922 0 4960.0 | 600.0 | 0.3
2 | 256 | 50 | 0.875 -414.5 4960.0 | 600.0 /
3 | 512 | 25 | 0.859 -1112.5 4960.0 | 600.0

4 | 512 | 50 | 0.844 | -2595.9 | 4960.0 | 600.0 /

7 Conclusions

The aim of this study was to introduce a novel approach for training
privacy-preserving NNs on encrypted data, leveraging HE. Specifi-
cally, we introduced: TFHE-NNSs, which are HE-compliant neural
networks specifically designed to work with encrypted data, a spe-
cial learning algorithm called DFAs, able to train TFHE-NNs on
encrypted data, and a CV procedure adapted to work on encrypted
TFHE-NNSs.

While the current computational overhead is relevant (as shown
in Section 6.2), our proposed solution paves the way for privacy-
preserving training on encrypted data. The proposed TFHE-NN
and DFA-based encrypted learning algorithm are a first step in
this research direction. Future works will investigate new solutions
specifically designed to meet the requirements of the TFHE scheme,
as well as the introduction of new layers in the TFHE-NN family
and further optimizations in the learning procedure.
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A HE Operators

In the following, we detail all the HE arithmetic operators defined
in Section 5.2.1, which represent the building blocks of the TFHE-
NN layers of the model fq(X, é) Letd = [An_1 ... Ai ... Agl,
b=[BN_1...Bi ... Bol,and é = [Cn—; ... Ci ... Co] be three
encrypted values obtained after the application of the encryption
function En(ks,T'(-)) as explained in Section 5.2.1.

A.1 Encrypted Subtractor
The encrypted subtractor —,

d-yb=2¢ withabéell,
is defined as —y : {IN,IN} — IN. The basic block of —y is a
HE full subtractor, which is gble to subtract two individual TFHE
bits, i.e., A; € dand B; € b,i = 0,...,N — 1. In particular, the
HE full subtractor computes a difference bit, D;, and a borrow

bit, BR;, which are passed to the next full subtractor in the chain.
By combining N full subtractors, it is possible to subtract two
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encrypted binary values in IV as follows:
D; = (A; ®v B;) ®e BRi_1
BR; = (~wA; o B;) +4 (~wA; o9 BRi_1) +¢ (B; ey BR;_1)

where @y is the TFHE XOR gate, -y is the TFHE NOT gate, oy is
the TFHE AND gate, and +,, is the TFHE OR gate.

A.2 Encrypted Shifts
The encrypted left shift <<,

G<<en withdelN andneN,

is defined as <<y: {IN,N} — IN. Exactly as with plain values,
the <<y operator shifts the bits of 4 to the left by n positions, in-
serting n encrypted zeros 0 into the least significant bits of @. For
example, 4 <<y 2 becomes d = [An_3 ... Ay 0 0]. Symmetri-
cally, the encrypted right shift, defined as >>¢: {]TN ,N} — i,
shifts the bits of a to the right by n positions. Since integer values
are represented in two’s complement notation, the >>y operator
inserts n copies of Ax_; (ie., the previous most significant bit)
into the most significant bits of d. For example, @ >>¢ 2 becomes
d=[AN-1 AN-1 AN-1 ... A2].

A.3 Encrypted Max

Let £ = [4,b,¢,...] a vector of encrypted values in IN of length M.
The encrypted function maxe(-),
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maxe (£) =& with# € {IN}M and ¢ € IV,
is defined as maxy (+) : {IN}M — V. To compute the output ¢ (i.e.,
the encrypted maximum value among those of the vector x), the
maxe (-) operator relies on the encrypted comparison <e and the
encrypted MU Xy gate. At the beginning, & is initialized with the
first element of the array x (i.e., Xo = @). Then, for each element %y,,
withm =1,..., M — 1, the output & is updated as:

&= MUX.((& <w Xm)s Xm, a)

A.4 Encrypted Argmax

Let £ = [4,b,¢,...] a vector of encrypted values in IN of length M.
The encrypted function arg maxy(-),
argmax o (%) = f withz € {{IN}M and j € IV,
me[0,M—1]

is defined as arg maxg (-) : {INYM 5 IN To compute the outputﬁ
(i.e., the encrypted position 1 of the maximum value among those
of the vector x), the arg max, () operator relies on the encrypted
maxe (-) function, the encrypted comparison ==y, and the en-
crypted MU Xy gate. At the beginning, the max value & = max ¢ (X)
is computed, and ﬁ is initialized to an encrypted zero 0. Then, for
each element X, with m = 0,..., M — 1, the output ﬁ is updated as:

B = MUXe((& =0 m). i, f)
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