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Abstract

This paper presents concepts about adaptive cyber security for areas where risks and emergencies need
to be managed and may require modifying authorizations dynamically due to risks. In scenarios where
risks may occur, cyber security has to be managed dynamically granting and revoking access rights
according to the needs-to-save Safety of Smart cyberspaces. Treating cyber security for risk is given in the
paper via a model of Cyber Resources in the Smart Cyberspace. A spatial description allows for resource
localization in the affected areas, and a set of physical and logical identifiers permits dynamic regulation
of cyber access to them according to security and risk policies, combined together. Adaptivity of cyber
access control rules apply to Cyber Subjects, who intervene to manage the risk. A review of existing
approaches and a proposal are given.

Moreover, we consider the more general concept of Cyber Physical Systems (CPS) and the theme of Security
Policy Checking, which is a hot topic in the cyber security field to generate and manage coherently secure
policies about access to resources. In the second part of the paper, we propose a methodology for access
policy checking. In particular, the contribution of this work consists in using a Data Mining approach to
different kinds of access policies developed for managing both physical and logical resources in Smart
cyberspaces. It is shown how Data Mining can individuate issues and unwanted access to systems, e.g., for
violation of read/write policies, or of privacy policies, in an environment managed under the Role Based
and Attribute Based Access Control models, which are nowadays the most popular and up to date models
for security management, as we will explain in the work.

Keywords: Risk in cyberspace; Adaptive cyber access control; Attribute-based access control; Generalized
world; Entities; Safety of smart cyberspace; Data mining for policy checking

Introduction

Risks due to disasters such as fires, floods, earthquakes, civil war, or terrorist attacks may
cause crisis situations. Regardless of their origin, crisis situations are often accompanied by
uncertainty of how the disaster will develop, and require a rapid pace of response operations
given the possibility of serious loss of human lives and property if not responded to properly.
Good situational awareness and decision-making support will greatly help minimizing
property damage and injury, and saving people’s lives. In scenarios where risks may occur,
such as urban areas (parks, event locations, etc.) or industrial and building worksites, cyber
security has to be managed dynamically granting and revoking access rights according
to the needs-to- save [1]. Safety of Smart cyberspaces [2] needs models, methods and tools
to intervene in face of a crisis, to react to dangerous events in the monitored areas, and to
locate people at risk. However, resources and people’s confidentiality and privacy have to be
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preserved, while allowing for dynamic adaptation of cyber access
control rules to face risks.

In recent years, due to advances in ICT, several infrastructures,
technologies and methods have been introduced for risk and
disaster management [3]. For instance, advanced cloud platforms
and services are available to support emergency response and
people tagging during big events [4]. Moreover, most modern
cities have deployed technology solutions towards the concept of
“smart cities”: urban areas use different types of sensors for digital
data collection (in the paradigm of Internet of Things) to supply
information to manage assets and resources efficiently [5].

The damages caused by risks in a cyberspace, namely an
environment where physical resources (sites, premises, devices,
etc.) and logical resources (data, digitally mirrored resources,
etc.) are exposed to risks, can be greatly reduced by preparedness
to manage such cases. Meanwhile, considerable attention has
been paid to cyber security, in particular to access control to data
and resources and to privacy of people in such cases, showing
that significant access control requirements exist for civilian
government and corporations to meet their operational, control,
and strategic goals. Civilian governments are concerned with
confidentiality of data and privacy of people, namely with the
protection of individuals’ data, policies and intervention plans in
economy, social, healthcare and other sectors of organizations [6].

In this paper, we address cyber access control rules that can
be adapted to risks detected in the cyberspace and to natural
disasters. The aim of the paper is to give a review of work in risk
management and in cyber security. Then, we propose a model for
dynamic management of cyber access control in risky cyberspaces.

In the second part of the paper, we consider the more general
concept of Cyber Physical Systems (CPS) which are taking more
and more importance and have become an integral part of the
basic infrastructure of many Countries. This phenomenon has
inevitably expanded the attack surface of the world of cybercrime
exponentially. As can be seen from numerous studies, the number
of attacks has grown dramatically. This increment is also due to
some threats that have evolved in recent years. In particular, the
advent of IoT devices supported by Cloud networks, core points of
CPS, together with the spread of work from home, has highlighted
the need to develop better and more dynamic Access Control
(AC) models that allow the management of access to both logical
and physical resources [7]. Many companies have migrated to the
use of dynamic Access Control Systems (ACS) based on Role Based
Access Control (RBAC) or Attribute Based Access Control (ABAC)
[8]. Nevertheless, on the other hand, they are often difficult to
structure, and when developed, they can often hide unintentional
errors within their policies. For solving this problem, several tools
and methodologies for policy control have been developed over
the years. However, many do not boast high usability values and
require users to go through a first important learning phase to take
advantage of the methodology.

In this paper, we propose an alternative solution, keeping
usability at the center of our model, so we develop a methodology

to ease the analysis of policies by extracting them from logs. Our
solution takes advantage of Data Mining (DM) technologies that
allow inspection of logs generated on two Policy Sets, one applied
to a purely logical system, such as the management of access to the
medical records of two patients, and one to a cyber physical system
that controls the access permissions to a surgical robot. The aim is
to be able to semi-automatically identify a series of requests that
obtained permissions not desired by the administrators during the
policy development phase.

The two algorithms used have shown high accuracy values
on the set of policies we have defined. In particular, by observing
the average precision during the experiments, we could study
the accuracy values for the obtained outputs. that the two chosen
algorithms, namely JRip and Ridor, have respectively shown in
the results of access policy checking. We want to show how the
methodology developed so far maintains accuracy values while
maintaining high usability. Usability comprehends the concept of
efficiency and of learnability so that the system should be easy to
learn, and the agent can rapidly start using the system and perform
a high level of productivity.

The overall paper is organized as follows

In Section II, we define our context of cyber security with
principles and trends. In Section III, we review related literature.
In Section IV, we present our modeling approach to Cyber Access
Control in presence of risks. In Section V, we present technology
and scenarios, showing two applications of CPS (Industry and
Healthcare 4.0) and their main threats in cyber security. In Section
VI we present our Data Mining-based approach to AC policy
analysis, with the structure of two experiments, their outputs and
results. Finally, in Section VII we give the concluding remarks.

Cyber Security: Principles and Trends

Individuals, businesses, and states are becoming increasingly
vulnerable to cyber threats. Such cyber-attacks are generally
aimed at accessing, modifying, or destroying sensitive information,
extorting money, or disrupting business processes. Cyber security
generally refers to protecting information systems and information,
from internal and external cyber attaks. The term cyber security
is often used interchangeably with the expression Information
Security, but although there are many common elements, these
two concepts are not the same. Cyber security goes well beyond
the boundaries of traditional Information Security. It encompasses
protecting information assets and protecting environments,
including protecting people, physical infrastructures, and economic
assets [9].

Among the most critical points to defend are those services
that are provided to all citizens, such as power plants, hospitals,
financial services, and much more [10]. Potentially, any activity that
creates a discrepancy between actual (de facto) and perceived (de
jure) property rights, whether intentional, accidental, or simply
incidental, is still a cyber security incident. Cyberspace typically
involves an extensive computer network composed of many sub-
networks, which allow for the development of communication and
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data exchange activities. This concept is now expanding to include
CPS. These systems integrate digital capabilities, including network
connectivity, with physical devices and systems, especially with
the advent of IoT used in many different domains, from energy
transmission systems to smart houses, smart grids, military
systems, robotics, and medical services [11].

The Cost of a Data Breach Report compiled by the Ponemon
Institute for IBM in 2021 [12], the average cost of a data breach
was $3.86 million. According to “The 2020 Official Annual
Cybercrime Report” [13], cybercrime is the most significant
economic threat to every business globally and one of the biggest
problems facing humanity. Implementing effective cyber security
measures is particularly challenging today, where there are more
devices than people, and the world of cybercrime is becoming
increasingly innovative and dangerous. Cyberattacks are increasing
in frequency, impact, and sophistication. Behind that growth, there
is the adoption of new technologies by cybercriminals, and because
defenses are often permeable, cyber-attacks have a greater degree
of success. Over the past decade, the number of breaches in the
US has increased dramatically, up nearly 67%. [14]. A study of the
Universiti Teknologi MARA [15] highlights the main technological
threats recognized in cyber security nowadays deriving from IoT,
Cloud Services, Fog Computing, etc.

i Definitions

We use Cyber Subjects to model entities that take actions in the
cyberspace, and CyberObjects to model: i) physical resources (e.g.,
areas, tools, sensors, video cameras), and people to be protected;
ii) informative entities (e.g., data, maps, and sensor data) whose
sensitivity needs be ensured even during a crisis.

Cyber access control can dynamically change the Authorizations
of CyberSubjects to access CyberObjects based on the risk level and
risk type, and on CyberSubject/CyberObjects access requirements.
In fact, CyberSubjects can receive new access privileges,
temporarily to handle the risk, and then return to the normal
situation under revocation of emergency privileges. The principles
of cyber access control regard aggregating intelligence from masses
of data acquired from an area via sensors, GPS, monitoring devices,
and so on, to observe risks and emergencies signaled in a given
area. The model is based on ABAC [7], where attributes describe
CyberSubjects, CyberObjects and the cyberspace, including geo-
referenced information for positioning people, resources, events,
which signal a risk and which have to be located to understand the
dangerousness of the situation, and risk areas. Under the need-to-
know access control policy, we define flexible access control rules,
which are activated/deactivated to adapt access of CyberSubjects
to CyberObjects according to risks. Adaptivity is modeled by
introducing Access Control Domains (ACDs) for CyberSubjects
on CyberObjects linked to each other by temporary privileges.
The ABAC paradigm is used in an extended architecture model of
XACML for risk management.

For risk and disaster recognition, we rely on the solutions
proposed in [16] addressing cloud and fog systems which tend
to leverage architectures with a strong central intelligence that

controls various systems. We propose to leverage edge devices’
cyber security capabilities to allow IoT systems to work also in
emergency cases where the connection with the central services
is interrupted while preserving cyber security properties of the
cyberspace.

Literature Overview

Regardless of the origin of risks and disasters, crisis situations
are often accompanied by uncertainty of how the disaster will
develop, and require a rapid pace of response operations given
the possibility of serious loss of human lives and property if not
responded to properly. On the other side, cyber access control
models are proposed in terms of Attribute- based Access Control
for CPSin [17].

Good situational awareness and decision-making support will
greatly help minimizing property damage and injury, and saving
people’s lives. Risk management in critical cyberspace is based on
events that arise on the fly is still an open issue [18]. Considering
that about 90% of injuries can be traced back to unsafe practices
and behaviors [19], proper safety management is essential to treat
the risks that arise based on unsafe activities and situations.

Until a few years ago, monitoring activities of persons and
their safe behavior (e.g, usage of proper equipment during
risky activities) was very challenging if not impossible [20].
Nowadays, the “Smart Environment” (SE), i.e., areas surveilled by
sensor technologies, make it possible to monitor areas, activities,
people, tools, and machinery, with many potential opportunities
to obtain safety also in the appearance of emergencies in CPS
[21], by providing the infrastructure that enables risk prevention
and management through advanced devices and services, by
interconnecting physical and virtual “things” based on the existing
and evolving ubiquitous technologies.

In more recent years, the term autonomic computing has
been often associated to (and sometimes replaced by) the term
self-adaptive system [22]. Here, the focus is more in designing
systems able to modify their behaviors autonomously (e.g.,
functionalities, operating conditions, actions) in either response to
changes affecting the system itself or the cyberspace, the system
is deployed in. The crucial shift in paradigm is that the cyberspace
and (possibly) the users are now explicitly considered as part of
the operational model, and reactions are then issued in response to
changes in the system or variations in the operational cyberspace
/users. The literature on autonomic and self-adaptive systems is
highly fragmented, with research differentiating in the addressed
problems, considered approaches, and proposed solutions. For
instance, identification of when should we introduce adaptation
can either follow a reactive approach in response to a change or a
proactive one, by speculating that a change will occur in the near
future. (e.g, see https://osha.europa.eu/en).

In SEs, smart Cyber Objects interact based on semantic services.
From the architectural point of view, SEs evolve from the Service-
Oriented Architecture (SOA), which provides a decentralized
architecture, to facilitate the adoption of IoT Services to define the
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interaction of the smart CyberObjects [23]. IoT Services include
sensing and control of the physical “things”. Therefore, in a SE
that employs IoT Services, safety is an important issue that can
currently be tackled in a decentralized way based on distributed
devices, possibly connected to a cloud system, which can sometimes
be unavailable due to critical events, to guarantee the safety of
the assets while protecting persons, critical CyberObjects, and
infrastructures.

In critical situations, resilience is defined as the capability to
maintaining and regaining a stable state prior, during and after
an event [24]. To achieve resilience, minimization of failure, early
detection and treatment of hazards, minimization of consequences
of a risk, and flexibility are required. By continuously monitoring
the cyberspace, early detection of hazards is possible. Moreover,
early and full assessment of the risk and consequences, planning
of preventive strategies, and facilitating the collaboration between
actors improves the treatment of risk. Finally, the flexibility and
adaptiveness to the risk type facilitates the successful execution of
the strategies.

In recent years, two main standards have been developed for
emergency management, namely AS/NZS 4360 [25] and the ISO
31000:2009 standard on Risk Management [26]. AS/NZS 4360
defines risk as a chance of something that could happen, which will
affect the previous Cyber objectives and can be measured by two
dimensions, which are consequences and likelihood. Similarly, ISO
31000:2009 considers risk as the effect of uncertainty on Cyber
objectives where this effect might be positive or negative [27].

Moving towards SE requires data capturing risks be considered
as an entity. As time progresses, data are enriched with continuous
information coming from devices interacting with other entities
such as individuals, sensors, machinery, and so on. Thanks to the
availability of a large variety of sensors and devices that both sense
and integrate data into technological monitoring platforms, several

copng capaoty

s frsacirnara it vl abulty
encomassng physecal socal
soonGmic, snvinonmantal and
msttutsonal features.

Vilnerakdity as a dusbstic
approach of susceptiblity and

information can be gathered from the cyberspace to monitor its
status and possibly notify risks and critical events [28].

The cyberspace consisting of data items gathered in this way
can be automatically processed to signal, usually in the form of
events, the changes in the cyberspace conditions [29]. A step ahead
consists in interpreting these events to understand the risk that is
possibly arising, to elaborate a strategy to prevent the risk, and to
support the execution of the strategy by involved actors such as risk
managers.

Emergency management is strictly bound to the concept of
vulnerability, which is currently a key determinant in every “pure”
risk assessment [30]. More precisely:

1.  Vulnerability is the propensity or predisposition to be
adversely affected. Vulnerability encompasses a variety of
concepts and elements including sensitivity or susceptibility to
harm and lack of capacity to cope and adapt.

2. Resilienceis the ability of a system to cope with an external
factor that undermines it, with the system bouncing back to a
previous state of safety.

3. Susceptibility is defined as the fragilities in a community
that influence potential harm from particular hazard impacts.

However, multiple definitions and conceptual frameworks
of vulnerability have emerged from several distinct groups (such
as political economy, social-ecology, vulnerability, and disaster
risk assessment, and adaptation to climate change) who have
different views on the same concept. The difference in views on
vulnerability is a result of the needs emerging from particular
groups and peculiar issues regarding potential impacts of disasters
[31] explores the widening of the vulnerability concept (see Figure
1) which indicates an improved understanding of the notion of
vulnerability over years.

Figure 1: Key spheres of the concept of vulnerability (Source: [31]).
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Despite the existence of various frameworks to define and
assess vulnerability, some common causal factors of vulnerability
have been identified [32], which include: 1) lack of resilience,
which constitutes lack of coping and adaptive capacities, 2)
susceptibility/fragility as known in disaster risk domain (or
sensitivity in the climate change domain). The success of disaster
and risk management efforts depends on the ability of multiple
stakeholders to share disaster- related information. Modeling
the SE for emergency management includes publishing and
retrieval of relevant knowledge or information about hazards and
vulnerabilities and requires semantic integration and enhancement
of hazard resources to achieve meaningful results [33].

Multiple international agencies have since long emphasized the
importance of a unified understanding of the disaster management
domain through the creation of glossaries and vocabularies [34].

In the field of climate change, currently the so-called emergent
risks have recently appeared in the scientific literature in sufficient
detail to permit assessment, for example, of the potential impacts of
geo-engineeringand of solarradiation managementon the monsoon.
An emergent risk is defined as an event that can be identified as a
key risk once sufficient understanding of it accumulates. Among
the reasons for emergence of a risk is that its initial consequences
have only recently been detected above the natural variability of the
climate system, such as effects of ocean acidification on calcareous
organisms. Risks may also arise gradually when they emerge from
the interaction of phenomena in a complex system, for example the
effect of populations shifting in response to climate change on the
capacity of receiving regions to adapt to local climate changes [35-
37].

In risk management, providing safety to people and physical
objects according to what happens in the environment is an open
issue, as discussed in [38] with the research moving under various
labels: smart environments, smart cities. With the purpose of
reducing the risk exposure of a physical environment, resilience
is more and more considered as a feature to be added to the
environment [39]. The purpose is to achieve a balance of a physical
system by constantly adapting the information flow among sensors,
risk management tools and human actors to meet the needs related
to understanding the risks and incidents. A statement on the
resilience of an environment corresponds to a particular incident
and to the system ability to recover, within a certain response time,
as well as to the analysis of composite costs and risks. Resilience
indicators are studied with focus on defining the concept of risk,
modeled as a first-level entity, and on how risk can be treated by
substituting the concepts of risk probability by uncertainty, so
paving the way to use the main ideas of resilience engineering in risk
management.

Modeling Cyber Access Control in Presence of
Risks
Coming to cyber access control modeling, under need-to-

know access clearances, we have adapted the ABAC paradigm
and XACML policy language to meet our needs for adaptive access

control according to events in the cyberspace. We discussed the
architecture of access control mechanism. that extends the XACML
policy language to accommodate the adaptations of ABAC to risk
management scenarios. Here, we use the Generalized World Entities
(GWE), described in [40], to semantically model the components of
the access control model,

A cyber access control rule is one defined on a cyber resource,
be it physical (e.g., a device) or logical (e.g., a database table). Cyber
Access Control on cyber resources (Cyber Objects), including people
who need protection, depends on what happens in the cyberspace,
and has various purposes depending on the Cyber Subjects and
their organizational roles. There is a need for adaptivity of the
cyber access control rule, to be able to manage risks, and to perform
necessary actions to control the cyberspace while minimizing the
threats to Confidentiality, Integrity and Availability (CIA) properties
of such space.

ACDs are security policies which delimit the set of access
control rules to be activated in case of risk and deactivated upon
the conclusion of risk. For handling the conflicts between the access
control rules due to run-time activation and deactivation, we adopt
the XACML policy language [41] that includes many combining
algorithms to avoid conflicts; we extend it to include the adaptivity
to risks using ACDs to establish which rules apply in which context.

We assume we are in the discretionary-based access control
policy (privileges can change for CyberSubjects on CyberObjects)
and in the ABAC paradigm. A CyberSubject is any entity taking
actions in the system. CyberObject (a resource and in general a geo-
referenced element) is any entity to be protected from unauthorized
use: data, devices, services, physical areas, persons, and so on.

Cyber Access Control Policies

A cyberaccess control policy is the set of rules about permissions
or denial of cyber access from a Subject onto a set of CyberObjects.
Privileges represent the “authorized behavior of a Subject”; they
are defined by an Authority. In cyber systems, they represent both
the right to perform elementary actions. For example, read on a
CyberObject maps into “view”, “read”, “zoom in/out” privileges,
depending on the CyberObject and the right to perform activities
(e.g., process the images from a camera or rescue a person).

A further element is the Cyberspace, defined as a set of
monitored factors used at decision time to influence an access
control decision. Risks and Emergencies are recognized using a Risk
Management System (RMS) [42], which monitors the cyberspace.
Moreover, external crisis management systems can notify the RMS
about the occurrence of natural disasters. In this paper, however,
we do not deal with risk and disaster recognition. We assume
that sensors and devices are in place for this purpose, and also
assume recognition methods have a suitable level of accuracy,
while deepening these issues will be CyberObject of our short-term
research steps.

The RMS system will introduce a strategy to manage a
recognized risk by proposing a set of risk actions. These actions, like
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turning on an alarm, or opening an emergency door, can sometimes
need to be undertaken by modifying the access control privileges
that normally hold between CyberSubjects and CyberObjects.
These modifications require adaptive access control to face a risk
on a temporary basis. Access control rules are changed for example
by granting more privileges to some CyberSubjects on some
CyberObjects and therefore bypassing the existing access control,
which is then rolled back to the previous access control privileges
once the risk has been managed.

We consider the ECA (Event-Condition-Action) paradigm [43]
to model adaptive access control policies: given an event (e.g.
risk), we consider the conditions to dynamically activate the Access
Control Domain (ACD) and hence access control rules. Also, Subject
and CyberObject attributes might change due to an event that can
affect the authorization decisions later on. ECA allow us to express
cyberspace policies that affect security policies, which in turn are
expressed by ACDs. In fact, an ACD is a policy that establishes
how the access rules are allowed to change depending on what
happens in the cyberspace areas, namely which rules apply, in a
given situation and at a given time, to a set of Subject Attributes
over a given set of CyberObject Attributes using which Privileges.
This means that some ACDs are activated (e.g., the Fire ACD applies
when the fire risk is detected), while others are deactivated (e.g,
the Security Check Point of the ACD is deactivated upon the fire risk)
in order to dynamically adjust the set of access control rules applied
for the time necessary to handle the risky situation.

Finally, we use the term “access clearance” or “sensitivity”
referring to a threshold or a range of admitted values for
confidentiality or other access control elements in a discretionary
style (no mandatory policies are obviously considered in our
approach).

Cyber Access Control Model
The model components are defined as follows.

Cyberspace: We consider a composed cyberspace, including
open and closed areas. Each area has at least one access point
used as an entrance, an exit, and/or as an emergency exit. In the
cyberspace, there are several factors that might cause risks and
should be monitored, e.g. water and gas pipes, electrical wires and
so on.

RMS and monitoring devices: These elements model the
technological elements needed for the environment surveillance.
The RMS is a dashboard where environmental data collected by
devices (d) are conveyed, so that persons are notified about the
current risks in the various areas. In our model, d are the various
monitoring devices such as sensors for the temperature, light,
smoke levels, smart phones and wearable devices that can be used
for getting data about people’s positions and health status like
heartbeat. These d elements notify risks to the RMS which selects
the strategies to be followed in a risky situation. The details about
the specific kinds of sensors used, their costs, and the accuracy of
the data given by the sensors are out of the scope of this paper. And

for the sake of simplicity, we assume that the risks are reported
based on accurate data. We also assume that the RMS can both
deploy automatic actions (e.g., lock the doors, turn the electricity
off, and so on) and suggest actions to humans who have to intervene
or to decide what actions to undertake for risk.

CyberObject: this abstracts resources that a Subject can access
or act on. Objects in our definition are any resource to be protected.
Objects hold three groups of attributes (OA): 1) General Attributes
can be Object specific and differ depending on the type of the object.
2) Geo Attributes, including geo referenced coordinates (latitude,
longitude), and levels of granularity (they exist at various zooming
levels) available in the repository, and the objects in the vicinity, 3)
Security Attributes define restrictions on information in terms of
privacy, owner, level of sensitivity, time restrictions, age/location
restrictions, and groups:

CyberObject o: {{GeneralAttributes: ID, ObjType, ...}

{GeoAttributes: [Latitude, Longitude], ZoomingLevel,
{VicinityObjs}, ...}
{SecurityAttributes: Privacy, Owner, SensitivityLevel,

TimeRestriction}, {AgeRestriction},
g
{LocationRestriction}, {Groups}}}

CyberSubject:thisabstractsaPerson,anapplication oraprocess
wanting to perform an action on a resource/object. A Subject can
hold many Attributes (SA). We consider the following two groups
of SA: 1) General Attributes: define the general characteristics of a
subject, such as its identity, name, and etc. 2) Geo Attributes: define
geo properties of a subject, such as location, reachable positions,
etc. Geo attributes can be given at various levels of granularity. For
example, for privacy reasons, the exact location of the Subject might
be hidden while the Subject’s logical position, usual location, and
the places that the Subject is allowed to have access to are visible;

Access control attributes: define the access control-related
properties of the subject, such as access clearances, highest-
possible access clearance roles which can be active at a given
instant, and so on. Moreover, each Subject has been associated with
a Personal Risk Level (PRL). The used PRL depends on the Physical
location, expressing the presence of risk sources and persons in the
environment, Role of the Subject, and the Objects that they need to
access.

Formally: PRL=f (s.Position, s.Role, {0.ID}).

The Subject Role and accessed Objects (that are recognized
by their IDs) are evaluated using an evaluation function, while the
location is evaluated using an environmental risk map [44]; f is an
opportune evaluation function. A possible choice is given by the
following function (where eval stands for evaluation):

PRL =Y (eval(s.Location), eval(s.Role), eval({o.ID}))
To summarize, a Subject is defined as follows:

Subject s: {{GeneralAttributes: ID, Name, ..} {GeoAttributes:
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[Latitude, Longitude],  GranularityLevel, —{AllowedLocations},
{DeniedLocations}, ...} {SecurityAttributes: ClearanceLevel,

MaxClearanceLevel, {roles}, PRL}}

In our model, Subject Attributes (SA) and Object Attributes
(OA) are assigned by an authoritative subject, or by a group of
CyberSubjects, that collaborate and balance one another’s decision/
control.

Actions and activities: these are operations (i.e., privileges)
that can be executed by CyberSubjects on objects in a given ACD
(where the ACD is defined hereafter). We consider two types
of operations: simple operations (actions), such as read, write,
update, execute, zoom-in/out; and complex operations, called
activities, which combine simple actions to model a task, a process,
an application, or even a physical action. Examples of activities in an
environment are “View persons localization data”, or “Turn on the
fire alarm protocol”, “Guide an ambulance towards the crisis area
center”. Actions and activities are assigned with a unique id to be
able to differentiate them. Activities can consist of different actions,
and, for the purpose of Separation of Duties, each component action
can be executed by a different CyberSubjects. However, for the sake
of simplicity, we define actions and activities in the same way and
assume that they can be performed by the same CyberSubjects. If
a request for performing an activity is authorized, it means that all
the sub actions that are included in that activity are also authorized
to ensure that the activity can be completed.

Access control rule r, and ACD c: The ACD component of our
model indicates a set of access control rules which are valid in a
certain situation based on dynamic changes in the environment, in
particular the occurrence of risks. In other words, ACDs are access
control domains, in which rules are defined that are the operations
allowable to CyberSubjects on specific objects in an environment
under certain circumstances. We assume that the access control
rulesin each ACD are defined by the function Define Rule (a, outcome)
where ‘@” and ‘outcome’ are the operation and the authorization
result, respectively. As an example, for the EmergencyACD, we can
define the rule specifying that the CyberSubjects with the role of
Security Manager and access clearance higher than L3 are permitted
to turn on (activity) the alarms (Object o) whose sensitivity level
is less than S4. Note that the clearance and sensitivity are shown
with indexes and higher indexes are correlated to more clearance
or higher sensitivity, respectively. Thus, can state:

R1: DefineRule (turnon, EmergencyACD) —

(s.Role ="SecurityManager”) /\ (s.AccessClearance > “L3") N
(o.Group = “alarm”)

N\ (o.SensitivityLevel < “S4”).

These rules can be addressed with the definition of <Rule>
entity in XACML. The ACD then maps into the definition of the
<Policy> entity. The <Policy> is constructed out of <Rule> entities
following the specified rule combining algorithms (defined in
XACML) to avoid overlaps for the rules belonging to an ACD.

In order to receive a permission to execute an operation,
a request should be submitted to the access control system as
depicted in Figure 1. This request is specified by three elements:
the requesting Subject (access subject), the operation to be
permitted, and the Object to be accessed as in the standard XACML.
Considering S, O, and A as a set of CyberSubjects, Objects, and
Actions/Activities respectively, a request will be defined as follows:
Request (s:S, 0:0, a:A).

Considering the operation, attributes related to the Subject,
Object and the rules in the active ACDs, Request returns Y, N,
or NA, meaning that access is allowed, denied, or not applicable,
respectively, based on the standard XACML.

Risk r/emergency em: Some factors that change dynamically
and are monitored by the RMS can signal the occurrence of a risk
situation, which can be recognized based on parameters such as:
type, level, and location of the risk factors. It is then possible to
decide how to adapt the access control rules when the risk r has to
be handled. The RMS is able to recognize the risks that can happen
in the environment. When a risk is recognized, the RMS identifies
the root cause of the risk, its location and the persons at risk
(according to their PRL), and tries to propose the optimal strategy
to manage the risk. On the other hand, an emergency occurs when
a risk exceeds a given threshold or when a parameter exceeds a
threshold (e.g., if the environment temperature exceeds 70 °C).

Risk event ev: Identifications of risks in the environment can
trigger risk events. Risk events, which can be localized due to their
geo reference attribute, activate/deactivate ACDs. Events may
also cause the modification of the attributes of CyberSubjects and
Objects within the ACD, according to the strategies suggested by the
RMS. The details of how we handle the impact of risk events on ACDs
and Object and Subject attributes are discussed in the next section
of this paper; risk events play a key role in dynamic adaptation of
access control in response to changes in the environment.

Knowing the components of the access control model, and
having the risks and emergencies that can cause risk events, we
can specify our approach of adaptive access control in the following
subsection.

Risk events are triggered due to environment factors out of
range, which are identified as risks. Therefore, assignment of
access control rules should be carried out dynamically as soon as
the incident is identified to adapt the access control rules to the
risky situation.

The RMS proposes a strategy to manage risks and emergencies
that can take place to handle the risky situation. The location, type
and intensity of the risk can affect the strategies suggested and/or
deployed directly by the RMS.

For example, if smoke is detected as an out-of-range parameter,
which means a possible fire event, the RMS evaluates where
the source of the risk is. If the event occurs near gas pipes, it
is potentially very dangerous and hence needs fast corrective
strategies (evacuation, fire brigades, locking of doors and so on)
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since it is an emergency. Instead, if the same factor (presence of
smoke) occurs in locations where no special danger is present, this
is a risk, which can be handled through preventive actions, such
as smooth interventions to check what the origin of the smoke is,
while evacuation is not needed.

In the first case, to give an example, the RMS is notified that
a medium intensity fire risk exists near the gas pipes, and hence
triggers a fire risk event. A sample strategy in this case would be:
activating alarms, closing the gas pipes, notifying that evacuation is
needed, and notifying the risk manager. This is specified as follows:

If (r.Type: “fire”) a (rLevel:
“closeToGasPipes”) : TriggerRiskEvent(r),

“medium”) A (r.Location:

Strategy = {Activate ({alarms}), Close(gasPipes), Notify
(Evacuation), Notify(s.RiskManager)}

The authorization to execute these actions might need a
change in the access control rules. Therefore, access control rules
should also get adapted according to the risk event by activating/
deactivating necessary ACDs and changing subject/object
attributes. Activation/deactivation is ruled out by ECA rules.

There can be multiple rules per ACD and different ACDs can
share the same rules. Each ACD activation should enable the
corresponding access control rules. Since we adopt XACML as the
policy language, such conflicts can be avoided using the policy
combining rules defined in XACML. As we mapped our ACDs into
the definition of <Policy> entity in XACML, the set of activated ACDs
are relevant to the <PolicySet> entity, and therefore, the policy
combination algorithms can be applied to avoid conflicts between
the activated ACDs.

il.  Adaptivity

We introduce the concept of adaptivity using the ECA paradigm.
An ECA rule indicates that in case of an event, if the condition holds,
then (a) certain action(s) should take place, where “action” denotes
the activation/deactivation of ACD(s) or/and modifications
in the attributes of CyberSubjects/Objects by the function
ChangeAttr(attribute, condition, new- value). The event in the ECA
paradigm is the risk event triggered by the risks identified in the
environment and notified by the RMS.

To clarify, let us set some examples. Suppose we have the
following ECA statement:

RiskEvent: (em.Type: ‘Explosion’) Conditions: (em.Level: ‘high’)
Actions: Activate (EvacuationACD) A Deactive (CheckPointACD)

In this example, the conditions indicate the case of an occurrence
of an explosion risk, with high level of danger. Therefore, the
Evacuation ACD should be activated. And the CheckPoint ACD be
deactivated to allow persons to evacuate the area quickly with no
need to pass through security checkpoints.

The Evacuation ACD can include rules that facilitates the
evacuation, like low sensitivity level for doors that need a access

card to allow everyone to pass. Or letting the rescue teams to view
the location data of the people at risk:

EvacuationACD. [(Rule)l _(1 ):Role(s)="SecurityStaff’, p=read
,Group(o)= Location, effect=Permit.

EvacuationACD. [(Rule) _2:Role(s)= ANY,p=open ,Group(o)=
doors, effect=Permit

Another example is the following:
RiskEvent : (r.Type: ANY)
Conditions: (e.locateCyberSubjects(r.Position) != 0)

Actions: ChangeAttr( s.GranularityLevel, s.Position: r.Position,
‘Exact’)

This specifies that, in case of risk, if there are persons in the risk
area, their exact location should be available to the rescue teams,
meaning that the CyberSubjects GranularityLevel at which the
observations can be made on the risky area should be equal to the
exact location that is available.

One further example is as follows:
RiskEvent : (r.Type: ANY) Conditions : s.PRL > Threshold

Actions:  ChangeAttr(  o.SensitivityLevel,  ((o.
“HealthData”) A (0.Owner: s.ID)), ‘L2’)

ObjType:

Where the sensitivity level of health data (o) of a person with
PRL higher than a threshold, is reduced, so this data can be available
for emergency doctors.

Technology and Scenarios

The proposed approach can be used to develop sensor
networks that can be easily deployed on different territories (with
various morphologies and infrastructures) and that are adaptable
and scalable. The approach concentrates on the design of networks
of sensors and actuators to overtake the limited memory, storage
and computation of edge devices. This architecture is often referred
as fog computing, to differentiate from cloud computing where
computational power and logic is central. In the fog paradigm,
computation occurs the closer to where data is generated and
collected. This gives two advantages:

a. It permits to take intelligent decisions about when it is
convenient to move the computation from the edge to the cloud
and the other way around. In this way, it is possible to optimize
network capabilities and deal with security and sensitivity of
data, having them analyzed at the closest collection point.

b. It also permits to obtain resilient systems. These systems,
in fact, can operate also in absence of an internet connection
by applying local logic and react to the cyberspace situations.
This characteristic is very helpful, of course, in the case of an
emergency.

So, the approach will concentrate on designing and develop
efficient, robust and secure fog computing solutions that can
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combine cloud, IoT and data analysis to respond to emergencies,
and to prevent them by tagging people when it is possible, e.g., in
the occasion of large events (e.g., concerts) where people can be
tagged.

The designed network of sensors and actuators could be
deployed in unexplored geographical territories to have a
mapping and to start collecting useful information about them,
to be inserted into a Geographical Information Data Warehouse.
This can help during emergencies (like flood, earthquake, fire, ...)
to coordinate different interventions and to provide services to
rescuing interventions. The designed network can be used also in
the scenario of smart cities when, due to traumatic events, it may
happen that its infrastructural backbone collapses. In this case, the
fog computing network would be able to implement an intelligent
edge that can continue to operate even the connection with a
central intelligence.

The envisioned impacts for the approach are wide and include
benefits for SMEs and public-sector players. The approach will help
designing and developing a technological distributed ecosystem,
based on Internet of Things, to better support the digitization needs
of the near future. By leveraging experience from the academic
world and from SMEs and industries, the approach will help public
organizations and local administrations to implement state of the
art systems for their citizens. In particular, the focus of the approach
will be on creating resilient and robust systems that will be able to
operate and produce added value also during strong emergencies
that can compromise the operation of distributed technologies.
Security and privacy of treated data will be a primary issue.

By working on the technology and the social and practical
impact of fog computing systems, the approach will assist SMEs
and public administrations to design, implement, and operate
services and infrastructures based on the cloud and that leverages
intelligent edge capabilities. By closing the gap between public
sector administrations (e.g. regional administrations, forest and
agriculture agencies, fire brigades, etc.) and industry players, the
approach will help create the conditions for a positive cooperation
and for producing solutions leveraging the contribution of both
public and private sectors. This will encourage administrators to
develop IoT solutions for their citizens e.g., to map unexplored
(e.g., wild) territories and will encourage also private companies
to leverage identification technologies to monitor large events. On
the other hand, it will encourage private-sector companies and
entrepreneurs to develop and offer cloud-based services leveraging
the most advanced technologies, such as fog computers, edge
technologies, and identification/tracking tags.

Use cases

The approach is designed to be easily deployed during
emergencies. In recent years, for different root causes, the number
and intensity of natural disasters increased. In many parts of
Europe, we experienced critical situations due to catastrophic
climatic events: earthquakes in southern Europe, flooding and

twisters from seas becoming hotter, fire breakouts during summer.
In addition to these events, recently, Europe also faced tensions due
to terroristic attacks and mass panicking situations.

During all these events, a rapid and effective response is the
key to minimize the impacts and favor the recovery to a normal
situation. The approach, by providing the possibility to deploy
resilient technological systems easily, will provide a support to
the forces involved in the emergency response. The developed
system, in fact, will be very quick and easy to deploy and will
permit to monitor and collect data on different measures about the
surrounding cyberspace. The system will be able to operate with
fog computing principles and thus will be able to operate even in
the case part of the internet infrastructure is non-operational due
to the crisis. The developed system will also be able to communicate
with the jackets and tokens (e.g., beacons) of the people involved
in rescuing activities and this will give better information about
the dislocation of the forces on the territory and will provide a
tremendous improvement in their coordination. Also, a technology
for tagging people participating in structured events (e.g., sport
events, concerts, open air events) will be taken into consideration,
with the possibility of tracking the number, position, activities of
people who have been registered.

A use case concerns a “smart emergency system” scenario,
where some firefighters are progressing inside a dangerous
setting being equipped, in a wearable computing context, with
special firefighter vests equipped with all sort of sensors. All the
information collected is converted into GWEs at the command
post; the GWESs can then be processed by the inference procedures
proper in order to assure better and quicker reaction to emergency
situations such as fire and attacks.

Smart emergency systems applications

Disasters such as fires, floods, earthquakes, civil war, or terrorist
attacks may cause crisis situations. Regardless of their origin, crisis
situations are often accompanied by uncertainty of how the disaster
will develop, and require a rapid pace of response operations given
the possibility of serious loss of human lives and property if not
responded to properly. Good situational awareness and decision-
making support will greatly help minimizing property damage and
injury, and saving people’s lives. The GWEs (Generalised World
Entities) paradigm operating in a platform can be of significant help
to provide adequate situational awareness and decision-making
support in order to manage crisis situations.

Considering fire, the FRSs (Fire and Rescue Service) in Europe
must follow a set of strict work procedures in their ER (emergency
response) operations, from handling an emergency call, to
dispatching emergency response forces, to on-site preliminary
situation assessment, and then to crisis response. First responders
(firemen) have different priorities during the different stages of
their operations. Taking the UK case as an example, ER operations
are triggered by “999” calls handled by a command centre of the
FRS. The command centre has the ability to dispatch police cars,
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ambulances and fire engines. A certain number of fire engines
from the nearest and available fire brigades are dispatched to the
incident site. The incident commander, or other staff member
assigned to arrive on scene, is responsible for making the decisions
for scene management and for calling in additional resources if
required. Any incident site is physically separated into two parts
- an inner and outer cordon. When the first responders arrive at
the incident site, they mount an inner cordon around the rescue
zone into which only specialy equipped and trained professionals
are allowed. One on-site command post is established to control
the ER operations and coordinate the interoperation between all
of the organizations present including the FRS, police and medical
services. The FRS coordinates its own operations within the inner
cordon. Other organizations coordinate their activities together
with the needs of the FRS within the outer cordon.

A smart emergency system is expected to support the entire
emergency operations from the mobilization and the preliminary
situation assessment phases to the intervention phase in terms of
emergency operation stages. According to what expounded above,
the functions of the smart emergency systems include:

i.  generation of the original data streams of input entities
from a variety of different hardware-based sensors, e.g., for
fire, localization (RFID, WIFI, BT), temperature, lights, door
positions, movement detection,

etc,

including instantly

deployed or pre-installed wireless sensor nodes, visual and
infrared signals, RFID etc.;

ii.  a data fusion and event detection phase, where the raw
data will be first processed (including noise removal and
missing data compensation) and recognized, and their essential
properties are automatically detected;

iii.  asituation awareness phase, where the involved resources
of any level of complexity are identified;

iv.  a final decision phase, where the appropriate inference
operations are executed for taking decisions about emergency
operations, resource allocation, cyber security, and other
activities.

A scenario regards some firemen who are progressing inside
a dangerous setting being equipped with fireman vests, as shown
in Figure 2. The essential part of the sensor network is made
mobile, given that the sensors now equip the firemen’s vests-i.e.,
the vests measure each fireman'’s pulse rate, breathing rate, body
temperature, outside temperature, and collect three-axis gyro
and accelerometer data. Each vest also provides geo-location
information for the wearer, and measures the available air supply
in the fireman'’s air tank. The vests have a self-contained PAN that
interrogates each of the sensors and monitors. The vest codes the
fireman’s information with the fireman’s ID, and then transmits the
data to the firemen’s command post.

Differant sensors help
fireman during his
progression and monitor is

vital signs.

b 1

communication

a8

R Voice and data

Progression and situation are
monitored in real time

a:

i Fireman is helped
during his
progression

Fireman context is
described

Figure 2: General schema of a smart emergency scenario implying ‘equipped’ firemen.

A schematic representation of the application’s architecture is
shown in Figure 3. The results expected from the implementation
of this use case concern a better and quicker reaction to a set of

general emergency situations of the “fire” type. To give some simple
examples:
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Figure 3: Logical architecture for the smart emergency scenario.

A.
location of a fire (detected by sensors) on a map, including
concerning changes the
neighboring rooms (above, below and alongside), she/he could
easily and very quickly know if the fire is already starting to

If the security officer has some information about the

information temperature in

take over to other rooms and react accordingly. Firemen having
a current and detailed operational picture could easily find the
fastest and safest way to rescue people from a burning danger.

B.  Aninfrared camera on the firemen’ helmets could provide
on-demand view of fire conditions within the building and the
location of the hot spots.

C. The camera on the firemen’ helmets could also be used
to recognize objects, such as doors, stairs, emergency exits,
fire-extinguishers and so on. This information will be used to
improve the localization of the fireman and to provide context
information of his surrounding environment.

D.  All available data of a building will be used to analyze the
situation before the operation itself. As an example, firemen
need to know if there are still some people inside the building
and, in particular, where they are.

AC Policy Checking using a Data Mining Approach

Flaws and problems can affect the Access Control (AC) Policies
due to a specific problem that we tackle here: inconsistency. Due
to coding errors, misunderstandings about access requirements,
and so on, often common consistency properties for specific AC
policies may not be met causing the discrepancy between what
the policy authors intend to specify and what the specified policies
reflect. There is an urgent need to find an efficient way to optimize
policies and speed up policy evaluation in ACS. Therefore, we can

find several studies in the literature that attempt to address the
problem of policy checking. Different approaches have been used
to fulfill this task. A milestone in the field has been the Margrave
tool [45], a software suite for policy analysis. It provides to perform:

a.  verification of the properties of a policy
b.  elucidation of a policy
c.  analysis of the impact of change between two policies, and

d.  verification and clarification of a comparison between
two policies.

Recently [46], authors have developed some coverage criteria
to address policy quality. In [47] a hybrid paradigm is suggested
for digital evidence storage that combines ABAC and RBAC using
eXtensible Access Control Markup (XACML) throughout the policy
statement creation process. The research demonstrates that
the ABAC and RBAC models can function in accordance with the
developed permit and deny test scenarios.

XDLEngine [48] is a Java-based policy evaluation engine based
on three main steps: i) it converts all strings in an XACML policy to
numeric values and the strings in a request into their corresponding
numeric values; ii) it converts a numericized XACML policy, with
a hierarchical structure and multiple complex conflict resolution
mechanisms, to an equivalent policy with a flat structure and only
one conflict resolution mechanism, which is First-Applicable;
iii) it further converts a numerical, normalized policy into a tree
structure used to process numerical requests efficiently.

CSRM [49] is another policy evaluation engine; it groups
policies to optimize based on merging them through complex
computational rules into policies clusters with lowered number of
overall PolicySets.
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Both tools, CSRM and XEngine, although powerful, show a high
complexity in usage and understanding. This makes them not so
widely common until now. In this streamline, this paper develops
a methodology that would not require a high level of a priori
knowledge on Data Mining and, in the meantime, does not require
any elaborations on the log’s dataset.

A. Using a data mining approach

Data Mining (DM) is the process of identifying correlations,
patterns, and trends in large volumes of data. It is a multidisciplinary
processthatusesstatistical techniques butalso Artificial Intelligence
(AI) and specifically, Machine Learning (ML) technologies to extract
useful information for different purposes [50]. We now consider Al
and ML in Policy Mining approaches.

Policy Mining

Policy Mining is often done to aid in the migration from one
method of AC to another. In order to assist policy administrators
when specifying policies, a particularly useful approach is to infer
AC rules from existing logs. Among other information, these logs
contain tuples denoting the agent, the sensitive resource, the right
exercised, and a time-stamp. They may contain access logs that
should not have occurred (i.e., under-allocations) in the event of an
error in the application, or they may contain only partial permission
information (i.e., overallocations).

In existing approaches, Policy Mining is discussed] using custom
mining algorithms. For example, [51] presents Xu-Stoller, with an
extensive evaluation based on both realistic and synthetic policies.
However, the approach has the major limitation of considering only
positive permissions (“who can access what”), while many ABAC
and RBAC languages also allow negative permissions. Logs may
also contain denied access requests due to auditing purposes which
are negative examples in the extraction process.

w502 FppP

Log Dataset

WHOZ policy

WSO2 PAP editor

Manual Corrections

Policy Mining is often done to support the migration from one
method of AC to another. In order to assist policy administrators
when specifying policies, a useful approach is to infer AC rules from
existing logs. Among other information, these logs contain tuples
denoting the agent, the sensitive resource, the right exercised,
and a time-stamp. They may contain access logs that should not
have occurred (i.e., under-allocations) in the event of an error
in the application, or they may contain only partial permission
information (i.e., overallocations).

In [39,51], we have studied dynamic and risk-prone
environments, where security rules should be flexible enough
to permit the treatment of risks, and to manage privileges on
resources based on the situation at hand. This paper presents a
risk-adaptive AC model that adopts hierarchies of contexts and
security domains to make adaptations to risks at different levels
of criticality. Since various risks may arise simultaneously, two
or more security domains might be applicable at the same time
incorporating various security rules which might lead to conflicts.
Therefore, an approach to analyze conflicts is proposed as a conflict
analysis algorithm based on set theory and we illustrate its usage
with the proposed risk-adaptive access control model.

Experiments on policy conflicts analysis

The main objective of our approach here is to easily and
effectively identify discrepancies between the permissions that the
policies give and those that should be granted (see Figure 4). First, a
Policy Decision Point (PDP) server and a Policy Administration Point
(PAP) containing the policies were created ad hoc. Subsequently, a
series of logs were generated from two different sets of policies and
used to mine policies from them through ML algorithms. The mined
policies should be easier to read and fewer than the original ones,
but at the same time statistically correct. Ideally, any misclassified
log should be analyzed because it could intrinsically hide a bug in
the policy itself.

Policy Mining .
(Wieka) Possible viola
requests

Figure 4: Experiment architecture.

To do this, the WS02 Identity Server was used to develop the
PDP and PAP, and Weka (Waikato Environment for Knowledge
Analysis) was used for the data mining phase on both logs’ datasets.
WSO02 was chosen because it is a free opensource service (released
under Apache 2 license), and it is widely diffused and used by
companies. It is also easy to use.

On a dedicated machine, the identity server has been installed
and therein the policies uploaded. The policies have been created to
be applied specifically in two scenarios:

A.  AC for a surgical robot

B.  ACin healthcare records management.
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In the two scenarios we refer to an ABAC model while
maintaining some characteristics of RBAC, such as the presence of
some roles. However, our tool can be used with any kind of AC model
and for managing access to Both/ logic and physical resources.

Policies in the experiments

In the Surgical Robot scenario, we define two roles: a Medical
Doctor and an Assistant; one Resource: SurgicalRobot; and two
Actions: Read and Write. The policy has to ensure “that the robot
is only accessed during our hospital’s normal operating hours”. We
therefore assume business hours 08:00 to 24:00. During this time,
both the physician and the assistant should have Read privileges on
the surgical robot. Therefore, the hypothesis is that surgery occurs
between 4:00 pm and 6:00 pm. During these hours, the physician
should also have to Write privileges on the robot to control it during
surgery. All other access privileges should be denied.

The above is summarized in three predicates:

1.  Prl: Requests from the Doctor and Assistant during
operating room hours should always be allowed.

2. Pr2: During operation hours, the Doctor must also have
writing privileges.

3. Pr3: No combination of attributes exists such that an agent
can access the SurgicalRobot outside the allowed time.

We developed a set of XACML rules that were then combined
with the algorithm called Deny Unless Permit. This algorithm was
selected because it eliminates the ambiguous NotApplicable and
Indeterminate cases, allowing only Permit and Deny response,
making the system simpler and possibly with less unwanted errors.

Such a model has been assumed as a more realistic access
management model for in a hospital environment. The developed
policy is reported in the policies specified at https://fugini.faculty.
polimi.it/?page_id=18. In the policy, an error is included. If write
and read access outside the operation is requested, the privilege of
writing is guaranteed, although this violates Pr3.

In the second experiment, healthcare records management,
we define a MedicaStaff role and a Medical Administrator role. We
then define two Electronic Health Records (EHR1 and EHR2) as
resources, and two actions Read and Write. We want that the policy
grant access during the operating time, so from 08:00 to 24:00,
to the Medical Staff only to his/her patient EHR with both right
Read and Write. The Medical Administrator shall have only Read
privilege to both EHRs.

We summarize this in predicates:

1. Prl Request from Staff to access EHR1 should be granted
during the operating time with both access types.

2. Pr2 Request from Administrator to access EHR1 and EHR2
with Read privileges should be granted during operating time.

3. Pr3 No combination of attributes exists such that an agent
can have access outside the allowed time.

Even in this case, the selected combining algorithm was Deny
If Not Permit. In the policy, there is unwanted access in different
lines. If someone from the Medical Staff asks for access for both
EHRs simultaneously, the access is granted for both, even if for Pr1,
it should be granted only for one of them.

Log generation

After loading the policies in the PDP, a series of logs have been
generated considering all the possible combinations of roles, times,
and actions. The total number of cases is: 2(s+a+r) xt where s are
subjects, a the actions, r the resources and t the different time slots.
This approach guarantees that all possible combinations of the
available attributes are generated. Then all possible requests have
been evaluated by the PDPcomponent in WS02, building a series of
logs whose output will be: Deny or Permit.

Log analysis: Mining phase

For the mining phase, we selected the Weka (Waikato
Environment for Knowledge Analysis) software [36], a collection
of ML algorithms for data mining tasks. It contains tools for data
preparation, classification, regression, clustering, association
rules mining, and visualization. We used a series of ML algorithms
dedicated to Classification Learning to categorize each request-
response pair and develop new, more coincidental rules. After the
first phase of Data Preparation, all logs have been analyzed by Weka.

Algorithm selection

As said previously, ML algorithms can be divided into
supervised and unsupervised learning models. In our application
model, we need to perform a classification; for this reason, we have
excluded a priori any algorithm of the unsupervised type and have
dedicated our search and subsequent selection to algorithms of the
supervised type only.

Numerous algorithms can be used for Cclassification. In
particular, our tool relies on supervised algorithms with decision
trees. In Weka, we have several applications of this classification
technique. In “A comparative study of Reduced Error Pruning
method in decision tree algorithms” compared the J48 REPTree
PART RIDOR and JRip algorithms. The first two are tree- based
classifiers generating as output a tree structure, while PART,
RIDOR, and JRip are rule-based classifiers generating as output an
if-then statement. For this reason, these three have been chosen to
develop our framework; moreover, from the study, it results that
for algorithms based on rules, Ridor gives the highest accuracy of
classification while JRip gives the best performance in terms of
complexity of tree structure (Figures 5 & 6; for details, see https://
fugini.faculty.polimi.it/?page_id=18).
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Figure 5: JRip algorithm.

An implementation of a Ripple-DOwn Ruke leamer

& generates a default rule first and then the exceptions for the defaull rule with the keast (weighted) emor rate. Then it generates the "best” exceptions for each exception
and erates unbl pure. Thus it performs a tree-like expansion of exceptions. The excepbons are a sef of nules that predict classes other than the default. IREP s used 1o
generate the exceplions

For more information about Ripple-Down Rules, see:

CAPABILITIES

Class - Binary class, Missing class values, Hominal class

Adiributes — Binary atiribuies, Date atinbutes, Emply nominal afinbules, Missing values, Nominal atiribwies, Numesic stirbuies, Unary altributes

Irlestaces — Weghtedinstanc esHandler

Additional

Minimum number of instances: 1

Figure 6: Ridor algorithm.

Validation Table 1: Validation hardware configuration.
Both algorithms were validated through cross-validation. 0S Name Microsoft Windows 10 Pro
The total number of cases is: 2 (s+a+r) xt where s are subjects a System Type X64-based PC
the total number of actions, r are the resources, and t the number of Intel(R) Core (TM) i7-10875H CPU
: : : o CPU @ 2.30GHz, 8 Core(s)
time slots.. This approach guarantees that all possible combinations
of the available attributes are generated. Then all possible requests Installed Physical Memory (RAM) 32.0GB

have been evaluated by our PDP in WSO2, building a series of logs  Table 2: Accuracy of the two algorithms.
whose output will be: Deny or Permit. The chosen configuration is

reported in Table 1-6, (Figure 7-19). All the specifications and the ey ol e i ] Bidoy
tests are contained in https://fugini.faculty.polimi.it/?page_id=18. Experiment 1 83.33% 83.33%
Experiment 2 91.66% 86.11%
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Table 3: JRIP accuracy experiment 1. Table 5: JRIP accuracy experiment 2.
JRIP Precision Recall ROC Area | MCC Class JRIP Precision Recall ROCarea MCC Class
0.688 0.786 0.858 0.616 P 0.833 0.909 0.936 0.81 P
0.906 0.853 0.858 0.616 D 0.958 0.92 0.936 0.81 D
Weighted Avg. 0.842 0.833 0.858 0.616 WeA%tghed 0.92 0.917 0.936 081
Table 4: Ridor accuracy experiment 1.
Table 6: Ridor accuracy experiment 2.
RIDOR | Precision | Recall | ROCArea McCC Class
0.75 0.643 0.777 0.582 P RIDOR | Precision | Recall ROCarea MCC Class
0861 0912 0.777 0582 D 0.731 0.864 0.862 0.694 P
. 0.935 0.86 0.862 0.694 D
We[‘\%hmd 0.829 0.833 0.777 0.582 Weishted
& A%g 0.872 0.861 0.862 0.694

JRIF rules:

{R = 1) and (T(8-00)

Number of Rule= :

Time taken teo build model:

3

1) => ocut=p (1&.0/4.0)
(T(16=18) = 1) and (Doc = 1) and (W = 1) => gut=P (2.0/0.0)
=> gut=D (30.0/0.0)

0 seconds

=== gtratified cross-validation ===

=== Summary ===

Correctly Classified Instances

Incorrectly Classified Instances

Fappa statistic

Mean abaolute srror

Root mean squared error

Relative absolute error

Root relative sgquarad arror
Total Number of Instances

40 B3.3333 %
8 16.6667 %
0.6128%

0.1877
0.2808&

44.8023 %

83.3106 %

48

Figure 7: JRip Output.

RIpple DOwn Rule Learnsr{Ridor) rules

out = F

Except

(48.0/34.0)
Except

(T (8-00)
Except (R = 0) and (W= 0) => out = D
(R =0) and (Doc = Q) => out = D

=0) =>out =D

(12.0/0.0) [3.0/0.0]
(€.0/0.0) [2.0/0.0]
(3.0/0.0) [1.0/0.0]

Total number of rules (incl. the default rule): 4

Time taken to build medel:

=== Seratified cross-validation

=== Summary ===

Correctly Classified Instances

Incorrectly Classified Instances

Fappa statistic

Mean absolute error

Root mean sgquared error
Relative absolute error

Root relative squared error
Total Number of Instances

0 seconds

40 83.3333 %
8 16.6667 %
0.578%

0.1667
0.4082

39.7886 %

89.3648

48

-

Figure 8: Ridor Output.
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Figure 9: ROC curve JRip experiment 1.
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Figure 10: ROC curve Ridor experiment 1.
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Figure 11: ROC curve JRip experiment 2.
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Figure 12: ROC curve Ridor experiment 2.

out = P (48.0/34.0)
Except (T(8-00) = 0) => out =D (13.0/0.0) [3.0/0.0]
Except (R=0) and (W=0) => out =D (6.0/0.0) [2.0/0.0]
Except (R = 0} and (Doc = 0) => out =D (3.0/0.0) [1.0/0.0]

Figure 13: Ridor generated rules experiment 1.

(R = 1) and (7(8-00) = 1) => out=p (16.0/4.0)
(T(16-18) = 1) and (Doc = 1) and (W = 1) => out=P (2.0/0.0)
=> out=D (30.0/0.0)

Figure 14: JRip generated rules experiment 1.

Plot : weka.classifiers.rules.JRip
Instance: 26
Doc
Ass
R :
W
T(l6—18)
T (8-00)
T({00-8) :
prediction margin : -0.9310344827586208
predicted out : D

OF OREOR

out = P

Figure 15: JRip misclassified request.
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Plot : weka.classifiers.rules.Ridor

Instance: 26

Doc = 1

Ass : O

R : 1

w1

T{le-18) : 0O

T(B-00) : 1

T(00-8) : O
prediction margin : -1.0

predicted out : D

out z P

Figure 16: Ridor misclassified request experiment 1.

Plot : weka.classifiers.rules.Ridozx

Instance: 2

Doc = O

Ass : 1

- 53 |

| B |

T(li6-18) = O

T{(B8-00) = 1

T(00-8) =: O
prediction margin : —-1.0

predicted out : D

out : P

Figure 17: Ridor misclassified request experiment 1.

Plot : weka.classifiers.rules.JRip
Instance: 11
in»:;MedisStaff
MediAdm
E
w
EHR1
EHR2
T™(8-24) :
prediction margin : -0.955555555555
predicted Out : D
out : P

L1}
L = = = T SR =

Figure 18: JRip misclassified request experiment 2.
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Plot :
Instance: 53
iw:MedisStaff
MediAdm
24
w
EHR1
EHR2
T(8—24)

prediction margin
predicted Out
cut

weka.classifiers.rules.Ridor

Lo =
: O
= e
i
Lt
P
ke i
£ =10
s D
: P

Figure 19: Ridor misclassified request experiment 2.

Concluding Remarks

In the last years, the number of Internet-connected devices
has dramatically increased. Nowadays, they are present in any
environment, even in the critical structures, such as in the medical
and hospital sector. This increase, combined with the spread of
robotics and IoT technologies, led to the development of CPS
systems. Such systems require more advanced access management
methods than the traditional ones. Models such as ABAC and RBAC
are currently gaining momentum in system development, mainly
due to their flexibility and dynamism, which have become key
features for system security. However, these access models require
complex policies, and can easily hide bugs and vulnerabilities
that are often difficult to detect without the use of complex tools.
Research has been mobilizing for years to develop more advanced
systems for creating and analyzing suitable policies. Unfortunately,
despite their undoubted effectiveness, these tools are almost never
easy or immediate to use. The novelty of the tool presented in this
paper is mainly related to the simplicity and ease of use. A reliable,
but at the same time agile and easy to use tool, can help the system
administrators in the delicate task of identifying access requests
that can hide bugs in the policies of the system itself. Exploiting the
predictive power of ML algorithms, it was thus possible to identify
bugs present in the examined policies that allowed unwanted
accesses. Such bugs have been identified by our tool, in two sets
of policies specifically developed in the medical-hospital sector, to
manage a robot in a surgical environment and the consultation and
compilation of medical records. The results show that using it DM
is possible to identify requests that expose bugs reliably. This tool
was developed to find a secure way to quickly and easily identify
possible bugs in policies that could allow unwanted access to very
sensitive resources. The limits of this work are associated with the
impossibility, so far, to test the methodology developed directly in
real case scenarios and not only in theoretical ones.

Testing in real environments is important to gain a broader

vision of the real limits of the method in various environments of
possible future use, and would allow to perform all the necessary
adjustments to make the tool increasingly safe and versatile. In
future work it would be interesting to test how the methodology
presented here can really be used with more complex policies
and in very different and heterogeneous environments, testing its
ability to detect bugs and unwanted accesses in policies already in
use and especially in real situations.

Moreover, the proposed algorithms should be tested on larger
datasets and with more complex systems where accesses are
defined by a greater number of attributes. A further interesting
development would be to try to expand the capabilities of our tool
to create models that, once identified the bag, can directly suggest
possible changes and corrective actions.

The results expected from the implementation of the Cyber
Security Model in these use cases will concern a better and quicker
reaction to a set of general emergency situations of the “fire” type.
To give some simple examples:

Concerning Risk, if the safety officers have some information
about the location of a fire (detected by sensors) on a map,
including information concerning temperature changes in the
neighboring rooms, she/he could easily and very quickly know if
the fire is already starting to take over to other rooms and react
accordingly. Firemen having an updated and detailed operational
picture could easily find the fastest and safest way to rescue people
from a burning danger.

An infrared camera on the firemen’ helmets could provide on-
demand view of fire conditions within the building and the location
of the hot spots. The camera on the firemen’ helmets could also be
used to recognize CyberObjects, such as doors, stairs, emergency
exits, fire-extinguishers. This information will be used to improve
the localization of the fireman and to provide context information
of his surrounding cyberspace.
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Concerning Cyber Security, all available data of a building will
be used to analyze the situation before the operation itself. As an
example, firemen need to know if there are still some people inside
the building and, in particular, where they are.

Eventually, a last demonstrator will concern the setup of an
integrated “smart surveillance system” able to ensure optimal
monitoring and control against threats or malicious attacks of highly
secured buildings. These can correspond to critical infrastructures
having very restricted access and high security requirements like
embassies, government building, train stations, power plants, etc.
The main idea is to take a step forward in the integration of security
subsystems using a centralized command and control system that
creates an ‘awareness picture’ of the situation in the building.
This is achieved by collecting first all the information provided
by the security subsystems-token/smart cards, vision (tracking,
abnormal behavior), voice recognition, Indoor-Location Based-
Systems (ILS), monitoring & control and also rule-based systems
for decision making. The corresponding GWEs will be correlated
then by inference to establish a snapshot of what is the real state of
the building at a specific moment.
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