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Abstract
This topical issue, Computational Approaches for Cyber Social Threats, showcases
cutting-edge research that employs computational methods to tackle the pressing
challenges of cyber social threats—such as fake news, disinformation, cyberbullying,
hate speech, and online radicalization. In an increasingly interconnected digital
landscape, these threats significantly jeopardize societal stability by eroding public
trust, intensifying polarization, and widening social divides. The theme “Information
Integrity During Crises” is highlighted to underscore the critical role of reliable
information during global crises, when the spread of misinformation and
disinformation is particularly pervasive. With a collection of nine outstanding papers,
this topical issue advances our comprehension of how computational tools can
address cyber social threats and protect information integrity during crises.
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1 Introduction
Online platforms have increasingly been used to disseminate harmful content and behav-
iors, including misinformation, extremism, harassment, human trafficking, and gender-
based violence [1, 2], with significant societal repercussions. These issues can lead to real-
world harm, erode trust in institutions, polarize public discourse, and deepen social di-
vides [3]. Recent global crises—such as the COVID-19 pandemic [4, 5] and the Russian
invasion of Ukraine [6, 7]—highlight the urgent need for reliable information on these
platforms. Given the widespread impact on individuals and communities, a focused re-
search agenda is necessary to better understand, detect, and mitigate these complex online
threats.

Our International Workshop series, “Cyber Social Threats” (CySoc)—now in its fifth
edition1—fosters multidisciplinary research that explores multi-faceted aspects of harm-
ful content while leading the discussion on building novel computational methods to re-
liably detect, derive meaning of, interpret, understand and counter them. The fourth edi-

1https://cy-soc.github.io/2024/.
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tion,2 held at the 2023 ACM Web Conference [8], emphasized the importance of accessing
reliable information during global emergencies, with a focus on the theme “Information
Integrity During Crises.” Such situations create fertile ground for cyber social threats, in-
cluding the rapid dissemination of disinformation, fake news, and manipulated content
on social media platforms, which exploit heightened emotions and uncertainty to amplify
their influence, undermine trust in credible sources, and destabilize social and political
systems [9, 10].

After hosting the fourth edition of our workshop, we curated this topical issue to in-
vite contributions aimed at advancing our understanding of how computational methods
can be harnessed to combat cyber social threats and maintain information integrity dur-
ing crises. The resulting collection, titled “Computational Approaches for Cyber Social
Threats,” received 15 submissions, nine of which have been accepted for publication after
peer reviews. In this foreword, we summarize the included papers and discuss recent ad-
vancements in computational methods for analyzing harmful online communication and
cyber social threats.

2 Contributions
Singh et al. [11] introduce an unsupervised method (UTDRM) for retrieving debunked
claims in fact-checking without needing human-annotated pairs. This approach generates
synthetic claims from fact-checking articles and uses a neural retrieval model, showing
competitive or superior performance to state-of-the-art methods across seven datasets.

Ng and Carley [12] present a methodology for identifying three types of bots on Twit-
ter during a 2023 diplomatic incident between the U.S. and China involving a balloon
spotted in U.S. airspace. Their analysis reveals that U.S.-based bots primarily discussed
the balloon’s location while China-based bots emphasized escalating tensions. The study
highlights the role of bots in shaping narratives and perceptions, offering insights for pol-
icymakers on how automated agents are used to influence political communication and
project national images on social media.

Xia et al. [13] examine how the Russian invasion of Ukraine impacted polarization on
Finnish Twitter regarding NATO membership. Prior to the invasion, Finnish public opin-
ion was polarized along partisan lines, with distinct pro-NATO, left-wing anti-NATO, and
conspiracy-driven anti-NATO groups. After the invasion, the left-wing anti-NATO group
began engaging with the pro-NATO group, united by shared condemnation of Russia
and democratic values, while the conspiracy-driven group remained isolated. The find-
ings suggest that external threats can reduce partisan polarization, but conspiracy-fueled
divisions may persist despite significant external pressure.

Truong et al. [14] introduce methods to detect low-credibility social media accounts by
analyzing information diffusion patterns before their content can be classified as misinfor-
mation. The study focuses on two networks: the reshare network (accounts trusting other
accounts) and the bipartite account-source network (accounts trusting media sources).
Using extended centrality measures and graph embedding techniques, the authors show
that these networks provide strong signals for estimating account credibility with high ac-
curacy. The findings indicate that accounts tend to share similar credibility with users they

2https://cy-soc.github.io/2023/.
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reshare or that follow similar sources, reflecting strong patterns of homophily in misin-
formation spread.

Bertani et al. [15] study how online emotional responses differ during the COVID-19
vaccination campaign compared to a neutral baseline, focusing on socially sensitive and
polarizing topics. They find that online discussions during the pandemic evoke a broader
range of emotions, influenced by user characteristics and the type of information shared.
The study also highlights the role of political orientation in driving the circulation of news,
as emotionally charged posts serve to reinforce group affiliations within online commu-
nities.

Pratelli et al. [16] analyze Twitter activity during the 2020 U.S. presidential pre-election
debate, focusing on the spread of disinformation, particularly in swing states. They find
that 88% of online traffic was linked to swing states, where disinformation, often shared
by automated accounts, was more prevalent. The debate discussions were led by two main
communities—one predominantly Republican, where most disinformation originated,
and another with more diverse political affiliations. The findings highlight the heightened
disinformation activity in politically contested regions under the winner-take-all electoral
system.

Tardelli et al. [17] investigate coordinated behaviors on Twitter during the 2020 U.S.
presidential election, highlighting the various groups that participated in online politi-
cal debates. Utilizing advanced network science methods, the authors identify three main
categories of coordinated users: moderate groups genuinely engaged in the electoral dis-
cussion, conspiratorial groups spreading misinformation, and foreign influence networks
attempting to disrupt or exploit the debate. The findings indicate extensive automation
within far-right and conspiratorial communities, while left-leaning users exhibited less
coordination and focused on factual communication. The study also assesses Twitter’s
effectiveness in countering some coordinated activities, contributing to a deeper under-
standing of online interactions and strategies to mitigate cyber social threats.

Muñoz et al. [18] analyze political polarization on Twitter in Spain from 2011 to 2019,
focusing on official political party accounts during various election phases. They perform
an extensive comparative analysis of algorithms designed to measure polarization on mi-
croblogging platforms. This analysis results in the creation of a new algorithm specifically
tailored to capture polarization during political events, which is subsequently validated
using real-world data. This study makes substantial contributions to political science, so-
cial network analysis, and computational social science by providing a practical method
for analyzing polarization in online political discourse.

Alieva et al. [19] study Russia’s propaganda on Twitter during the 2022 invasion of
Ukraine, focusing on the “fascism/Nazism” narrative. Using network analysis, natural lan-
guage processing, and qualitative methods, the authors identify key communities and in-
fluential actors, as well as the main topics and impactful messages associated with this
disinformation. The study enhances understanding of how propaganda spreads on social
media and sheds light on the narratives and communities driving disinformation during
the invasion.

3 Conclusion
The contributions included in this topical issue provide valuable insights into the dy-
namics of online platforms, showcasing methodologies for analyzing polarization, pro-
paganda, and disinformation narratives during critical events such as elections and crises.
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Utilizing network analysis and natural language processing techniques, these studies
deepen our comprehension of how online interactions influence public opinion and af-
fect democratic processes in a highly polarized context. Furthermore, they emphasize the
importance of information integrity during crises, as accurate and reliable information is
essential for informed decision-making and maintaining public trust in democratic insti-
tutions.
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