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A B S T R A C T

As transportation infrastructure networks continue to age, bridges have become critical components requiring 
monitoring activities to ensure safety and functionality. Inspections and Structural Health Monitoring (SHM) 
play a vital role in aiding decision-makers in maintaining structural integrity. Drones have gained popularity for 
bridge inspections because they offer enhanced safety, efficiency, and cost-effectiveness compared to traditional 
methods. This paper provides a multi-faceted review of existing research on drone-based bridge monitoring, 
focusing on equipment, inspection procedures, outcomes, the Internet of Drones (IoD), and associated commu
nication technologies, exploring current limitations, future directions and potential advancements. In the near 
future, it is expected that the application of computer vision techniques to drone-captured imagery will expand 
the possibilities for automated surface damage detection and extraction of dynamic structural features. The main 
challenges lie in the integration with IoD, and the standardization of the procedures, paving the way for fully 
automated drone-assisted inspections.

1. Introduction

Bridges are critical assets in transportation networks, yet they are 
inherently vulnerable to various factors that can lead to traffic limita
tions, closures or even catastrophic collapses. Typically, the causes of 
bridge collapses are categorized as enabling and triggering causes [1]. 
Enabling causes refer to internal deficiencies such as design flaws, poor 
detailing, construction errors, insufficient maintenance, or the use of 
substandard materials, which compromise the bridge’s capacity. Trig
gering causes, on the other hand, involve external events like natural 
disasters, collisions, or overloads that place demands exceeding the 
bridge’s capacity and initiate the collapse [2]. The consequences of 
bridge collapses can be catastrophic, profoundly impacting human lives, 
economies, societies and the environment. Replacing existing trans
portation infrastructures is impractical due to the high environmental 
and societal costs [3]. Therefore, monitoring activities - including pe
riodic inspections and Structural Health Monitoring (SHM) - are essen
tial for proactive assessment and timely interventions to maintain safe 
operation [4].

The primary method for assessing bridge conditions is through 

inspections performed by dedicated personnel, consisting mainly of vi
sual inspections, that can range from quick surveys to detailed exami
nations. They can also be supplemented with non-destructive and 
destructive tests for a more comprehensive understanding of a bridge’s 
condition.

However, traditional inspection methods have significant limita
tions. Accessibility issues often prevent inspectors from reaching hidden 
areas of bridges, resulting in incomplete assessments. Subjectivity is 
another concern, as the outcomes can vary greatly depending on the 
inspector’s experience and judgment. Inspections are performed at set 
intervals, which might not align with the onset of damage, potentially 
leading to delayed interventions. Detailed and frequent inspections, 
especially for structures in poor condition, can be costly and resource 
intensive. Furthermore, conducting inspections on large bridges poses 
significant safety risks to the inspectors themselves.

In the last decades, contact-type SHM systems - composed of several 
hardware components such as sensors, cables and data acquisition sys
tems - have been developed to provide automatic and continuous in
formation about structural health conditions [5]. However, traditional 
approaches based on contact sensing present some drawbacks. The cost 
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of intensive instrumentation for a bridge can be high, making SHM 
systems typically installed only on a limited number of strategically 
important structures. Once a contact-type SHM system is installed on a 
bridge, its components are often not reusable for other structures. 
Additionally, components are prone to faults during extreme events, 
precisely when critical structural health information is needed most [6].

To overcome the limits of traditional monitoring systems, in recent 
years, the use of drones equipped with cameras and other sensors has 
gained increasing popularity as a complement to traditional monitoring 
methods. In the literature, numerous terms are used for drones, such as 
Unmanned Aerial Vehicle (UAV), Unmanned Aircraft System (UAS), 
Remotely Piloted Aircraft (RPA), and Remotely Piloted Vehicle (RPV). 
However, the term “drone” is used in this work due to its popularity in 
the scientific community and public [7].

Drone-based inspections offer several advantages over traditional 
methods. They provide a versatile and efficient means of data collection 
and monitoring and can perform detailed inspections, detect superficial 
damage, and even assess dynamic parameters, all while generating in
formation that can be integrated into broader management systems for 
improved maintenance and decision-making. The large amount of in
formation obtained from drone sensors, including high-quality videos 
and images, can be stored on memory cards inside the drone and later 
post-processed in the office or delivered directly to a ground/fly station 
deployed in the area of interest through a wireless communication 
system (e.g., MAVLink and 5G/6G) [8].

Drones can be deployed across multiple bridges, potentially covering 
entire infrastructure networks [9]; the mobility and modularity of drone 
systems allow for easy deployment and reuse on different structures. 
Drones can carry sensors in contact or proximity of the bridge, enabling 
thorough inspections of hazardous areas or hard-to-reach locations [10]. 
Utilizing drones for inspections significantly mitigates risks for human 
operators, including hazards such as falls, unstable environments, and 
exposure to dangerous conditions [11]. Inspections aided by drones are 
generally faster than traditional inspections [12]. Furthermore, drones 
are resilient to external factors that can impact traditional SHM systems. 
They operate effectively, regardless of power outages, theft, tampering, 
or vandalism [13].

Most drone-based monitoring strategies rely on the analysis of im
ages and videos captured during inspections, utilizing advanced com
puter vision techniques. From the literature, two primary computer- 
vision approaches to bridge monitoring emerge. The first focuses on 
surface damage detection, using cameras to assess superficial damage 
conditions such as cracks, concrete spalling, and exposed re
inforcements. The second performs vibrational monitoring using data 
from drone-capture videos and applying Operational Modal Analysis 
(OMA) techniques to identify modal parameters, such as frequencies and 
mode shapes. Furthermore, other approaches not relying on computer 
vision can be identified, as in the case of drone-based Non-Destructive 
Testing (NDT).

This paper aims to provide a comprehensive and updated review of 
the key aspects associated with the use of drones for bridge monitoring, 
from the current technology and methods to the most interesting case 
studies. Specifically, the contribution of this paper involves the inte
gration of several different aspects of drone-based bridge inspection, 
encompassing equipment, inspection procedures, inspection phases, 
communication technologies and data elaboration. The paper includes 
the latest research results in the different fields, not only related to 
bridge monitoring but also to information engineering and aerospace 
engineering. As for Sections 2, 3 and 5, the search strategy involved 
three steps: (i) systematic research of papers through keywords, (ii) 
manual selection of relevant papers (iii) integration of literature results 
with cross-referenced papers and other relevant documents. In detail, 
the keywords (drone OR uav) AND ((structural AND health AND moni
toring) OR shm OR inspection) AND bridge were used in Scopus to indi
viduate the most relevant studies for the use of drones in bridge 
monitoring. From the systematic research, 736 papers were retrieved. 

After phases (ii) and (iii), 131 papers were included in this review. 
Regarding the selection of communication technologies, the literature 
search followed a two-step strategy. First, the communication technol
ogies were selected based on their communication range. Accordingly, 
technologies were classified as wide-range and short-range communi
cations. Wide-range communications can cover large areas, such as 
cellular technology, WiMAX, and satellite-based technologies. Instead, 
short-range communications, such as Zigbee and Bluetooth technolo
gies, are instead used for relatively short distances. The second step was 
then linking the communication range to the application scenarios 
where drones are employed. More in detail, wide-range technologies are 
suitable for drone control, connectivity increase, relaying, and in gen
eral in emergencies or when drones are outside the range of direct links. 
Short-range technologies are exploited for different applications like 
flight control, real-time data acquisition, file transfer, device synchro
nization, low-power/low-cost communications, and drone localization 
[14]. The goal of this approach is to select the subset of technologies that 
can fit best the drone-based monitoring and inspection scenario which is 
the focus of this contribution.

Several review papers address the use of drones for inspecting and 
assessing the condition of civil structures. However, most of these papers 
contain only a few sections dedicated to drones within the broader 
context of robotic systems. A comprehensive review specifically 
focusing on the use of drones for bridge monitoring is still lacking. Tian 
et al. [15] explore robotic systems for structural monitoring, such as 
climbing robots, along with drones for tasks like vibration measurement 
and damage detection. Poorghasem & Bao [16] explore the use of drones 
for vibration measurement of civil structures. Zinno et al. [17], in their 
review of Artificial Intelligence (AI) applications for SHM, discuss the 
potential use of drones for displacement measurement and damage 
detection. Feroz & Dabous [9] review drone remote sensing applications 
with a focus on surface damage identification, along with safety regu
lations and data connectivity planning. However, they do not address 
vibration-based monitoring.

Given that most applications involving drones rely on image and 
video analysis, the field of computer vision is of significant interest to 
this study. However, most of the review papers on the topic do not have 
a specific emphasis on drones but are rather focused on fixed-camera 
setups. Although strictly connected to drone-based setups, fixed- 
camera setups do not face problems related to vibration caused by 
drone dynamics. Among these works, Ferraris et al. [18] review various 
computer vision techniques related to damage detection and visual 
modal analysis. Cha et al. [19] explore the integration of SHM with deep 
learning, including applications for surface damage detection. Sony 
et al. [20] describe smart-sensing technologies for SHM, including 
vision-based techniques. Spencer et al. [21] address computer vision 
applications for inspecting and monitoring civil structures, discussing 
both damage detection and dynamic monitoring. Zona [22] describes 
vision-based vibration monitoring techniques for different types of 
structures, including steel, concrete and masonry bridges, timber and 
steel footbridges and steel structures for stadiums. Luo et al. [23] review 
computer-vision-based applications for inspection and monitoring.

A key aspect of the use of drones for inspections is the need to 
transmit high volumes of data in real-time. This aspect is often over
looked in review papers dealing with drone-based monitoring which are 
mainly focused on the acquisition and processing of data to extract in
formation about the structural condition. Recently the use of swarms of 
drones has gained traction as a technology to improve data collection. 
Communication within the swarm can greatly benefit from reliable and 
stable technologies. Moreover, the real-time transmission of heavy data 
such as high-quality videos from drones to distant locations is of 
particular interest for fully unmanned inspections. However, for heavy 
data transmission, there are particular network requirements. Based on 
the identified gaps, this review paper aims to cover the latest techno
logical advancements concerning the following key topics: (i) damage 
identification approaches - specifically surface and modal-based - using 
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computer vision techniques applied to data collected by moving cam
eras; (ii) integration of communication technologies to improve the 
operativity of single drones and drones swarms for bridge monitoring, in 
the framework of new developing communication standards such as 6G.

This review addresses the different phases of monitoring ultimately 
leading to decision-making: data acquisition, transmission and pro
cessing, as shown in Fig. 1.

First of all, the paper examines the technical equipment used in 
drone-based inspections, including the types of drones, sensors, and 
imaging technologies that are employed. It evaluates how these tech
nologies contribute to the effectiveness of damage identification, such as 
recognizing cracks, corrosion, and other surface imperfections on bridge 
structures and highlights the tradeoffs imposed by the power 
requirements.

Furthermore, the review explores the methods and techniques for 
extracting modal parameters from captured data and discusses the 
challenges involved in data processing and interpretation. Modal pa
rameters, such as natural frequencies and modal shapes, are critical for 
assessing the dynamic behavior and overall health of a bridge. Addi
tionally, the review addresses various factors that affect the inspection 
process, including environmental conditions, flight planning, and data 
management. It also covers the integration of drone-collected informa
tion with Bridge Management Systems (BMS), highlighting how data 
from drone inspections can be used to inform maintenance strategies 
and prioritize repairs, thereby ensuring the long-term safety and per
formance of bridge infrastructure.

The paper is organized as follows. Section 2 describes the equipment 
that can be used for monitoring applications, considering limitations 
and potentialities. Section 3 illustrates inspection procedures, focusing 
on flying-path planning and optimization. Section 4 deals with the 
Internet of Drones and communication technologies, both related to the 
use of drones regarding security and operative limitations. Section 5

encompasses the main outcomes of inspections, namely superficial 
damage detection, vision-based operational modal analysis and other 
non-destructive testing outcomes. While in each section challenges and 
future perspective are presented for the topic of interest, Section 6
presents the most relevant concluding remarks.

2. Drones: historical background and equipment

This section explores the historical and technological evolution of 
drones, offering an overview of the origins and advancements that have 
shaped this technology. A summary table is provided, showcasing 
various drone models used in the reviewed studies, highlighting the 
range of drones applied across different inspection scenarios. The sec
tion also focuses on the key physical components of drones, with 
particular attention to the sensors and data acquisition systems essential 
for inspection tasks. Additionally, it outlines the critical characteristics 
and minimum requirements that a drone must meet to perform bridge 
inspections effectively, ensuring reliability, accuracy, and safety in 
operation.

2.1. Past and present

Drones have a long history, dating back to 1849 when Austrian 
soldiers used unmanned balloons filled with explosives during the 
Austro-Italian War to attack Venice [24]. However, large-scale use of 
drones began during World War I. In 1916, Britain developed the first 
winged aircraft drone, the “Ruston Proctor Aerial Target,” followed in 
1918 by the U.S. “Kettering Bug,” an experimental aerial system with a 
flying bomb [25]. The 1940s saw the emergence of the first companies 
mass-producing drones in the United States. The modern drone era 
began in the 1960s, with both the United States and the Soviet Union 
developing drones primarily for military purposes [24]. The US military 

Fig. 1. Drone-based bridge monitoring.
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used drones for reconnaissance during the Vietnam War, and the Israeli 
military used them for surveillance and target practice in the 1980s [25]. 
By the early 2000s, drones became available for commercial use with 
DJI Technology and Parrot, revolutionizing the industry with the release 
of a quadcopter in 2010. The 12th Congress FAA Modernization and 
Reform Act (2011− 2012), enacted by the Senate and House of Repre
sentatives of the United States of America, further facilitated drone 
integration into airspace.

While military applications have driven drone research for many 
years, drones are used today in various fields worldwide, including 
agriculture, environmental monitoring and conservation, public safety 
and security, emergency response, media and entertainment, logistics 
and delivery, real estate, energy, and scientific research. The use of 
drones in civil engineering, including inspections, is significantly 
increasing [9].

Table 1 summarizes the diverse uses of drones in bridge monitoring. 
It includes a range of drone models—both commercially available and 
custom-built—featured in the reviewed studies, providing detailed in
formation on their sensor capabilities, payload capacity, flight duration, 
and communication protocols [16]. The specific characteristics of drone 
equipment, such as sensors, payload limitations, and flight times, are 
further elaborated in Section 2.2. The various monitoring applications 
and their outcomes are discussed in Sections 3 and 5, respectively. 
Notably, the column on Communication Protocols illustrates that, 
despite being branded under different names by manufacturers, these 
protocols are fundamentally based on the Wi-Fi standard, operating 
within similar bandwidths and frequencies. For a deeper analysis of 
drone communication technologies, refer to Section 4 of this paper.

2.2. Components and requirements

Drones are aircraft that can fly autonomously or be controlled by an 
operator on the ground. They are classified into various categories based 
on their functions, size, weight, number of propellers, aerodynamic 

flight principles, range, equipment, and cameras [23]. They feature 
rotating brushless motors, allowing for vertical take-off and landing, 
hovering, and carrying larger payloads. They can be either commercial 
or self-built.

The main components of drones, as shown in Fig. 2, include the 
airframe, propulsion system, communication system, navigation system, 
power system, and various sensors. The airframe, constructed from 
carbon or rigid plastic, must absorb and dissipate vibrations from the 
propellers and motors while being durable enough to withstand impacts. 
The propulsion system consists of motors and propellers, with four or 
more motors providing the necessary thrust for lift and maneuvering by 
varying their speeds independently, and propellers that generate lift and 
thrust, significantly influencing flight performance and efficiency. The 
communication system facilitates real-time control and telemetry data 
exchange between the quadcopter and the ground station through a 
radio-video transmitter and receiver. The navigation system includes the 
flight control unit, which processes sensor data and pilot inputs for 
stable and responsive flight, the Global Navigation Satellite System 
(GNSS) for location data enabling autonomous flight paths and position 
hold, and an Inertial Measurement Unit (IMU) comprising accelerome
ters and gyroscopes for maintaining stability and control. The power 
system is composed of a battery, power distribution board, and Elec
tronic Speed Controllers (ESCs). Additionally, various sensors such as 
ultrasonic sensors, barometers, and optical flow sensors enhance the 
quadcopter’s stability, altitude hold, and obstacle avoidance 
capabilities.

In drone development, the objective is to integrate a range of devices 
while ensuring that flight duration and versatility in carrying out 
different tasks are not compromised [41]. A variety of data acquisition 
devices can be attached to drones, enhancing their ability to conduct 
useful inspections. Some of the key devices include: 

• RGB image/video camera devices. Essential for drones, these de
vices capture digital images and videos using vision sensors. Their 

Table 1 
Specifications of representative commercial and self-built drones, adapted from [16].

Model Application Commercial / 
Self-built

Sensor Payload 
[kg]

Flight time 
[minute]

Communication 
Protocol

References

Parrot AR 2.0 Damage detection Commercial 720p resolution with 30 fps 
camera

– 12 Wi-Fi [26]

DJI Phantom 3 System identification Commercial
1080p resolution with 25 fps 

camera 0.7 25 Enhanced Wi-Fi [27]

PSI InstantEye Displacement measurement Commercial
720p resolution with 30 fps 

camera 2.25 30
Pico digital data 

link [28]

DJI Phantom 3 
pro

Vibration measurement Commercial
2160p resolution with 24 fps 

camera
0.7 23 Lightbridge [29]

DJI Phantom 4 Modal identification Commercial 2160p resolution with 30 fps 
camera

0.8 30 Lightbridge [30]

DJI Matrice 600 
pro Transverse displacement Commercial

Laser Doppler Vibrometer 
(LDV) 2.0 25 Lightbridge 2 HD [31]

DJI Spark Vibration measurement Commercial
1080p resolution with 30 fps 

camera 0.167 15 Wi-fi [32]

DJI Mavic air 2 Vibration measurement Commercial 4 K resolution with 30 fps 
camera

0.5 34 OcuSync 2.0 [33]

DJI M200 Cable force estimation Commercial 2160p resolution with 60 fps 
camera

1.45 38 OcuSync 2.0 [34]

DJI Mavic Pro Modal Analysis Commercial
1080p resolution with 96 fps 

camera 0.5 27 OcuSync [35]

DJI Mavic 2 
Enterprise 

Dual
Modal Analysis Commercial 4 K resolution with 30 fps 

camera
0.5 31 OcuSync 2.0 [35]

DJI Inspire 2 Crack identification Commercial Zenmuse X5S 0.8 27 Lightbridge [36]

Assembled Crack and moisture detection Self-built DSLR camera 8 K resolution 
+1D LiDAR

– 30 – [12,37]

Assembled Contact-based modal analysis Self-built No camera 0.38 5 FrSky 2.4 GHz [38]

Assembled
3D reconstruction model. Crack, 

humidity and deformation 
detection

Self-built
DSLR camera with high 

resolution + LiDAR + LWIR 
sensors

5 – – [39]
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lightweight and compact design enables easy attachment to drones, 
making them well-suited for tasks such as surface damage detection. 
Advanced models, such as RGB-D sensors, further enhance this 
capability by recording pixel depth information, which supports the 
3D reconstruction of infrastructure (Fig. 3 a).

• LiDAR (Light Detection and Ranging) sensors. LiDAR sensors use 
laser pulses to measure distances from single points with exceptional 
speed, often scanning thousands to millions of points per second. 
This rapid data collection allows for the creation of detailed 3D point 
clouds, which can reveal surface damage such as cracks and 
delamination in concrete structures (Fig. 3 b).

• Thermal cameras. Equipped with infrared sensors, thermal cameras 
detect temperature surface variations, revealing hidden structural 
issues like insulation problems or water leaks (Fig. 3 c).

• NIR (Near Infrared) sensors. Although costly and less commonly 
used, NIR sensors combine RGB images with infrared data. By 
analyzing different wavelengths, NIR sensors can identify surface 
damage such as moisture infiltration or concrete spalling, making 
them valuable for more specialized inspections.

When considering the minimum requirements for drones in bridge 
inspection, a balance must be struck between competing needs. The 
weight of the drone is a critical factor that directly impacts flight au
tonomy as heavier drones can fly for less time. Ideally, drones should 
have a flight time of at least 20 to 30 min per battery charge to ensure 
effective inspection operations [42]. A lighter drone design can extend 
flight times and reduce the risk of overheating motors and electronics. 
On the other hand, heavier drones tend to perform better in moderate 
wind conditions, requiring the drone to withstand wind speeds of at least 
10 m/s to minimize vibrations and sudden movements caused by air 
turbulence [43]. In Europe, drones weighing less than 249 g can be 
flown without a license, which also extends their operational efficiency 
[44]. Perez Jimeno et al. [45] utilized four drone batteries for a total of 
60 min to capture 536 photos for a photogrammetric reconstruction of a 
28 m long bridge. The payload, which includes attached cameras, sen
sors, and other essential monitoring equipment, also increases the 
drone’s total weight and reduces autonomy. However, the presence of a 
high-quality camera is essential for vision-based monitoring applica
tions. The drone should be equipped with a high-resolution camera (at 
least 2.7 k to 4 k) and zoom capabilities. Zoom capabilities are equally 

Fig. 2. Representative drone equipped with different components [16].

Fig. 3. Variety of data acquisition devices. a) DJI Zenmuse x5s camera; b) DJI Zenmuse L1 LIDAR sensor; c) DJI Zenmuse XT2 Infrared sensor.
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important, allowing for close-up inspections of structural features and 
enabling the detection of small defects from a distance. High resolution 
is particularly critical for recording sub-millimetric displacements, 
which are essential for visual modal analysis.

In addition to a high-quality camera, an active gimbal is a standard 
feature in most drones, playing a crucial role in stabilizing the camera. 
The gimbal not only isolates the camera from the drone’s vibrations, 
which is vital for capturing smooth, clear videos but also often includes 
the ability to rotate the camera upward [42]. The effectiveness of the 
camera and gimbal setup is further enhanced by navigation systems. 
Such a system should provide precise stabilization with minimal vibra
tions, ensuring that the drone can maintain a steady position during 
inspections. Furthermore, the navigation system should be capable of 
obstacle avoidance and support autonomous movement to pre
determined points of interest, allowing for efficient and safe data 
collection even in complex environments.

2.3. Future perspectives in drone technology

In this section, on-field applications of drones for bridge monitoring 
were shown. It is remarked that Table 1 presents applications from ac
ademic literature and does not aim to represent drones currently 
available on the market. Therefore, recently developed drones, such as 
DJI MINI 4 PRO or POTENSIC ATOM SE, are not included, as they have 
not yet been referenced in published studies. However, the authors 
believe that lightweight drones of this nature will play a significant role 
in drone-based inspection, offering a low-cost and user-friendly solution 
for bridge monitoring. Additionally, the drone industry is making ad
vancements in heavy-lift drones, which will enable the transportation of 
heavier payloads, thereby facilitating the use of more sophisticated 
sensing devices. Therefore, cutting-edge developments in the drone in
dustry, especially those concerning payload capacity, flight duration, 
remote control and hovering stability, are expected to provide bridge 
inspector with a wide range of tools. However, being the drone industry 
vibrant and in constant change, it is difficult to forecast the speed and 
market penetration of these advancements, even in the close future, also 
considering the particular relevance of the regulatory process in 
fostering practical applications of innovations in the field.

3. Inspection procedures

This section offers an examination of drone inspection procedures, 
organized into two main parts. The first part examines the various 
phases of drone inspections as reported in the literature, aiming to 
establish a comprehensive guideline for obtaining key parameters across 
different survey methods. This analysis provides a structured approach 
for effectively conducting drone inspections.

The second part focuses on critical issues and considerations high
lighted by different authors in their studies. These include flight path 
optimization, distance between the drone and the target, flight speed, 
timing of the flight, and battery level and condition. By consolidating 
these considerations, this section highlights the challenges and best 
practices associated with drone-based inspections.

3.1. Inspection phases

Procedures for drone inspections typically vary based on factors such 
as the type of structure being monitored, the specific drone model uti
lized, the components under analysis, and the methods employed. Kim 
et al. [12] outline a drone-based bridge inspection procedure divided 
into three distinct phases: (i) Pre-Inspection Phase, (ii) Main Inspection 
Phase and (iii) Post-Inspection Phase. Each phase is further subdivided 
into specific steps that cover all operations to be performed before, 
during, and after the inspection. These phases, detailed below, also align 
with similar procedures observed in numerous other studies reviewed 
for this paper.

The Pre-Inspection Phase involves a thorough examination of target 
bridge information, analyzing all historical inspections and existing re
ports. The insights acquired during this stage empower the pilot to 
devise flight strategies, particularly in situations of restricted bridge 
accessibility. If prior information is lacking, a preliminary flight may be 
conducted to create a 2D/3D model of the structure. Additionally, an on- 
site risk assessment must be performed, and current restrictions in the 
area should be verified using authorized air traffic maps [46]. It is also 
essential to thoroughly inspect the drone and camera settings before 
each first flight. Eventually, the inspection program and flight path are 
planned.

The Main Inspection Phase involves the on-site inspection using 
drones. In the case of surface damage detection, it is advisable to initially 
capture an overview of the entire bridge and then acquire detailed in
formation on each structural and non-structural component [44]. The 
inspection can be carried out automatically or manually, depending on 
whether it follows the preliminary instructions of the flight planning or 
relies on the control capabilities of an operator pilot [13]. To determine 
the natural frequencies and vibration modes, the drone must be posi
tioned in a hovering flight at specific points and distances from the 
bridge. The drone needs to remain stable and maintain its position 
throughout the entire survey, which may last a few minutes [16]. During 
the drone operation, attention must be given to weather conditions, 
especially wind, as it can adversely impact drone performance [43]. At 
the end of this phase, all collected inspection data is stored for post- 
processing.

The Post-Inspection Phase includes everything that occurs after the 
Main Inspection Phase. For the sake of generating a high-quality 3D 
model of the structure through photogrammetry, the acquired images 
and data are processed for visualization, damage assessment, or modal 
analysis. As far as damage detection is concerned, it is necessary to 
assess first the quality of the images [45]. Several commercial software 
packages such as Agisoft Photoscan and Pix4Dmapper, as well as open- 
source projects like COLMAP and WebODM, are available for 3D 
structure reconstruction [45]. The next step is to identify damages 
including localization, classification, and quantification [36]. To expe
dite the time required for damage detection, training a deep learning 
algorithm and artificial intelligence can assist in managing and pro
cessing the huge amount of collected image data and identifying defects 
[47]. On the other hand, as far as modal analysis is concerned, the ac
quired videos are post-processed using specialized algorithms, which 
identify and track the displacement time series of the measured points 
on the bridge. Some of these algorithms include Kanade-Lucas-Tomasi 
(KLT) [48] and Digital Image Correlation (DIC) [49]. It is possible to 
compensate for the drone’s oscillations by using stabilization methods 
such as fixed-point tracking [29], inertial compensation [50], or high- 
pass filtering [30,35]. Once the displacement time series are obtained, 
classical Operational Modal Analysis (OMA) techniques can be applied 
to extract frequencies and modal shapes [30,51].

Eventually, when damage is identified on bridges, an in-depth con
dition assessment of structural members is conducted [12].

3.2. Path planning and optimization

Given the limited flight durations of drones, optimizing data 
collection is essential. This optimization involves (i) identifying Points 
Of Interest (POI) where sensor readings are necessary, and (ii) planning 
an efficient traversal route for the drone to minimize overall flight time 
while maximizing battery life.

When planning the flight path of the drone, several key criteria must 
be addressed: ensuring collision-free flight, achieving full coverage of 
the structure, obtaining images of sufficient quality for 3D reconstruc
tion and feature detection, minimizing the number of images, and 
devising efficient flight routes [43]. Additionally, depending on the 
purpose of the monitoring, it is important to consider the distance be
tween the drone and the target, the optimal flight speed for achieving 
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good resolution, the percentage of image overlap, and the timing of the 
flight, intended as the assessment of the optimal environmental condi
tion along the day [24]. The analysis of the existing literature reveals 
several approaches to addressing flight path optimization and related 
aspects.

For flight path optimization, a common solution involves flying the 
drone in vertical or horizontal strips, following a zig-zag pattern across 
the area of interest while avoiding obstacles [24]. This method is 
frequently referred to as “the strip method” and has been tested by [39], 
which compared the differences between using vertical and horizontal 
strips. They determined that horizontal strips are more effective, 
particularly when combined with a low flight speed. Instead, Steffen & 
Forstner [52] present research that supports the use of Archimedean 
spirals to optimize flight plans.

Smaoui et al. [53] focus on optimizing Coverage Path Planning (CPP) 
for drones, proposing a back-and-forth method to ensure comprehensive 
image coverage of the Region Of Interest (ROI) while minimizing time 
and energy consumption. Effective autonomous mission management 
relies on data streams from positioning systems like GNSS. In contrast, 
Morgenthal et al. [43] present a method for generating flight paths 
aimed at automatic image acquisition to facilitate photogrammetric 3D 
reconstruction. Utilizing software such as Pix4D Capture, they create 
virtual models of structures based on initial drone surveys or existing 
data. Viewpoints are identified within a surface offset surrounding the 
virtual structure, and an optimal path connecting these viewpoints is 
determined using the Lin-Kernighan-Helsgaun (LKH) solver algorithm, 
enabling autonomous operation through onboard navigation systems. 
An example of the generated path is shown in Fig. 4. Bolognini et al. [35] 
propose a system that separates the identification of POIs and the cre
ation of efficient drone trajectories. They pinpoint POI positions based 
on a detailed mesh model of a building, cluster them for simplified 
trajectory planning, and solve a Capacitated Vehicle Routing Problem 
(CVRP) to ensure efficient navigation, considering battery constraints. 
Zhao et al. [54] use a genetic algorithm to optimize the path, with the 
constraint of full coverage of the bridge.

Another important factor is the optimal distance between the drone 
and the target. Depending on the type and purpose of the monitoring, 
the drone can operate at various distances [10]. For example, thermal 
imaging is characterized by the decrease in the measured temperature of 
an object as the distance between the camera and the target increases. 
Distances from 30 m to 10 m are typically encountered in the case of 
scanning and reconstructing a 3D model of the entire structure [13,55]. 
Smaller distances are needed for damage detection. For instance, Mor
genthal et al. [43] used a constant viewing distance of 4.50 m leading to 
a mean object resolution of 0.6 mm/pixel and a spatial accuracy of 
±1.70 mm. Duque et al. [44] demonstrated that by using a high- 
resolution camera, it is possible to detect a crack with a thickness of 

0.75 mm from a distance of 3.00 m [40]. Smaller distances are required 
for monitoring displacements, and frequencies, and conducting modal 
analysis.

Table 4 presents a compilation of case studies from the literature, 
detailing the distances maintained between the drone and the target for 
various inspection purposes. The distance is also influenced by lighting 
conditions, as demonstrated by Dorafshan et al. [56], which quantified 
the maximum crack-to-camera distance for identifying fatigue cracks on 
steel specimens as 0.30 m under poor lighting conditions and up to 1.10 
m under good lighting conditions. Additionally, a safety distance must 
be considered to avoid obstacles and comply with restrictions imposed 
by authorities. For instance, the Federal Railroad Administration re
quires a safe distance of 4.60 m from railroad bridges [29].

Optimal flight speed is a crucial factor. The drone needs to maintain a 
balance, flying fast enough for battery saving yet slow enough to ensure 
high-quality image collection. Three main factors must be considered 
when using a drone for capturing images. First, the interval between 
consecutive images is crucial; the drone speed must be aligned with the 
camera’s capability to capture images at specified intervals. This inter
val is influenced by the required overlap between images, which should 
range from 60 % to 90 %, according to various studies [24]. Second, the 
camera’s photo interval, which is the time required to save captured 
images, plays a significant role. During this period, the camera cannot 
take additional pictures, so flying the drone too quickly could result in 
the loss of important data. Lastly, exposure time is a critical factor, 
particularly for daytime photography, where short exposure times are 
common. The camera’s shutter speed is affected by daylight settings, 
and any movement during an open shutter can result in blurred images 
due to the larger area of light captured.

The timing of the flight is another crucial factor to be considered. 
Shadow occlusion, daylight, and solar radiation can cause overexposure 
during image acquisition, affecting the emissivity of materials and 
resulting in false positives or exaggerated readings. González-Aguilera 
et al. [57] opted to take images before sunrise and after sunset to avoid 
false positives caused by direct radiation. Colantonio & McIntosh [58] 
recommend conducting exterior inspections at night to minimize the 
effects of solar heat gain on the building envelope cladding. Lizarazo 
et al. [59] performed test flights between 9:00 am and 11:00 am to 
ensure consistent solar illumination throughout the data collection 
period.

Another problem that can happen is the low battery levels [42]. In 
this case, the drone may be unable to complete the entire scheduled 
mission. This could occur due to unexpected drainage or insufficient 
charging before mission commencement. To safeguard the drone from 
potential damage, a failsafe mechanism activates when the battery 
voltage reaches a specific threshold. The battery level is continuously 
monitored during the mission, and if the threshold is reached, the drone 

Fig. 4. Generated flight path for the inspection based on the rough 3D model [43].
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initiates a return to its home point. In situations where the drone is too 
far from the starting point and the battery voltage is critically low for a 
safe return, it will promptly initiate a landing.

3.3. Challenges and research directions in inspection procedures

This section concludes by emphasizing the critical importance of the 
planning phase in bridge inspections. Effective planning encompasses 
not only path planning but also a comprehensive consideration of 
timing, environmental conditions, safety and regulatory requirements, 
the data to be acquired, and how they will be stored and delivered. To 
address these aspects effectively, three key considerations arise. Firstly, 
bridge inspectors should receive thorough multidisciplinary training 
that equips them with a robust understanding of bridge SHM, drone 
operation, and data management. Secondly, academic research, in 
collaboration with industry professionals, should focus on developing a 
more detailed framework and standardized guidelines. Thirdly, aca
demic research may focus on more complete flight planning algorithms, 
to optimize data gathering and battery consumption. Such efforts would 
streamline procedures and outputs, ensuring high-quality, objective, 
and consistent inspections. These measures are essential for improving 
the reliability and effectiveness of drone-based bridge inspections and 
contributing to better infrastructure management.

4. Communication technology

Data collected by drones must be transmitted to allow their use for 
decision support. When networks of drones are involved in bridge 
network monitoring, the Internet of Drones (IoD) environment can 
greatly enhance their performance. The goal of this section is to provide 
insight into the IoD environment, that is conceived as a network archi
tecture that connects drones and a number of network entities deployed 
on the ground. The IoD has attracted much interest in the recent liter
ature, due to the flexibility and adaptability of networks of drones in a 
wide variety of scenarios, and their ability to enhance the performance 
of other network architectures, in terms of network connectivity, load 
distribution and data losses.

4.1. Internet of drones

The diffusion and interconnection of drones made necessary the 
standardization of communication within networks of drones. The so- 
called IoD is a network architecture to support communications be
tween drones and Ground Control Station (GCS) [8] and coordinate 

access to controlled airspace [108]. Fig. 5 shows the structure of IoD and 
the standards for drone interoperability which include communication 
protocols, flight procedures in controlled airspace, and resource man
agement, in terms of energy and bandwidth consumption.

Within the IoD, drones are considered intelligent objects capable of 
communication among themselves and with the GCS, to exchange 
mission-related data [8,60]. In turn, GCS constitutes the hardware for 
remote control. It supervises the airspace and monitors the drones’ 
mutual positions. Typically, the GCS has a high processing capacity, as it 
is responsible for the management of the information received from the 
drone and its transmission to end users, without impacting the drone’s 
limited resources [8,61].

Critical issues in the IoD environment include: (i) Inter-drone con
flicts; (ii) Flight duration; (iii) Communication channel; (iv) Routing 
protocols; and (v) Security issues in drone communication.

Inter-drone conflicts. In multi-drone systems, also called swarms of 
drones, drones cooperate to complete one or more missions. The number 
of drones involved can vary from two to hundreds of units, depending on 
the task they have to perform. In case of conflict, drones can selectively 
change their route to optimize energy consumption.

Flight duration. The battery life of a drone represents a limitation in 
missions taking place over very large areas. This problem is also present 
in the world of the IoT. Some solutions proposed in the literature for 
increasing the autonomy of a drone include: efficient battery manage
ment [62,63]; implementation of wireless charging stations, battery 
replacement, or drone maintenance [64]; introduction of solar panels on 
the wing surface of the drone; adoption of Machine Learning (ML) and 
communication techniques.

Communication channel. The medium used by drones for 
communication is wireless. The advantages of this kind of channel 
include a high degree of mobility and cost reduction, if compared to 
wired networks. Nevertheless, the wireless medium presents some 
intrinsic problems, mainly related to the unreliability of the medium and 
the presence of multiple paths and attenuations due to physical obstacles 
(trees, mountains, buildings, etc.) [8]. An IoD communication should 
meet the following requirements [65]: Efficient data link; long-range 
operation, two-way communication, low latency, high flight auton
omy, and communication reliability. To avoid interferences, the most 
relevant transmission techniques are widely used in the 2.4 GHz band 
[65,66].

Routing protocols. Routing protocols are protocols at the network 
layer which are responsible for establishing the optimal path for packet 
routing. The main routing protocols used in drone networks are based on 
protocols already existing for Mobile Ad-hoc networks NETworks 

Fig. 5. Reference IoD architecture.
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(MANET) [67].
The metrics used for path comparison are end-to-end delay, total 

traffic received, data loss and throughput. It is not possible to establish a 
routing protocol universally suitable for the networks of drones since the 
protocol’s effectiveness varies based on the number of nodes and the 
speed of the drones [67]. Some of the routing protocols can be improved 
by increasing their performance in terms of packet delivery rate and end- 
to-end delay [68]. However, they can present problems of adaptability 
to frequent variations in the drone’s formation.

Security issues in drone communication. Security protocols used 
on drones must be lightweight, due to the limited resources. However, 
common encryption solutions usually require high computational ca
pabilities and, consequently, a considerable use of resources.

To demonstrate the vulnerability of drones to cyber-attacks, several 
tests have been conducted on drone prototypes [69]. Results show that 
all the attacks achieved a success rate between 48 % and 64 %, thus 
highlighting the importance of implementing more efficient security 
protocols. Secret keys can be used to guarantee the confidentiality of 
data sent from the drone to the ground station, also achieving perfor
mance gains in terms of throughput [70,71]. Also, blockchain can allow 
secure communication, with low demands in terms of computational 
capabilities. Blockchain-based schemes have been analyzed to create a 
decentralized registry.

4.2. Technologies and protocols for the IoD

The selection of the wireless technology used for drone communi
cation at the physical layer is of great importance to optimize the 
communication performance of networks of drones. It depends on many 
factors, including the type of drone tasks, their duration, the environ
ment, drone mobility, communication range, limitations on transmitted 
data or energy consumption. For example, technologies like cellular 
networks and satellite communications can cover large areas, providing 
high throughput and reliable connectivity; nevertheless, they require 
high energy consumption and delay. Vice versa, technologies like 
Bluetooth and Zigbee have an extremely low power footprint and delay, 
but also a low transmission bandwidth, and throughput, and are more 
subject to interferences caused by obstacles [8].

Given all these premises, in what follows the most relevant tech
nologies for IoD communication are synthetically discussed.

Wi-Fi communication. The widely known Wi-Fi radio channels in 
the 2.4 GHz and 5.8 GHz bands are also used to control drones via Radio 
Control (RC) devices like smartphones and tablets [72]. Using the Wi-Fi 
band has the advantage of transmitting data and images in real-time at 
high speed [72]. However, the transmission of flight commands over the 
Wi-Fi band is subject to interferences, since it occurs in the unlicensed 
Industrial, Scientific and Medical (ISM) band which is used by many 
devices [73]. To this end, RC systems that operate on frequency bands 
different from those of Wi-Fi can be a valid option [74].

mmWave communication. The mmWave technology is particularly 
attractive in the IoD, because of its intrinsic advantages in terms of very 
high frequency and increased bandwidth, and beam-forming due to the 
short wavelength. Nevertheless, there are also disadvantages of trans
lating into attenuation in free space propagation and blocking effect due 
to obstacles and objects.

Different aspects related to the mmWave technology are investigated 
in modern research, ranging from channel propagation characteristics to 
the implementation of beam-forming techniques that account for 
channel variations, the impact of the Doppler effect due to drone 
mobility, and the adoption of spatial-division multiple access to increase 
the network capacity [8]. This technology is not only typical of access 
networks; it can also be employed for backhaul links in drone-assisted 
networks, where drones act as relay nodes. This technology can also 
be integrated with the last-generation cellular networks (5G, or 5GB) to 
provide reliable connectivity among drones and in the backhaul link 
[75]. Also, the Air-to-Ground (A2G) channel can exploit the mmWave 

data transmission for drone communications, in different mmWave 
frequency bands and several environments (urban, suburban, rural, and 
overseas).

The mmWave communication suffers from some important issues 
that need to be properly addressed to provide reliable connectivity 
[76,77]. That is, a LoS path is required between a drone and a ground 
station, or another drone, to reach a high-rate, low-latency transmission. 
In case of obstacles of whatever nature (buildings, vegetation, differ
ences in the ground height, etc.) can disrupt the LoS channel, degrading 
the mmWave communication performance. Accordingly, drone 
communication through mmWave technology can be an attractive so
lution only for some specific scenarios, like high-quality multimedia 
transmission in LoS coverage. An alternative solution to provide 
mmWave connectivity for swarms of drones is the implementation of 3D 
antenna arrays, whose aim is the implementation of Multiple Input 
Multiple Output (MIMO) techniques to perform beamforming [76,78].

Machine-type communication. Machine-Type Communication 
(MTC) can be used in drone networks and application scenarios like 
public safety. Two kinds of MTC communications can be considered, 
whether the communication range is short or wide. Wide-range com
munications provide coverage over a large area. In this category fall 
cellular communication, WiMAX, and satellite communication. On the 
contrary, short-range communication is used for small-area coverage. In 
this second category fall, among others, Zigbee and Bluetooth. Wide- 
range communication technologies are suitable for the control of 
drones flying at high altitudes and from long distances. In this scenario, 
also last-generation cellular networks are particularly attractive to 
guarantee reliable drone connectivity for data collection and processing, 
as well as for video streaming applications [14,77].

Cellular technology. Drones need to be controlled beyond the LoS 
in several application scenarios. This task can be accomplished thanks to 
the integration with cellular networks, where each cell is managed by 
the Base Station (BS) that provides radio coverage over a defined area, 
also guaranteeing persistent connectivity to the User Equipments (UEs). 
Accordingly, multiple BSs greatly increase the total coverage area and 
provide connection redundancy and capacity increase [14]. Cellular 
networks can overcome the problem of limited bandwidth and coverage 
when the ISM band is used, due to the cellular network’s ability to 
provide wide coverage with high throughput, and with low-power small 
devices which characterize drones’ connectivity hardware. As regards 
video streaming, 4G networks can improve throughput, loss rate and 
delay if used in combination with drones, despite the negative aspects of 
multipath propagation, shadowing, and fading that characterize the 
wireless channel. A high video encoding efficiency is beneficial for 
seamless video transmission. In this context, a network architecture 
consisting of indoor femtocells and outdoor macro-cells is particularly 
efficient [14].

In recent years, the rapid growth of 5G-and-Beyond (5GB) cellular 
networks has paved the way for several applications and technologies 
involving drones [75]. Specifically, drone swarms can rely on 5GB 
networks to transmit huge amounts of data, like high-quality videos and 
images, in surveillance and monitoring scenarios [79,80]. Drones can 
efficiently be used as BSs to deliver wireless connectivity in areas where 
the ground cellular infrastructure is poor or absent, like rural areas, or 
can serve to provide temporary coverage for limited-time events, aba
ting the costs of network deployment [14]. Drones used as BSs have also 
the capability to relay data to other networks, offloading the terrestrial 
network, saving resource consumption and reducing interferences with 
adjacent cells [79,81,82]. Fig. 6 depicts a schematic representation of a 
drone-assisted 5GB cellular network [73,75].

The current cellular wireless networks integrating drones exploit 
different technologies to reach this goal, like D2D communications, 
small-cell networks and mmWave communications [73].

WiMAX technology. WiMAX is an enabling technology to provide 
broadband access over relatively large areas. If compared to the more 
widespread WiFi, it covers larger distances at a lower cost, reaching a 
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theoretical data rate of about 75 Mb/s per user for the fixed part of the 
network, and 30 Mb/s for the mobile part of it [84]. The WiMAX tech
nology can be used in some application scenarios involving networks of 
drones, like rescue systems and emergencies, where drones can 
communicate through WiMAX because of its peculiarities, i.e., support 
for mesh networks, capability of differentiating different traffic types, 
support of security (authentication and encryption), throughput and 
coverage capabilities, support for mobility, low cost and ease of instal
lation. According to several studies, WiMAX can also be used for com
mand and control of drones due to its low Round Trip Time (RTT) and 
jitter [14].

As testified in [14], the peculiarity of mobile WiMAX to define 
different Quality of Service (QoS) classes corresponding to different 
requirements for data rate and delay makes it suitable for applications 
for transmission of control information of fleets of drones, like, for 
example, flight routes and telemetry, and under different environmental 
circumstances.

Satellite communication technology. There are situations where 
the drone is not in the visibility range to transmit data to other drones, or 
the ground station. In this case, satellite communications (SATCOM) can 
be of great help in guaranteeing communication. Moreover, SATCOM is 
of paramount importance to guarantee mission-critical communica
tions. SATCOM can be used in different scenarios: for drone communi
cation or as a relay for A2G communication [14]. Furthermore, because 
of the high channel capacity of the satellite link, SATCOM can be used 
for multimedia data transmission, like live photos and videos through 
drones, even if the end-to-end delay increases if compared to ground 
network scenarios. As regards satellites used as relay nodes, the trans
mission performance depends on several factors like drones’ trans
mission power, data rate and satellite transmission power. This solution 
can be considered as a valid alternative to networks of drones in which 
the latter are used as relay nodes, because of the larger overlay range 
and the higher stability and data rate of the satellite link. This holds 
especially in applications that require transmission of high volumes of 
data, like transmission of high-quality images over long distances [14].

Bluetooth technology. Bluetooth (IEEE 802.15.1) is a standardized 
short-range protocol, with a maximum range of 100 m, aiming at a low 
power consumption. There are three versions of this technology, that 
differ for the operating data rate. The maximum data rate is instead of 24 
Mbps [82,83]. This technology can be adopted also for flying networks 
of drones, but preferably integrated with other wireless communication 
technologies, due to the short-range communication [14]. Bluetooth can 
be applied to drone-based platforms with short-range communication to 
support distributed sensing and control operations, where the drone 

flights autonomously and carries on different missions with low 
computational power and reliable communication [86]. Studies on this 
technology applied to drones have testified that different real-world 
implementations, like drone collision avoidance, obstacle avoidance, 
formation flight for task accomplishment, etc., are possible [14].

Zigbee technology. Zigbee (IEEE 802.15.4) is a low-power stan
dardized protocol suite, that also includes security aspects, used for low 
data rate communications where energy saving is a particularly strin
gent requirement. If used in mesh network configurations, it reaches also 
larger coverage ranges. At the physical layer, it presents an increased 
signal robustness against interference. Data rates are relatively low, 
reaching up to 250 kbps at the frequency of 2.4 GHz. Zigbee is used 
mainly for intermittent data transmission in Internet of Things (IoT) 
scenarios involving sensors, even if its application scenarios extend to 
control and monitoring applications, and home and factory automation 
[,85].

Applications of ZigBee in networks of drones are limited to indoor 
environments for drone localization purposes, preferably in combina
tion with other inertial systems to increase position accuracy [88], or for 
communication and position estimation during the drone landing phase 
[85].

Other communication technologies. Cognitive Radio (CR) tech
nology is a promising solution to mitigate the main issues in spectrum 
utilization of other wireless technologies (Wi-Fi, Bluetooth, or cellular 
communications) for drone-based applications. CR technology allows 
for accessing the spectrum in an opportunistic way, by sensing it through 
advanced radio techniques and transmitting data over bands that are not 
utilized by other transmissions [87]. It also allows the simultaneous use 
of the same spectrum to serve different users, without exceeding an 
interference threshold. Optical wireless communication has been stud
ied in recent works for the so-called Free Space Optical (FSO) commu
nication systems. The latter exploits the optical signal for high data rate 
communications over relatively long distances. In FSO systems, drones 
can act as relays moving in the space [88,89].

In networks of drones, the Long-Term Evolution -Unlicensed (LTE-U) 
technology can be used for communication among drones that act as 
BSs, to increase throughput by exploiting the unlicensed spectrum. In 
critical scenarios, drone-BSs make use of LTE-U to fill coverage gaps due 
to, for example, damaged infrastructures that adopt other wireless 
technologies [90,91].

Table 2 provides a synthesis of the most relevant communication 
technologies for the IoD, with related data transmission requirements, 
communication ranges, and main advantages and disadvantages.

Fig. 6. Drone-assisted 5GB cellular network [75].
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4.3. Application example for IoD: the urban scenario

Although not already fully exploited in bridge inspection, the IoD 
paradigm can be fruitfully exploited in urban environments, where data 
coming from different sources are collected and processed, often in real- 
time, for different purposes like traffic monitoring, detection of events, 
rescue of people, emergency management, and public safety [92]. The 
general framework considers a network of drones that acquire data 
coming from sensors placed onboard the drones and/or relay data 
coming from ground sensors. Sensors can be of different kinds, accord
ing to the specific quantity to be monitored (e.g., video or sound, air 
quality, temperature, pressure, noise) [92]. Due to the very limited 
amount of processing resources of the drones, all the collected data are 
transferred and processed to purpose-specific servers, that can be placed 
at the edge of the network (i.e., a peripheral part of the network) or in 
the Cloud. Drones can accomplish different kinds of tasks, depending on 
the specific application implemented in the urban context. For example, 
one of the most important applications of IoD in urban scenarios is the 
real-time monitoring of different aspects of urban life like air quality, 
noise pollution and rubbish detection. IoD can also be adopted for traffic 
improvement. In fact, sensors distributed throughout the city and/or 
onboard the drones can provide useful traffic information, like conges
tion degree in specific city areas, the detection of accidents, or the check 
of road conditions. A network made of drones can assist other networks 
in disaster scenarios, big events (like sport events, concerts, etc.) and IoT 
applications [92].

Since the urban environment is full of obstacles and reflective sur
faces that degrade and distort the signal, communication technology 
plays an important role to guarantee reliable and low-latency data 
transfer. This explains why part of research efforts in the IoD are devoted 
to developing data routing and position optimization algorithms to 
reduce signal reflections and attenuations [93]. Moreover, the optimal 
routes computed by sophisticated routing and path planning algorithms 
aim to minimize the energy consumption of the drones [94].

To deliver data from sensors to the network Edge/Cloud, the IoD 
network is integrated with other networks such as vehicular networks, 
cellular networks, and IoT networks. Such integration is exploited to 
connect vehicles, reducing latencies and data losses when broadcasting 
information on natural disasters, critical weather conditions and acci
dents. Air quality monitoring makes extensive use of IoT devices, that 
often have a limited transmission capacity. Accordingly, drones are used 

to increase the transmission range and coverage [92]. In this context, a 
concrete possibility is that drones first reach the location of IoT devices 
to gather data and then deliver data to the ground station for post- 
processing and analysis. Once again, path planning algorithms play a 
critical role for the same reasons highlighted above.

Drones can collect and deliver heterogeneous data, of whatever kind 
(images, videos, drone position and velocity, sensed measurements, etc.) 
and some of them can be sensitive and/or life-threatening, making se
curity and privacy a critical issue [94]. There is not any standardized 
scheme to implement such features in IoD. The solution followed is to 
implement cryptographic mechanisms and authentication schemes 
borrowed by the classical Internet scenarios. Nevertheless, all the se
curity algorithms have not been conceived for resource-constrained 
devices like drones. This implies that more investigation is needed to 
reduce the computational complexity of cryptographic and authentica
tion mechanisms, at the same time keeping a high level of robustness 
against attacks and security breaches. Also privacy should be guaran
teed, making drones more “privacy-oriented”; a concrete possibility is 
the adoption of machine learning techniques that can be implemented 
both in the IoD and IoT networks [94].

As a result of those successful application examples, author expect 
that IoD will make data management and transmission cheaper and safer 
for bridge inspections in complex environments. A deeper discussion of 
research trends in presented in Section 4.4.

4.4. Challenges and research directions in the IoD

The IoD is a fascinating topic, due to its adaptability to a wide variety 
of application scenarios, its flexibility in network formation and 
configuration, its integration with terrestrial networks for data ex
change, and the capability of drones to act and coordinate autono
mously, or with very limited intervention by humans. At the physical 
layer, the analysis of the recent literature on this topic confirms that 
different technologies can be used for communication among drones and 
between drones and the ground infrastructure. The most suitable of 
them are chosen to meet different needs, from the increase the coverage 
performance to the allocation of channel resources and the improvement 
of path reliability and planning, and position optimization. The most 
relevant challenges in this aspect are mainly connected to real-world 
operating conditions, such as NLoS conditions and/or the presence of 
obstacles. To face these issues, the choice of the most suitable 

Table 2 
Comparison of communication technologies for IoD.

Communication 
Technology

Data rate Communication range Advantages Disadvantages

WiFi Up to 100 
Gbps

About 100 m (outdoor) High transmission rate 
Real-time data transmission

High signal interferences

mmWave Up to 7 Gbps From 20 m (omnidirectional) to 100 m 
(directional) in LoS

Very high frequency and transmission 
rate

High signal attenuation and 
interferences 
LoS coverage

Cellular (LTE, 5G) Up to 20 
Gbps

Several km Large coverage area 
High data rate

Multipath propagation, 
shadowing and fading effects

WiMAX Up to 75 
Mbps

Up to 50 km (LoS)

High-speed transmission over long 
distances 

Large coverage area 
Low cost

Signal interferences 
LoS channel for long distances

SATCOM
About 20 

Gbps Hundreds of square km

Beyond LOS (BLOS) communications 
High data rate 

Large coverage areas 
Support for mission-critical 

communications

High transmission delay 
High transmission power 

High costs of implementation and 
maintenance

Bluetooth Up to 2 Mbps Up to 100 m
Low power consumption 

Low interference 
High compatibility

Low data rate 
Low transmission range 
Security vulnerabilities

ZigBee Up to 250 
Kbps

Up to 100 m
Low-power transmission and high 

battery life 
Low-cost implementation

Low data rate 
Low transmission range
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communication technology that matches the specific application needs 
is a viable solution, which depends on several factors, i.e., the envi
ronment, the communication range among drones and between drones 
and terrestrial nodes, and energy consumption [8]. In addition, con
nectivity can be improved through modulation techniques specifically 
employed for drone-based networks, and the development of accurate 
channel models to study coverage performance, resource allocation and 
reliability in data routing, path planning and position optimization of 
drones. Research in this context is moving on to the implementation of 
optimization algorithms for resource allocation and path planning, 
which are very important topics in the IoD framework. Specifically, the 
recent research focuses on i) path planning algorithms that consider 
energy consumption and safety, ii) mathematical models for path 
planning optimization, iii) route planning in smart cities, and iv) 
simulation tools of real IoD applications [95,96]. The main challenges 
are that the drone path planning algorithms must run in real-time, 
requiring high computational load and energy consumption to find the 
optimal solution. This is a serious drawback for drones, that are battery- 
powered and with limited computational resources. Other challenges 
are related to the practical integration between drones and terrestrial 
nodes, especially in monitoring and controlling IoD applications, and 
the development of accurate tools considering multi-drone interactions 
[95].

Another critical aspect is the IoD integration with terrestrial net
works. In this context, research efforts have been directed towards the 
design and implementation of innovative networks, able to integrate 
swarms of drones with other terrestrial network infrastructures like 
Vehicular Ad-hoc NETworks (VANETs), Public Transportation Systems 
(PTNs), cellular networks, or IoT networks. As obvious, the integration 
must be “intelligent”, that is, it must take into account the different 
characteristics of each network, demanding to the IoD network the 
critical task of bridging the terrestrial networks, and taking into account 
the network features in terms of connectivity, energy consumption, 
network resiliency and application scenarios [93]. The challenges to be 
faced in this field can be summarized into: i) the management of het
erogeneous data to avoid unnecessary data overload due to the lack of 
synchronization among networks, ii) the integration of networks with 
different energy and capacity bounds, iii) the implementation of ad-hoc 
routing protocols that consider the integration of IoD with other het
erogeneous networks, iv) the optimization of existing applications, in 
terms of reliability, and the creation of new ones that can benefit from 
the network integration, and v) the secure cooperation and interopera
bility among different networks, that must guarantee privacy and se
curity in the plurality of applications and services [93]. To this end, 
research is focusing on the development of a cooperative schema to 
increase communication efficiency and reduce data overhead and losses, 
together with scheduling mechanisms to decide which node must 
transmit the information, when, and at what frequency. This in turn 
implies the adoption of efficient synchronization mechanisms among 
drones and different networks [8].

Energy efficiency is of paramount importance in the IoD and is one of 
the most analyzed aspects of recent research. In the vast majority of IoD 
applications, drones are employed to acquire and exchange data that 
will be subject to processing. Nevertheless, data processing cannot be 
performed onboard the drones because of their limited amount of 
computational resources, but it should be demanded by centralized 
systems with high capacity, in terms of both processing units and 
amount of memory. The main goal, in this context, is the offloading 
capacity of drones to optimize metrics like the power consumption of the 
drones, the ground network and the processing centers, and the distance 
travelled by the drone to offload data. Solutions have been proposed in 
literature, that exploit Fog computing jointly acting with the Cloud 
servers to meet these requirements [97]. From the research studies it 
emerges that several factors influence energy efficiency: drone speed, 
trajectories and path, deployment of relay nodes of terrestrial networks, 
the choice of communication technology (as described in Section 4.2), 

resource allocation, scheduling of data transmission, cooperation among 
drones, and computational offloading. Nevertheless, the metrics to be 
optimized often require the solution of multi-objective algorithms, very 
complex to implement [95]. Another challenge resides in the very 
frequent changes in the drone network topology because of the high 
mobility of drones. This requires a very frequent update of the infor
mation of the drone state (e.g., their position and velocity), which in 
turn brings to an additional exchange of control information among 
drones and/or ground nodes [8].

The IoD has great potential to ease and automate operations in a 
wide variety of application scenarios. Nevertheless, sensitive data can 
very easily be exchanged through the wireless medium, which is open. 
This poses important security concerns, that are deeply analyzed in the 
current research on IoD. It is well known that drones usually collect and 
exchange data like videos, images and side information (e.g., GPS co
ordinates, date and time) as captured from the sensors onboard. This 
information is very often critical and should never be leaked or 
compromised in whatever situation. Security requirements, in terms of 
data confidentiality, integrity, availability and authenticity as well as 
privacy preservation, are critical for IoD. Recent research has made 
significant efforts to implement robust security mechanisms that can be 
managed with the limited resources of drones to tackle threats and se
curity breaches [98]. The security solutions proposed in the recent 
literature on this topic include authentication mechanisms, intrusion 
detection and privacy preservation strategies. Authentication in IoD is 
reached through biometric approaches, hashing operations, crypto
graphic schemes, predictive methodologies, lightweight cryptosystems, 
Authentication Key Agreement (AKA) schemes, and the adoption of 
blockchain-based schemes. Intrusion detection schemes for the IoD 
consider the integration with neural networks and big data analytics. 
Privacy preservation is performed mainly through policy-based or 
technique-based mechanisms [94,98]. Some challenges need to be 
overcome for efficient security in IoD. The most relevant of them is that 
robust schemes and low computation and communication costs are both 
important, yet contrasting, requirements: lightweight schema can have 
security weaknesses, and robust schemes require high computational 
and transmission costs. So, the best trade-off between efficiency and low 
computational cost must be found. There is also a regulatory aspect that 
must be taken into account when drones are employed. Privacy concerns 
arise whenever data propagation occurs (i.e., whenever drones acquire 
images and/or videos with private information). The countermeasures 
taken (e.g., censoring information, or deleting the image/video) 
strongly depend on the regulatory laws nevertheless are not uniform for 
all countries and depend on “local” laws. To bridge this gap homoge
neous, worldwide regulatory laws for IoD activities would be desirable, 
but this challenge will be very difficult to overcome in the next future 
[8,92].

5. Inspection outcomes for damage detection

This section presents two primary applications of drone-based in
spections. The first focuses on using drone-mounted cameras for surface 
damage detection and on the integration of surface damage with Bridge 
Information Models (BrIM). The second examines drone-based tech
niques for SHM, focusing on dynamic characterization of bridges and on 
non-destructive testing.

5.1. Surface damage detection and 3D reconstruction

Drones provide bridge inspectors with quick and safe access to hard- 
to-reach areas, without the need for expensive equipment, and requiring 
relatively short data collection times. Inspection data can be directly 
used on site, as images are made available to the operator for an im
mediate and qualitative visual judgment of the bridge conditions. 
Moreover, data can be post-processed to obtain quantitative information 
on large datasets. For instance, the use of computer vision techniques 
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enables the condition assessment of bridge elements using images 
gathered from the drone, evaluating the number and width of cracks 
starting from hundreds of images. Furthermore, drones can be used for 
the reconstruction of 3D point clouds that provide easily interpretable 
information regarding surface damage. Finally, the integration with 
BrIM is crucial for providing objective estimations of bridge degradation 
over time [13].

5.1.1. Automated surface damage detection
Automated surface damage detection exploits ML algorithms to 

recognize recurrent surface damage patterns. The input is usually a set of 
images that can be simply RGB (i.e. the one taken even by a smartphone 
camera), or coming from specialized cameras, as in the case of infrared 
thermography. The most recognized anomalies include cracks, exposed 
and oxidized reinforcement bars, superficial defects such as efflores
cence, and vegetation. There is a wide range of studies, coming from the 
field of computer vision, that exploit a wide variety of algorithms to 
perform surface damage and, more specifically, crack detection. Cracks 
are a common type of surface damage. The possible output of crack 
detection includes crack number, length, and width. For example, Perry 
et al. [99] proposed an algorithm trained for the identification of com
mon damages such as cracks and spalling. An OpenCV library is used: 
the colored image is corrected and transformed into a grey-scale image. 
Then, a canny edge detector is used to identify cracks. It is, therefore, 
possible to identify the number of cracks and their length, but not their 
opening width. Other papers pay attention to recognizing different 
damage types. For instance, Belcore et al. [100] present OBIA (object- 
oriented supervised ML) exploiting segmentation to group similar pixels 
into objects and then classification to organize objects into classes (e.g. 

areas with unwanted water drainage, oxidized rebars).
Finally, in both cases of crack detection and damage recognition, 

images can be pre-processed or post-processed to improve the quality of 
results. Duque et al. [44] distinguish high-quality to low-quality images, 
based on the definition of sharpness and entropy of a single image. 
Successively, images are processed either by using pixel-based mea
surement software (ImageJ) or by using a photogrammetric approach. 
Results are compared in terms of the quality of the result and compu
tational time. Jeong et al. [101] propose a procedure in which, after 
damage detection with ML, the quality of images containing damages is 
improved to ease elaboration and measurements. Improvements regards 
contrast, brightness, and sharpness. Various types of damage, including 
split, crack, weathering timber, and paint failure are detected using a 
Convolutional Neural Network (CNN).

Some algorithms are specifically developed for low computational 
time, to enable real-time crack detection to guide the drone towards the 
most critical areas. Yang et al. [102] implemented a real-time damage 
detection algorithm integrated with drone flight, as illustrated in Fig. 7. 
The study highlights that relying on a ground server for real-time pro
cessing of drone-captured videos is not ideal for supporting real-time 
flight control. This approach can introduce delays due to video encod
ing, streaming, and potential interruptions in the video stream caused by 
connection issues, obstacles, or adverse weather conditions, which in 
turn increases response time. To address these challenges, the re
searchers suggest developing a lightweight, energy-efficient, real-time 
damage detection algorithm that can be deployed directly on drones, 
thus eliminating the need for extensive data exchange with external 
servers. S. Jiang et al. [103] implemented a real-time detection method 
based on the YOLO (You Only Look Once) family of neural networks, 

Fig. 7. Examples of different types of annotated defect images in the concrete bridge damage dataset [104].
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which is particularly suitable for high-speed and accurate object clas
sification. Also, in this case, the drone has sufficient computational 
power to perform on-board damage detection. Drone guidance is aided 
by a vision-inertial fusion positioning method. The method is also pro
vided with an automatic damage localization procedure.

Another way to perform surface damage detection is through the use 
of infrared images. Deteriorated areas on concrete (e.g. delamination 
areas) emit electromagnetic waves with slightly different intensity and 
wavelength distributions with respect to undamaged concrete. Based on 
the variation of those quantities, it is possible to classify surfaces of 
bridge portions according to their level of damage [105].

There is a wide range of approaches to extract information about 
surface damage from datasets. Each approach can be differentiated in 
terms of the methodology used and the type of output data, as indicated 
in Table 3. However, there are common issues that should be addressed, 
such as image quality, resolution and number of images, pre-processing 
and pre-selection of images, computational burden, requirements of pre- 
training, possibility of real-time use, quality of results, considering 
missed objects, false positives, dimensional estimations. Li et al. [106] 
remark interesting recommendations for effective image gathering, as 
follows. 

• Use high-resolution cameras: Since crack identification relies 
significantly on image clarity, employing high-resolution cameras 
becomes crucial to improve the precision in crack size measure
ments. This holds for both manual measurements and image 
processing.

• Provide adequate illumination: Capturing images of cracks under 
low illumination conditions poses challenges due to reduced 
contrast. To mitigate these challenges and enhance accuracy, it is 
advisable to incorporate lighting equipment. Adequate illumination 
aids in overcoming difficulties and uncertainties associated with 
identifying crack edges.

• Capturing from multiple orientations: Crack edges situated in 
concrete erosion areas present unique challenges. Employing multi
ple images captured from diverse orientations can effectively 
diminish uncertainty in identifying edges and enhance precision in 
measurements.

• Shortening the distance between the drone and the bridge: 
Bringing the drone closer to the bridge during image capture can 
facilitate obtaining higher-resolution close-up images. To achieve 
this while ensuring safety, the use of safety equipment becomes 
essential. Shortening the distance between the drone and the bridge 

enhances the resolution of close-up images, contributing to more 
detailed and accurate crack assessments.

5.1.2. 3D point cloud and BrIM
3D point clouds are highly effective for supporting damage detection 

by providing inspectors with compact, photorealistic 3D models of 
bridges, where surface defects such as spalling and exposed rebars can 
be easily identified. Drones play a key role in creating these detailed 3D 
reconstructions through two primary methods: photogrammetric 
reconstruction and LiDAR scanning. Both approaches produce photo
realistic 3D point clouds, which can be exported into Bridge Information 
Modeling (BrIM) systems to streamline bridge management and enhance 
data collection. When combined with automated crack detection or 
damage classification, these models significantly improve the efficiency 
of inspection processes. For instance, a database can be created to cat
alog cracks present in the bridge, detailing their size, location, and 
severity, which directly supports decision-making. A compelling appli
cation of 3D point clouds is their integration with virtual reality tools, 
allowing operators to conduct virtual inspections using a visor [4]. 
Achieving the highest resolution possible is crucial for detecting a 
maximum number of damaged elements. Regarding precision, Khaloo 
et al. [111] completed a 3D photogrammetric reconstruction of a trussed 
timber bridge, using images captured from a drone. The level of detail 
was sufficient to see details of joints and detect timber damage. The 
photogrammetric reconstruction outperformed the LIDAR-based 
reconstruction in terms of precision. However, even with high preci
sion, detecting small cracks with opening widths in the millimeter range 
can be challenging. For instance, in the study by Mirzazade et al. [109], 
a 3D point cloud with sub-centimeter accuracy was generated, but it was 
insufficient to directly identify such fine cracks. To overcome this lim
itation, the point cloud was paired with a CNN designed to detect and 
segment cracks from 2D RGB images. In a subsequent step, the cracks 
identified in the 2D images were mapped onto the 3D point cloud to 
enable damage localization.

Another important aspect is bridge segmentation, which provides 
decision-makers with a clear understanding of which specific bridge 
components are damaged, as well as the extent and severity of the 
damage. H. Kim et al. [112] performed a semantic segmentation of 
bridge components (e.g., deck and piers) starting from a 3D cloud 
created from close-range images collected by a drone, as shown in Fig. 8. 
Perry et al. [99] successfully integrated damage detection with locali
zation on a 3D point cloud, resulting in a Bridge BrIM enriched with 
detailed information on the number and characteristics of cracks for 

Table 3 
Comparison of methods employing drones for surface damage detection.

Reference Research objective Research method Damage type Research outcome

[99] Crack detection and 
localization

Open-source crack detection algorithm + point cloud 
clustering for localization

Cracks BIM model with damage information

[100] Detection of different defects Open-source software for segmentation and 
classification

Drainage, uncovered metal 
bar, oxidized rebar

Images with different damage types 
overlapped

[107] Damage detection and 
quantification

Selection of high-quality images + pixel and 
photogrammetric-based methods to extract 
quantitative data (e.g. length, area)

Cracks, rust stain Quantitative evaluation of crack length 
and width, and area of rust stain

[101] Damage detection and 
classification

Improve image visibility + damage classification 
using CNN

Cracks, weathering, paint 
failure

Inspection report with cracks 
measurement

[103] Real-time damage detection 
and localization

Lightweight CNN for + Simultaneous Localization 
And Mapping (SLAM) for damage localization

Cracks, spalling, corrosion Bridge 2D image with information on 
damage

[105] Damage identification through 
infrared thermography

Categorization of delamination severity using k- 
means clustering

Delamination Condition map of bridge deck

[108] Damage detection DEEP (DEfect detection by Enhanced 
image Processing) software for pre-classification of 
structural elements and detection of defects

Paint absence, efflorescence 
corrosion, loss of thickness

Quantitative evaluation of defects

[109] Crack localization, 
segmentation and overlapping 
on a 3D model

Hybrid approach: CNN for crack detection and 
segmentation + localization through photogrammetry

Cracks Generated orthophoto as a photorealistic 
representation of detected crack with its 
measurement

[110] Damage detection Hybrid learning framework for damage detection and 
quantification

Rust area Numerical evaluation of rust area
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each bridge component. In the BrIM, “damage cubes” are placed at the 
damaged locations on the components, effectively documenting and 
visualizing component-specific damage information.

Additional studies [13,36] highlight the effectiveness of photo
grammetric 3D point clouds for structural analysis. These studies 
demonstrate that high-quality 3D point clouds can be efficiently 
generated from partially overlapping RGB images of bridges, captured 
using standard cameras mounted on commercial drones. This method 
showcases how advanced 3D reconstructions can be achieved with 
widely accessible and cost-effective equipment. The on-site inspection 
process for a standard bridge typically takes around 1 to 4 h. Subse
quently, photogrammetric software requires approximately 10 to 20 h of 
computational time to extract the 3D point cloud. The resulting 3D point 
cloud files are usually between 1 and 10 GB in size. Additionally, 2D 
orthomosaics can be derived from these 3D point clouds, significantly 
reducing storage requirements while retaining valuable structural de
tails for analysis.

Perez Jimeno et al. [45] present an insightful comparison between 
traditional and drone-assisted inspection techniques. Their findings 
reveal that traditional inspection methods require approximately 240 
min of fieldwork and three days of office work, relying on tools such as 
cameras, measuring tapes, flashlights, and computers. In contrast, 
drone-aided inspections significantly reduce fieldwork to just 60 min, 
though they require slightly more office work, totaling four days, using 
drones, GNSS, and computers. Notably, traditional methods provide 
access to only 80 % of the bridge, while drones enable comprehensive 
access to 100 % of the structure. Drone inspections also demonstrate 
higher accuracy in detecting damage, particularly in hard-to-reach 
areas. The study further suggests that integrating AI could streamline 
repetitive tasks and significantly reduce office time, while employing 
advanced hardware could enhance computational efficiency and overall 
performance.

5.2. Drones for structural monitoring

OMA techniques are used to determine the dynamic characteristics 
of a structure based on its response to operational loads or ambient 
excitation. These techniques can operate in either the frequency or time 
domain and aim to identify dynamic properties such as modal shapes, 
natural frequencies, and damping parameters. The identified modal 
parameters can serve various purposes. When developing a Finite 
Element model of a structure, parameters such as elastic modulus or 
cable prestressing force can be adjusted to align the model with the 
dynamic behavior observed in the real structure. Furthermore, con
ducting OMA throughout the structure’s lifespan, in conjunction with 
damage identification algorithms, provides insights into the structure’s 
health. For instance, changes in natural frequencies—whether gradual 
or abrupt—can indicate potential damage (e.g., stiffness reduction), 
reflecting alterations in the structural response.

The use of drones offers promising solutions for OMA, with two 
primary implementation approaches. The first, referred to as contact- 
based OMA involves the use of the drone as a mobile accelerometer. 

The second, known as vision-based OMA, employs a drone equipped 
with a camera to track bridge displacements, from which modal infor
mation can be derived. While precision-related challenges remain an 
important area for discussion, both methods share a significant advan
tage: they enable access to all bridge locations, including intrados and 
pillars, without posing any risk to the operator.

5.2.1. Drones for contact-based operational modal analysis
In the context of contact-based OMA, drones can act as mobile ac

celerometers by flying to and attaching themselves to different parts of a 
bridge. Each drone is equipped with an Inertial Measuring Unit (IMU) 
that includes embedded accelerometers, enabling even low-cost drones 
to conduct accelerometric measurements through direct contact. There 
are two primary methods for establishing contact between the drone and 
the bridge: 

• The drone can land on the bridge, and measurement is performed 
when the drone propulsion system is turned off [113].

• The drone can hover in contact with the bridge intrados, with the 
propulsion system turned on. The so-called ceiling effect reduces the 
required thrust and ensures stable contact, as shown in Fig. 9 [114].

Both solutions for contact-based OMA necessitate careful consider
ation of the dynamic influence of the drone structure on the recorded 
frequency content. Factors such as the contact areas, suspension system, 
and damping characteristics must be analyzed to ensure accurate mea
surements. Additionally, when the drone is hovering, the blade rotation 
can introduce an extra dynamic effect, potentially impacting the 
recorded data. Measurement via direct landing is relatively straight
forward in terms of data acquisition but may involve challenges such as 
partial traffic restrictions and complexities related to regulatory 
compliance, particularly in areas with strict drone operation rules. On 
the other hand, measurements taken while in contact with the intrados 
avoid interference with bridge traffic, offering a significant advantage in 
terms of operational feasibility.

Despite its potential, the application of contact-based modal analysis 
remains only partially explored in the literature, suggesting a need for 
further research to refine these methods and address the associated 
challenges.

To ensure proper contact during contact-based OMA, Sanchez- 
Cuevas et al. [114,115] exploit the so-called ceiling effect, a phenome
non where the airflow generated by the drone’s rotors creates a stabi
lizing force when the drone is close to the bridge surface. To ensure 
stable contact between the drone and the bridge intrados, a 3D-printed 
fairing is attached to the drone. Operating drones beneath bridges pre
sents several challenges. One significant issue is the lack of GNSS signal, 
which renders traditional positioning and navigation methods ineffec
tive in such environments. Additionally, the steel rebars within the 
bridge structure can interfere with the drone’s magnetometer, leading to 
imprecise altitude estimation. To address these challenges, techniques 
such as optical flow or visual odometry can be employed for navigation, 
providing reliable positioning in the absence of GNSS. In the 

Fig. 8. BrIM with Semantic segmentation. From [63].
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experiment, the drone is also equipped with a reflecting prism, enabling 
precise tracking through a total station, ensuring accurate navigation 
and positioning despite these constraints.

Mohammed et al. [113] investigate various contact-based ap
proaches for drones used in acceleration tracking to assess vehicle 
weights on bridges. Their study introduces a perching system mecha
nism that employs double-sided re-stickable tabs or magnetic solenoids 
to establish mechanical surface contact. A drone equipped with these 
tabs was successfully affixed to a clean wooden bridge surface, and 
accelerometric measurements from the drone-mounted sensors were 
compared with those from a fixed accelerometer. The results showed a 
concordance in the first natural frequency at 14.57 Hz and a general 
alignment in the higher frequency spectrum, demonstrating the feasi
bility of contact-based modal analysis with drones.

However, several questions remain unanswered regarding the long- 
term reliability and precision of these methods [113]. For instance, 
the contact pads used in the study can only be employed twice before 
needing replacement, and their application on rough concrete surfaces 
may present challenges. Additionally, while the experiment was con
ducted with the drone’s propulsion system turned off, performing 
measurements with the propulsion system active might introduce noise 
due to the ceiling effect, potentially impacting data accuracy. Further
more, the performance of drone-mounted IMUs should be systematically 
compared with that of conventional accelerometers typically used in 
SHM for robust validation.

In another work, Mohammed et al. [116] describe a bridge inspec
tion procedure utilizing a swarm of drones for both contact-based 
monitoring and visual crack detection. In this approach, contact is 
achieved through a small lift-suction solenoid electromagnet capable of 
holding up to 0.5 kg. While this mechanism shows potential, it has only 
been tested on traffic light columns.

To the authors’ knowledge, no other studies have directly addressed 
contact-based bridge modal analysis. The coupling effect between the 
drone and the bridge structure remains an open area of research, 
particularly regarding its influence on measured frequencies. An 
example of the use of autonomous vehicles supporting moving acceler
ometers can be found in [117]. Another correlated research field in
volves the use of drones as manipulators to deploy and retrieve sensors 
that, once in contact with the bridge, are detached from the drone and 
therefore act as traditional accelerometers. [118,119]. In this case, the 
increase in accuracy of fixed accelerometric measurement is counter
balanced by the complexity of the deployment mechanism.

5.2.2. Drones for vision-based operational modal analysis
Most existing approaches for vision-based OMA relies on cameras to 

evaluate bridge displacements by tracking pixel movements across video 
frames using specialized algorithms. After obtaining the displacement 
time history, system identification methods are applied to extract the 
modal parameters. However, this approach is prone to errors caused by 
unintended drone movements and vibrations. To address these issues, 
stabilization techniques such as fixed-point tracking, inertial compen
sation, or high-pass filtering can be employed to reduce the impact of 
these disturbances.

To date, most studies in this field have focused on laboratory-scale 
mock-ups or small-scale pedestrian bridges, which are typically more 
flexible and exhibit more pronounced displacements than medium-span 
reinforced concrete bridges. Additionally, environmental factors can 
significantly impact the performance of point tracking in vision-based 
OMA. For example, wind can amplify drone vibrations, compromising 
the stability required for precise measurements, while low illumination 
conditions can deteriorate image quality, further hindering tracking 
accuracy. To date, most research in this area has focused on laboratory 
mock-ups or small-scale pedestrian bridges, which are inherently more 
flexible and exhibit greater displacements than medium-span reinforced 
concrete bridges. This focus limits the applicability of current findings to 
more rigid structures. To the authors’ knowledge, field tests using 
drones for vision-based OMA on medium-span reinforced concrete 
bridges have not yet been conducted. Fig. 10 illustrates the typical 
process for obtaining modal parameters, which involves several steps 
that can be approached using different methodologies. Each step is 
outlined in detail below to provide a comprehensive understanding of 
the overall procedure.

STEP 1: Video acquisition. The input video for vision-based OMA is 
typically acquired using cameras mounted on drones. These cameras are 
usually the ones provided by the drone manufacturer, with resolutions 
ranging from 1280 × 720 to 4096 × 2160 pixels and frame rates be
tween 24 and 90 frames per second. However, the influence of different 
camera resolutions on the accuracy of modal parameter extraction has 
not been thoroughly explored in the literature. Regarding frame rate, it 
is important to note that the maximum trackable frequency (Nyquist 
Frequency) is limited to half the sampling rate, highlighting the 
importance of selecting an appropriate frame rate based on the expected 
frequency range of the monitored structure. The distance between the 
drone and the target is a tradeoff between accuracy in capturing 
displacement and the possibility of capturing a wider area of the bridge. 

Fig. 9. Drone hovering attached to bridge intrados [114].
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Usually, distances between the camera and the target are in the range 1- 
5 m. Bolognini et al. [35] propose synchronizing videos captured 
simultaneously by multiple drones, each covering partially overlapping 
regions of the structure. This method enables accurate displacement 
measurements over a wider area without altering the camera-to-target 
distance, facilitating more reliable and detailed extraction of modal 
shapes. Similarly, Hoskere et al. [30] utilize a single drone to record 
videos of different bridge portions at different times. The information 
from these recordings is then combined to produce a comprehensive 
analysis of the structure.

STEP 2: Camera calibration. Camera calibration is performed to 
remove the possible lens distortion induced by the wide-angle lens, 
which are usually adopted for consumer-grade cameras. Yoneyama et al. 
[49] calibrated the camera using a checkerboard pattern with known 
geometry. The calibration process is made following Zhang [120]. 
Usually, the Pinhole Camera Model is used. The pinhole camera pa
rameters are represented in a 3-by-4 matrix called the camera matrix. 
The matrix allows for passing from 2D camera coordinates to 3D world 
coordinates and vice-versa. The calibration of the matrix involves the 
detection of three types of parameters: extrinsic (rotation and trans
lation), intrinsic (camera focal length and optical center) and distor
tional (to correct the curvature of the image).

STEP 3: Feature identification. The first issue to be addressed in
volves the tracking of selected points to estimate the displacement. One 
of the most used algorithms is the KLT tracking algorithm [48]. It tracks 
selected features of an image across several time instants by exploiting 
the notion of spatial intensity. Firstly, it is necessary to select the proper 
features to be tracked. To this aim, Bolognini et al. [35] and Hoskere 
et al. [30] exploit the Harris corner detection algorithm [121], which 
creates a tracking point wherever a corner is found. Another approach, 
followed by Weng et al. [50] involves the use of binary robust invariant 
scalable keypoints (BRISK), proposed by Leutenegger et al. [122].

STEP 4: Feature tracking. Once the keypoints are identified, a patch 
around the keypoint is selected, and the displacement of the patch over 
time is estimated by the KLT tracking algorithm, through the 

computation of a motion vector. The motion vector indicates the 
necessary shift of the selected patch that minimizes the sum of squared 
differences between the brightness of each point in the original and the 
shifted patch. The minimization is performed through a least-square 
estimation.

For feature tracking, some studies exploit fiducial markers, such as 
ArUco markers [123]. An ArUco marker is composed of alternations of 
black squares and white spaces; the position of black squares determines 
its identifier exactly as in the case of QR codes. Fiducial markers can ease 
the detection of invariant features by the Harris detection algorithm 
when the structure does not present easy-to-detect features (defects, 
junctions, welding spots, etc.). In the latter case, as shown by Bolognini 
et al. [35] the comparison of fiducial markers with “natural” markers 
yields no significant difference.

As an alternative to KLT tracking for STEP 4, DIC can be used [74]. 
DIC offers a robust optical method for tracking and image registration. 
DIC is designed for accurate 2D and 3D measurement of changes in 
images, relying on cross-correlation techniques between successive im
ages. Also, this method is recognized for its ability to capture strain 
distribution. For vibrational monitoring applications [32,124], DIC is 
typically employed to estimate the displacement vector. This is achieved 
by minimizing the correlation coefficient between two image frames 
[124].

The use of different tracking algorithms involves tradeoffs between 
accuracy and computational burden. The KLT tracker is efficient for real- 
time tracking in controlled settings, making it suitable for basic 
displacement and frequency analysis, but it is sensitive to noise, lighting 
changes, and large deformations. DIC offers high accuracy for full-field 
displacement and strain measurements, making it ideal for detailed 
structural monitoring; however, its computational intensity limits its 
applicability in real-time scenarios. Zernike moments are robust for 
shape recognition and resistant to noise but are less precise for 
displacement analysis, with computational efficiency varying based on 
implementation. Overall, KLT is best for speed, DIC excels in precision 
for deformation analysis, and Zernike moments are effective for robust 

Fig. 10. Vision-based modal analysis flowchart.
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shape tracking under noise.
STEP 5: Displacement rescaling. The outcome of the KLT tracking 

or DIC is a time history of displacement of selected points, expressed in 
pixels. The measure can be easily converted in millimeters through a 
scale factor, that is obtained either by comparison with a known 
dimension (e.g. a bolt on the bridge) or by calculating the distance 
drone-bridge and exploiting trigonometry.

STEP 6: Egomotion compensation. Following this, drone move
ments, often referred to as egomotion, must be compensated. Even 
though cameras are partially decoupled from the drones through the use 
of a gimbal, they still experience some effects from the drone’s oscilla
tions. As a result, the time history of displacements is affected by the 
relative movement of the camera. Different approaches have been pro
posed to compensate for this. 

• Visual-based. Yoon et al. [29] performed natural feature tracking to 
estimate the displacement of the targets, and compensated egomo
tion by estimating it for fixed reference points in the background. 
Similar procedures, based on the compensation with reference, exist 
[125]. Wu et al. [124] accounted for the camera rotation using the 
technique of homography. Vision-based compensation approaches 
require tracking the undeformed regions of the structure in the video 
frame, which can be a challenge in case of limited pixel resolution. 
Moreover, it is necessary to choose the points used for compensation 
and to accurately measure on the field the distances from them to the 
drone, which might be a complex, time-consuming and non- 
standardized task.

• Inertial-based. Weng et al. [50] used the IMU to compensate a 
posteriori for the camera movements, by subtracting the relative 
component due to camera movement from the measured displace
ments. Relative camera movements account for camera rotation 
(which is evaluated through a frequency ponderation of accel
erometric and gyroscopic measurements) and camera translation. In 
the experimental setup, the egomotion compensation approach has 
demonstrated effective performance at frequencies below 1 Hz. It 
must be remarked that this approach relies on the precision of the 
accelerometric data, which might suffer from drift and might not be 
too reliable, especially in low-cost drones. Moreover, some com
mercial off-the-shelf drones do not allow the user to extract accel
erometric data.

• Frequency-based. Hoskere et al. [30] and Bolognini et al. [35] 
employed frequency filtering to address egomotion in drone-based 
modal analysis. His method assumes that the natural frequencies of 
the bridge do not overlap with the primary spectral components 
associated with the camera’s displacement. By separating these 
motion types through frequency domain filtering, the accuracy of the 
analysis is significantly improved [29,35]. This assumption is often 
valid for many civil structures. Drone oscillations caused by wind or 
stabilization inaccuracies typically occur at low frequencies (gener
ally below 2 Hz), while noise from drone blade rotation is concen
trated at much higher frequencies, around 80 Hz. The natural 
frequencies of most bridges fall between these two ranges, making it 
possible to isolate structural vibrations by applying band-pass 
filtering to the displacement data. This method is straightforward 
and effective for filtering out egomotion-related noise; however, it 
has limitations. Specifically, it cannot reliably capture natural fre
quencies below 1-2 Hz, which are common for slender or flexible 
bridges.

STEP 7. Displacement reconstruction. Rescaled and compensated 
displacement time histories are finally obtained, starting from the 
rescaled results obtained in Step 5 and removing the egomotion effect as 
obtained in Step 6. Displacements time histories should also be syn
chronized if they are obtained simultaneously from different drones 
[35].

STEP 8. System identification Finally, OMA techniques are applied 

to extract frequencies and modal shapes. Some studies identify natural 
frequencies through peak-picking but do not extract modal shapes 
[33,35]. Other studies utilize time-domain identification methods to 
derive modal shapes from observed displacement data. For example, 
Hoskere et al. [30] analyze displacement series from multiple points 
along a bridge, obtained through various acquisitions, to extract local 
modal shapes of the structure by means of the Natural Excitation 
Technique for the Eigen-System Realization Algorithm (NeXT ERA) 
[126]. The local modal shapes obtained from different points are then 
combined using the decentralized modal analysis method proposed by 
Sim et al. [127]. A related study by Haciefendioglu et al. [128] explores 
the reconstruction of modal shapes in the context of computer vision, 
utilizing a fixed camera rather than a drone. Their approach employs 
spectral analysis tools such as the Autoregressive Moving Average 
(ARMA) model and Enhanced Frequency Domain Decomposition 
(EFDD).

In principle, once natural frequencies are obtained, damage identi
fication algorithms can be applied. However, current drone applications 
have primarily focused on extracting modal parameters and have not yet 
extended their analysis to include damage identification algorithms 
[124].

Table 4 summarizes the literature on vision-based methods for 
tracking displacements using drones. Several observations can be made 
from this synopsis. First, many of the methods have been tested under 
laboratory or controlled indoor conditions, where environmental factors 
such as intense sunlight, wind, and other challenges are minimized. 
Second, outdoor experiments primarily involve slender structures, such 
as pedestrian bridges, where displacements are on the order of tens of 
millimeters.

In-depth analyses are required to verify the feasibility of real-scale 
outdoor tests on real-world structures, evaluating whether the fre
quencies and displacement values of these structures are compatible 
with the limitations of current methods. Additionally, it would be 
valuable to conduct direct comparisons within the same experimental 
setup to study the influence of factors such as sampling time duration, 
camera resolution, distance to the target, and the effectiveness of 
different tracking and stabilization methods.

Considerations must be made regarding the feasibility of using 
drones for displacement detection. Data gathered from full-scale bridges 
[133] indicates that displacements are often below 10 mm. In such 
scenarios, drones employing vision-based methods may struggle to 
detect these small displacements, thereby limiting their applicability for 
OMA. In cases where dynamic displacements are undetectable, the only 
measurable parameter using vision-based methods might be the static 
deflection observed when a heavy vehicle or train crosses the bridge. 
While static deflection is more influenced by external factors, such as 
vehicle weight and temperature, than the modal parameters obtained 
through OMA, it still serves as a valuable indicator of structural health. 
By comparing normalized deflections (deflections divided by the applied 
load) within the framework of linear elasticity, potential damage can be 
inferred. For instance, an increase in normalized deflection over time 
may signal structural deterioration.

Given that bridge decks are often too stiff for drone-based CV tech
niques, these methods might find better applicability in monitoring 
slender elements, such as cables in cable-stayed bridges. Vision-based 
techniques can be used to measure the dynamic behavior of individual 
cables, enabling indirect estimation of their tension [134].

5.2.3. Drones for other non-destructive inspections
The versatility of drones enables them to carry a diverse array of 

sensors, making them capable of performing a wide range of non- 
destructive inspections, both contact and non-contact. While Sections 
5.2.1 and 5.2.2 focused on contact-based and vision-based OMA, 
respectively, this section explores various approaches to conducting 
non-destructive inspections.

The integration of drones with Non-Destructive Testing (NDT) 
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sensors involves the combined effort of robotics and monitoring tech
nologies. Several studies focus their attention on the development of 
drone platforms and procedures to carry different NDT. Marcellini et al. 
[135] propose a semi-autonomous framework for NDT inspection with a 
tilting aerial platform, in which an octa-rotor drone is equipped with a 
robotic arm. Zhou et al. [136] propose a wall-sticking drone for NDT 
inspections of oblique planes. For the relative ease of operation, ultra
sonic sensors are tested in different studies for integration with drones. 
Mattar & Kalai [137] and Dahlstrom [138] propose a wall-sticking drone 
carrying an ultrasonic sensor, to measure coating thickness in direct 
contact with the surface of interest.

Schewe et al. [139] and Garg et al. [31] combine drones with LDV 
technology to extract information on transverse displacement and vi
bration, respectively. Specifically, in Garg et al. [31], the drone directly 
carries the LDV equipment, enabling it to capture vibration data in 
proximity to the target structure. Conversely, Schewe et al. [139] 
employ a different approach: the LDV remains ground-based, while the 
drone carries a mirror that serves as an optical beam steering unit. This 
setup enhances the optical precision of the LDV measurements by 
allowing the beam to be directed more accurately, even in complex or 
hard-to-reach areas.

Computer vision can be utilized to extract valuable structural in
formation beyond vibrational monitoring. Ri et al. [140] employ vision- 
based techniques with a drone to measure bridge displacements by 
analyzing phase information. Similarly, Zhuge et al. [141] and Ellenberg 
et al. [26] measure bridge vertical deflection, while Jalinoos et al. [142] 
extend this capability to include both deflections and rotations. 

Kumarapu et al. [143] use DIC to extract strain fields from drone- 
captured images. As with vibrational data, it is important to note that 
the magnitude of displacements and strains under operational condi
tions may fall below the resolution of these techniques, particularly for 
stiff bridges.

The integration of drones with non-destructive testing (NDT) sensors 
holds significant potential to increase the frequency and efficiency of 
NDT inspections, especially in hard-to-reach areas. To fully realize this 
potential, drones must evolve into multifunctional robotic tools that can 
support standardized inspections across various bridge components 
using a diverse array of NDT tools. Additionally, it is critical to address 
the interaction between drones and the attached sensors. Drone-induced 
disturbances, such as vibrations or positional instability, can impact the 
accuracy of measurement results. Future research should prioritize 
developing methods to mitigate these effects, drawing inspiration from 
egomotion compensation techniques used in vision-based OMA.

5.3. Application examples: vision-based vibrational monitoring

For clarity, some illustrative results in the field of vision-based 
vibrational monitoring are presented, drawing on findings from Bolog
nini et al. [35] and Yan et al. [144], shown in Fig. 11, Fig. 12 and Fig. 13. 
These results highlight several phenomena commonly observed in 
drone-based modal analysis. First, in both studies, the experiments were 
performed under controlled conditions using scaled structures with 
relatively high displacement ranges. External excitation, such as a 
hammer impact, was applied to induce measurable structural responses. 

Table 4 
Comparison of vision-based vibrational monitoring techniques employing drones.

Reference Tracking Method Stabilization & Filtering 
Method

Type of setup Drone 
Camera 
distance

Output Accuracy Order of 
magnitude of 
displacement

[29] Non-Target KLT 
tracker 
(implemented by the 
author, 2016)

Stationary background tracking Laboratory 
vibration 
simulation

4.6 m Vertical 
displacement

2.14 mm RMSE (real 
bridge) compared to 
imposed displacement

<20 mm

[30] ArUco fiducial 
markers & KLT 
tracker

High-pass filtering, and 
nonlinear optimization 
using the Levenberg–Marquardt 
Algorithm.

Laboratory +
pedestrian 
bridge

≈ 5 m Vertical 
displacement, Modal 
analysis and natural 
frequencies

<0.5 % (lab.) 
<1.6 % (real case) 
Compared to 
accelerometers

<20 mm

[33] Zernike moment for 
edge detection and 
tracking

Normalized Cross-Correlation 
template matching (fixed 
background)

Laboratory 
(shaker)

1.5 m Vertical 
displacements and 
frequencies

– 2,5 and 10 mm

[125] Key-point tracking Difference with a stationary 
object in the background

Steel plate 
(outdoor)

≈ 2 m Displacement Under a fixed camera (with 
an accuracy of 0.01 mm @ 
3 m)

<60 mm

[124] Digital Image 
Correlation (DIC)

3D coordinate reconstruction 
using fixed background object; 
compared with homography

Laboratory 3 m Displacement, 
frequencies

0.66 % for the first 
frequency for 3D 
reconstruction with 1 m 
vertical difference camera- 
target

<15 mm

[35] KLT tracking of 
selected points

2-drone synchronization 
+ high pass filter @2 Hz

Steel 
cantilever 
(outdoor)

1.5 m Frequencies 0.2 % for accelerometers < 5-10 mm

[50] Key-point KLT 
tracking

Drone-Embedded IMU Uniaxial 
shaking table 
(indoor)

1.5 m Displacement 3.1 mm compared to 
stationary KLT

< 20 mm

[129] Target-based 
tracking

Laser from the ground sets a 
fixed spot on the bridge

Laboratory +
long-span 
bridge

unknown Displacement <1 % on displacements 
compared with laser;

<10 mm

[130] DIC compared with 
KLT tracking

CNN identifying fixed reference 
points in a backward wall

Small-scale 
bridge 
(indoor)

2 m Displacement – <12 mm

[131] KLT tracking or 
Mask R-CNN

Differences with fixed nearby 
objects

Laboratory +6 
pedestrian 
bridges

≈ 2 m Displacement, 
frequencies

<2 % for frequencies for 
accelerometers, but the 
peak in FFT for drones is 
almost invisible

< 5 mm

[132] Grayscale matching Drone tracking with a fixed 
camera

Outdoor 
mock-up

1.5 m Frequencies, modal 
analysis

<0.15 Hz compared to 
accelerometers

unknown

[61] Target tracking Compensation with laser 
measurements

Pedestrian 
bridge

≈ 4 m Displacement <30 % on displacements 
compared to laser

100 mm
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Second, unfiltered time histories from the experiments — depicted in 
Fig. 12 (a) and Fig. 13 (b) — show low-frequency oscillations attributed 
to drone dynamics. These oscillations overlap with the higher-frequency 
vibrations of the structure, which occur in response to the external 
excitation. Furthermore, the FFT plot in Fig. 12 (b) reveals distinct peaks 
corresponding to the structure’s natural frequencies, standing out 
despite the noise introduced by drone-induced disturbances. 
Conversely, Fig. 13 (b) illustrates the effectiveness of egomotion 
compensation in isolating the true structural vibration time history. The 
compensation process filters out drone-related disturbances, with the 
resulting signal (identified as IMF 1) clearly representing the structural 
vibrations.

5.4. Challenges and research directions in damage detection

The use of drones for bridge damage detection holds significant 
untapped potential. As hardware and software advancements progress, 
innovative academic approaches are expected to evolve into standard
ized inspection practices. Starting from improvements in drone tech
nology, longer-lasting batteries will enable more detailed inspection, or 
to inspect larger structures with a single flight. A more precise posi
tioning system and inertial measurements will result in stable flight, 
increasing the quality of videos and photos taken from the drone, even 
more if assisted by high-quality camera lenses. Thus, information com
ing from visual sensors is expected to be less uncertain, both in the case 
of surface damage detection and vision-based modal analysis. Moreover, 

the increase in the degree of automation will certainly open the path 
towards drones acting as aerial manipulators, enabling the integration 
with NDT sensors and substituting manual operators for dangerous 
tasks, such as the installation of sensors below the bridge.

Concerning information technology, there is a pressing need to 
improve AI and CV algorithms towards increased computational effi
ciency, having multiple uses in the field of image processing and feature 
identification. Technological advancement in this field will allow for the 
creation of highly refined 3D photogrammetric point clouds already 
containing detailed information on surface damage, as detected by ML 
algorithms on 2D pictures. Moreover, path planning algorithms will be 
crucial to selecting the most effective paths within the flight autonomy 
time limits. Finally, onboard and real-time damage detection algorithms 
will provide an effective solution for further investigation during the 
inspection. The integration with virtual reality environments constitutes 
a further opportunity to increase the efficiency of inspections [4].

The use of drones for automated surface damage detection emerges, 
from the examination of existing literature, as a promising field that will 
gain more and more importance as hardware and procedures improve. 
Among the benefits of using drones for such inspections are the ability to 
access hard-to-reach areas with ease, the rapid collection of a large 
number of images, and the enhanced safety conditions provided for the 
operator. The limitations concern especially regulatory aspects, as 
drones often cannot fly over restricted areas where they might be a 
hazard (e.g. over motorways). Challenges for the future regard the 
improvement of surface damage detection algorithms, to increase their 

Fig. 11. Experimental setup (a), tracking time history (b) and FFT (c), from [35].

Fig. 12. Tracking time history (a) and FFT (b), from [35].
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capability of detecting with precision a wide range of defects, along with 
a reduced computational burden.

Finally, particular attention should be dedicated to the topic of 
vision-based OMA. Firstly, it is necessary to focus on the topic of ego
motion compensation for vision-based vibrational monitoring Beyond 
the aforementioned methods (visual-based, frequency-based and inertial 
based), future research should explore hybrid approaches that combine 
multiple techniques, which have shown significant potential for 
improving egomotion compensation. For instance, integrating inertial 
and visual data, often referred to as sensor fusion, can leverage the 
complementary strengths of both modalities to improve compensation 
accuracy. Inertial sensors, such as accelerometers and gyroscopes, pro
vide high-frequency data on camera motion but are prone to cumulative 
drift over time. Visual data, on the other hand, is less susceptible to drift 
and provides spatial context but may be impacted by environmental 
factors like lighting changes, motion blur, or occlusions. By fusing these 
data sources, it is possible to mitigate the weaknesses of each, resulting 
in a more robust estimation of camera egomotion. Techniques for sensor 
fusion can include Kalman filtering [145], which integrates data streams 
in real-time, and more advanced methods like nonlinear optimization 
and factor graph-based approaches [146]. These methods can jointly 
estimate pose and compensate for motion with high precision, even in 
challenging environments. Additionally, using visual-inertial odometry 
was proven effective in related applications such as autonomous navi
gation and robotics, and its adaptation to structural monitoring could 
yield substantial benefits [147]. Furthermore, with a focus on vision- 
based and inertial-based compensation deep learning approaches have 
shown considerable potential in motion estimation and compensation in 
domains such as autonomous driving and video stabilization. Neural 
networks can be trained to learn complex motion patterns and 

distinguish between camera movement and structural vibrations, 
potentially bypassing the need for explicit motion modeling. For 
instance, CNNs could be employed to predict egomotion from sequences 
of visual and inertial data, providing compensation that is adaptive to 
varying conditions [148].

Secondly, it is necessary to assess the range of applicability of drone 
technology for medium and long-span bridges. Refining motion 
compensation procedures might also help in extracting natural fre
quencies with precision when displacement range is limited. Yet, the 
influence of factors such as the drone distance from the bridge, the 
camera resolution, the tracking method and the duration of the video 
need to be systematically discussed in the literature. Another issue in
volves the extraction of modal shapes, which may require the use of 
multiple and simultaneous videos. To this aim, the use of swarms of 
drones might be essential. In alternative to vision-based OMA ap
proaches, also contact-based OMA approach exploiting drones is an 
open field of research. Contrary to traditional OMA approaches based on 
fixed sensors, where data is sampled continuously, it is expected that, 
when using drones, modal information will be sampled only a few times 
a year and the sensing devices will be reused for different structures. 
That will reduce the economic and environmental costs of SHM through 
a reduction of non-renewable resources exploitation, and of the amount 
of electronic waste. To cope with infrequent data sampling, further 
investigation on damage detection and the removal of environmental 
effects, using few observations is needed. An even broader topic con
cerns the use of the obtained damage information for supporting 
decision-makers in planning maintenance for the infrastructural 
network. The economic aspect of drone-based inspections should also be 
considered, balancing inspection costs and benefits, based on the eval
uation of the Value of Information collected by the drones [149].

Fig. 13. Experimental setup (a) and time history (b), adapted from [124,144].
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6. Conclusions

This comprehensive literature review highlights that the full poten
tial of drone operations in bridge management has yet to be fully real
ized, indicating significant opportunities for future development. Drone- 
aided visual inspections are already providing substantial benefits, 
including easier image capture, enhanced safety for operators, and 
improved quality of inspection results. Current research is further 
advancing these capabilities through the integration of automated 
damage detection and Bridge Information Modeling.

The key conclusions of this paper are here shown: 

• Visual inspection technologies have reached a relatively mature 
stage, with further progress expected in the realm of information 
technology, heading towards fully automated inspections using AI 
for damage recognition. However, the effectiveness of remotely 
driven drone-based bridge monitoring hinges on the availability of a 
reliable and high-bandwidth communication network to facilitate 
the transmission of images and video streams to remote locations. 
Inspection planning remains crucial to guarantee the cost- 
effectiveness, efficacy and quality of gathered data.

• Several important studies focus on increasing network reliability in 
the context of the IoD, utilizing cutting-edge communication tech
nologies and integrating drone swarms into high-capacity wireless 
networks, such as the latest-generation cellular networks. This 
approach requires careful consideration of challenges such as inter- 
drone communication, the establishment of reliable air-to-air 
(A2A) and air-to-ground (A2G) communication channels, ensuring 
data confidentiality and security, and managing the high mobility of 
drones, which frequently alters network topology and channel 
quality. Although various strategies have been proposed to address 
these issues, they must be tailored to the specific use cases at hand.

• Drone-assisted visual modal analysis emerges as a promising 
research area, offering a cost-effective and efficient method for 
extracting modal parameters to evaluate structural conditions. 
However, several unresolved questions remain, particularly con
cerning the compatibility of the currently available drone-based 
monitoring technologies with the structural behaviors under inves
tigation. Furthermore, more research is required for refined ego
motion compensation.

• For all the proposed inspection outcomes, advancements in hard
ware—such as improved batteries and lightweight equipment—and 
in communication technologies—like enhanced transmission and 
remote-control capabilities—are expected to significantly expand 
the applications of drones. In particular, the integration of drones 
with manipulating capabilities will enhance the possibility of 
contact-based inspection.

These developments lay the groundwork for fully remote, centralized 
operations, which offer substantial advantages in terms of cost, preci
sion, quality, and the volume of data collected. This represents a sig
nificant improvement over traditional methods that rely on human 
intervention or traditional contact-type sensors, underscoring the 
transformative potential of drone technology in bridge inspection and 
management.
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[57] D. González-Aguilera, S. Lagüela, P. Rodríguez-Gonzálvez, D. Hernández-López, 
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