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Abstract—In the last decade, laser-based fault injection has become an

interesting alternative for testing hardware components against transient faults

compared to expensive and complex radiation test campaigns. The laser ability to

target specific areas of the device under testing is a valuable feature not present

in traditional radiation-based testing. While the laser technique has been the

subject of several studies in recent years, an analysis from the software

perspective that highlights the practical challenges is missing. This article

presents the experimental procedures and the obstacles experienced in achieving

repeatability and reproducibility, with a special focus on software reliability testing.

Q ualifying the ability of integrated circuits to
prevent or tolerate radiation-induced faults is
essential for their use in the space environ-

ment or, in general, in safety-/mission-critical systems.
Radiation effects represent a problem at high altitudes
or outside of the Earth’s atmosphere, as well as at
ground level, due to package impurities and other
manufacturing problems [13]. Therefore, their effects
must not be ignored for certain high-integrity terrestrial
applications.

Traditionally, to assess the radiation tolerance of
such systems, the behaviour of their components is
validated through irradiation facilities, where a particle
beam is used to inject real faults into the devices under
test. The particle beam used for this kind of test may
be composed of protons, neutrons, electrons, or heavy
ions, depending on the specific operational scenario
for which a component is tested. Non-negligible eco-
nomical, administrative, and technical barriers exist to
access suitable irradiation facilities [1].

Radiation-based testing provides an estimate of the
susceptibility of the hardware to the physical phenom-
ena. In the traditional reliability analyses, any hardware
failure leads to a system failure. With such assumption,
the reliability of the system weighs entirely on that of
the hardware without considering software intrinsic or
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on-purposely added capabilities to tolerate faults. In
recent years, industry, and in particular space agen-
cies [8], [11], began to consider moving from radiation-
hardened components to Commercial Off-The-Shelf
(COTS) components because of the compelling ne-
cessity to decrease costs and time-to-market while in-
creasing volumes. The use of COTS not designed to be
radiation tolerant worsens the problem of component
qualification and testing software reliability starts to
play a key role [12]. As discussed in this article, testing
the software usually requires more time than hardware
testing because of the introduced complexity and a
new variable to explore: the time. The increased time
required for software testing exacerbates the problem
of scarce availability of radiation facilities.

Laser-based testing systems
An alternative solution for injecting realistic faults
into semiconductor components consists of exploiting
laser-based fault injection, a technique known since the
late 1980s [14]. However, laser-based fault injection
gained more interest only recently for the following
reasons:

• The availability of laser systems and high-
performance computers to run them is better
nowadays compared to the previous decades.

• Previously, it was used only by hardware man-
ufacturers to preliminary assess the design per-
formance and was not used by final users.
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• The advantage with respect to radiation facilities
in terms of cost was not so critical in the past,
especially for space applications where the bud-
get in the past was higher than today’s one.

• The explosion of applications often using COTS
and non-radiation tolerant parts reduced the
accessibility of radiation facilities, therefore in-
creasing their cost, and consequently increasing
the interest for alternative solutions, such as
lasers.

Laser-based fault injection is cheaper, presents fewer
safety hazards, can pinpoint specific locations in a sili-
con die, and its energy can be easily regulated, leading
to a more controlled experimental setup. In fact, thanks
to the controllability of the laser, it is possible to inject
various kinds of faults into specific software compo-
nents and specific time instants. Experimenters can
carefully shoot the laser at the hardware locations used
during execution. As an example, consider the case
in which we want to inject a fault into an instruction
operand. With laser testing, we can potentially shoot
at the register containing the value while the value itself
is alive in that register.

Despite these advantages with respect to traditional
radiation testing, laser testing is currently considered
only at the beginning of the experimental phase, as
it is used mainly in preliminary evaluations and not
for actual validation. The reasons are manifold: (1) the
limited availability of well-defined practices to conduct
the experimental campaign, especially when testing
the reliability of the software; (2) uncertain correlation
between the results obtained through laser-based test-
ing and traditional radiation testing; (3) the lack of many
commercial lasers specifically tailored to this task,
which makes the existing solutions very expensive1; (4)
the non-trivial preparation process of the components
to be tested, which involves decapping the chip from
its package and polishing the exposed die.

Laser injection is used to test Single-Event Effects
(SEE) in general, most commonly to test the detection
of Single-Event Upsets (SEU), Single-Event Transients
(SETs), and Single Event Latchups (SELs) [7].

This article provides an overview of how to perform
sound laser-based fault injection from a methodolog-
ical standpoint, with a focus on software reliability
testing. First, we discuss the architecture of the ex-
perimental setup and the preliminary phases required
before actually running the test. Then, we describe how

1At the time of writing, to the best of our knowledge, only
a single company exists in the world that commercializes this
equipment.

to configure the laser for the experiments via empirical
and systematic procedures. Finally, we provide the
methodology for performing device exploration and
actual software testing campaigns.

State of the Art
Laser fault injection has been widely used to inject
different types of faults in microprocessors and mem-
ories, to either test their radiation tolerance or to drive
the radiation-hardened hardware design process [10].
A vast majority of the scientific papers on the sub-
ject provide results on the events occurring in SRAM
memories (e.g., [7], [15]). Some works exploited the
laser to test DRAMs (e.g., [6], [3]). Other researchers
studied the effect of the laser on FPGA memories [9],
[16]. All of these works focused on deriving hardware
metrics related to electrical characteristics. Regarding
software testing using lasers, only a few articles have
considered laser fault injection, but mainly as an attack
vector to circumvent security protections (for example,
bypassing a cryptographic algorithm) [4], [5].

Two recent technical reports by the European
Space Agency2 and by the Defense Threat Reduc-
tion Agency3 provide guidelines for SEE laser testing.
These two documents contain detailed information on
how lasers interact with the micro-components of in-
tegrated electronics and provide an important back-
ground for conducting SEE experiments.

For illustrative purposes, this paper contains data
obtained from our experiments on a specific microcon-
troller of interest to us. However, it is neither the goal of
the article to claim any performance of such a micro-
controller, nor to perform an in-depth analysis of it, nor
to provide generally applicable numbers for any possi-
ble scenarios, that, instead, heavily depend on the spe-
cific device tested and its manufacturing process. The
quantitative results collected during our experimental
campaign, not reported here, were aimed at prov-
ing the effectiveness of some Software-Implemented
Hardware Fault Tolerance approaches [2], which are
out of the scope of this article.

Reference system
The device used in our research is a microcontroller
unit containing the main memory, flash mass storage,

2https://indico.esa.int/event/444/contributions/7789/
attachments/5308/8540/Single-Event%20Effects%
20Testing%20with%20a%20Laser%20Beam%20-
%20Guidelines.pdf

3https://apps.dtic.mil/sti/trecms/pdf/AD1204115.pdf
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and many peripherals in a single package. The consid-
erations presented in this paper are general enough
to be applicable also to microprocessors and other
devices.

Overall architecture
The overall architecture of the interconnected com-
ponents is depicted in Figure 1. The microcontroller
running the software subject of the testing campaign
is called Device Under Test (DUT). The DUT used as
an example in this article, called reference DUT, is an
STM32F427VIT6TR 90nm microcontroller. The DUT is
soldered on a custom-built PCB that we call Board

Under Test (BUT). It must be noted that if the DUT
needs to be decapped from the bottom, the BUT needs
to have an opening below the DUT to allow the laser to
access the die. The BUT is then connected to another
component that governs the experiments. In our exper-
imental evaluation, this component was also a custom-
designed PCB even if, in principle, it could also be a
debugger or any other suitable device, depending on
the specific tests that should be performed. Whichever
the case, these devices are then usually connected
to a host PC for data visualization and recording. For
simplicity, we refer to this device (or set of devices)
as testing equipment (this definition does not include
the laser and related devices). The BUT needs to be
fixed to a high-precision mechanical holder that keeps
it in the correct position and allows the experimenter
to regulate the inclination of the BUT with respect
to the laser beam. The X, Y, and Z references used
in this article are depicted in Figure 2a. To reduce
the interference from the environment, the holder is
positioned over a compressed-air stabilizer, isolating
it from external vibrations. Finally, the laser is the
emission source, oriented to have the light beam per-
pendicular to the die surface of the DUT, and it typically
integrates an optical microscope camera sensible to IR
light. The die is indeed transparent to IR light: the IR
camera can see through the silicon and take (mirrored)
pictures of the circuit feature. The camera is essential
for understanding where the laser is pointing at. The
laser and the camera have swappable lenses, allowing
the experimenter to change the magnification level. A
picture of the whole setup is visible in Figure 2b.

Testing equipment
Each specific experiment needs a different configura-
tion of the testing equipment. With the exception of
specific needs, we identified some capabilities that the
testing equipment must generally have regardless of
the objectives of the specific experimental campaign:

• A method to read from and write to specific
memory locations of the DUT. While the DUT
itself can perform these tasks, the testing equip-
ment must have access to these functionalities,
allowing the experimenter to perform manual
inspection and modifications on the DUT mem-
ories.

• Electrical connections to perform I/O from/to the
testing equipment to/from the DUT to test the
behaviour of software as it would be in a real
scenario.

• A programming device, if not integrated with the
BUT, which allows the experimenter to change
the code or reprogram the memory areas of the
DUT.

• An automatic, configurable, and fast power dis-
connection circuit or device that constantly mon-
itors the power consumption and quickly reacts
to any Single Event Latchup (SEL) by removing
the voltage to the BUT/DUT. This device must
have a way to log these events and immediately
inform the experimenter. This device is essen-
tial to avoid breaking the DUT since a manual
intervention is unlikely to react fast enough.

• A way to perform a hard reset of the DUT in
case its firmware gets stuck for any reason.
This can be achieved either by removing the
power supply or by using the dedicated reset pin
usually available on the DUT.

Preliminary phases
The DUT needs to be prepared before beginning the
actual experiments, i.e., the plastic package must be
partially removed to allow the laser to access the die.
Manufacturers do not often provide images or other
information on the die placement inside its package.
Therefore, an X-ray picture should be taken to un-
derstand how the bonding wires are attached to the
die (which can be either in a "normal" or "flip-chip"
configuration) and their location. The X-ray picture of
the reference DUT is visible in Figure 3 and shows it
to be a normal chip (not flip-chip), where the bonding
wires are attached at the top edges of the die (and,
therefore, the metallization layer is also on the top).

The following considerations must be taken into
account before starting the decapping process for the
subsequent laser testing:

• Opening side: the position of the metallization
layer determines the opening side for laser test-
ing, which often is the opposite of the one
used for radiation testing, as the infrared laser
does not penetrate the metallization layer, while
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FIGURE 1: Schema of the experimental setup.
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FIGURE 2: Figure (a) shows the coordinate reference system used in this article in isometric view. Figure (b)
shows a picture of the experimental setup: the DUT is seen inverted because decapped from the bottom; the
BUT is the black PCB under the green PCB where the DUT is soldered; the green PCB contains electronics to
support the experiments; the holder is not visible because below the green PCB, but its metallic bars where the
PCB is attached are visible; finally, the lens of the laser is visible perpendicular to the DUT/BUT.

it does penetrate the silicon. Therefore, if the
device is not a flip-chip (like in the example of
Figure 3), the package must be removed from
the bottom (because the metallization layer is on
the top side). Conversely, if the device is a flip-
chip, the package must be removed from the top
(because the metallization layer is on the bottom
side).

• Opening process: depending on the lab capa-
bilities and on the side that must be opened,
the decapping process can be performed by us-
ing either a CNC milling/grinding/polishing ma-
chine with sub-micrometer precision, an oxygen
plasma etching machine, chemical wet etching
processes, laser ablation, or a combination of

them. In our case, a copper heat spreader was
present below the plastic package, and a silver
epoxy paste known as die attach separated the
metal plate from the die. After removing the
copper plate with a milling machine, the die
attach was removed by hand with a scratching
tool.

• Polishing process: in order to prevent an unac-
ceptable distortion of the laser beam wavefront,
which would have a significant impact on the
focused spot size, an optical grade polishing of
the back side of the silicon is necessary. For
laser testing, it is extremely important to have
a silicon-air interface that is as even as possi-
ble, to avoid experimental biases due to non-
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(a) Top (b) Side

FIGURE 3: X-Ray pictures of the DUT. It is possible to notice the bonding wires connected to the top of the die:
it is not a flip-chip.

uniform light refraction. In addition, a polished
silicon surface allows a better visualization of the
structures using the NIR (Near Infrared) camera
connected to the microscope.

• Silicon thickness measurement: The choice of
the operating parameters for the laser experi-
ments strongly depends on the optical properties
of the polished die. For the sake of reproducibil-
ity, it is therefore important to quantify, among
other factors, the thickness of the silicon volume
traversed by the laser beam via a specifically
designed interferometer.

Laser parameter configurations:
empirical and systematic methods

Selecting the laser magnification
The lasers used in SEU testing are usually provided
with different lenses for different magnification levels.
In our experimental setup, we have x5, x20, and x100
magnification lenses. As expected, increasing the mag-
nification level reduces the power needed to cause
SEUs and the affected areas. This article focuses on
experiments with the most powerful lens (x100) that
reduces the laser spot size to about 1µm. This size
is at the physical limits of the laser-based techniques:
smaller spot size would be possible only for wavelength
smaller than 1064 nm, which are however not optimal
for SEU testing.

Laser alignment procedure

The DUT is rigidly attached to a mechanical structure
that allows the tuning of the inclination with respect to
the three axes at the micrometer scale. This way, the
DUT can be placed on a plane perpendicular to the
laser beam to achieve the best penetration uniformly
across the whole device. The alignment procedure
consists of selecting a single origin, aligning the laser
on the Z axis until the origin point is in focus, then
moving to different far points on the X and Y axis and
refocusing them by manually tuning the mechanical
structure inclination. This process lasts several minutes
and must be periodically performed (at least once a
day). The focus is verified using the microscope cam-
era included in the laser structure and which shares
the same lens with the laser.

Performing the alignment for some devices
presents non-trivial challenges. In particular, the laser
focus is affected by the die surface polishing process,
which must be as uniform as possible to have a
constant incident energy across the whole die surface.
A further challenge is represented by the phenomenon
known as die relaxation, a slight deformation of the
die that occurs when the package is removed from
only one side of the component: the package still
present on the other side may create a force that is
not counterbalanced anymore by the now removed
package, “incurvating” the die. The magnitude of the
Z-axis deformation varies with the size of the die itself
and may reach up to 10µm−30µm. This phenomenon

Dec 2024 Laser Fault Injection Methodology for Software Reliability Testing 5



not only makes the focus inevitably different across
the whole die, but also renders the polishing process
less effective, as the polishing machine cannot apply
the same pressure over the entire surface and,
consequently, cannot remove as much material from
the corners as it does for other areas.

After the laser is aligned, it is possible to take
several pictures and create a mosaic of the whole
die, as shown in Figure 4a. This picture helps with
the identification of the components and with the nav-
igation across the die in both manual and automatic
exploration.

Selecting the laser power level
The power level of the laser is a parameter that needs
to be explored before beginning the actual testing of
the software. If data from radiation testing is available,
this can be used to estimate a suitable power level. If
this information is not available, a trial-and-error strat-
egy (possibly together with advice from experts) is the
only way to proceed. A single shot may not capture this
information entirely because, other than the statistical
effects inherent in measurements, some areas of the
device may be less sensitive than others, or even
completely insensitive to the beam. Consequently, a
small exploration of a portion of memory is necessary
to get some valid data.

The laser power also impacts the probability of gen-
erating a SEL, which may not be desirable when testing
software, because it can damage the chip permanently
or put the processor in an indeterminate state. Indeed,
tolerating a SEL is mainly a hardware issue, because,
while it affects software, we can recover from a SEL
only via hardware methods (usually by power-cycling
the device). Therefore, in general, when testing the
resilience of software to transient faults, SELs are not
usually a desired fault type to inject.

We performed the power level exploration by uni-
formly scanning a region of 2 808µm2 of the SRAM
with a step of 3µm on both axes, for a total number of
points of 312 per scan. Each byte was filled with a Z

pattern (01011010)4 as to make the results not biased
by any possible difference in sensitivity to bit-flips
between 0-bits and 1-bits. The result of the parameter
exploration is shown in Figure 5, presented as the
number of SEUs per laser shot (total number of SEUs
divided by 312). From these results it is possible to

4The pattern is called “Z” as 01011010 represents the
binary encoding of the character Z in ASCII-8. This pattern
contains all possible two-bit digrams in the same byte: 00,
01, 10, 11.

draw the following conclusions:

• There is a power level below which no event
occurs (< 75pJ in our case)

• There is a power level above which SELs are
generated (> 500pJ in our case)

• The curve trend is non-uniform: in the power
level range [75; 200], the derivative is 4.18
SEU/shot/pJ. Then, there is almost a plateau
between power levels [200; 300], and then
the trend is linear with a derivative of 0.96
SEU/shot/pJ in the range [300; 500].

All the subsequent experiments we performed that are
reported in this article were conducted with power
values between 250 and 300, so that the power level
is far from the dangerous SEL area, while it has a
sufficient number of SEU events per shot and low vari-
ability. These data do not represent general information
applicable to any DUT, since they are highly dependent
on the specific design of the device and other factors
that are difficult to know a priori. Therefore, a device-
specific power level exploration is essential at the
beginning of any experimental campaign to preliminary
assess the necessary power level to use and the
device cross-section.

It is worth mentioning that while such a parameter
exploration is relatively easy to perform for an SRAM,
the same analysis applied to the core part of the pro-
cessor is much more difficult. The reasons are multiple:
1) the core part may have a different manufacturing
process, leading to a different power level curve, thus
the exploration needs to be redone from scratch; 2)
detecting faults in the core is difficult because they may
be masked by other logic in the core itself and because
we may lack support to access the core memory areas;
3) identifying where the memory areas are is also a
challenging process because they are not immediately
recognizable, like the main memory is, in the IR picture
(see Figure 4a: some peripheral registers are visible
within the core because of their relatively large size,
which is in the order of several kB, but the CPU
registers are only a few bits large and are not visible).
These issues render the usage of a laser to test the
processing core against SEUs rather difficult.

Probability of a single and multiple bit flips
On average, it is possible to generate a single-bit flip by
selecting a power level (Figure 5) so that the average
SEUs/shot is close to 1. However, the number of bit
flips per shot has a very high variance, as can be
immediately seen from Figure 6a, which represents the
spatial distribution of the laser shots, colored according
to the number of bit-flips that they cause, on a small
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(a) Bottom (IR) (b) Top (Visibile)

FIGURE 4: The two figures show the same DUT when decapped from the bottom (via IR-light microscope) and
when decapped from the top (via a visible-light microscope). The two images are mirrored with respect to each
other on the horizontal axis. In sub-figure (a), it is possible to notice the SRAM memories on the top-left corner,
the two flash memories on the right, the analogue peripherals in the bottom-left corner, other isolated memories,
and the rest dark area is the die logic. The same components are visible (mirrored) in sub-figure (b) even if the
view is obstructed by the presence of the metallic substrate.

FIGURE 5: Number of average SEUs per laser shot
depending on the power level.

portion of SRAM with all bits set to “1”. The reason
behind this particular appearance lies in the topology
of the memory transistors arrangement on the die. The
blue band in the figure corresponds to the locations
that are either ineffective for switching the cell’s state,
or that are dedicated to switching the cell’s value to
“1” and, thus, have no observable effect in this case,
as the cells are already set to “1”. As for the other
colored areas, the SRAM cells are so close that a
laser shot of 1 µm either hits more than one cell, or
charges the device in such a way that Mutiple Cell
Upsets (MCUs) easily occur. As a consequence, the
number of actual single SEUs is indeed very limited. To
better characterize this effect, we portray in Figure 6b

the flip count histogram of a uniform portion of SRAM,
stimulated with 300 pJ of energy per shot. We expected
an average value of about 2 SEU/shot, according to the
results shown in Figure 5), however, the distribution
has a high variability and double flips have actually a
low occurrence. In conclusion, while it is possible to
generate 1-bit events on average, it is very difficult to
generate actual SEUs by laser injection at this technol-
ogy scale, as multiple cells are very easily perturbed
and, therefore, MCUs are easy to trigger.

The importance of die cleanliness, focus,
and stabilization
Die cleanliness. After backside opening of the com-
ponent and removing the die attach either mechan-
ically or chemically, the component can be cleaned
with deionized water, acetone, or special PCB cleaner
liquids in an ultrasonic bath. After soldering the com-
ponent on the BUT, if there are more contaminations
on the component, then the daughter board can be
cleaned again in the ultrasonic bath. The previous
Figure 4a shows a clean die with very few dirty spots.
We decided to analyze the effect of one of these
remaining spots on SEU susceptibility. We uniformly
explored the small region with a 3×3 µm grid, checking
the number of SEUs that occurred after each laser
shot for every point of the grid. The result of the
analysis is depicted in Figure 7b in the same style as

Dec 2024 Laser Fault Injection Methodology for Software Reliability Testing 7
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FIGURE 6: Sensitivity test of a small 100nm × 100nm area of the SRAM, explored with the finest possible step
of 0.1nm (color scale is blue=0 events – dark red=8 events).

(a) (b)

FIGURE 7: The exploration of a small portion of the SRAM where a spot was present. The heat map in sub-figure
(b) shows the number of bit-flips when the laser is shot at that point (color scale is blue=0 events – dark red=8
events).

Figure 6a. By looking at the heat map, it is easy to
notice that the area in the center of the spot on the
left is less sensitive than the clean area on the right.
To provide a rough metric, we detected 492 SEUs in
the left half of the area, and 606 SEUs in the right
one, i.e., the spot caused a decrease of -23% of the
sensitivity. Additionally, the mean value of SEUs per
shot (excluding the points where no event occurred)
changes from 4.03 to 4.36 with the standard deviation
changing from 0.69 to 0.81. While the difference may
look small, this can have a significant effect on a large
exploration, if the number of dirty spots (or their size) is
large enough. This result confirms that even an almost
transparent spot can deviate or attenuate the laser
beam in a significant way, hiding sensitive components,

and possibly reducing their sensitivity. Therefore, the
cleaning of the die plays a crucial role in obtaining valid
and uniform data.

Focus and stabilization. Before starting the experi-
ments, the DUT must be aligned on the XY plane
so that it is perfectly perpendicular to the laser. With
our equipment, the alignment is made possible by a
set of gears that allows a sub-micrometer fine-grain
regulation of the inclination of the holder. The optical
focus of the laser lens is then adjusted by varying its
Z position. This regulation is essential for having a
precise focus set at a fixed depth within the silicon die.
It is crucial that the DUT is placed perpendicular to the
Z axis. Otherwise, during a planar scan, different parts
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(a) F0-5 (b) F0 (c) F0+5

FIGURE 8: A particular of the SRAM memory as seen by the IR microscope with the three considered focus.
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FIGURE 9: Number of SEUs in the same region when uniformly exploring it for 702 laser shots and varying the
focus. The laser was on optimal focus (F0) and then manually shifted off-focus (F0+5: Z position 5µm higher than
optimal, F0-5: Z position 5µm lower than optimal).

of the DUT would be at a different focus, resulting in
a gradual change in the amount of deposited charges
by the laser. This irregularity either enhances or atten-
uates the effect of the laser depending on the location,
possibly leading to incoherent results.

The laser was equipped with auto-focus software,
but the results were not satisfactory and the focus was
almost always performed manually. We performed a
small experimental campaign to determine the impor-
tance of having a good focus on a small region of
SRAM, which showed that a variation of ±5µm from
the expert-determined focus resulted in a reduction in
the number of injected SEUs of 30 − 40% (Figure 9).
The variability (standard deviation) in the number of
SEUs was, instead, not impacted.

From this result, we learned the importance of
having a good and stable focus for reproducible experi-
ments and uniform long-run explorations. Indeed, when
performing long testing campaigns that endure for
many hours without supervision, the focus and align-

ment tend to drift due to temperature cycles and other
environmental effects. Empirically, we determined that
the focus drift in our setup amounts to roughly 5 to
10µm every 24 hours, which forced us to perform re-
alignment and refocus every 12 hours to get consistent
data. However, this value is not consistent over several
days (the focus drift was often lower than expected).
We did not investigate this problem further since any
solution would require an automatic auto-focus system,
which is not currently available on the market.

Exploration patterns
Most of the experiments consist in exploring an area
on the DUT, usually rectangular, on the XY plane. The
exploration can be performed mainly in three ways:

1) Grid-based : the exploration follows a predefined
grid. The laser moves to a point of the grid,
stops, shoots, and then moves again. This pro-
cess is repeated until all points in the grid have
been explored. In this scanning mode, additional
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parameters must be set, most importantly the
waiting time before and after each laser shot,
which is essential to let the mechanical parts
stabilize before the next shot.

2) Free-scan: in this mode, the laser moves con-
tinuously in a predefined primary axis and never
stops. When the laser arrives at the area bound-
ary, it moves for a configurable distance in the
secondary axis and then inverts the direction
on the primary axis. With free-scan, the shots
are triggered by a configurable clock signal and
are not position-dependent. It must be noted
that the inversion of movement takes time, so
the deceleration and acceleration time must be
taken into account when performing a uniform
exploration.

3) Random-walk : the laser moves in a random di-
rection and jumps back in another random di-
rection when the area boundaries are hit. The
laser shot may happen per single point (like
grid-based) or randomly, assuming a continuous
movement (like when free-scanning).

There is no unique answer on which of these three
options is preferable because it depends on the exper-
imental parameters. For instance, a very small DUT
may be scanned with a very fine grid-based approach
in a reasonable time frame, while a more complex
device needs to resort to free-scan or random-walk.

Software testing considerations

Auxiliary software
The DUT can usually run in two macro-configurations:
the software testing mode, in which it executes the
actual software, and the command-based mode, in
which is waits and execute the commands provided
by the testing equipment (such as read/write from the
memory). Both of them required the device to have
some kind of software mechanism (often part of the
operating system) to run a set of basic functions,
including:

• Reprogramming the DUT, making it possible to
switch between different testing configurations.

• Reading specific memory addresses of the DUT.
• Writing specific memory addresses of the DUT.
• Notifying the testing equipment that an error oc-

curred on the DUT, useful mostly in the software
testing mode.

• Resetting the state of the DUT (in a soft-mode,
compared to the hard-mode provided by the
electrical signal previously described).

The memory used by this set of functions must be
isolated in a well-known address space, to avoid hitting
them with the laser and create spurious errors in the
testing software itself.

Device exploration
The first data obtained after preparing the setup are
usually needed to configure the laser power and the
other parameters that we discussed in the previous
sections. In order to do these tests, the command-
mode explained above is sufficient. This exploration is
mostly straightforward for memories: we fill the memory
with a known pattern, the laser shot is triggered, and
then we check if and which addresses of the memory
have been affected. Reading/Writing from/to the DUT
memory is a time consuming operation and this delay
may slow down the exploration if at each shot the DUT
memory must be completely read. The optimization of
this read/write must be take into account.

Exploring core and peripheral components is in-
stead challenging. Firstly, it is not easy to identify
each component on the die by visual inspection via
microscope, making difficult to verify after the shot
which register or peripheral is affected. Then, the
outcome of a laser shot may be modified or masked
by other (non-targeted) logic circuits. For instance, let
us consider the internal temperature sensor of a mi-
crocontroller: hitting it with a single laser pulse makes
difficult to distinguish this event from a laser shot that
hits the Analog-to-Digital Converter (ADC) that reads
the temperature analog signal. Other problems appear
if we target external interfaces – like UART, Ethernet
or I2C –, because the layers of complexity and the
possible interaction with external components make
the analysis of the results even more challenging.

Time problem of an exhaustive exploration Exploring
the whole die using a grid-base exploration method
with a small step is impractical. In our case, the area
of Figure 4a is approximately 5 × 4 mm; exploring
such space by using a grid pattern of 100nm×100nm

means a total of 2 × 109 points to explore. Even if
each point takes only 10 ms – which is very optimistic,
because the time required by the mechanical laser
assembly to stabilize is longer than that –, it would
require approximately 115 days for just one single
scan. Moreover, as explained in the previous section,
to map the entire memory, we may need to run a data
collection script after each laser shot to check whether
a SEU occurred. Even when optimized, this operation
still takes some milliseconds to complete, exacerbating
the problem. It is important to remark that selecting a
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FIGURE 10: Modeling of the execution of a task.

larger grid size may lead to biased result, depending on
the technology node. Let us consider Figure 6a where
a very small SRAM area is scanned with the 100×100
nm grid size. If we suppose to increase this step to
2 × 2 µm, it is possible that we inadvertently align the
grid to the insensitive rows (blue) or the sensitive rows
(colored) – sized approximately 2 µm in the vertical
axis – and bias the results. In conclusions, if grid-based
exploration is planned, its parameters must be carefully
selected to avoid unfeasible exploration runs in term
of required time and/or biased results. Based on our
experience, grid exploration for SEUs should be used
only for testing very small portions of the die and not
to perform an exhaustive analysis, which may take too
much time or introduce biases.

Alternative solutions to perform an uniform exploration

In order to overcome the problems of the grid-like
solution, the other two alternatives (free-scan and
random-walk) should be taken into consideration for
performing an exploration that can, statistically, cover
the whole die. When configuring the laser to shoot at
a constant, time-triggered rate while moving the laser
head at a constant speed, the shots effectively ap-
pear as uniformly distributed across the whole surface.
This method reduces the scanning time, as the laser
assembly does not have to stop, stabilize, and then
shoot, as it can deliver pulses while moving at a high
speed (even 1 mm/s or more). In addition, by repeating
the random scan of the same area multiple times, this
method more closely simulates the random impact of
ionizing particles over the entire area being covered.
The downside of this technique resides in the difficulty
of assessing whether a statistically sufficient number
of samples have been acquired.

Testing the actual software
The software on the DUT runs one or more finite-
time tasks repeatedly, where each instance of a task
is called job. The execution timeline of a task is de-
picted in Figure 10. The testing equipment should be
equipped with a mechanism that checks the correct-
ness of the output for each job. There are multiple
ways of doing so. For instance, the testing equipment

could run a parallel copy of the code that runs on the
DUT, checking the correctness of the the output in real-
time. Another approach is based on the concept of

a golden run, in which the DUT runs fault-free (i.e.,
with the laser turned off) a pre-defined set of jobs that
will necessarily result in a correct reference output.
The computed results are then saved by the testing

equipment as golden runs, and used as a baseline for
checking the correctness of the outputs while injecting
faults into the running DUT.

With Figure 10 as a reference, let us discuss
on what happens when a laser shot causes a SEU.
This event may happen in any of the highlighted time
regions:

• E: it may happen during the actual execution of
the time. This is the normal case and it is surely
something we would like to test.

• I or O: during these phases, the testing equip-

ment is writing/reading the the input/output
to/from the DUT, respectively. Whether errors
occurring due to faults injected within these in-
tervals have to be considered valid is a choice
that depends on the specific scenario. Indeed,
the testing equipment may be slower to provide
I/O than a real application would do, therefore
increasing the exposure time of the task and
making the results more pessimistic.

• W: in this case, the laser shot will not likely
produce any visible effect because the DUT is
not running any job (it is still possible that it hits
some OS routines or other system code).

From this analysis, it becomes evident that, for each
job, we need to know during which phase of the com-
putation the laser pulse was delivered, so that we can
decide which of the measurements has to be discarded
in post-processing. Moreover, the testing equipment

should minimize the W time, to avoid getting too many
laser shots outside of the actual execution interval of
the job, wasting experimental time.

In a real system, it is possible to have multiple tasks
running on the DUT and scheduled by an operating
system. If the experimenter would like to test this
software scenario with the above presented model, a
solution is to consider the task as the hyper-period of
the software system, i.e., the time frame in which the
scheduling decisions of the set of jobs spawned by
the tasks repeat. Thus E becomes the length of the
hyper-period. In such a way, the testing occurs in a
well-defined time frame that can be safely scaled to the
traditional reliability hourly metrics. It should be noted
that, theoretically, the hyper-period may be extremely
large that an exploration would be unfeasible because
too slow, however, this case is not common in industrial
applications.
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Conclusions

The use of laser testing is still experimental and
presents many challenges, but it is advantageous in
many scenarios, especially for software testing. The
following two paragraphs recap the advantages and
disadvantages of this technique identified in this ex-
perimental campaign.

We identified the following benefits in using a laser
to test software:

• Performing experiments on specific memory re-
gions and internal components. It is possible to
test only one peripheral or exclude a memory
area (for instance, because it contains some
auxiliary code to perform the experiment).

• Injecting faults at specific memory locations with
a good level of accuracy. With some degree of
uncertainty, it is possible to hit a specific memory
cell and to cause a SEU in a precise direction
(1→0 or 0→1).

• Ease in changing power level and, therefore,
testing the DUT under different conditions. Cor-
relation between laser power and radiation en-
ergy exists, allowing the experimenter to obtain
a rough and preliminary idea of the device cross-
section.

• It is, in general, less expensive and less risky
compared to radiation sources and allows inter-
active testing with short prototype develop-test-
evaluate cycles.

Conversely, we identified the following challenges

in using a laser to test software:

• Due to statistical effects, it is very difficult to
consistently get only SEUs, while MCUs are the
most easily-obtainable type of SEE.

• The exploration time is problematic if a grid-
based exploration is used and becomes easily
unfeasible if the region of interest is too large.
Obtaining uniformly distributed events requires
a careful planning and it is non-trivial.

• Sample preparation and laser parameters (e.g.,
focus) play a crucial role in the final measure-
ments, hindering the reproducibility of the exper-
iment and its validity.

• Due to the previous disadvantage, the testing
of the core is more difficult, also because it
is difficult to identify a power level to generate
events in the core.

• It is easy to introduce biases in the distribution
of events over space and time.
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