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Reducing the vulnerability of a platform, i.e., the risk of being affected by hostile objects, is of paramount
importance in the design process of vehicles, especially aircraft. A simple and effective way to decrease
vulnerability is to introduce protective structures to intercept and possibly stop threats. However, this
type of solution can lead to a significant increase in weight, affecting the performance of the aircraft. For
this reason, it is crucial to study possible solutions that allow reducing the vulnerability of the aircraft
while containing the increase in structural weight. One possible strategy is to optimize the topology of
protective solutions to find the optimal balance between vulnerability and the weight of the added
structures. Among the many optimization techniques available in the literature for this purpose, multi-
objective genetic algorithms stand out as promising tools. In this context, this work proposes the use of a
in-house software for vulnerability calculation to guide the process of topology optimization through
multi-objective genetic algorithms, aiming to simultaneously minimize the weight of protective struc-
tures and vulnerability. In addition to the use of the in-house software, which itself represents a novelty
in the field of topology optimization of structures, the method incorporates a custom mutation function
within the genetic algorithm, specifically developed using a graph-based approach to ensure the con-
tinuity of the generated structures. The tool developed for this work is capable of generating protections
with optimized layouts considering two different types of impacting objects, namely bullets and frag-
ments from detonating objects. The software outputs a set of non-dominated solutions describing
different topologies that the user can choose from.
© 2024 China Ordnance Society. Publishing services by Elsevier B.V. on behalf of KeAi Communications

Co. Ltd. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/
licenses/by-nc-nd/4.0/).
1. Introduction

The concept of survivability, defined as the ability of a platform
to avoid or withstand a man-made hostile environment, plays a
crucial role in platform design. Increasing survivability is usually
performed by reducing susceptibility and vulnerability. The former
refers to the inability of a platform to avoid the elements of an
enemy's defense, while the latter identifies its inability to with-
stand such elements.

Survivability-driven design of structures has started to play a
crucial role in World War I [1]. In that period, measures to enhance
survivability were limited to incorporating rudimentary pro-
tections to stop threats directed towards the pilot, consequently
i).
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increasing the platform's ability to withstand man-made threats
[1]. Significant advancements in combat survivability emerged
during the Cold War conflict in Southeast Asia in the 1970s when
the high-threat environment led to specifically designing platforms
for reduced vulnerability [2,3]. The '80s marked a further increase
in the importance of survivability and vulnerability, culminating in
the establishment of the Department of Defense Survivability/
Vulnerability Information Analysis Center (SURVIAC) in 1984.

Nowadays, the design of military and civil platforms is centered
around enhancing their survivability features, ensuring the pro-
tection of occupants and mission success. This is exemplified by
initiatives like the Joint Strike Fighter program [1].

The principles of survivability and vulnerability were born in the
aeronautical field thanks to the seminal work written by R. Ball in
1985 [1]. Here, the concept of survivability for aerial platforms was
formalized, and design principles for fixed and rotary-wing aircraft
to improve survivability features were presented. A comprehensive
methodology for conducting detailed single-hit vulnerability
of KeAi Communications Co. Ltd. This is an open access article under the CC BY-NC-
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assessments during the conceptual design stage of aircraft was
presented in Ref. [4], based on Ball's earlier research. The meth-
odology, similar to more recently proposed approaches, was based
on a statistical framework, requiring a substantial amount of data to
evaluate the impact of objects from various perspectives. To handle
this data, computer programs like the FASTGEN and COVART soft-
ware packages were developed [5,6]. The FASTGEN software
implemented a shot-line-based procedure, which, when taken in
by the COVART software, enabled the determination of crucial
indices in the vulnerability assessment framework, extensively
explained in Refs. [7,8]. It is worth noting that the shot-line-based
procedure employed in FASTGEN software has roots in consoli-
dated ray-tracing algorithms. The vulnerability concepts pioneered
by Ball were further explored in Ref. [9], where a computable
calculation model based on the shot-line scanning method was
introduced. This model allowed accounting for the threat's state of
motion during the penetration process in a simplified manner.
Subsequently, the authors refined the shot-line method and
introduced the evaluation of platform kill state to assess the overall
kill probability of aircraft in a single-hit scenario, considering the
potential overlap between components [9]. In Ref. [10], a direct
simulation method was introduced to assess the multiple-hit
vulnerability of aircraft with overlapping components. This
approach was based on the statistical framework of Monte Carlo
simulations proposed in Ref. [11].

Although the principles of survivability and vulnerability were
born in the aeronautical field, they extend far beyond such field and
are commonly applied to the design of any platform susceptible to
threats. For instance, in Ref. [12], Kincheleo et al. set the funda-
mentals for ground combat system vulnerability. Based on this
work, Yoo and Park, in Ref. [13], introduced a unified process to
assess the vulnerability of ground vehicles using target functional
modeling and fault tree analyses. Regarding the naval framework,
in Ref. [14] a simplified vulnerability analysis program to evaluate
the vulnerability of the warship at the conceptual design stage was
presented. In Ref. [15], Brownlow et al. proposed an adaptable
network-based approach that allows the development of a novel
vulnerability assessment method for early-stage naval ship design.
Always concerning naval ships, in Ref. [16] Sungkyun et al. devel-
oped a vulnerability assessment model by using the M&S tech-
nique. Moreover, quantitative risk and resilience analysis of passive
protection measures installed on critical assets were introduced in
Ref. [17]. Additionally, a management methodology was reported to
reduce the vulnerability of individuals within and near these assets.

To date, most of the works proposed in the literature have only
focused on methods for assessing the vulnerability of platforms,
while few contributions have studied novel solutions for reducing
vulnerability. Moreover, considering that the traditional approach
adopted to reduce vulnerability involves installing protective
measures on the structure, particularly in the aerospace field, the
added weight can result in diminished flight performance. There-
fore, it is important not only to explore novel protective solutions
but also to investigate methods for mitigating excessive structural
weight gain. In this context, when the objective shifts towards
reducing platform vulnerability without incurring significant
weight increases, the adoption of an optimization algorithm may
offer a viable solution. A promising approach would be that of
optimizing protective structures to protect the critical components
identified through preliminary vulnerability assessments. Opti-
mizing protective structures requires performing topological opti-
mization. Various techniques for topological optimization,
including solid isotropic material with penalization (SIMP) [18,19],
level set [20], particle swarm [21], evolutionary structural optimi-
zation (ESO) [22,23], and genetic algorithms (GAs) [24e26] have
been proposed in the literature. Particularly promising capabilities
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characterize GAs. Such algorithms are powerful and robust sto-
chastic global search methods [24,27,28]. They belong to an
emerging family of optimization methods that simulate natural
biological evolution based on the survival-of-the-fittest principle
[29]. Ref. [30] presented a procedure to develop near-optimal to-
pologies of load-bearing truss structures using genetic algorithms.
Furthermore, Ref. [31] solved a discrete problem through GAs by
using a bit-array representation method, also presenting a way of
suppressing possible checkerboard pattern outcomes.

In this context, this work builds on the general vulnerability
framework proposed by Lomazzi et al. [32] in 2021, and proposes a
method for developing a vulnerability-driven topological optimi-
zation tool to design protective components. Two independent
modules were developed, each aimed to optimize protections
against a different threat. That is, two threats were considered: (i)
projectiles and (ii) fragments resulting from a detonating object.
Multi-objective topological optimization of protections was per-
formed through GAs to simultaneously reduce (i) weight increase
and (ii) the vulnerability of identified critical components. The
approach was demonstrated through a case study involving a
representative portion of an aerial platform.

This work is organized as follows. Section 2 presents two
different approaches to vulnerability analysis, protection genera-
tion, and optimization: one specifically developed for designing
protections against projectiles, and the other specialized for frag-
ments from detonating objects. Section 3 demonstrates the two
approaches through a case study involving projectiles and frag-
ments impacting on a representative portion of an aerial platform.
Section 4 draws out the conclusions and presents some possible
future developments.
2. Vulnerability-driven optimization methodology

The algorithm presented in this work comprises two distinct
modules tailored to address specific types of threats. The first
module is designed to deal with projectiles, while the second
module focuses on fragments resulting from a detonating object.
The modules build on the vulnerability approach described in
Ref. [32] and aim to generate and optimize protective solutions.
2.1. Optimization of protections against ballistic impacts

Themodule dedicated to generating ballistic protections against
projectiles operates within a bi-dimensional framework. This
design choice is driven by the nature of the vulnerability assess-
ment methodology employed. Although the framework has already
been described in Ref. [33], it is briefly recalled here in the interest
of clarity. The workflow is shown in Fig. 1, and it involves the
following steps.

(1) Initial vulnerability assessment. The initial vulnerability
assessment consists of the vulnerability assessment of the
platformwithout protections. The analysis makes use of a ray
tracing algorithm where straight shot-lines are generated
from a plane perpendicular to the projectile trajectory of
interest. The distance of the plane from the target platform
does not affect the vulnerability assessment process. The
results obtained in this phase are used to identify the
vulnerable parts so that the protection surfaces can be
properly placed to protect them. This part of the algorithm is
detailed in subsection 2.1.1.

(2) Grid initialization. During the grid initialization phase, pro-
tective elements are initialized on the shot-lines plane so to
protect the most vulnerable components selected through



Fig. 1. Optimization framework for designing protections against ballistic impacts.
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the information coming from the previous step. This phase is
detailed in subsection 2.1.2.

(3) Optimization. The initialized protections are the input of the
optimization process. Multi-objective GAs are used to
generate protective solutions with optimized topology. Two
objective functions are used: the weight of the protections
and the vulnerability of the target components. To guarantee
convergence to continuous solutions, a spatial filter is also
considered during the optimization process, penalizing
protections with spread and isolated elements. The optimi-
zation phase is further described in subsection 2.1.3.
2.1.1. Initial vulnerability assessment
The algorithm implemented to assess the platform vulnerability

is detailed in Ref. [32], and it is here summarized in the interest of
clarity.

The first step of the vulnerability assessment consists of pre-
processing the platform. That is, the critical components are
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identified and modeled through simple hollow geometric shapes
that preserve the mass and volume of the real components. Then,
the components are projected onto the plane perpendicular to the
projectile direction, which is identified using azimuth and elevation
angles, as shown in Fig. 2. The assessment takes into account the
position and geometry of all the components in the platform.
Multiple aspects can be considered for optimization.

Each aspect is then analyzed separately. The plane perpendic-
ular to the projectile direction is divided into regular square cells, so
to cover the whole platform projection. The grid of square cells is
referred to as shot-lines grid. A shot line perpendicular to the plane
is generated at the center of each cell, and the platform components
it intersects are identified through a ray-tracing algorithm. All the
shot-lines that do not intersect any components are discarded. A
penetration algorithm is then used to account for the projectile
velocity loss as it penetrates through the intersected components.
For the sake of brevity, the details regarding the penetration algo-
rithm will not be included in the paper. However, readers are
encouraged to consult thework presented in Ref. [32] for additional



Fig. 2. (a) Aspect definition - Azimuth angle; (b) Elevation angle. Reprint from
Ref. [33].

Fig. 3. Shot-lines grid and optimization grid: (a) Shot-lines grid; (b) Optimization grid.
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insights. Finally, kill probabilities are computed by means of a
statistical framework. The i-th component kill probability Pik is
determined according to Eq. (1).

Pik¼ PiH,P
i
kjH ¼ PH

Ai
v

APtf
p

(1)

where PiH is the component susceptibility, PikjH is its kill probability

given that the platform has been hit, PH is the platform suscepti-
bility, while Ai

v and APtf
p are the i-th component vulnerable area and

the platform presented area, respectively. Presented and vulnerable
areas are computed using Eqs. (2) and (3).

Ai
p ¼Ni,s2 (2)

Ai
v ¼Ai

p,P
i
kjh (3)

where Ni is the number of shot-lines hitting the i-th component in
the considered aspect, s2 is the area of each square cell with length
s, and Pkjh is the i-th component vulnerability, i.e., its kill probability
given that the component has been hit. Similarly to Eq. (2), the
platform presented area is computed through Eq. (4).

APtf
p ¼NPtf,s2 (4)

where NPtf is the number of shot-lines hitting the platform in the
considered aspect.

2.1.2. Grid initialization
After computing the vulnerability of the components and

considering all the aspects of interest, the most critical components
and aspects are selected. For simplicity, in this work, the algorithm
is described assuming that only one component and aspect are
considered. In the selected aspect, an optimization grid is super-
imposed on the shot-lines grid. The shot-lines grid, and consequently
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the optimization grid, is placed over the projection of the whole
platform and is not limited to the selected components only. The
protection layout is initialized by placing elements in the cells
where shot-lines intersect the selected critical component. The
optimization grid and the initialized elements are shown in Fig. 3.
Here, dashed lines represent the shot-lines that hit the selected
component, and red square cells are used to indicate the initial
protection layout.

A vector x is used to identify where protection elements have
been initialized in the optimization grid. The vector has Ncells ele-
ments, where Ncells is the number of cells in the optimization grid.
Each element can assume a value of 0 or 1, indicating the absence or
presence of the protection, respectively. In the interest of clarity,
the vector initialization is shown in Fig. 4. Note that the elements of
the protection are initialized so to stop all the shot-lines that hit the
target component. Consequently, the initialized protective struc-
ture is discontinuous and composed of a scattered layout.
2.1.3. Optimization
A multi-objective GA is used to optimize the protection layout.

Optimization is performed using the MATLAB© built-in function
gamultiobj.

The vector that identifies the protection layout is taken in by the
algorithm. The optimization is constrained so to only consider
integer values of the design variables. Consequently, each vector
element can either assume values 0 or 1. Furthermore, the lower



Fig. 4. Generation of the binary vector representing the protection. Reprint from
Ref. [33].
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bound for the optimization process is represented by the null
vector, while a vector of ones represents the upper bound. Two
objective functions are considered to optimize the design:
component vulnerability and normalized protection mass. To
ensure the proper functioning of the genetic algorithm, the two
fitness functions need to be defined based on the vector repre-
senting the protection layout. Vulnerability is computed according
to the procedure already described in subsection 2.1.1, which is
modified to account for the presence of protective elements. More
specifically, the shot-lines grid is utilized to calculate the kill
probability using the given formulas, considering that when a
protective element intercepts a shot-line it is fully blocked. The
assumption that the shotlines are stopped when they hit protective
elements needs to be verified after coming up with the optimized
topology. In fact, the optimizer only defines a non-dominated
optimal protection layout, leaving penetration considerations to
the user. Instead, weight is defined by summing up the number of
ones in the protection vector, and dividing the sum by the total
number of elements, as shown in Eq. (5).

mass¼

PN
i
xðiÞ

Ncells
(5)

where xðiÞ identifies the i-th element of the vector defining the
protection layout.

The objective functions mentioned above are not sufficient to
converge to continuous protection layouts. To address this issue, a
spatial filter is introduced within the optimization loop. The
filtering mechanism acts through a penalty factor applied to the
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fitness functions. That is, the number of isolated clusters in the i-th
protection layout Ni

clusters is counted, and the objective functions of

the i-th layout are multiplied by the penalty factor Pif shown in Eq.
(6).

Pif ¼10Ni
clusters (6)
2.2. Optimization of protections against fragments from detonating
objects

The module dedicated to the generation of protections against
fragments operates within a three-dimensional framework. Also, in
this case, the design choice is driven by the nature of the vulner-
ability assessment methodology employed. Working in this
framework, the algorithm generates the protective structure
directly on the outermost part of the platform being analyzed. The
workflow is shown in Fig. 5, and it involves the following steps.

(1) Initial vulnerability assessment. The initial vulnerability
assessment consists of the vulnerability assessment of the
platformwithout protections. The analysis makes use of a ray
tracing-based algorithm, considering the trajectories of the
generated fragments. The results obtained in this phase are
used to identify the vulnerable parts so that the protection
surfaces can be properly placed to protect them. This phase
of the algorithm is detailed in subsection 2.2.1.

(2) Protection initialization. During the protection initialization
phase, protection elements are placed on the outermost layer
of the platform to intercept all the fragments intersecting the
target components identified in the previous step. This part
of the algorithm is detailed in subsection 2.2.2.

(3) Optimization. The initialized protections are the input of the
optimization process. Multi-objective GAs are used to
generate protective solutions with optimized topology. Pro-
tection weight and the vulnerability of the target compo-
nents are minimized by the optimization algorithm.
Furthermore, a novel spatial filter is proposed in this work to
guarantee convergence to continuous solutions, penalizing
protections with spread and isolated elements. Such a filter
works on the graph representation of the protective struc-
ture. This phase is detailed in subsection 2.2.3.
2.2.1. Initial vulnerability assessment
The algorithm implemented to assess the platform vulnera-

bility to fragments is as an extension of the algorithm described in
subsection 2.1.1. No changes are applied to the pre-processing
phase described above. After all the components have been
modeled through simplified mass- and volume-preserving shapes,
a 3D hemispherical detonation grid is generated around the plat-
form. The grid is made of detonation points, each representing the
position where a detonating object would detonate and generate
fragments. The velocity vector defining the threat motion is
defined according to azimuth and elevation angles. In reference to
the global reference frame ðxg; yg; zgÞ shown in Fig. 6, azimuth
represents the rotation around zg, and elevation is the rotation
around � yg. All the threats share the same velocity vector. The
hemispherical grid is centered to the platform geometrical center
and its radius identifies the threat detonation distance. Multiple
detonation distances can be considered in the vulnerability
assessment. Generating a detonation grid requires defining the
detonation reference frame shown in Fig. 6. Its origin coincides



Fig. 5. Optimization framework for designing protections against fragments impacts.
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with the geometric center of the platform, the x-axis (xd) is
aligned with the detonating object velocity, and the z-axis (zd) is
perpendicular to this velocity and described by the same azimuth
(i.e., it is rotated by 90� around � yg). The y-axis is defined by the
cross-product between xd and zd. The number of detonation
points within each detonation grid is determined through two
parameters:

(1) The number of equally spaced points in the semi-
circumference projected onto the xy plane of the detona-
tion frame.

(2) The number of equally spaced points in the semi-
circumference projected onto the xz plane of the detona-
tion frame.

Shot-lines are defined according to each fragment velocity
vector and start from the respective detonation point. The frag-
mentation of a representative detonation object is shown in Fig. 7,
where the detonating object velocity vector is shown by a dashed
130
black arrow, and the shot-lines are identified through black dashed
lines. Fragment generation and their velocity vector are described
through the Gurney formula. The interested reader is referred to
Refs. [34,35] for additional details.

Kill probabilities at a specific detonation distance are defined as
the mean kill probabilities due to the detonation of threats at each
point within the hemispherical grid at that distance. Considering
for simplicity the i-th component of the platform, its kill probability
is computed by means of a statistical framework embedding a
multi-hit approach. That is, for each detonating object, the number
of shot-lines hitting the component is computed, and i-th compo-
nent kill probability Pik is defined according to Eq. (7)

Pik ¼1�
Yni

1

�
1� PiH , Pikjh

�
(7)

where ni is the number of shot-lines intercepting the component.
Eq. (7) assumes that the fragments represent ni independent hits.



Fig. 6. Detonation point, global and detonation reference frame.

Fig. 7. Detonating object fragmentation.
Fig. 8. Initialization of the protective structure: (a) Side view; (b) Front view.
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2.2.2. Protection initialization
Several critical components identified through the vulnerability

analysis described above can be selected for designing the protec-
tion. For simplicity, in this work, the algorithm is described by
assuming that only one component is considered.

Initializing the protection requires generating an optimization
mesh over the outermost layer of the platform model, where
protection elements will be placed by the algorithm. The relevant
pieces of information carried by the mesh are the elements' po-
sition and their connectivity. The intersection points between the
shot-lines generated by all the detonation points in all the deto-
nation grids and the mesh elements are tracked. Only the shot-
lines intersecting the selected critical component are retained in
the analysis. The protection is initialized at all the intercepted
mesh elements, as shown in Fig. 8. Note that shot-lines may
intersect more than one mesh element, especially if complex ge-
ometries of the platform outermost layer are considered. However,
considering that protections are assumed to be capable of
completely stopping incoming threats, protection elements are
initialized only at the first mesh elements intercepted by the
131
fragments. The resulting protection can stop every fragment
directed toward the selected critical component, thereby reducing
its kill probability to zero. At this phase of the algorithm, the
initialized protective structure is discontinuous and composed of a
scattered layout.

Similarly to what has already been described in subsection 2.1.2,
the initialized protection layout is encoded into a binary vector. The
vector length is the number of elements of the mesh of the plat-
form's outermost layer.
2.2.3. Optimization
A multi-objective GA is used to optimize the protection layout.

Optimization is performed using the MATLAB© built-in function
gamultiobj. The vector that identifies the protection layout is
taken in by the algorithm. Each vector element can assume a
value of 0 or 1, indicating the absence or presence of protection
elements.

Two objective functions are considered to optimize the design:
component vulnerability and normalized protection mass. The
former is computed according to the procedure already described
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in subsection 2.2.1, assuming that the shot-lines intercepting pro-
tection elements are stopped. The latter is computed according to
Eq. (5).

The objective functions are not sufficient to converge to a
continuous protection layout. To address this issue, a novel, spe-
cifically developed mutation function is presented. This way, be-
sides minimizing the weight of the protection and increasing the
chance that shot-lines intercept protection elements, the algorithm
tries to enforce a cohesive and continuous structure by promoting
the formation of a single cluster of protective material. The custom
mutation function is described in Algorithm 1. Here, Population is
the m� n matrix representing the m individuals in the population
described by the n design variables, and Ag is the matrix taking into
account the connectivity of the current protection. Matrix Ag is
sparse and contains ones at all positions ði; jÞ where the i-th
element is connected to the j-th element. The custom mutation
function is based on Bernoulli trials. That is, for each element in the
vector defining the protection layout, a random number ri is
extracted from a uniform distribution ranging from 0 to 1 and
compared to a mutation probability Pm defined according to
Algorithm 1. Mutation occurs if the extracted number ri is smaller
or equal to the mutation probability Pm. The values of the vector
elements selected for mutation are then replaced by their ones'
complement.

Algorithm 1 Custom mutation function for topological optimization of
protections against fragments

for i¼ 1: m do
for j¼ 1: n do
Nði; jÞ ¼ P

Populationði; :ÞAgðj; :Þ
end for
end for
Mutation probability matrix: Pm ¼ 0:3N =maxðNÞ
Perform Bernoulli trials for selecting mutating genes

Furthermore, to increase the chance of converging to contin-
uous optimized solutions, a spatial filter is introduced into the
optimization loop. The number of material clusters is counted, and
discontinuous solutions are penalized. Counting the number of
clusters the protection is made of is performed through the graph
representation of the protection vector. In graph theory, graphs are
representations of networks and aremade of nodes and edges. Each
node represents an entity, while the edges represent the connec-
tions between the nodes. Node connectivity is represented through
the adjacency matrix A. Assuming that a graph is made of ng nodes,
its matrix A has dimension ng � ng. A nonzero element at position
ði; jÞ identifies that the i-th and the j-th nodes are connected. Note
that A is symmetric and that its principal diagonal is zero, consid-
ering that nodes cannot be self-connected. Furthermore, it is
important to specify that graphs do not inherently convey spatial
information. Given the characteristics just described, graphs seem
to provide an effectiveway to represent meshes. In this work, graph
nodes correspond to the outermost platform layer mesh elements,
and graph edges represent the connectivity between the mesh el-
ements. Graph nodes with value 1 correspond to mesh elements
where protective material is placed, as shown in Fig. 9. The graph
representation of the protection layout is then updated to count the
number of isolated clusters Ni. Graph update is performed ac-
cording to Algorithm 2 and aims to remove all the graph edges that
start or end at nodes with no material. In Algorithm 2, Vm

1 and Vm
2

are vectors whose i-th element identifies whether protective ma-
terial is present at the node where the i-th edge starts or ends,
respectively. Indexm is used to identify them-th protection layout,
and index k scans through the elements of vector Vm

3 ¼ Vm
1 Vm

2 .
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The number of isolated clusters is then used to penalize the
fitness functions according to Eq. (8)

Algorithm 2 Graph update procedure

for i ¼ 1: m do
Vm
3 ¼ Vm

1 ,Vm
2

for i ¼ 1: k do
if Vm

3 ðkÞ ¼ 0 then
Remove k-th edge from the graph
end if
end for
end for

h
mass; Pik

i
¼ðNi � 1Þ

h
mass; Pik

i
(8)

This process is repeated for each protection layout generated
by the optimization algorithm. At the end of the optimization
process, a set of optimized solutions with different topologies is
obtained.

3. Case study

The optimization framework described in Section 2 is demon-
strated through a case study involving a representative portion of
the aerial platform. It includes the outermost layer, named skin, and
three representative critical components modeled by hollow cubes,
named C1, C2, and C3, respectively, as shown in Fig. 10. The hollow
cubes are simplified models of some representative platform's
components. These models must guarantee the same encumbrance
and mass of the original object they represent. This is achieved
through a two-step procedure. The first step consists of modeling
the box so that it wraps the original object. This way, encumbrance
conservation is guaranteed. Then, the wall thickness is computed to
fulfill the mass conservation requirement. The procedure relies on
Eqs. (9)e(11).

Moriginal ¼Msimplified (9)

Moriginal ¼ rsimplified,Vsimplified (10)

Moriginal ¼ rsimplified½abc� ða� 2tÞðb� 2tÞðc� 2tÞ� (11)

where M is the mass of the object, r is the density of the material
the object is made of, V is the volume of the object, a, b and c is the
box dimensions and t is the cube wall thickness. Solving Eq. (11) for
t leads to the determination of the required box thickness. The kill
probability of the critical components given a hit on the compo-
nents themselves are PC1kjh ¼ 0:3, PC2kjh ¼ 0:2, PC3kjh ¼ 0:3, and Pskinkjh ¼
0. Those values depend onmany factors, and the striking velocity is
among them. In particular, experiments should be carried out at
different striking velocities to come upwith a variable Pkjh value [1].
This work takes for granted the Pkjh values and builds up on them to
compute the vulnerability of the components and drive the opti-
mization algorithm.

3.1. Optimized protections against ballistic impacts

The results of the initial vulnerability assessment are not re-
ported here in the interest of brevity. Component C2 was identified
as the target component for the optimization of the protection. Two
different aspects were considered: (i) Azimuth¼ 90�, Elevation¼ 0�,
and (ii) Azimuth ¼ 50�, Elevation ¼ 30�. The single-point
crossover function was adopted within the optimization scheme.
The hyperparameters of the optimization are the size of the



Fig. 9. Example of graph representation: (a) Graph representing the mesh; (b) Graph representing the protection with several cluster; (c) Graph representing the optimized
protection with a single cluster.
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population, the tolerance, the maximum number of generations,
the crossover fraction, and the mutation parameter. The values
adopted in this work are reported below. They were tuned to get
results in a reasonable time, without sacrificing the quality of the
results.

� Population size: 200
� Tolerance: 10�5.
� Max. Number of generations: 100
� Crossover fraction: 0.8
� Mutation parameter: 0.01

The results of the optimization process in regard to the 90�e0�

aspect are shown in Fig. 11. The solutions in the Pareto front
represent different trade-offs between mass and kill probability,
allowing for flexibility in selecting the most suitable protection
configuration based on specific requirements and constraints. The
protection layouts designed by the optimization algorithm are
shown in Fig. 12. Here, shot-lines are represented by black dots and
the generated protection is shown in red.

In Fig. 13, further observations can be made regarding the so-
lutions presented in Fig. 12, particularly focusing on the shot lines
that intersect the component and the resulting protections. Here,
Fig. 10. Representative portion of the demonstrator considered in the case study.
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the black dots indicate the centers of the grid elements fromwhich
the shot lines originate, while the shot lines themselves, striking
the component, are represented by dashed arrows. The generated
protections are once again highlighted in red for clarity. Solution 1,
as can be observed in Fig. 11, represents the heaviest configuration.
Since four shot-lines intersect the target component, the software
placed material at the corresponding four points on the grid to
nullify the kill probability. This solution offers the lowest kill
probability of the target component, i.e., PC2k ¼ 0%, at the expense of
the normalized mass mass ¼ 0:0076. Solution 2 is described by
reduced mass (mass ¼ 0:0057) and slightly higher kill probability
(PC2k ¼ 0:005%) compared to the previous configuration. However,
it still provides a high level of protection to the target component,
prioritizing survivability over mass. Note that two different pro-
tection topologies with the same objective function values were
generated by the software. Solution 2 stopped three shot-lines out
of the four. Solution 3 is lighter than the second solution (mass ¼
0:0038), but offers reduced protection, i.e., PC2k ¼ 0:011%. Protec-
tive elements were placed to stop only 2 shot-lines out of 4. Also in
this case the optimizer generated two different topologies
Fig. 11. 90�e0� aspect: Pareto front.



Fig. 12. 90�e0� aspect: optimized protection layouts.

Fig. 13. 90�e0� aspect: optimized protection layouts, alternative visualization.
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corresponding to the same objective function values. Solution 4
represents the lightest configuration (mass ¼ 0:0019) and provides
limited protection to the target component, i.e., PC2k ¼ 0:16%. In this
case, the protection layout allows stopping only 1 shot-line out of 4.

The solutions concerning the 90�e0� aspect are trivial, for this
reason, the software is also tested with azimuth and elevation an-
gles that would generate a shot grid not parallel to any face of the
target component or any plane defined by the axes of the reference
system of the analyzed platform. Consequently, also the 50�e30�

aspect is analyzed, with the resulting Pareto plot displayed in
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Fig. 14. The protection layouts designed by the optimization algo-
rithm are shown in Fig. 15. Solution 1 proposes a protection that
reduces the kill probability of the target component to zero,
blocking all the shot-lines, i.e. PC2k ¼ 0%, at the expense of the
normalized mass mass ¼ 0:0063. Solution 2 consists of lighter
protections, resulting in an increased kill probability of the target
component. The solution proposes two different possible topol-
ogies that differ in terms of the arrangement of protective elements
only, both with the same values of normalizedmass (mass ¼ 0:005)
and kill probability (PC2k ¼ 0:045%).



Fig. 14. 50�e30� aspect: Pareto front.

Fig. 16. Three-dimensional framework: Pareto front.
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3.2. Optimized protections against fragments from detonating
objects

Component C3 was selected to optimize the protection in case of
damage from fragments generated by detonating objects. The
fragments impacting the model are obtained considering three
detonation distances (i.e., 4 m, 4.5 m, 5 m) and ten detonation
points along the xy and xz planes, assuming a single aspect for the
detonating object (30�e45�). As in the case of the optimization of
protections against ballistic impacts, the same hyperparameters
already mentioned in subsection 3.1 must be provided to the
optimizer. The values considered in this work are shown below:
Fig. 15. 50�e30� aspect: optim
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� Population size: 400
� Tolerance: 10�5.
� Max. Number of generations: 1000
� Crossover fraction: 0.3
� Custom function (subsection 2.2.3)

In this case, the algorithm converged to a single solution,
generating only one point in the Pareto front shown in Fig. 16. The
optimized protection layout nullified the kill probability of the
target componentwhile providing a limited increasedmass. That is,
the solution was described by mass ¼ 0:0736 and PC3k ¼ 0:0. The
optimized protection layout is shown in Fig. 17. Here, the elements
of the skin mesh where the protective material was placed are
highlighted in red, and dashed lines are used to represent the shot-
lines that would hit the target component if no protection was
considered. The optimized protection allowed for intercepting all
the shot-lines. Furthermore, the filter managed to generate a
continuous protection layout.
ized protection layouts.



Fig. 17. Three-dimensional framework: optimized protection topology.
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As can be seen from Fig. 17, although the skin exhibits an
opening in the frontal area, the optimizer generates protective el-
ements also in this region. This was expected since the skin mesh
modeled to generate protective elements did not account for the
opening. That is, in the interest of simplicity, the optimization grid
was modeled through fully connected elements without borders.
This limitation could be overcome by simply retaining openings in
the optimization mesh.

4. Conclusions

In the last decades, the significance of survivability has grown
considerably, emerging as a key design factor formodern platforms.
Consequently, there has been a pressing need to develop tools
aimed at enhancing the survivability characteristics of platforms. In
this context, this work presents a general framework for generating
topologically optimized protections for mitigating platform vul-
nerabilities. Multi-objective genetic algorithms have been used to
generate protection layouts that simultaneously minimize (i) the
vulnerabilities identified in the platform and (ii) the weight in-
crease caused by adding protective elements. Two threats have
been considered through two independent software packages. That
is, protections against ballistic impact have been optimized using a
vulnerability-driven 2D optimization framework, while an
approach working in the 3D domain has been developed for pro-
tection against fragments generated by detonating threats. The
integration of the vulnerability-driven tool with a genetic algo-
rithm for the generation of optimized topology protections repre-
sents a novel approach in the field of topology optimization
algorithms. However, using genetic algorithms within the vulner-
ability framework turned out not to be enough to converge to
continuous topologies. In fact, the employed optimization process
naturally converges to scattered protective structures, placing
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protective elements to diminish vulnerability and mass without
considering structural continuity. For this reason, spatial filtering
techniques have been implemented into both modules to drive the
optimizer towards continuous protection layouts. Moreover, a
custom mutation function based on Bernoulli trials and on the
graph representation of the protection has also been proposed for
the 3D framework to make convergence to continuous solutions
easier. The implementation of this custom graph-based mutation
function, which not only accelerates the convergence of the algo-
rithm, but also enables the generation of continuous and optimized
solutions, represents another innovative aspect of the article. A case
study involving a representative portion of an aerial platform with
three critical components has been considered to demonstrate the
capabilities of the proposed optimization methods. The vulnera-
bility algorithm with the genetic algorithm is applied first to the
"simple" case, which involves the bullet as the impacting object, to
verify its correct functionality in this scenario. Then, it is applied to
a much more complex case study involving a 3D domain and
fragments from detonating objects. In this more complex case
study, different methods from the genetic algorithms, like for
example the enumeration method, cannot be used to come up with
a set of non-dominated solutions. In that case, guaranteeing
continuous layouts that would simultaneously minimize two
fitness functions would be impossible. Protections for projectiles
flying in two different directions were independently generated
through the 2D optimization framework. Several protection layouts
were identified within the Pareto front, each characterized by a
different ratio between the two objective functions. This feature of
the proposed optimization tool allows designers to consider
various solutions and choose the best one depending on design
strategies and constraints. The optimized protection layouts pre-
sent a limited mass for both the considered aspects, as shown in
Figs. 11 and 14. The topology is optimized based on the assumption
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that the protection can fully block the impacting object. For this
reason, if the user wants to determine the stiffness of the protec-
tion, should be considered that the stiffness is influenced by the
thickness of the protection. Consequently, the appropriate thick-
ness should be computed. Instead, protections against fragments
were optimized considering several detonation points and dis-
tances around the platform, assuming a single flight direction for
the detonating object. A single solutionwas generated by themulti-
objective genetic algorithm. Increasing, eventually, the number of
detonation points and distances and considering multi-angle det-
onations does not lead to protections that cover the entire surface
of the aircraft since this would maximize the weight fitness func-
tion. Instead, in such a complex case, the optimal protection
generated by the algorithm would cover most of the portion of the
skin that makes fragments pass and intercept the target compo-
nent(s) while reducing the amount of protection in other, non-
critical, areas to the bare minimum. Thanks to the capability of
the proposed method of generating continuous optimized solu-
tions, able to adapt to any complex shape of a platform skin, it is
possible to eventually install this protection layout coming out of
the optimization framework in real-life applications.

However, it is important to acknowledge certain limitations of
the proposed approach. For instance, when applied to more com-
plex demonstrators, the algorithm exhibits lengthy computational
times. This limitation could potentially be mitigated by porting the
code to a different computing environment, for example Python©,
where specialized libraries could be leveraged to execute the code
on the GPU, resulting in a significant reduction of the computa-
tional time. Furthermore, it should be noted that the current soft-
ware does not account for theweight of all the additional structures
required for installing the protections. Future upgrades should
address these limitations. Further work will consist of improving
the optimization framework dedicated to ballistic impacts so to
design protections that protect the identified critical components
against projectiles coming from different directions. This would
require generalizing the algorithm to the 3D domain and adopting a
scheme similar to the one already implemented for fragments.
Additionally, the proposed optimization method will be extended
to also include damage from blast waves.
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