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Abstract. In the race for quantum-safe cryptography, fostered by the8

ongoing National Institute of Standards and Technology (NIST) post-9

quantum standardization process, it is crucial to assess the security of10

the emerging cryptoschemes. In this work, we propose a fully quantum11

algorithm to accelerate the Lee-Brickell variant of the Information Set12

Decoding (ISD) on binary error correcting codes — one of the main13

cryptanalytic techniques used for assessing the security of code-based14

cryptoschemes. Our solution relies on a careful scheduling of the quantum15

gates included in the circuit design, coupled with a strategy that applies16

multiple times the oracle-reflection, from a Grover-like search, within a17

single Grover iteration. Compared with the state-of-the-art alternatives,18

our solution shows a reduction of the circuit depth ranging between 23 and19

226, when considering the parameters sets for code-based cryptosystems20

advanced to the fourth round of the NIST process. Denoting as t and21

t−p the two sets of bit flips tackled by the Lee-Brickell’s strategy, as an22

additional noteworthy fact we show that our solution exhibits 1 as the23

best value for p instead of 2 as it is the case for the classic ISD.24

Keywords: code-based cryptography· post-quantum cryptography· quan-25

tum computing· Information Set Decoding· ISD26

1 Introduction27

Shor’s quantum algorithm [1], with its ability to compute the order factoriza-28

tion and discrete logarithm computations exponentially faster than any classical29

algorithm, threatens widely used public-key cryptosystems like RSA and ECC.30

Acknowledging this threat, prominent organizations like the National Institute of31

Standards and Technology (NIST) are actively engaged in standardizing crypto-32

graphic primitives for Post-Quantum Cryptography (PQC), aiming to safeguard33

classical data against quantum-accelerated attacks. Among the PQC options,34

Code-Based Cryptography (CBC) has emerged as a promising alternative. Its35

security hinges on the Syndrome Decoding Problem (SDP), whose decision version36

is known to be NP-complete [2]. Notably, NIST’s report on the third (latest at37

the time of writing) round [3] of its standardization call [4] suggests that all the38
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CBC systems will be advanced from the third to the fourth round, underscoring39

their potential as sound alternatives to lattice-based cryptosystems. Given the40

continuing relevance of CBC, particularly evident in the proposals submitted to41

the first (latest at the time of writing) round of NIST’s additional call for digital42

signature schemes [5], it is essential to meticulously assess the computational43

complexity needed to undermine the security of CBC schemes, allowing designers44

to precisely tune their parameters to meet security requirements without compro-45

mising efficiency. Classically, the most effective cryptanalytic tool relies on the46

Information Set Decoding (ISD) technique, dating back to Prange’s original pro-47

posal [6] that was later slightly improved in several ways [7–15]. On the quantum48

front, attacks relying on Grover’s framework or quantum-walk frameworks exhibit49

only an asymptotic quadratic speed-up compared to classical ISD approaches.50

Related works. The first work showing a reduction in the computational51

complexity of a quantum-accelerated adaptation of the Prange’s ISD variant with52

respect to its classical counterpart was proposed in [16]. The proposal, relying on53

Grover’s framework, paved the way to a few practical implementations of quantum54

circuits designs of such an attack, based both on Prange’s ISD variant [17–19],55

and Lee-Brickell’s variant [18–20], with the design presented in [21] offering, to56

the best of our knowledge, the best figures in terms of all the relevant cost metrics57

related to quantum circuits (namely, number of qubits, number of gates, depth58

and depth×width). In [21], the authors additionally argue that the Lee-Brickell’s59

variant of the ISD is unlikely to produce significant improvements on the plain60

Prange’s variant of the ISD, providing evidences of their assumption based on61

the analysis of the quantum circuits presented in both [20], providing a design of62

a hybrid classical-quantum approach based on Lee-Brickell, and [18], proposing63

instead a full-quantum approach for both Prange’s and Lee-Brickell’s variants.64

On a parallel research path, the quantum-walk based approaches [22, 23], aiming65

to accelerate more advanced ISD variants, were shown to provide a theoretical66

speed-up with respect to the Grover’s based approaches. However, to the best of67

our knowledge, the literature still lacks a concrete gate-based design for these68

approaches, making therefore challenging a precise assessment of their complexity69

in the finite regime.70

Contribution. In this work, we describe a quantum circuit to accelerate the71

Lee-Brickell’s ISD variant [7] based on Grover’s quantum framework [24]. By72

relying on a computational model akin to [25], in which the quantum unit acts73

as a memory peripheral controlled by the classical unit, we show how a careful74

design of the classical algorithm generating the quantum circuits is capable of75

reducing the complexity metrics. Disproving the conjectures made in [21], our76

quantum circuit design shows a significantly reduced computational complexities77

compared to the state-of-the-art designs, with gains ranging from 24 to 222 in the78

depth and depth × width metrics with respect to all the CBC schemes advanced79

to the fourth round of NIST’s standardization call [3]. In detailing all of our80

circuit components, we additionally show an implementation of Grover’s oracle81

operator diverging from the traditional compute-uncompute pattern employed in82

its implementation. Finally, as an interesting side result, our proposal additionally83
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shows that our quantum adaptation of the Lee-Brickell’s variant shows that the84

optimal value of the parameter p used in such variant is equal to 1. This result85

is in contrast with the classical results, for which the optimal value of such86

parameter was proven to be equal to 2 [26].87

2 Background88

In the following, we introduce our notation and provide a summary of the concepts89

on Information Set Decoding (ISD) techniques. We denote sets using calligraphic90

capitalized letters, as in S, and their cardinality as |S|. The notation [x] represents91

the set of all integers within the range [0, x−1]. For sets composed of all the92

size-y subsets containing integers within [x], we use the notation
(
[x]
y

)
.93

Vectors are denoted with lowercase bold letters, as in v, and intended as94

column vectors. Matrices are denoted with uppercase bold letters, as in M .95

Elements within vectors and matrices belong to F2. The notation v|i denotes96

the element at index i of the vector v, while v|S denotes the projection of the97

elements of v on the indexes of S. The number of elements of v is denoted as |v|,98

while its Hamming weight as Hw(v). Similarly, the subscript M|i,j denotes the99

element of M at row i and column j, while M|S1,S2
denotes a selection of the100

rows indexed by the elements in S1 and of the columns indexed by the element101

in S2. In this context, we use the symbol ∗ to represent the set of all rows or102

columns, as in M|i,∗, representing the selection of all the elements at row i. Given103

v1 and v2, the notation [v1 v2] denotes their row-wise concatenation. On the104

other hand, given A1 and A2 of appropriate sizes, the notation [A1 A2] denotes105

their column-wise concatenation. Finally, we denote as Hw(v) the Hamming106

weight of v, i.e., the number of non null entries in v, and we denote as Bx
y the107

set of all the length-x binary vectors having Hamming weight y. To conclude, we108

extend the vector notation to array objects by employing Greek letters as labels,109

as in, α, and a 0-based indexing, as in α|i, with 0 ≤ i < |α|.110

2.1 Code-based cryptography111

Code-based cryptography relies on computationally hard problems involving112

objects from the theory of error-correcting codes. A binary linear code, denoted113

as C, is a linear mapping from the vector space F k
2 into the vector space F n

2 , with114

n>k, used to encode a k-bit message, represented as the vector m∈F k
2 , into an115

n-bit codeword, represented as the vector c∈C ⊂ F n
2 . The encoding adds r=n−k116

redundant bits to the message m through a linear transformation described by117

a generator matrix G ∈ F k×n
2 , that is such that C = {c ∈ F n

2 : c = GTm}.118

Alternatively, the linear code C can be characterized by a parity-check matrix119

H ∈ F r×n
2 , that is such that C = {c ∈ F n

2 : Hc = 0}, being HGT = 0r×k. The120

definition of H provides a straightforward test for the integrity of a potentially121

corrupted codeword y = c⊕ e, where e ∈ F n
2 represents the error vector. Indeed,122

since Hy = Hc ⊕ He = He, if the product Hy is not a null vector, the123

fact indicates the presence of an error. The vector s = He is known as the124
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syndrome of the error e. If no restriction is placed on the values of e, many125

different values may satisfy He = s for a given H, s pair. In the following we126

will consider only error vectors with a Hamming weight equal to t, where t is127

chosen to be small enough that a single error vector satisfies the equation above.128

While, for appropriately chosen parity check matrices, it is possible to obtain129

e given He = s and H, a computation known as syndrome decoding, there is130

no known polynomial time algorithm solving the Syndrome Decoding Problem131

(SDP) for a random H. The decision version of the SDP (i.e.,determining if a132

value for e exists) was shown to be NP-complete in [2], while its search version133

is NP-hard with a straightforward search to decision reduction algorithm (as134

all NP-complete problems are endowed with it) [26]. From now on, we consider135

the computational variant of the SDP, which is the one solved by ISD based136

cryptanalytic approaches, defined as follows:137

Definition 1 (Computational Syndrome Decoding Problem (CSDP)).138

Given a parity-check matrix H∈F r×n
2 , a syndrome s∈F r

2 , and an integer t>0,139

find the error vector e∈F n
2 such that Hw(e) = t and s = He.140

The complexity of the SDP paved the way to the development, in the mid-20th141

century, of two asymmetric cryptosystems: McEliece [27] and Niederreiter [28].142

In these systems, the trapdoor function relies on an obfuscated version of a non-143

random, efficiently decodable parity-check matrix H ′. The obfuscation is achieved144

through the selection of a random secret, non-singular matrix A, along with a145

random permutation matrix P , obtaining an apparently random parity-check146

matrix H=AH ′P to be used as a public key. In the Niederreiter cryptosystem,147

the matrix H enables any party wishing to transmit a message, encoded as an148

error vector e of Hamming weight t, to compute its syndrome s = He and149

transmit it over a public channel. An adversary aiming to recover e must then150

find a solution to the SDP. In contrast, the legitimate receiver, knowing A and151

P , can efficiently decode e from s.152

2.2 Information Set Decoding153

Information Set Decoding is a technique to solve the CSDP, with a significant154

speedup with respect to a straightforward exhaustive search for the value of e.155

Lee-Brickell variant [7] of the ISD, shown in Alg. 1, builds upon Prange’s initial156

proposal [6]. The algorithm starts by guessing uniformly at random a set from157 (
[n]
k

)
, known as Information Set and denoted as I, representing a random guess158

on the k indexes of the elements of the error vector e containing only p bits set159

to 1. The remaining r integers, which belong to the complement of I, I=[n] \ I,160

represent the indexes of e for which the Hamming weight is equal to t−p.161

The set I (line 3) is employed to obtain a permutation matrix P (line 4),162

that is used to bring the matrix obtained packing the columns of H indexed by163

I, H|∗,I , to the leftmost part of H (line 5), resulting in the permuted matrix Ĥ .164

Using the original equation of the syndrome s=He, the permutation produces the165

equivalent formulation s=(HP )
(
P Te

)
that, by renaming the two components166
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Algorithm 1: Lee-Brickell Algorithm
Input :H: a r × n binary parity-check matrix

s: a r-bit long syndrome (column vector)
t: the weight of the error vector to be recovered
p: the weight of the first k bits of ê, 0 ≤ p ≤ t

Output : e: n× 1 column vector s.t. He = s, Hw(e) = t

1 repeat
2 repeat
3 I $←−

(
[n]
r

)
4 P ← GetPermutation(I)
5 Ĥ ←HP // implies ê=P Te

6
[
H̃

∣∣∣ s̃]← GJE
([

Ĥ
∣∣∣ s])

7 [Wr×r | Vr×k]← H̃

8 until W = Ir

9
∣∣∣

10 foreach J ∈
(
[k]
p

)
do

11 e1 ← s̃⊕
(⊕

j∈J V|∗,j
)

12 if Hw
(
e1

)
= t− p then

13 e2 ← 0k×1

14 foreach j ∈ J do
15 e2|j ← 1

16 return P
[
e1 e2

]

enclosed in parenthesis, describes a system of linear equations s=Ĥê, with167

ê=P Te. We denote the topmost r×1 portion of ê as e1, and the bottommost168

k×1 portion as e2; that is, ê =
[
e1 e2

]
. Lee-Brickell’s assumption can be restated169

as Hw
(
e1

)
=t−p, and Hw

(
e2

)
=p.170

The next step of Alg. 1 executes a Gauss-Jordan Elimination (GJE) (line 6)171

on the augmented matrix
[
Ĥ s

]
, verifying if the resulting matrix

[
H̃ s̃

]
contains172

an identity submatrix in its leftmost r×r portion. If the condition is not met,173

the algorithm iterates the random guess of I. Conversely, if the condition is met,174

we can rewrite the equation of the syndrome as:175

s̃ = [I V ]
[
e1 e2

]
= e1 ⊕ V e2 ↔ e1 = s̃⊕ V e2

The last product represents the sum of the columns of V indexed by the p176

asserted bits of e2. For this reason, the algorithm performs an exhaustive search177

through all the sets belonging to
(
[k]
p

)
(line 10). If, for one such set J , the sum178

of s̃ to the p columns of V indexed by the elements of J results in a vector of179

Hamming weight t−p, the algorithm reports a success.180

Computational complexity of Algorithm 1. The time complexity of Alg. 1 is181

TIter

PrSucc
≈

(
n
t

)
0.288

(
r

t−p

)(
k
p

)(TGJE(n, r) + TES(k, p, r)
)

(1)

Lee-Brickell’s algorithm is indeed a Las Vegas algorithm, that is, a randomized182

algorithm that ensures the correct result (the value of e) with a probabilistic183

runtime. To compute the expected runtime, we focus on determining the proba-184

bility of success PrSucc for a single iteration of the outer loop (line 1). Notably,185

each iteration operates independently, randomly selecting a set I, making the186

success probability for one iteration unaffected by others. The probability of187
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success, PrSucc, is split into two components. The first component is the proba-188

bility that the submatrix H|∗,I is invertible, which converges to ≈ 0.288 as the189

value of r increases [26]. The second component is the probability of guessing a190

set I generating, among all the total number of length-n error vectors having191

Hamming weight t (i.e.,
(
n
t

)
), the ones for which e|I has Hamming weight t−p192

(i.e.,
(
r
t

)
). The main factor influencing the cost TIter of a single iteration of Alg. 1193

is TGJE, representing the cost of executing the GJE algorithm, for which [26]194

reports a bit complexity of TGJE(n, r) = O
(

nr2

2 + nr
2 − r3

6 + r2 + r
6 − 1

)
. The195

next component of the cost, TES(k, p, r), pertains to the exhaustive enumeration196

of all the
(
k
p

)
possible sets that belong to

(
[k]
p

)
. In [26], the authors report a bit197

complexity of O
((

k
p

) (
(2k − p) log22

(
k
p

)
+ pr

))
, obtained by generating, at each198

iteration, the combinadics representation corresponding to the iteration number199

(cost (2k − p) log22), followed by p sums of length-r columns (cost pr).200

2.3 Quantum computing201

In quantum computing, the state of a computation is a column vector belonging202

to a finite-dimensional Hilbert space — that is, a complex vector space equipped203

with an inner product — spanned by 2n orthonormal basis states. A state of such204

a system is denoted as |α⟩=∑
i∈{0,1}n ai |i⟩, where each |i⟩ is a basis column205

vector labelled with an n bit string; ai∈C represents its amplitude. The state |α⟩206

is thus described as a linear combination, called superposition, of the basis states.207

Each digit of a basis state |i⟩ is called qubit. When the state is observed, the208

superposition collapses to one of the basis states |i⟩ with probability ∥ai∥2.209

The state of a quantum system is manipulated using quantum operators,210

described through unitary matrices in C2n×2n . A matrix U is called unitary211

if UU †=U †U=I, in which U † denotes the adjoint of U . The quantum state212

obtained applying the operator U to a quantum state |α⟩ is described through213

the matrix-vector multiplication U |α⟩. If we partition the qubits into k disjoint214

subsets, and have k operators U1, . . . ,Uk each acting on a subset, the global215

operator acting on the quantum state is represented as (U1⊗ . . .⊗Uk)|α⟩, in216

which ⊗ denotes the Kronecker products between matrices. On the other hand,217

the sequential application of the operators Ut1 , . . . ,Utk to a quantum state |α⟩ is218

expressed as (Utk . . .Ut1)|α⟩. Figure 1 (top left) shows an example of operators219

applied to a state |α⟩.220

As an alternative to the algebraic formulation, a sequence of operators can221

be visualized using a quantum circuit, in which each wire corresponds to a qubit,222

and operators are seen as quantum gates sequentially applied, from left to right,223

to qubits. When considering a circuit implementing U , deriving the circuit for224

U † involves reversing the order of the gates used for U , additionally replacing225

each gate with its adjoint. Such a circuit is commonly seen as an uncomputation226

of U . Figure 1 (top center) shows the circuit corresponding to the same sequence227

of operations described in the previous example.228
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(
UZ⊗USWAP

)︸ ︷︷ ︸
Ut1

(
UC2X

)︸ ︷︷ ︸
Ut2(

I2⊗UX⊗URY (θ)

)︸ ︷︷ ︸
Ut3

|α⟩

t1 t2 t3

|α⟩ X

RY(θ) X

Z
Algorithm: Circuit(α)

X
(
α|0

)
RY(θ)

(
α|2

)
C2X

(
α|2 |α|0,α|1

)
Z
(
α|1

)
SWAP

(
α|1,α|2

)
X, NOT =

[
0 1
1 0

]
SWAP =


1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

 RY(θ) =
[
cos(θ/2) − sin(θ/2)
sin(θ/2) cos(θ/2)

]
Z =

[
1 0
0 −1

]
C2X, CCNOT =

[
I6 0
0 UX

]
Fig. 1. (Top) Three different conventions to represent a sequence of operations applied to
a quantum state: mathematical representation (left), gate-based circuit model (center),
pseudocode (right). (Bottom) Unitary matrices associated to the gates in the top circuit.
Note that Ik denotes the identity matrix of size k×k.

Assuming the computational model of [25], in which the quantum unit is229

a memory peripheral whose operations are governed by a classical controller,230

we employ a pseudocode notation to accommodate both quantum and classical231

operations. To tighten the connection between classical and quantum computation,232

we refer to a set of qubits as quantum register, and we employ the same notation233

as the one for classical arrays, using an underline to remark the difference234

between their quantum behavior, as in α and α|i. Moreover, we use the function235

notation G(α) to express that the gate G operates on the quantum register α. In236

contrast, classical routine names are expressed using camel case notation, as in,237

GenerateCircuit(α, a,α) , denoting a classical routine taking as inputs a quantum238

register α, a classical variable a and a classical vector α, using them to generate239

a sequence of quantum gates to be applied on α. Figure 1 (top right) shows the240

sequence of pseudocode instructions corresponding to the same running example.241

Finally, we say that a quantum gate — and, by extension, the classical routine242

generating it— has one or more control qubits to indicate that the gate acts on243

the target qubits only if all the control ones are 1. In the circuit model, the control244

qubits are denoted by a black circle, while in the pseudocode, they are separated245

from the target qubits by the symbol |. For a generic multi-controlled gate, we246

use the notation CnG to denote an arbitrary gate G having n control qubits and a247

single target qubit. When n=1 the exponent is omitted. Additionally, since the X248

gate is commonly interpreted as the quantum analogous of the NOT gate, it is249

common to refer to the CX and C2X as CNOT and CCNOT respectively.250

Reflection operators We use the notations Uref(α) to represent the operator251

performing a reflection of a quantum state around the subspace defined by |α⟩.252

Its action is such that Uref(α)|α⟩= |α⟩, while Uref(α)|α⊥⟩=−|α⟩, in which |α⊥⟩253

is any state orthogonal to |α⟩. Analogously, Uref⊥(α) is the operator performing254

a reflection around the subspace spanned by |α⊥⟩. We define as Uref⊥(1) the255
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Uref⊥(1)

...

Z

...

Uref⊥(0)

X

X

X

...

Z

...

X

X

X

(a)

|0
n
+
m

+
1
⟩ n

m

UD

repeat ≈ |D|−1/2 times

Uref⊥(x∗)

Uf

Uref⊥(1)

U†
f

Uref(σ)

U†
D

Uref⊥(0) UD

(b)

Fig. 2. (a) Circuit for the Uref⊥(1) and Uref⊥(0) reflection operators. (b) Circuit for
Grover’s framework in terms of the input preparation UD, and the reflections Uref⊥(x∗)
and Uref(σ). The reflections can be decomposed in terms of the simpler reflections Uref⊥(1)

and Uref⊥(0), and the unitary Uf , corresponding to the quantum circuit implementation
of the function f , that stores in the last qubit the result of the function evaluation.

operator inverting the sign of the amplitude associated to the basis state labeled256

as the all-one’s bitstring, while leaving all the other amplitudes unchanged. The257

operator corresponds to a CnZ gate involving all the n qubits describing the state258

|1n⟩. Similarly, Uref⊥(0) inverts the sign of the amplitude associated to the basis259

state labeled as the all-zero’s bitstring. The operator can be implemented using260

a layer of X gates on each of the n qubits describing the basis state |0n⟩, followed261

by a CnZ gate, followed by another layer of X gates. Figure 2a shows both.262

2.4 Grover’s framework263

Grover’s algorithm [24] can be phrased in terms of a quantum framework searching264

for the unique value x∗ for which the Boolean function f :D 7→{0, 1} evaluates to 1,265

with D ⊆ {0, 1}n representing a subset of all length-n bitstrings. The framework,266

whose circuit description is given in Fig. 2b, relies on three operators.267

1) Input preparation (UD). It corresponds to a quantum circuit preparing a268

uniform superposition of all the basis states labeled as the bitstrings belonging269

to the function domain D; that is, |σ⟩ = ∑
i∈D

1√
|D|

|i⟩.270

2) Oracle (Uref⊥(x∗)). It is a reflection operator that changes the sign of the basis271

state labeled as x∗. This operator is typically stated in terms of an auxiliary272

quantum operator Uf , corresponding to a quantum implementation of the273

Boolean function f . For all the non-trivial functions, the circuit requires a274

number m of auxiliary qubits, plus an additional single qubit that will store275

the result of the evaluation of f(x). The Uf operator is then followed by the276

application of the reflection Uref⊥(1) operator on the previous qubit — that277

is, a Z gate — that, by inverting the sign of the basis state containing a 1 in278

the output qubit, achieves the wanted reflection Uref⊥(x∗). Finally, following279

a compute-uncompute pattern, the operator U †
f restores all the qubit labels280

to their previous states, with the only difference being in their amplitudes.281
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Table 1. Overview of the main quantum registers used in our circuit.

Quantum
register Semantics of the content

δ Encodes the superposition of all the possible I
η Encodes the parity-check matrix through the various stages (H, Ĥ, H̃)
σ Encodes the syndrome through the various stages (s, s̃)
α Encodes |11⟩ iff both conditions (C0) and (C1) are true

3) Diffusion (Uref(σ)). It is a reflection around the superposition state prepared282

by the UD circuit, that can be decomposed as Uref(σ) = UDUref⊥(0)U
†
D.283

By repeating steps 2) and 3) ≈ 1√
|D|

, the probability of observing the basis284

state |x∗⟩ is close to 1. In [29], the authors showed that the optimal number of285

iterations is ≈ 0.58√
|D|

, leading to a probability of observing |x∗⟩ close to 0.84.286

3 Lee-Brickell circuit to Speed-up ISD Iterations287

To accelerate the Lee-Brickell ISD variant, we frame it as a search procedure288

to find the unique solution x∗ to a Boolean function f : Bn
r 7→{0, 1}, where the289

domain Bn
r is the set of all binary vectors of length n and Hamming weight r,290

representing all the possible choices for the Information Set complement I. Indeed,291

given a binary vector x∈Bn
r , the set

{
i
∣∣ v|i = 1

}
is an admissible value for the292

set I. In line with the assumptions of Lee-Brickell’s algorithm (see Sec. 2.2), the293

function f evaluates to 1 if and only if both the following conditions are met:294

(C0) the corresponding set I ∈
(
[n]
r

)
=

{
i
∣∣ x|i

}
selects a non-singular submatrix295

H|∗,I (line 8 of Alg. 1);296

(C1) the sum of a selection of p columns of V and the vector s̃, obtained after297

the GJE procedure, results in a vector having Hamming weight equal to t−p298

(line 12 of Alg. 1).299

Given such formulation, employing Grover’s framework to speed in the Lee-300

Brickell algorithm requires a circuit generating a uniform superposition of all the301

basis states labeled as the bitstrings of Bn
r , and another one implementing Uf .302

In the following, we detail the design of the required subcircuits, mapping them303

to the operators introduced in Sec. 2.4 and highlighting the relevant differences304

when needed. Table 1 provides a summary of the quantum registers we employ305

and the semantics of their contents.306

3.1 Input circuit: superposition of all I on η307

The UD operator in Grover’s algorithm creates, in our case, a uniform superpo-308

sition of all the basis states labeled by bitstrings within the domain Bn
r . This309



10 S. Perriello et al.

superposition corresponds to the Dicke state |Dn
r ⟩, defined as the equal superpo-310

sition of all n-qubit basis states labeled as bitstrings of Hamming weight r; that311

is, |Dn
r ⟩ =

(
n
r

)− 1
2
∑

i |i⟩, with i ∈ Bn
r .312

The first deterministic quantum circuit to generate such a state was presented313

in [30]. The Dicke state is prepared with an inductive approach, building a Dicke314

state starting from one with one less qubit involved, with a dedicated procedure315

depending on whether the qubit being added is equal to 1 or 0. The authors of316

[31] reduced the gate count metric from [30], obtaining a circuit consisting of k X317

gates, 5nk−5k2−2n CX gates, and 4nk−4k2−2n+1 RY gates. The whole circuit318

only requires n qubits to store the Dicke state. The complexity of the circuit319

by [30], was further analyzed in [20] obtaining a tighter upper bound on its depth320

equal to ≤ 27nk−12n−27k2+3
k−2 ∈ O(n).321

3.2 A Grover oracle circuit for Lee-Brickell’s ISD322

We now describe the oracle circuit realizing Lee-Brickell’s approach from Alg. 1,323

rewritten in terms a Boolean function f . Our design for the oracle operator324

Uref⊥(x∗) diverges from the standard formulation of Grover’s framework given in325

Sec. 2.4 in two ways. First of all, our reflection operator Uref⊥(1) does not act on326

a single qubit, but on a pair of qubits belonging to a register denoted as α. The327

first qubit, α|0, will be put in state 1 by the subcircuits composing the oracle328

if and only if condition (C0) is true; the second one, α|1, will instead be put in329

state 1 if and only if condition (C1) is true. As a consequence, as explained in330

Sec. 2.3, the circuit implementation in terms of gates for Uref⊥(1) corresponds to331

a CZ gate involving the two qubits of α.332

Secondly, our oracle operator Uref⊥(x∗) diverges from the standard compute-333

rotate-uncompute pattern shown in Sec. 2.4, and instead is implemented by334

splitting the single Uref⊥(1) subcircuit into a sequence of repeated Uref⊥(1) operator335

applications. In the following, describe all the subcircuits composing our proposal336

for the oracle implementation. The complexity metrics related to all the oracle337

subcircuits are reported in Table 2.338

Basis encoding: H into η, s into σ The first step of the oracle circuit involves339

the encoding of the parity-check matrix H ∈ F r×n
2 and the syndrome vector340

s ∈ F r
2 within the circuit. This subcircuit maps them onto the qubits of two341

quantum registers, denoted as η and σ, respectively. It does so by applying an X342

gate on the corresponding qubit whenever the value in the matrix or vector is343

equal to 1. This encoding technique, known as basis encoding, requires a number344

of qubits equal to the original data size, resulting in a total of rn + r qubits.345

Given that both H and s are random looking, it is reasonable to anticipate that,346

on average, approximately half of them will be equal to 1. Consequently, this347

subcircuit needs a number of X gates approximately equal to (r + rn)/2. As all348

these gates can be applied simultaneously, the depth of this stage is 1.349
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Columns permutation: from H to Ĥ The second subcircuit composing the350

oracle uses the qubits of δ, encoding a superposition of all the binary strings351

representing the possible sets I The overall idea behind this subcircuit is to bind352

each of the n qubits of δ to a group of r qubits in η encoding a single column353

of H. The value encoded in the qubits of δ will represents a binary choice on354

where to put the qubits tied to them. Specifically, whenever δ|i is equal to 1,355

the r qubits η|∗,i encoding the column H|∗,i are brought in the positions of η356

encoding the leftmost r×r submatrix of H.357

To compute this operation, we use the quantum sorting network, initially358

proposed in [17] and later expanded in [21]. Its design relies on a quantum359

adaptation of the classical bitonic sorting network [32], and operates sorting360

the n qubits labeling a quantum state. As per its classical counterpart, the361

quantum sorting network employs a fixed number of compare-and-swap units.362

The comparator required inside the compare-and-swap unit checks if the values363

of two qubits are not sorted in e.g., increasing order. The authors of [21] show364

a quantum implementation for this component using 1 CX gate, 2 X gates, and365

one auxiliary qubit, that is set to 1 if the label of the first qubit is smaller than366

the one of the second. The result qubit is then used as the control qubit of367

a CSWAP gate having as target the pair of qubits previously being compared,368

that will be therefore swapped if and only if they are in the wrong order. The369

overall network requires (n−1) log2(n) (log2(n)−1) comparators and the same370

amount of ancillary qubits, and it has a fixed depth of log2(n) (log2(n)+1).371

Such a circuit can be used to reorder the qubits of η in such a way that this372

register will encode, after its computation, the basis encoding of Ĥ. To do so,373

while performing pairwise comparisons and swaps between the qubits of δ, we374

additionally performs a set of r CSWAP gates, each one having as control the375

qubit storing the result of the comparison, and as targets the r pair of qubits376

of η encoding the two matrix columns of V . Since the CSWAP can be interleaved377

between layers, the overall depth for this circuit is log2(n) (log2(n)+1) + r. At378

the end of this stage, we obtain in η the basis states encoding all the possible379

values of Ĥ.380

Qgje: from
[
Ĥ, s

]
to

[
H̃, s̃

]
; Check (C0) This stage performs a Quantum381

Gauss Jordan Elimination (QGJE) on the qubits of η encoding, in superposition,382

the values of all the possible Ĥ . To the best of our knowledge, the most efficient383

circuit in terms of depth, number of gates and qubits for a QGJE is shown in [21].384

The plain version of the proposal is based on a quantum circuit first presented385

in [17], which relies on the classical generation procedure described in Alg. 2.386

The QGJE generation algorithm, that relies on two auxiliary quantum registers387

denoted β and γ, performs r distinct iterations. Each iteration, which we denote388

as x-iteration, focuses on the qubit η|x,x, corresponding to the candidate pivot389

element Ĥ|x,x, and is split into two distinct phases. Phase 1 checks if the value390

of the qubit encoding the pivot is 0 and, in that case, sets it to 1. Therefore, the391

loop starting at line 4 iterates on all the qubits encoding the rows of Ĥ below392
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Algorithm 2: QGJE — classical generation procedure

Data :η: Encodes Ĥ at the start and H̃ at the end of the algorithm
σ: Encode s at the start and s̃ at the end of the algorithm
β: Auxiliary quantum register initialized to |0̄⟩
γ: Auxiliary quantum register initialized to |0̄⟩

1 b← 0 c← 0
2 for x to r−1 do

// Phase 1
3 if x ̸= r − 1 then
4 for i← x+ 1 to r−1 do
5 IsEqual(η|x,x, 0,β|b)
6 for j ← 0 to r−1 do
7 Add(η|i,j ,η|x,j , |β|b)
8 Add(σ|i,σ|x |β|b)
9 b← b+ 1

10
∣∣∣

// Phase 2
11 for i← 0 to r−1 do
12 if i ̸= x then
13 IsEqual(γ|c, 1,η|i,x)
14 for j ← 0 to r−1 do
15 Add(η|x,j ,η|i,j |γ|c)
16 Add(η|x,η|i |γ|c)
17 c← c+ 1

the pivot row. At each iteration, the IsEqual function corresponds to a quantum393

circuit to check if the pivot encoded in η|x,x is equal to 0 and, in that case, set394

an auxiliary qubit belonging to register β to 1 (line 5). Then, the same qubit of395

β is used to control the addition of the qubits encoding the row under analysis396

to the ones encoding the pivot row through the Add procedure (line 7), which397

stores the result in the qubits encoding the pivot row. The same operation is398

performed on the qubits of σ encoding the value of s̃ (line 8).399

The goal of phase 2 is to put all the qubits encoding the elements of H̃400

below and under the pivot to 0. For this reason, at line 11 we iterate over all401

such elements. At each iteration, the IsEqual function (line 13) corresponds to402

a circuit to check if the element under analysis is 1 and, if this is the case, set403

the auxiliary qubit belonging to the quantum register γ to 1. This qubit is then404

used to control the additions of the qubits encoding the pivot row to the ones405

encoding the row under analysis through the Add function (line 15). The same406

operation is performed on the qubits of σ encoding the value of s̃ (line 16).407

In terms of standard quantum gates, the quantum circuit generated by the408

two functions Add and IsEqual is simplified by the fact that we are working in409

F2. The IsEqual(γ|c, 1,η|i,x) function can be implemented through a simple410

CX
(
γ|c |η|i,x

)
gate. Similarly, the IsEqual(η|x,x, 0,β|b) circuit can be imple-411

mented through the sequence of gates X
(
η|x,x

)
, CX

(
β|b |η|x,x

)
, and X

(
η|x,x

)
.412

On the other hand, the circuit generated by the uncontrolled version of the Add413

procedure can be implemented as a CX gate having as control qubit the first414

argument of the function, and as target the second argument of the function. The415

controlled version of the Add requires therefore an additional control qubit, corre-416

sponding to the qubit of β in phase 1 and γ in phase 2. This plain version of the417

QGJE algorithm was later improved in [21], in which the authors reduced both418
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Algorithm 3: Exhaustive Search — classical generation procedure

Data : r: Number of rows of H̃ η: Encodes H̃
σ: Encodes s̃
α: Auxiliary, having α|0=1 if (C0) is satisfied, and α|0=0 before this
procedure starts

1 Jp ← ∅
2 foreach i ∈

(
k
p

)
do

3 Jc← NextComb(i)
4 Dl←Jp \ Jc

5 Dr←Jc \ Jp

6 foreach j ∈ Dl do
7 Sub(η|∗,j+r,σ)

8
∣∣∣

9 foreach j ∈ Dr do
10 Add(η|∗,:j+r,σ)
11 IsHwEqual(σ, t−p,α|1)
12 Reflection(α|0,α|1)
13 IsHwEqual†(σ, t−p,α|1)
14 Jp←Jc

the overall depth of the circuit and the number of additional qubits by carefully419

avoiding the generation of operations on qubits not significant for the final result,420

and by rearranging gates across each iteration. Additionally, the authors also421

remove all the QGJE operations on the rightmost portion of the register η, since422

they only need the leftmost portion of the register. This optimization cannot be423

applied to our algorithm, which needs instead the full matrix H̃ . Adapting their424

proposal to our case, even if the number of C2X gates increases by a factor of425

O(r2k), the overall depth only increases by a factor of k, as shown in Tab. 2.426

At the end of the QGJE stage, we obtain the basis encoding of Ir on the r× r427

qubits within η if and only if the quantum register δ contains the encoding of a428

set I for which the matrix H|∗,I is invertible. This condition, which corresponds429

to condition (C0), can be verified by utilizing a multi-controlled gate CrX, having430

as control qubits all the ones within η that encode the leftmost diagonal of H̃,431

while employing the ancillary qubit α|0 as the target.432

Exhaustive sum of
(k
p

)
columns of V ; Check (C1); apply Uref⊥(1) The433

goal of this stage is to find the group of p columns placed in the rightmost434

r×k portion of H̃ — corresponding to the submatrix V — and encoded in η435

satisfying condition (C1). Since p is a fixed value known at circuit generation436

time, the classical controller, fixing in advance a strategy to generate all the437 (
k
p

)
sets belonging to Bk

p , can generate, for each of them, the quantum gates438

performing the sum of the columns of V indexed by the set and encoded in η to439

the vector s̃ encoded in σ.440

The pseudocode for the circuit generation strategy is given in Alg. 3. Starting441

from the empty set Jp, each iteration of the enumeration strategy first generates442

the next combination of integers through the NextComb function, storing the443

result in Jc (line 3), and then computes two additional sets, Dl=Jp\Jc and444

Dr=Jc\Jp. Using them, the algorithm can reuse, in the current iteration, the445

sum of the columns computed in the previous iteration, and only performs446
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Fig. 3. Quantum circuit implementation of the exhaustive columns sum strategy of
Lee-Brickell’s variant (compare to Alg. 3).

the correct operations on the columns that changed across the two iterations.447

Hence, the algorithm first generates the quantum circuits to delete, from the sum448

computed in the previous iteration, the columns indexed by the integers that449

were present in the previous iteration but not in the current one (Sub procedure450

at line 7), and then generates the circuit to add the columns indexed by the451

integers that were not present in the previous iteration but are instead present452

in the current one (Add procedure at line 10). Note that, since we are working on453

F2, both the Add and the Sub procedure are equivalent to XOR operations. The454

next step of the algorithm, corresponding to the procedure IsHwEqual (line 11),455

generates a quantum circuit to compute the Hamming weight of the qubits of456

σ, setting the ancillary qubit α|1 to 1 if such a weight is equal to t−p. Later,457

the Reflection procedure (line 12) generates a circuit applying the reflection458

operator Uref⊥(1) to α, whose qubit α|0 was set to 1 during the stage C) if and459

only if condition (C0) was satisfied. Finally, the IsHwEqual† procedure generates460

the quantum circuit corresponding to the adjoint of the circuit generated by the461

IsHwEqual procedure, restoring the qubit α|1 to 0 before the next iteration. This462

enumeration strategy, unlike what typically occurs in a standard adaptation of a463

Boolean function f to the Grover’s framework, necessitates
(
k
p

)
applications of464

the reflection operator Uref⊥(1) at each iteration of Grover’s, as opposed to just465

one. Given the unicity of the solution, the strategy still ensures that only one466

among the
(
k
p

)
combinations actually sets the qubit α|1 to 1, and therefore the467

sign of the amplitude is changed only once during a single Grover’s iterations.468

A naive enumeration strategy does not guarantee any pattern in two consecu-469

tive combinations of integers generated, resulting, in the worst case, in |Dl|=p and470

|Dr|=p. That is, all the indices of the columns changed between two consecutive471

iterations of the enumeration strategy, and therefore we have to execute p times472

the procedure Sub and p times the procedure Add. Aiming to reduce both the473

gate count and the depth of this stage, we rely instead on a different enumeration474

strategy known as revolving door algorithm and detailed in [33, chap. 7.2.1.3].475

This algorithm generates all the combinations of the subsets belonging to
(
[k]
p

)
476

in such a way that, apart from the very first iteration, two consecutive subsets477
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Table 2. Complexity metrics for the subcircuits composing Uref⊥(x∗), as a function of
the linear code parameters (n, r), the wanted Hamming weight (t) and the Lee-Brickell
parameter (p). Apart from D), all the other stages require an uncomputation at each
Grover’s iteration, and hence their values should be multiplied by 2.

Cost
metric

A) Basis
encoding

B) Columns
Permutation

C) QGJE &
Check (C0)

D) FLCX, HWCC &
Check (C1)

X (r+rn)/2 2(n−1) · log2(n) ·
(log2(n)−1)

2(r−1)
(k
p

)
· (4r − log2(r/t)−3)

CX 0 (n−1) · log2(n) ·
(log2(n)−1)

1
2 r(r−1)

(k
p

)
·
(
9
2 r−5 log2(r)−9

)
+2r−2p

C2X 0 0 r
6 · (r−1) · (9n+9−1)

(k
p

)
·
(
3r−2 log2(r)−3

)
CaX♢ 0 0 1

(k
p

)
CZ 0 0 0

(k
p

)
CSWAP 0 (n−1) · log2(n) ·

(log2(n)−1)(r+1)
0 0

Depth 1 log2 (n) + log2(n) +
r − 1

3
2 r

2 − 1
2 r + 2

(k
p

)
·
(
log2

2 (r) + 7 log2(r) − 2
)

Qubits r+rn (n − 1) · log2(n) ·
(log2(n) − 1)

1
2 r(r − 1) r−1

♢ a is equal to r in stage C) and log2(r) in stage D).

differ by only a single element. During the first iteration, on the other hand, Dr478

has size p, while Dl is empty. The procedures Add and Sub, therefore, are called479

only once each for all the
(
k
p

)
− 1 iterations following the first one.480

Figure 3 shows the quantum circuit generated by using such a strategy. In481

the circuit, the quantum circuits generated by the Sub and Add procedures of482

Alg. 3 are both denoted as First to Last CX (FLCX). Both of them apply r CX483

between the qubits of η and σ, using the former as controls and the latter as484

targets. The two FLCX applied at each iteration following the first one results in485

a constant depth of 2, since all the r CX gates composing a FLCX acts on distinct486

pair of qubits. The Hamming Weight Check (HWC) abstract gate, on the other487

hand, computes the Hamming weight of the qubits of α, setting α|1 to 1 if it is488

equal to t−p. The quantum circuit to perform the Hamming weight count can be489

realized through a quantum implementation of a fast population count circuit,490

similar to the one used in [21], in which the authors report a logarithmic depth491

circuit requiring r−1 quantum adder, each one requiring an additional ancillary492

qubit for the carry. By using the adder of [34], the authors report a gate count493

of 5r − log2(r/t)−3 X, 9r/2 − 5 log2(r)−11 CX and 3r − 2 log2(r)−3 C2X, with494

an overall depth of log22 (r) + 7 log2(r)−4. Moreover, the additional component495

setting the qubit α|1 to 1 if the weight is equal to t−p can be realized by first496

performing a basis encoding of the value of the binary complement of t−p on the497

log2(r) qubits storing the result of the Hamming weight computation, and then498

applying the Clog2(r)X gate having all of them as controls, and the qubit α|1 as499

target. Finally, the CZ gate performs the reflection Uref⊥(1) using both the qubits500

of α, whose qubit α|0 was set to 1 during stage C) if condition (C0) was true.501



16 S. Perriello et al.

Table 3. Parameter sets for the code-based candidates advanced to round 4 of NIST
standardization process [3].

Scheme Security
Level

Code parameters Scheme Security
Level

Code parameters
n k t n k t

BIKE
(key)

L1 24,646 12,323 142

HQC

L1 35,338 17,669 132

L3 49,318 24,659 206 L3 71,702 35,851 200

L5 81,946 40,973 274 L5 115,274 57,637 262

BIKE
(message)

L1 24,646 12,323 134

Classic
McEliece

L1 3,488 2,720 64

L3 49,318 24,659 199 L3 4,608 3,360 96

L5 81,946 40,973 264 L5 6,688 5,024 128

L5 6,960 5,413 119

L5 8,192 6,528 128

We note that this stage, differently from all the others, does not require502

an uncomputation circuit to clean up the state of the registers before the next503

Grover’s iteration. Indeed, after the last possible iteration of the enumeration504

strategy, the classical controller holds all the values of Jc that, XORed together,505

gives the result stored in σ. To restore this register to the state in which it was506

before the enumeration strategy, the controller can just delete, one by one, the p507

columns of V encoded in η indexed by the elements of Jc.508

4 Experimental Evaluation509

To evaluate the computational complexity of our solution with cryptographically510

relevant parameters, we focus on the CBC schemes that progressed to the fourth511

round (the ongoing one at the time of writing) of the NIST standardization512

process [3]: Classic McEliece [35], BIKE [36] and HQC [37]. According to NIST’s513

original submission requirements [38], cryptographic schemes were classified514

into three security levels: L1, L3, and L5. These categories correspond to a515

computational effort comparable to or greater than that required for a quantum516

key search on the AES block cipher with a 128-bit key (AES-128), 192-bit517

key (AES-192), and 256-bit key (AES-256), respectively. Table 3 displays the518

parameter sets proposed for all the three CBC proposals under analysis.519

NIST’s initial submission requirement [38] makes a conservative assumption520

of an equal weight for all quantum gates involved in a quantum circuit. However,521

recent literature advocates for converting gates operating on more than 3 qubits522

into ones operating on at most 3 qubits in order to allow a more robust assessment523

of the complexity metrics associated with a quantum circuit. Therefore, before524

delving into the analysis of relevant cryptographic schemes, we converted the525

multi-controlled X gates used at each Grover’s iteration in both stages C) and526

D) to check for conditions (C0) and (C1), having a number of controls equal527

to r and log2(r) respectively. While the CrX gate of stage C) is repeated once528

at each iteration of Grover’s algorithm, the Clog2(r)X gate of stage D) is instead529
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Table 4. Comparison of our full-quantum Lee-Brickell approach against the quantum
Prange design of [18] and [21], and the hybrid Lee-Brickell design of [20]. G denotes the
number of gates, D denotes the depth, W denotes the number of qubits, DW multiplies
the depth by the width. All the values are expressed in base-2 logarithm.

Scheme Sec.
Level

Prange [18] Prange [21] Lee-Brickell [20] This work
D W DW G D W DW p G D W DW p G D W DW

BIKE
(key)

L1 113 28 141 108 93 29 123 3 161 159 15 174 1 105 90 29 119

L3 148 30 178 142 127 31 158 3 228 225 16 241 1 140 123 31 154

L5 184 32 215 178 162 33 195 3 295 291 17 308 1 175 158 33 191

BIKE
(message)

L1 109 28 137 104 89 29 119 - - - - - 1 102 86 29 115

L3 144 30 175 139 123 31 155 - - - - - 1 136 120 31 151

L5 179 32 210 173 157 33 190 - - - - - 1 170 153 33 186

HQC

L1 110 29 139 104 89 30 119 - - - - - 1 102 86 30 116

L3 146 31 177 140 125 32 157 - - - - - 1 138 121 32 153

L5 179 33 212 173 157 34 190 - - - - - 1 171 153 34 186

Classic
McEliece

L1 111 21 133 102 92 22 114 13 152 145 12 157 1 97 89 22 110

L3 134 22 156 125 115 23 138 15 194 186 12 198 1 120 111 23 134

L5 174 23 198 165 154 24 178 - - - - - 1 160 150 24 174

L5 175 23 198 165 155 24 178 - - - - - 1 160 150 24 174

L5 194 24 218 184 173 24 197 27 300 291 13 304 1 179 169 24 193

repeated
(
k
p

)
times at each Grover’s iteration. The logarithmic-depth translation530

of the multi-controlled X gate proposed in [21] proved to offer better results for531

our proposal. Such a translation requires a number of auxiliary qubits linear in532

the number of controls. Nevertheless, all of them are restored to their original533

value, and thus the overall number of qubits of the whole circuit is not affected,534

since it is still dominated by the rn qubits required to store H.535

Table 4 shows the assessment of the effort needed to attack the three code-536

based cryptosystems being evaluated in NIST’s PQC standardization call. In537

the table, considering an equal impact of all the gates involved, we report the538

aggregate number of gates (G), the depth (D), the number of qubits (also known539

as width (W)) and the depth×width (DW) metric proposed in [25]. In the same540

table, we conduct a direct comparison between our proposal and the state-of-541

the-art works approaching the SDP using a quantum-accelerated attack based542

on Grover’s framework. To the best of our knowledge, the first comprehensive543

design and implementation of a quantum circuit to accelerate the SDP problem544

through a quantum ISD approach was presented in [20]. This proposal, based545

on a quantum adaptation of Prange’s variant of the ISD [6], was later refined546

in [21]. The work presented in [18] offers a similar adaptation of Prange’s variant,547

and further sketches an algorithm for the Lee-Brickell’s variant relying on an548

exhaustive search strategy similar to the one used in our proposal. The first549

difference between our strategy and the one employed in [18] is that the latter uses550

an additional accumulator register, which is increased by one, at each iteration551

of the enumeration, if the current sum of columns of V and s̃ is equal to t−p.552
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The second and main difference is instead related to an unoptimized enumeration553

strategy in [18], leading to p applications at each Grover’s iteration of the Sub554

and Add generation procedure of Alg. 3. Since p≪r, the 2pr CX gates required555

for each set generated by the enumeration strategy to sum the p columns of V556

to σ and then, after computing the resulting Hamming weight, delete them from557

σ, cannot be easily parallelized. Hence, the authors of [21] report, for such a558

strategy, a depth ∈ O(
(
k
p

)
2r). Since the proposal of [18] has already a depth for559

each Grover’s iteration in the order of O(n3 log2(n) ), the circuit performing the560

exhaustive strategy does not have a profound impact on the overall measures for561

p∈{1, 2} with respect to the quantum Grover’s proposal presented in the same562

work, while having an exponentially increasing worse complexity for p>2.563

Table 4 shows that our design improves the state-of-the-art in all the metrics,564

with a gain in the DW metric going from 24 to 222 for all the Prange’s based565

proposals. With respect to the Lee-Brickell’s proposals made in [20], the gain in566

the depth and depth×width is still more pronounced. The substantially lower567

value in the number of qubits required by [20] is justified by the hybrid approach568

used in that work, that, in offloading only a portion of the Lee-Brickell’s approach569

to the quantum unit, requires the basis encoding for only the matrix V . Finally,570

we remark that our experimental results show that the value of p giving the best571

results in terms of all metrics is p=1, which is in contrast to the classical case,572

for which the optimal value was found to be p=2 in [26].573

5 Concluding Remarks574

Our work introduces a quantum circuit designed to accelerate the resolution of the575

syndrome decoding problem, specifically focusing on Lee-Brickell’s variant of ISD576

within Grover’s quantum framework. We provided a comprehensive breakdown577

of the circuit components, offering a detailed assessment of their computational578

complexities, considering factors such as width (number of qubits), depth, and579

depth×width. By targeting code-based candidates that advanced to the final580

stage of NIST’s PQC standardization call, we compared the complexity metrics of581

our proposal with existing state-of-the-art circuits designed for the same problem.582

Our results indicate substantial reductions in the computational effort re-583

quired to attack these cryptosystems across key metrics. We highlight that our584

implementation of the quantum oracle, a crucial element in Grover’s framework,585

diverges from traditional patterns, opting for a series of repeated rotations,586

closely mirroring the inner search procedure of Lee-Brickell’s algorithm. This587

novel approach may be of independent interest.588

A promising research path explored the adaptation of the quantum walk589

framework to the advanced ISD variants [22, 23], with theoretical enhancements590

with respect to Grover’s framework. However, a concrete quantum circuit design591

for this approach is yet to be proposed.592
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