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Accidents in the process industry can be prevented and their consequences mitigated by performing proper risk
analyses to inform decision making. Quantitative risk analysis (QRA) is one of the main frameworks used for risk
assessment and the identification of all hazards, which a plant is exposed to. There are crucial tasks to ensure the
comprehensiveness of QRA that are carried out by the examination of a set of engineering documents by experts
during structured meetings. The hazards identified are stored as textual data in documents, which retain valuable
information about the risks related to the analyzed system. In this context, Natural Language Processing (NLP)
techniques have emerged as a way for extracting, organizing and classifying relevant information from text.
However, a challenge arises when we are interested in addressing catastrophic accidents that are rare and for which,
thus, only limited information is available. Some accidents are actually postulated as possible in principle, but there
are no historical occurrence records. Developing techniques to characterize features about such rare events is a
challenging task, yet quite useful for QRA, whose outcomes would guide designing preventive measures and
supporting decision making. In this paper, we applied data augmentation (DA) and investigate different
configurations to address the rare event issue. DA is applied to obtain a balanced and sufficiently large training set.
The final aim of this work is developing a model capable of characterizing relevant features about rare or unseen
accidental scenarios in support to hazard and operability study (HAZOP) and preliminary hazard analysis (PrHA).

Keywords: Risk Analysis, text mining, natural language processing, oil refineries, rare accidents, few-shot learning,
data augmentation.

1. Introduction

Oil and gas industry is characterized by the
presence of flammable, explosive, and toxic
materials. The loss of containment of such
materials may cause catastrophic accidents with
substantial human, environment and financial
losses (Pramoth, Sudha, and Kalaiselvam 2020;
Soomro et al. 2022).

In this context, Quantitative Risk Analysis
(QRA) has been widely used to systematically
investigate the risks related to industrial activities.
QRA can even be considered mandatory by safety
regulators in order to provide license to operate as
it provides a thorough picture of the hazards and
then enables the organizations to wisely manage
risks (Vinnem and Reed 2020; Ramos et al. 2020;
Steijn et al. 2020).

The process to perform QRA can be divided
into 5 steps: 1) system delimitation and
description; 2) identification and assessment of
potential hazards associated with the operation of
the analyzed system; 3) quantitative analysis of
the accident scenarios; 4) evaluation of risks; 5)
record and report of the results. Step 2 is a key
aspect of the quality of QRA, and a great effort
must be made to ensure its completeness.
However, the methods adopted to perform this
step, such as Preliminary Hazards Analysis
(PrHA), strongly rely on experts’ knowledge.
Hazards identified in the early stages are stored as
textual data in documents, which retain valuable
information about the risks related to the analyzed
system.
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Natural Language Processing (NLP) provides
helpful techniques for extracting, organizing, and
classifying relevant information from text.
Indeed, a lot of attention has been put on these
techniques in the risk analysis context (Ansaldi et
al. 2020; Gulijk and Holmes 2020; Maior et al.
2020; Macedo et al. 2021; J. Macédo et al. 2020).

For instance, (Srinivasan, Nagarajan, and
Mahadevan 2019) adopted NLP techniques to
develop a classification system, where the
expected output of the system is intended to give
information if the accident is likely to happen.
(Valcamonico et al. 2020) proposed an approach
for modelling accident descriptions using topic
modelling and, then, used the resulting
representation as input to classify the accident
reports. (Ahadh, Binish, and Srinivasan 2021)
applied keyword extraction and topic modelling
to support the analysis of accident reports. The
authors aimed at reducing manual intervention in
accident reports in order to extract useful
knowledge that can be used to perform
classification tasks such as identification root
causes of accidents. (J. B. Macédo et al. 2022)
extracted textual data from preliminary hazard
analysis reports regarding different systems of an
oil refinery. The extracted data were used to train
classifiers to predict the possible consequences
given the occurrence of a spill and their respective
expected frequency and severity level.

However, step 2 may be quite challenging
when dealing with rare accident events with
extreme consequences, since limited knowledge
exists for these events (Zio and Aven 2012;
Spada, Burgherr, and Hohl 2019). On the other
hand, developing techniques to identify features
about catastrophic events is quite useful for QRA,
whose outcomes would guide designing
preventive measures and supporting the related
decision making.

In this paper, we investigate how to handle
accident datasets to improve BERT-based
classifier learning about rare event. To do that we
compared different data augmentation (DA)
configurations to obtain a balanced and
sufficiently large training set. The final aim of this
work is developing a model capable of
characterizing relevant features about rare or
unseen accidental scenarios in support to hazard
and operability study (HAZOP) and preliminary
hazard analysis (PrHA).

This paper is organized as follows. Section 2
briefly introduces NLP, the current scenario and
challenges in this field. Section 3 explains the
methods adopted and the data used to fine-tune
bidirectional encoder representations from
transformers (BERT). Section 4 presents the
results and discussion for each configuration, and
finally Section 5 concludes remarks.

2. Natural Language Processing

NLP investigates how computers can be used to
understand and manipulate texts (Chowdhury
2003). There are numerous applications of NLP
that can be used in text mining process, such as
topic tracking, clustering, text classification, and
so on (Zhang 2012).

Most of the information of a company is
stored as text which contains valuable
information about the industrial system
(Bhardwaj and Khosla 2017). Machine learning
techniques allow to build models on body of texts
with specific context. Due to the predictability of
texts, these language models can reveal mean
from text data (Bengfort, Bilbro, and Ojeda
2018).

Pre-trained recurrent or transformer language
models have been directly fine-tuned, entirely
removing the need for task-specific architectures.
In addition, the substantial increase in the
transformer language models, from 100 million to
17 billion parameters, has brought improvements
in several downstream NLP tasks. However, to
achieve strong performance on a desired task
typically requires fine-tuning on a dataset of
thousands to hundreds of thousands of examples
specific to that task (Brown et al. 2020). Thus, a
challenge arises when we are interested in rare
events, since only limited information is
available. For instance, some accidents are
postulated as possible in principle, but there are
no historical occurrence records.

3. Methods

Here a label dataset, built with information
extracted from previous PrHA, is used fine-tuned
BERT model (Devlin et al. 2018) to classify the
frequency of potential accident scenarios. DA 1is
applied to obtain a balanced training set and
different configurations are adopted to investigate
the most suitable approach to handle rare risk
events.
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3.1. Dataset

As described in (J. B. Macédo et al. 2022; J.
Macédo et al. 2020), each document contains the
description of potential accident events from
different processing units of an oil refinery and
their qualitative assessment of frequency of
occurrence and severity of consequences. The
events are classified into four categories (Tab. 1)
according to (ISO 2018). Note that the categories
are defined in terms of the damage to human life.

Tab. 1. Description of the categories of the likelihood
of occurrence.

Likelihood of occurrence

Category Description
A Remote conceptually pos51.ble, but there are
no records in the literature
Unlikely unhk.e}y to occur in normal
conditions
C Possible might occur sometime
D Likely will probably occur

As one can see in Fig. 1, the labelled dataset is
quite unbalanced. There are less than 300
potential accidents classified as Remote,
representing under 15% of the dataset.
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Fig. 1. Number of instances per likelihood category.

As pointed by (Brown et al. 2020), the
difficult to build labelled datasets may limit the
applicability of NLP to perform text classification
tasks. Indeed, this dataset was used in (J. Macédo
et al. 2020; J. B. Macédo et al. 2022) to build a
classifier able to predict the expected frequency,
and as pointed in these previous works the worst
performance of the NLP classifiers was to
categorize remote events (Tab. 1).
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3.2. Data Augmentation (DA)

DA is a useful tool to improve the performance of
a model; however, in NLP datasets, DA is
difficult due to the high complexity of language
(Wei and Zou 2020). Thus, we explored different
DA configurations to balance our dataset in order
to improve the performance of the NLP model in
classifying remote events.

The approach adopted consists in using
contextualized word embeddings to generate a
vector under a different context. DA was
implemented using nlpaug, a library dedicated to
textual augmentation in ML experiments (Ma
2021). More specifically, we used
ContextualWordEmbsAug  function that is
designed to perform insertion and substitution.
Simply put, the surrounding words are provided
to BERT model to find out the most suitable word
for augmentation and used as a feature to predict
the target word.

In this paper, under sampling and over
sampling strategies are combined; we performed
DA on the training data (80% of the dataset) for
the classes with less samples (A and C) in order
to balance the number of samples. In addition, we
assumed that categories B and A have
characteristics in common, which may hinder the
model’s ability to separate these events. Thus, we
removed training samples from the category with
more samples (B), since we are interest in extract
features of rare events that presents few samples
available. The following configurations were
adopted:

1) Generate 200 training samples labelled
as A

(i1) Generate 200 training samples labelled
as A and 100 labelled as C

(ii1) Under sampling B to reduce to 399
samples

(iv) Removing all instances labelled with B

) Generate 100 training samples labelled
as A and remove all instances labelled
with B

As mentioned, these configurations were
selected to balance the dataset in order to find the
best approach to extract features about rare
events. To that end, the training sets obtained
according to each configuration are used to fine-
tune BERT model resulting on different
classifiers.
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The impact of each configuration on the
classifiers’ performance is evaluated by
comparing the results on the test set to the
baseline result, which is brought in Tab. 2 as the
performance on test data of a classifier obtained
by fine-tuning of BERT using the original training
set.

Tab. 2. Baseline results; performance on test data of
the classifier using the original training set.

Likelihood of occurrence

Class Recall Precision Fq-score
A 70.67 81.54 75.72
B 88.89 86.02 87.43
C 90.10 79.82 84.95
D 85.04 91.53 88.19

Moreover, we adopted the Pytorch
implementation of BERT available on Hugging
Face library (Wolf et al. 2020). All classifiers
were trained for 25 epochs, with batch size of 16
and learning rate of 5 x 107>, The results and
discussion are presented in the next section.

4. Results and Discussion

The performance on test data of the classifier
obtained using configuration (i) (200 augmented
samples labelled as A) is presented in Tab. 3.

Tab. 3. Performance of the classifier using the
training set obtained with configuration (i).

Likelihood of occurrence

Class Recall Precision Fq-score
A 67.53 75.36 71.23
B 88.32 85.25 86.76
C 82.76 88.89 85.72
D 95.08 89.92 92.43

Overall, comparing Tab. 2 to Tab. 3, the
performance improved considering categories C
and D. There was a 10% increase on the recall for
class D and the precision for class C. However, as
one can see, the performances for category A and
B decreased. This result may indicate that the
description of accident scenarios related to A and
B are similar. Thus, simply augmenting the data
related to remote events is not enough to tackle
this issue, because it makes the classifier label
scenarios B as A.

Tab. 4 shows the classifier’s performance on
test data with configuration (ii). One interesting
result was the increase of the recall metric
regarding classes B and D. This result may
indicate that configuration (ii) improved the
features extracted for accident scenarios B and D,
since the number of instances from these classes
that were misclassified decreased.

On the other hand, although there was a
significant improvement on the precision metric
for class A, there was also a decrease on the recall.
This is particularly undesirable since we want a
model to extract valuable features about such rare
events. With configuration (ii) the extracted
features were worse than the baseline classifier to
represent class A since more accident scenarios
were misclassified into a different class.

Tab. 4. Performance of the classifier using the
training set obtained with configuration (ii).

Likelihood of occurrence

Class Recall Precision Fq-score
A 60.26 95.92 74.02
B 94.89 83.5 88.83
C 83.91 76.84 80.22
D 89.44 91.37 90.39

In addition, we randomly removed some
instances belonging to class B. Tab. 5 shows the
classifier’s performance on test data with
configuration (iii). After under sampling class B,
most metrics worsened, as expected since we are
reducing the number of samples used to train the
model. One can see that the model begun to
classify more instances as A and consequently the
recall for class A increased and the precision
decreased. There was also an improvement
regarding the recall for class D, because the
classifier did not misclassify accidents from class
D as B.

Tab. 5. Performance of the classifier using the
training set obtained with configuration (iii).

Likelihood of occurrence

Class Recall Precision Fq-score
A 73.75 56.19 63.78
B 68.98 84.87 76.10
C 82.42 77.32 79.79
D 92.68 88.37 91.00
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Configuration (iv) was adopted considering
that category B must have many characteristics in
common with category A, since class B also
represents rare (unlikely) events. Indeed, the
results obtained with configurations (i), (ii) and
(ii1) showed the classifiers often have difficulties
differentiating these classes. Tab. 6 shows the
classifier’s performance on test data with
configuration (iv).

Tab. 6. Performance of the classifier using the
training set obtained with configuration (iv).

Likelihood of occurrence

Class Recall Precision Fq-score
A 93.06 97.10 95.04
C 77.23 89.66 82.98
D 92.13 81.25 86.35

Indeed, after training the model only with
common accident events (class C and D) and class
A (remote events), there was a significant
improvement in the performance of the model
regarding A. Also, it is possible to see a slight
reduction in some metrics related to the
classification of C and D, due to the removal of a
large number of samples; considering the F;-score
for C and D the performance decreased 2%. In
addition to the removal of the samples labelled as
B we generated 100 training samples for class A
(configuration v). Tab. 7 shows the classifier’s
performance on test data with configuration (v).

Tab. 7. Performance of the classifier using the
training set obtained with configuration (v).

Likelihood of occurrence

Class Recall Precision Fq-score
A 100 100 100
C 86.35 87.65 86.99
D 93.10 90.00 91.52

After removing the samples that has common
characteristics as the Remote events and
performing DA, we were able to correctly predict
all instances labelled as A of this specific test set.
Thus, it seems promising for dealing with rare
scenarios that usually are underrepresented in
accident and reliability databases.

5. Conclusion

The early stages of QRA involves identifying and
assess accident events. Developing techniques to

identify features about catastrophic events with
extreme consequences is quite useful for QRA.
There is a growing trend in NLP applications in
risk analysis context; however, it may be quite
challenging to develop good models when dealing
with rare accident events, since limited
knowledge exists for them. Moreover, in NLP
datasets, DA is difficult due to language
complexity. Thus, we explored different DA
configurations to balance our dataset in order to
improve the performance of the NLP model in
classifying remote events.

The results showed that simply augmenting
the training data for the remote accident class is
not enough to improve the model's learning for
this class. However, fine-tuning only with
samples of frequent and likely events (C and D)
significantly improved the performance of the
model. Thus, combining this approach and
performing DA for class A, configuration (v),
resulted in a model capable to correctly predict all
remote events, which is a promising result.

One possible alternative to DA is to use Few-
Shot Learning (Brown et al. 2020); thus, it will be
object of future research. In addition, in future
works we intend to evaluate whether, through the
features extracted through fine-tuning using
configuration (v), it is possible to identify other
characteristics, such as the severity of the
consequences of these rare events.
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