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Abstract. Buildings are responsible for 40% of the global energy use and associated with up to 

30% of the total CO2 emissions. The drive to reduce the environmental impact of the built 

environment was the catalyst to the increasing installation of meters and sensors to monitor the 

energy use and environmental monitoring. This is key to cost effective Fault Detection and 

Diagnostics (FDD) which guarantees enhanced thermal comfort for the occupants and reduction 

in energy use. Most of FDD research work in buildings was focused on the commercial buildings 

due to the higher consumption and the higher saving potential, while limited work was directed 

towards residential buildings. This paper investigates the usage of two supervised machine 

learning algorithms, namely Random Forest, K nearest neighbour, to detect and diagnose twelve 

faults in both the monitoring system of the indoor/outdoor conditions, and the hydronic circuit 

inside an apartment located in Milan using minimal features that are easy to access and 

inexpensive to monitor to cut down in both computational and financial costs. The thermal zones 

are being conditioned using an electric air to water heat pump connected to fan coils for cooling 

and radiant floor for heating. The faults include valve leakage, faulty temperature sensors and 

recirculating pump’s inadequate flow rate. The faults were modelled in a Modelica based 

detailed model of the apartment. After tuning the hyper-parameters of all three algorithms, the 

Receiver Operator Characteristics curve for each fault were compared for each algorithm to 

compare the optimal one to be used. The Random Forest algorithms showed the highest accuracy 

with almost 89% across the twelve faults. Generalization of the trained algorithm across different 

weathers were tested but the results were not promising. 

1 Introduction 

Buildings are complex integrated systems consists of multiple components and subsystems and sensors. 

According to the United Nations Environment Programme, 39% of the carbon dioxide emissions is 

attributed to the building systems [1]. Due to malfunctioning in the control, monitoring systems and 

equipment, 30% of the energy use in buildings is wasted [2], [3]. It is estimated that 0.011 to 0.57 TWyr 

of additional energy consumption is due to faulty operations in buildings systems in the US [4]. 

Automated Fault Detection and Diagnosis (AFDD) provide a solution to tackle this problem [4]-[5]. 

Many AFDD methods have been developed in both component level and whole building level. 

Katipamula, Brambly, and Kim provided a comprehensive classification and review of system AFDD 

for Heating, Ventilation and Air conditioning (HVAC) [6]–[8]. According to this classification, AFDD 

methods can be divided into two main categories: qualitative and quantitative model-based methods 

(rule-based and physics-model based), and process history-based methods (mostly data driven and 

machine learning-based methods). Qualitative and quantitative methods are very popular among 

engineers and researcher as they are clear and easy to understand, however, due to their low scalability, 
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their specificity and high development cost, the market adaptation has been low [9]. Therefore, process 

history based AFDD methods received greater attention in the past decade due to its scalability and low 

implementation cost. However, Process history-based performance depends heavily on the quality of 

the data used for training [10]. The majority of the AFDD methods are developed and evaluated using 

simulated system data [11], [12]. This is because implementing faults, cleaning and handling real 

buildings data are challenging. Naturally occurred faults in the building might reduce or eliminate the 

impact of the faults itself [13]. There are also the issues with the data quality coming from the Building 

Automation systems (noisy sensors, missing data, sensor faults and sensors accuracy). Many studies 

attempted to detect and diagnose anomalies in buildings by analysing the daily energy patterns[14], [15]. 

Few studies have been dedicated to study the applicability of FDD strategies in the residential sector. In 

[16] the authors reviewed FDD methods for residential air conditioning systems. It showed that 65% of 

the installed residential systems require repairs [17]. It was reported that at least 17% of residential air 

conditioners are operating below their rated efficiency [18]. Consequentially, the peak demand level and 

the overall energy consumption increase [19].  

Extensive efforts have been dedicated to investigating ML models for AFDD including Random Forest 

(RF) [13]–[14], [15], [16], Support Vector Machine (SVM) [13]–[15], [16], Decision Tree [15], K-

Nearest Neighbor (KNN) [16], neural networks [24], [25] 

Very few papers investigated any FDD algorithms on hydronic systems for heating or cooling in the 

residential context, mainly due to the huge cost of the infrastructure required for those to be applicable. 

This paper is testing the applicability of an FDD algorithm for a hydronic system for heating and cooling 

in a residential context, based on supervised machine learning algorithms using minimal measurements 

to cut down on both financial and computational costs. 

 In section 2 the case study will be presented. Section 3 will present the dynamic simulations performed 

and the faults implanted in the model. In section 4 the data driven model used and their evaluation 

matrices will be introduced. Section 5 will be the classification results and the attempt to generalize the 

trained model to be used in different weathers. Finally in the last chapter, the conclusions of the study. 

2 Case study 

2.1. Envelope properties, scheduling and setpoints 

The apartment presented consists of five rooms as shown in Figure1. A living room with an area of 32.5 

m2 two bedrooms with an area of 18.84 and 20.07 m2 and two bathrooms. It is adjacent to two other 

apartments in the North-West and North-East, while the living area and the second bedroom border on 

the North-West and North-East respectively with a common area that includes a stairwell and elevators. 

The remaining part of the perimeter walls is in contact with the external environment. 
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Figure 1. Apartment plan, areas of the rooms and adjacency information. 

Table 1 summarizes some of the features of the apartment including the U values of envelope 

components, net walkable area, number of occupants. 

Table 1. Case study characteristics 

Net walkable surface  81.6 m2 

Local average height 2.7 m 

Number of occupants 2 

U values (W/m2/K) 

External walls 0.225 

Internal walls towards stairwell 0.685 

Partition between apartments 0.267 

Windows 1.31 

 

The model considered infiltration, natural ventilation, and mechanical ventilation for both summer and 

winter. 

For the shading system, it was assigned a different degree of opening depending on the season in 

question. In the cooling season they were closed 85% in the living area and 70% in the sleeping area, 

while in the heating season they were closed at 45% in both thermal zones. The internal loads were 

taken as 60 W/person for the sensible loads and 20 W/person for the latent following the occupancy 

schedule shown in Figure 2. The set points temperatures are set to be 20 °C with a setback of 18 °C in 

winter and 26 °C with a setback of 18 °C in summer corresponding to the occupancy schedule. 
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Figure 2. Occupancy schedule 

2.2. Mechanical system scheme 

An entirely electric plant system was considered as shown in Figure 3. The plant is characterized by an 

air-water heat pump connected to a radiant floor for heating and fan coils for cooling and 180-liter 

storage tank for the production of domestic hot water. The heat pump and the storage tank were built 

into the perimeter structure of the house. Finally, there is also a photovoltaic system of 23.3 m2 area and 

3.2 kWp is considered. 

The hydronic system consists of a pump regulated by a flow signal, two three-way valves that regulate 

the distribution of water in the system, pipes and joints that distribute it where required. This system can 

manage n thermal zones that are served either by radiant floors or by fan coils, whose circuits can be 

operated using two-way valves. 

 

Figure 3. Schematic of the plant design [Source: Ariston]. 

3 Dynamic simulations and faults implemented 

A digital twin was created for this project using Modelica language [14]. Buildings and IBPSA’s 

libraries were used to model all the components [26], [27]. The simulations were run with a time step of 

10 minutes. Simulations were run from 15th of December to the 1st of April in the winter case and from 
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1st of June till 1st of August for the Summer case. 12 faults were considered both in the hydronic system 

and the monitoring system. Figure 4 shows a simplified scheme of the system with the faults 

implemented highlighted. While Table 2 contains all the faults implemented and their description. The 

faults are simulated for the whole period in both summer and winter. The sensors faults are modelled by 

adding constant noise that ranges between -0.5°C to +1.5°C in the first case and a random noise with a 

mathematical function that adds a deviation to the measurements that adds up to +5°C to the readings. 

While the valve faults are added by increasing the leakage parameters provided from by the library in 

the component features. Finally for the circulating pump fault, a mathematical function was provided to 

the input signal of the pump to decrease the required flow rate by 10%. 

 

Figure 4. Simplified system scheme with the faults implemented highlighted.  

Table 2. Faults implemented in the model 

Fault no. Fault Description 

1-4 Three-way valve no.1&2 leakage 1 & 5% The flow going into the three-way valve is 

leaking 1 & 5% of its volume to the 

wrong direction 

5 Two-way valve no.1 blockage 1% 1% of the flow going into the two-way 

valve is blocked 

6-8-10 Weather, Bedroom 1 and living room dry-

bulb temperature sensor with added 

constant noise 

Random noise is added to the sensors 

reading. The noise is ranging from -

0.5°C/+1°C 
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7-9-11 Weather, Bedroom 1 and living room dry-

bulb temperature sensors with increasing 

deviations and added noise 

Deviation and random noise are added to 

the sensors reading. The noise is ranging 

from -0.5°C/+1°C, while the deviation is 

adding up to +5°C 

12 Circulating pump inadequate flow The circulating pump is only providing 

90% of the supposed flow rate. 

All the faults were simulated for the entire simulation time mentioned above. 

4 Automated fault detection algorithms 

In this Section the algorithms used to detect faulty operation of the system will be displayed and the 

assessment methods used to evaluate their performance. 

4.1 Data driven models 

Data driven approach means that the decisions are made based on data analytics instead of intuition of 

an expert. In the fault detection and diagnostic context, statistical models are trained on the data from 

the system at hand from both healthy and faulty operations. The source of the data can be a simulation 

of the system or from experimental setup. The trained statistical model should be able to detect faulty 

operation of the system without the need of an experts or intuition about the system. 

In this section the Machine Learning (ML) algorithms used are listed. In this paper RF and KNN were 

used. RF shows a strong ability to deal with flexible and overlapping decisions boundaries, tolerate 

noisy data [15], and due to the bagging concept, it reduces the probability of overfitting over decision 

trees [28],  while KNN is computationally inexpensive and works well with low dimension data [15]. 

The objective of this study is to evaluate the ability of these algorithms in detecting every faulty 

operation and distinguish it from healthy operations, also all the other faulty operations, using minimal 

measurements. One vs Rest (OVR) approach is used to achieve this where every fault will be labeled as 

a class and compared against all other classes. 

The models are trained using 70% of the data set and tested on the remaining 30%. That means that the 

faults are assumed to run for 31.5 days in winter case and 18 days in the summer case.  

Before evaluating each model, a Hyperparameter tunning will be done to tune the algorithm to the 

problem at hand. 

4.1.1 Random Forest 

Random forests or random decision forests is an ensemble learning method for classification, regression 

and other tasks that operates by constructing a multitude of decision trees at training time [15]. For 

classification tasks, the output of the random forest is the class selected by most trees. For regression 

tasks, the mean or average prediction of the individual trees is returned [14], [15], [16]. Fundamentally, 

random forest decreases the probability of the overfitting problem that the decision trees suffer from. 

Random forests outperform decision trees, but their accuracy is lower than gradient boosted trees. In 

particular, trees that are grown very deep tend to learn highly irregular patterns, they overfit their training 

sets, i.e., have low bias, but very high variance. Random forests are a way of averaging multiple deep 

decision trees, trained on different parts of the same training set, with the goal of reducing the variance 

[28]. This comes at the expense of a small increase in the bias and some loss of interpretability, but 

generally greatly boosts the performance in the final model. Forests are like the pulling together of 

decision tree algorithm efforts. Taking the teamwork of many trees thus improving the performance of 

a single random tree. Though not quite similar, forests give the effects of a k-fold cross validation [16]. 



ATI Annual Congress (ATI 2022)
Journal of Physics: Conference Series 2385 (2022) 012012

IOP Publishing
doi:10.1088/1742-6596/2385/1/012012

7

 

 

 

 

 

 

 

 

In this paper, random forest was used for classification purposes. The hyperparameters used for the task 

is specified in the Appendix. 

4.1.2 K nearest neighbor  

The k-nearest neighbours (KNN) algorithm is a data classification method for estimating the likelihood 

that a data point will become a member of one group, or another based on what group the data points 

nearest to it belong to [17]. The k-nearest neighbour algorithm is a type of supervised machine learning 

algorithm used to solve classification and regression problems. However, it is used for classification 

problems. No training is needed for the algorithm, simply the new points needed to be classified will be 

clustered depending on the smaller Euclidean distance with the nearest point of a cluster [16]. 

4.2 Evaluation metrics 

In this study, 4 evaluation metrices are used to evaluate the performance of the model, namely accuracy, 

sensitivity, specificity [29] and Area Under the Curve (AUC) [30].  

Accuracy measures a strategy’s ability to identify both abnormal and normal samples correctly. 

Sensitivity, known as the true positive rate (TPR), measures a strategy’s ability to identify abnormal 

samples. Specificity, known as the true negative rate (TNR), measures a strategy’s ability to identify 

normal samples. F1-score, alternative to accuracy, measures a strategy’s ability to identify both 

abnormal and normal samples correctly. The matrices can be calculated for each class performance or 

for the total one. For this study, the Accuracy, sensitivity, and specificity will be evaluating the total 

performance, while the individual performance will be calculated using the Receiver Operating 

characteristic (ROC) curve. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑁 + 𝑇𝑁 + 𝐹𝑃
 

(1) 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 (𝑇𝑃𝑅) =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

(2) 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 (𝑇𝑁𝑅) =
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
 

(3) 

In these equations, true positive (TP) denotes the number of abnormal samples correctly identified, the 

false negative (FN) denotes the number of abnormal samples incorrectly identified as normal; true 

negative (TN) denotes the number of normal samples correctly identified as normal, while false positive 

(FP) denotes the number of normal samples incorrectly identified as anomalous. For visualization 

purposes, the Confusion Matrix will be presented which is a matrix that include all the predicted labels 

and the true labels. 

AUC – ROC curve is a performance measurement for classification problem at various thresholds 

settings. ROC is a probability curve and AUC represents degree or measure of separability. Higher the 

AUC, better the model is at predicting 0s as 0s and 1s as 1s. By analogy, Higher the AUC, better the 

model is at distinguishing between patients with disease and no disease [30]. 

After the Hyperparameters tuning, 3 folds cross validation will be done. Eighty percent of the data are 

used for training and 20% for testing. 

As mentioned in the introduction chapter, the features used to train the model are inexpensive to monitor 

in the real building and easily accessible. The features used are as follows: 

1. Thermal zones dry bulb temperatures (Bedroom 1&2, bathroom 1&2 and the living room) 

2. Inlet and outlet temperatures of the heat pump. 
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3. Heat pump electrical consumption. 

5 Results and discussion 

For this study, the accuracy, sensitivity, and specificity will be evaluating the total performance, while 

the individual performance will be calculated using the Receiver Operating characteristic (ROC) curve. 

5.1 Milano 

The RF is performing better than the KNN across most of the faults. That’s because the RF can grow 

vertically and adapt to the training data more accurately. But this comes with the cost of risking 

overfitting which is slightly by the bagging concept. While the KNN is simply calculating the Euclidean 

distance from the points. 

As shown in Figure 5 which assesses the performance of the RF, All the faults have Area Under the 

Curve (AUC) of 0.9 or higher. In the Figures the AUC is simply labelled as “area.” The lowest AUC 

were for the classes 0,4 and 5 which are for Healthy and the Three-way valve number 2 leakages. The 

effect that those two faults have on the used features are minimal. This causes the lowering the AUC for 

the healthy operation. All the other faults have AUC of 0.97 up to 1. 

As for the KNN algorithm assessment, it can be seen in Figure 6, the AUC ranges from 0.71 to 1. The 

same 3 classes have the lowest performance. In general, the performance of KNN is lower than the one 

of the RF but on the other hand the time to train the algorithm is much lower and far less likely to overfit 

the data. 

Across both algorithms, three-way valve 1 leakage, two-way valve leakage and the sensors noise with 

deviation have the highest AUC due to their high effect on the temperature of the rooms. On the other 

hand, three-way valve 1 leakage has the lowest performance due to its unnoticeable effect on the features 

used in comparison with the healthy operation. This also leads to decrease in the AUC of the healthy 

operation. 

 

Figure 5. ROC curve for Random Forest 
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Figure 6. ROC for KNN 

Table 3. AUC score for each fault 

Class no. Fault RF-AUC KNN_AUC 

0  Healthy operation 0.9 0.71 

1 Three-way valve 1 (1% leakage) 1.00 1.00 

2 Three-way valve 1 (5% leakage) 1.00 0.99 

3 Three-way valve 2 (1% leakage) 0.91 0.75 

4 Three-way valve 2 (5% leakage) 0.90 0.73 

5 Two-way valve leakage 1.00 0.98 

6 Weather sensor constant noise 0.97 0.90 

7 Weather sensor noise + deviation 1.00 0.85 

8 Livingroom sensor constant noise 0.99 0.93 

9 Livingroom sensor noise + deviation 1.00 0.85 

10 Bedroom1 sensor constant noise 1.00 0.86 

11 Bedroom1 sensor noise + deviation 1.00 0.92 
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12 Inadequate pump performance 0.99 0.87 

 

Table 4. Evaluation methods comparison 

Evaluation method RF KNN 

Accuracy 0.97 0.94 

Sensitivity  0.83 0.62 

Specificity  0.98 0.96 

  

5.2 Generalization over Palermo’s weather 

An attempt to use the model trained on Milano’s weather to test the same faults for the weather of 

Palermo as mentioned above to test the generalization capabilities. The model performance decreased 

noticeably. However, five out of twelve faults retained acceptable performance (AUC higher than 75%) 

in the case of RF and two faults in case of KNN. Faults three and four (Three-way valve 2 leakage 1&5 

%) still have the worst performance and they have the highest deterioration performance rate. The main 

conclusion is that both algorithms have to be re-trained when changing the weather files.  

 

Figure 7. ROC curve for the tested algorithm on Palermo's weather for Random Forest 
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Figure 8. ROC curve for the tested algorithm on Palermo's weather for KNN 

Despite the drop in performance, it seems that in the case of RF, the faults that have AUC of 1 can be 

generalized with AUC of 0.75 or higher in the new case. This might be promising in case of using more 

extensive list of features in the training phase as this will most likely lead to a higher AUC across all 

faults which will lead to a higher generalization capability. But this is not the case if minimal features 

are used 

 

 

Table 5. Evaluation method for the generalization attempt. 

Evaluation method RF KNN 

Accuracy 0.886 0.886 

Sensitivity  0.260 0.265 

Specificity  0.938 0.938 

 

6 Conclusions 

This work was done to assess the performance of two supervised machine learning algorithms to detect 

and diagnose faults in the monitoring and hydronic system in a residential apartment using minimal 

features that are easily accessible and inexpensive to monitor. Random Forest and K-nearest neighbor 

were chosen according to the literature due to their low computational expense and their capabilities of 

capturing pattern in the time series introduced. 
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The case study was a two-bedroom apartment with an area of 81.6 m2. The generation system used was 

an electric air-water heat pump connected to fan coils for cooling and radiant floor for heating as an 

emission system. A digital twin was used to simulate this system using Modelica language. 

Both algorithms seemed to perform well across all faults, although Random Forest performed better 

with an accuracy = 0.97, sensitivity =0.83 and specificity = 0.98 while for the same matrices the scores 

for K- nearest neighbor were 0.94, 0.62 and 0.96, respectively. 

For the individual faults, the RF had an average AUC of 0.95 while the KNN had 0.86. The second 

three-way valve leakage seems to have the lowest detection rate due to its low impact on the features 

used in the training. 

To evaluate the generalization capabilities of the trained algorithms, they were used to detect the same 

faults in the same system but in weather of Palermo. The sensitivity dropped from 0.83 and 0.62 to 0.26 

and 0.3265 for the RF and KNN, respectively. 

The main downsides of the supervised methods are that they are highly dependent on the quality of the 

data provided. Both healthy and faulty data must exist to perform such process which rarely exist in real 

buildings. Highly accurate digital twin must be used to generate such data which takes time to be 

developed and tuned. 

Future works will involve the usage of a combination of unsupervised algorithms to cluster the data and 

supervised algorithms to name those clusters with the hope of achieving continuous learning and achieve 

less dependency on the data from simulations. 

 

7 Appendices 

In this Appendix, the hyperparameters used for the two algorithms used are specified. First of all, Scikit-

Learn library was used to apply RF and KNN [31].  

For the RF, the following are the hyperparameters optimized as specified in the documentation [32]: 

• The number of trees in the forest was 900, while the default was 100. 

• Criterion used was “Gini”. The criterion is the function to measure the quality of a split. 

Supported criteria are “gini” for the Gini impurity and “log loss” and “entropy” both for the 

Shannon information gain. Note: this parameter is tree specific. 

• Max_features: the number of features to consider when looking for the best split. “Sqrt” was 

used which means that the maximum number of features equal the square root of the number 

of features. 

• Min_sample_split: the minimum number of samples required to split an internal node. This 

value was set to five. The default value is two. 

• Bootstrap which determines whether bootstrap samples are used when building trees. If False, 

the whole dataset is used to build each tree. It was set to False. 

For the KNN the parameters optimized were as follows [33]: 

• Number of neighbours to use by default for neighbours’ queries. The value used was seven. 

• Weight function used in prediction. “distance” was used which indicates that the weight points 

by the inverse of their distance. In this case, closer neighbours of a query point have a greater 

influence than neighbours which are further away. 

• Leaf size: leaf size passed to BallTree or KDTree. This can affect the speed of the construction 

and query, as well as the memory required to store the tree. The optimal value depends on the 

nature of the problem. The used value is 50, while the default is 30. 
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