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Abstract

Being the blockchain and distributed ledger technologies particularly suitable to create trusted environments where participants
do not trust each other, business process management represents a proper setting in which these technologies can be adopted. In
this direction, current research work primarily focuses on blockchain-oriented business process design, or on execution engines
able to enact processes through smart contracts. Conversely, less attention has been paid to study if and how blockchains
can be beneficial to business process monitoring. This work aims to fill this gap by (1) providing a reference architecture
for enabling the adoption of blockchain technologies in business process monitoring solutions, (2) defining a set of relevant
research challenges derived from this adoption, and (3) discussing the current approaches to address the aforementioned

challenges.

Keywords Blockchain - Distributed ledger technology - Business process management - Software architectures - Business
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1 Introduction

Inter-organizational business processes are the ideal setting
in which Distributed Ledger Technologies (DLTs) in general,
and blockchain technologies, in particular, can be adopted
and exploited in their full potential [49]. As a matter of fact,
organizations involved in this kind of processes are indepen-
dent and often do not trust each other. Nevertheless, they
collaborate with other participants in the process to be com-
petitive in the market. Toward this direction, the possibility
offered by blockchain technologies and DLTs! to provide a
shared, immutable, and transparent data storage makes them

! For the sake of simplicity, we will hereafter use the term blockchain to
encompass blockchain technologies and DLTs, unless a clear distinction
is required.
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a valid technology to support such processes. Furthermore,
blockchain-based systems do not require the existence of an
authoritative third-party actor to control that the shared data
have been properly communicated and stored. Such a charac-
teristic allows for the creation of more flexible and dynamic
inter-relationships among the involved organizations.

With a specific emphasis on business process monitoring,
the blockchain is a promising aid as the status of the running
process can be shared and trusted among the parties [63].
However, research on the adoption of blockchains for busi-
ness processes monitoring is still at its early stages. Thus far,
most of the attempts have focused on the generation of read-
ily usable data for the application of existing process mining
techniques [19,36,54] and for the creation of networks high-
lighting the most common patterns to exchange information
and assets among peers [24,30,63]. A comprehensive analy-
sis of the aspects of blockchains that may favor or encumber
process monitoring is, to the best of our knowledge, still
missing.

In this prospective article, we pursue the objective of
clarifying to what extent a blockchain can be beneficial for
business process monitoring and which could be the critical
issues to be faced. To this end, after a brief summary about
the needs concerning the business process monitoring and the
main concepts at the core of blockchains, the paper provides
the following three key contributions:
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— We analyze the what, why and how of business process
monitoring, considering the benefits that the usage of
blockchains can bring. In light of this assessment, we
identify five requirements that a blockchain-based pro-
cess monitoring platform should meet.

— We propose a reference architecture to implement a
blockchain-based process monitoring solution that
addresses the aforementioned requirements. Our archi-
tecture takes inspiration from the work of Pourmirza et al.
[61] on reference architectures of business process man-
agement systems, and is organized along three main
layers: (i) an off-chain monitoring layer, where the mon-
itoring data are collected by the process participants; (ii)
an on-chain trust layer, where the monitoring data are
assessed and become trusted; (iii) an auditing layer, in
which trusted monitoring data are used by auditors to
acquire information on the status of the process.

— We identify a set of research challenges that impact on
the design and realization of blockchain-based process
monitoring platforms. These challenges are classified on
the aspect of the reference architecture they influence,
that is, smart contracts, oracles, data management, and
interoperability among platforms.

— We discuss how some of the existing techniques in the
literature can be used to mitigate the research challenges
we identified. For each technique, we provide a brief
description of how it operates, the characteristics that a
blockchain platform should guarantee for it to be appli-
cable, and the limitations it has.

The above contributions revise and extend the idea paper
presented in the context of the “BPM meets data” focus theme
at the 21% Business Process Modeling, Development and
Support (BPMDS) working conference (BPMDS 2020) [18].
This paper is intended to support researchers and practition-
ers who want to explore and develop solutions for business
process monitoring based on blockchain.

The remainder of this paper is as follows. Section 2
describes the concepts on which blockchain platforms are
based, and outlines the characteristics to classify blockchain
implementations that are relevant for process monitoring.
Section 3 provides a motivating scenario, which will be
used as a running example throughout this paper. Section 4
describes the fundamental elements of process monitor-
ing and how blockchain can be beneficial for them. Sec-
tion 5 outlines the reference architecture we propose for
blockchain-based process monitoring. Section 6 presents the
research challenges that must be faced when designing a
blockchain-based monitoring platform. Section 7 discusses
how existing research work on blockchain can mitigate some
of those challenges. Section 8 illustrates the main research
outcomes obtained thus far for the process-oriented analy-
sis of blockchain data. Section 9 discusses the threats to the
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validity of this work, and the countermeasures we applied
to minimize them. Finally, Sect. 10 concludes the paper and
draws future work directions.

2 Elements of blockchains

A blockchain is a protocol for the distributed storage of a
tamper-proof sequence of transactions, maintained and ver-
ified by the nodes participating in the network. The basic
unit of computation is a transaction, which records a trans-
fer of value (digital assets, cryptocurrencies, information
bits, etc.) between two accounts. The sender cryptograph-
ically signs the transaction to provide evidence that it is not
counterfeit. Transactions are stored in an append-only list
structure—hence the name of DLT. Blockchains—which are
members of the family of DLTs—such as Bitcoin 2 [56] and
Ethereum? [75] collate transactions into so-called blocks.
Blocks are thus used as the messages to be broadcast to every
node. The order among blocks (and, a fortiori, the trans-
actions therein) is kept by a hash-based backward linking:
every block keeps the digest of a hashing function applied
to the previous block. Altogether, the links generate a chain-
like structure: hence the name blockchain which refers to the
data structure adopted to store the transactions in the ledgers.
Locally to a node, transactions are subject to a total order-
ing relation: the evolution of the state of the parties’ accounts
depends on the sequence of operations recorded in the ledger.
Blocks are, in fact, a measure of time as their addition to the
chain determines the passage to the next global system state.
To pay back the effort, an economic incentive is proposed
that distributes so-called cryptocurrencies to the nodes that
contribute to the maintenance and reliability of the network
with operations such as the validation of transactions and
mining of blocks. Nodes participating in the network guar-
antee that transactions and blocks are valid and thus prevent
the data structure to be tampered with. Also, the replication
of the ledger makes it possible to have the stored informa-
tion always available locally to every node. However, the
ledger may differ from node to node: the nodes reach eventual
consensus on the correct sequence in the ledger. Temporary
divergences between the local images of the ledger are called
forks.

An array of different implementations exists, providing
readily usable blockchain platforms. Starting from the tax-
onomy presented in [70], we analyzed existing and ongoing
research work aiming at addressing the problem of process
monitoring with the blockchain, which will be discussed in
detail in Sect. 8. As a result, we identified four main charac-
teristics of a blockchain that have a direct impact on a process

2 https://bitcoin.org/. Accessed on November 26, 2021.
3 https://ethereum.org/. Accessed on November 26, 2021.
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Table 1 Characteristics of blockchain platforms

Blockchain/DLT platform

Characteristic Level Bitcoin Ethereum Hyperledger Fabric R3 Corda I0TA

Accessibility Public X X X X
Private X

Mining strategy Permissionless X X X
Permissioned X x

Programmability Limited X X
Advanced X X

Remuneration None
Cooperative X
(Crypto-)currency X X X

monitoring platform, namely accessibility, mining strategy,
programmability, and remuneration. Indeed, based on such
characteristics, a monitoring platform may face specific chal-
lenges, or some challenges could be mitigated only if the
blockchain has some of these characteristics. Section 7 will
clarify the relationship between characteristics, challenges
and mitigation strategies.

Table 1 classifies the most commonly adopted blockchain
and DLT platforms, as outlined in [79], according to the
aforementioned characteristics. The accessibility of the
platform in use determines which nodes can access the dis-
tributed ledger: private blockchains and DLTs are accessible
only to a restricted number of peers, as opposed to the pub-
lic ones. The mining strategy refers to the participants who
can decide on the next published transactions: if a selected
number of participants is granted that right, the platform
is permissioned; otherwise it is permissionless. Natively,
Bitcoin, Ethereum and IOTA # [60] are public and permis-
sionless, although Ethereum private networks can be created
that operate within consortia, allowing only a subset of nodes
to mine blocks. Hyperledger Fabric > [4], instead, is con-
ceived as a consortium (private) permissioned blockchain.
R3 Corda® [52] is a public permissioned blockchain, since it
allows anybody to take part in it, but it also requires nodes to
be granted access to process transactions.

Second-generation blockchains such as Ethereum and
Hyperledger Fabric support so-called smart contracts [68],
that is, executable code expressing how business is to be
conducted among contracting parties (e.g., the conditions
to fulfill before digital assets can be transferred). Thereby,
they offer advanced programmability capabilities. Other
platforms such as Bitcoin come bundled with script lan-

4 https://www.iota.org/. Accessed on November 26, 2021.

3 https://www.hyperledger.org/projects/fabric. Accessed on November
26, 2021.

6 https://www.r3.com/corda-enterprise/. Accessed on November 26,
2021.

guages offering limited expressive power. Smart contracts
often require data from the world outside the blockchain
sphere (e.g., financial data, weather-related information, ran-
dom numbers, sensors from hardware devices). However,
they cannot directly invoke external APIs. Therefore, smart
contracts need software adaptors that play that interfacing
role. Those artifacts are named oracles [53,79]. Oracles can
be further classified as software or hardware oracles. Soft-
ware oracles aim to extract information from programmed
applications (e.g., web services), whereas hardware oracles
extract data from the physical world—with the aid, e.g., of
Internet of Things (IoT) devices.

To make their deployment sustainable and the mainte-
nance of the infrastructure profitable to the involved nodes,
blockchain platforms often include a remuneration scheme.
Most of them require a fee to be paid whenever a new
transaction is initiated by one of their participants. The
fee can consist either of cryptocurrency (e.g., ETH, BTC)
or fiat currency (e.g., US Dollar, Euro). The fee typically
increases according to the amount of data being written and,
for blockchains supporting smart contracts, to the complex-
ity of the code being executed. IOTA and other blockchain
platforms, instead, rely on a cooperative scheme rather than
on fee-based mechanism. In this case, each participant must
validate at least one transaction before being able to issue
a new one. Finally, some solutions do not apply any fee—
neither direct nor indirect—when processing transactions.
That approach is typically adopted by private blockchain
platforms.

3 Running example

To better explain the need for process monitoring, what can
be monitored with current techniques, and what could be
achieved with a blockchain-based monitoring platform, we
use an example taken from the logistics domain. Figure 1
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Fig.1 Motivating example

shows the Business Process Model and Notation (BPMN)
diagram of a shipment process.

The example involves a manufacturer M, who receives
an order from one of its customers C, and a shipper S, on
whom M relies for the delivery of the goods to C. At first,
M loads a shipping container with the goods requested by
C. Meanwhile, S drives one of its trucks to M’s production
facility. Once the truck arrives, M firstly attaches the container
to the truck, then inspects the container to verify that all the
goods requested by C are present. The inspection should be
performed only at this stage, and the container should not
be opened again until it reaches the premises of C. Once
the inspection completes, S ships the container to C, who
detaches it from the truck. In case the shipping activity takes
longer than 24 hours, S must justify the delay.

Given a multi-party business process where parties may
not trust one another, the actors should at least rely on the
monitoring infrastructure for process monitoring to properly
work. A possible setting is to have a central authority, trusted
by all the parties by means of some prior agreements, in
charge of monitoring the choreography. In this case, the main
drawback is the lack of flexibility of the monitoring infras-
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tructure as it requires that all the involved actors have settled
on a prior agreement, and linked all the needed software
connectors, with the monitoring party. For instance, if the
usual shipper S could not be temporarily involved to deliver
the package to the customer C (e.g., due to a strike), the
manufacturer M could not replace it with another shipper S’
maintaining the same monitoring capabilities of the process,
unless S’ was already connected to the monitoring system.

This is a typical setting in which a blockchain platform
can be beneficial thanks to its ability to create a trusted dis-
tributed environment. Indeed, it solely requires the parties to
be connected to the selected blockchain infrastructure and
can be used to store in an immutable way the monitoring
data.

4 Business process monitoring

Business process monitoring aims at identifying how well
running processes are performing with respect to perfor-
mance measures and objectives. Depending on the available
tools and data, a business process platform can keep track of
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the running process instances, detect deviations with respect
to their expected behavior, or identify other anomalies dur-
ing their execution. This section briefly introduces the main
characteristics of business process monitoring platforms in
terms of the possible goals of the monitoring (i.e., the why),
the available techniques (i.e., the how), and the subject of
monitoring (i.e., the what).

4.1 Why to monitor

There are several reasons why a monitoring platform should
be introduced. Firstly, the process owner would like to know
if the process is properly running to identify critical situa-
tions like bottlenecks, deadlocks, deviations from the planned
execution. In fact, even if at design time techniques for ver-
ification, validation, and simulation can be put in place to
produce a sound process, a real check is possible only at run-
time, when the process is immersed in a real setting where
unforeseen events could have an impact on a correct execu-
tion. For example, by monitoring the process in Sect. 3, M
may find out that activity Fill in container takes much more
time than Drive to manufacturer, forcing S to wait for it to
conclude with an increase in time and costs. Therefore, M and
S may decide to postpone activity Drive to manufacturer in
order to avoid delays.

Moreover, there are cases in which the process owner
needs to demonstrate to external auditors that the process
is compliant with norms and regulations. In such situations,
business process monitoring mechanisms are required. For
example, if C finds out that some goods are missing once
the process is over, M can prove to C that the container was
inspected before the shipment occurred.

Finally, business process monitoring is relevant when sev-
eral actors are participating in the same business process. In
this case, the so-called choreographed process identifies the
protocol of communication among the different actors. Busi-
ness process monitoring techniques are then responsible for
checking the correct adoption of this protocol. For example,
by monitoring the process, M can check if S started activity
Ship container only after it was notified that the container
was ready for shipment (i.e., after activity Inspect container
was concluded).

To achieve these objectives, as introduced in [61], the
functions offered by a business process monitoring platform
concern: (i) runtime monitoring, (ii) execution data post-
processing, and (iii) runtime control. Runtime monitoring
aims to passively track the current status of the process exe-
cution as well as of the choreography. The execution data
post-processing performs analyses on top of data collected
at run time to give insights to the process owner or to the
participants in the choreography. Such insights rely on some
indicators (e.g., Key Performance Indicators (KPIs) or Pro-
cess Performance Indicators (PPIs)) to describe the behavior

of the already completed process instances. Finally, the run-
time control performs an active approach to mitigate possible
critical situations. To do so, it relies on process intelligence
techniques which, among the others, could predict how the
process will evolve. For the sake of clarity, this paper mainly
focuses on the passive approach: i.e., how the blockchain can
be useful to increase the trust in the monitoring data, regard-
less of the indicators to be computed or the possible actions to
be enacted for solving critical situations. In particular, thank
to the way transactions are stored in a blockchain, storing
monitoring information in a blockchain would make it per-
sistent and immutable. Thus, in case of disputes, it would be
impossible for the organizations that caused such an issue
to hide or alter information which proves their ill-behavior.
Also, each transaction in a process contains the address (i.e.,
the identifier) of the issuer. Thus, the blockchain would keep
track of the provenance of the monitoring information. If
incorrect information is stored, it would be possible to iden-
tify the organization that introduced it. In addition, since
transactions must be cryptographically signed by the issuer,
it would be impossible for an organization to act on behalf of
another one without consent or to repudiate the information
it directly stores [27].

4.2 How to monitor

Event data logging is the generation of sequences of events
related to a specific process instance being executed. Events
can provide notifications on the activities being executed, or
on the artifacts (i.e., the physical or virtual objects manip-
ulated by the process) and the resources (i.e., the human
operators or software components responsible for execut-
ing activities) participating in the process [66]. For example,
events related to the process in Sect. 3 are the start of activity
Fill in container and a change in the conditions of the Con-
tainer artifact (e.g., when it is attached to the truck). Once
collected, events are typically stored in so-called event logs.
Since several other monitoring techniques require event data
to work, this technique is often seen as a prerequisite for
them.

Event data logging would benefit from a blockchain, as
it would be possible to keep track of the provenance of
events. Also, events would be persistently and immutably
stored. Finally, as suggested in [79], the distributed nature
of a blockchain can be used as communication mechanism,
thus it would allow to easily share events related to inter-
organizational business processes. Indeed, by writing events
in the blockchain, each organization would ensure that they
are propagated to the other participants who have access
to the blockchain. Similarly, it would automatically receive
events produced by the other participants.

Business activity monitoring (BAM) and runtime perfor-
mance analysis Also known as “monitoring” [76], BAM
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[20] analyzes real-time information on the activities being
executed (e.g., response time and failure rate). With this
technique it is possible to measure KPIs relevant for the pro-
cess, thus determining how well activities are performed.
For example, performing BAM with the process in Fig. 1
would allow the participants to know which is the minimum,
maximum and average duration of activity Ship container.
Instead, runtime performance analysis focuses on the data
analysis of performance information on the processes being
executed to identify bottlenecks or resource allocation prob-
lems [20]. Unlike BAM, which focuses on single activities,
runtime performance analysis focuses on process runs, thus
accounting for dependencies among activities. For example,
performing runtime performance analysis on our running
example would allow the participants to identify a delay that
occurs after activity Ship container concludes and before
activity Detach container from truck starts. Furthermore, it
would identify if such a delay was caused because S did not
immediately send the message informing that the container
was ready for being detached, or because C did not promptly
react to that message.

BAM and runtime performance analysis would benefit

from the adoption of a blockchain. Indeed, the participants
could agree on how the analysis should be performed by
storing on-chain the parameters used by the algorithms that
analyze event logs (e.g., the maximum acceptable duration
of Ship container). In addition, a blockchain that offers
advanced programmability would also automatically guar-
antee that the analysis is actually performed as agreed by
the participants. Indeed, such blockchains would allow for
the implementation of analysis algorithms as smart con-
tracts [34]. Then, such smart contracts would be executed on
the blockchain by all the participants responsible for validat-
ing the process. In case participants obtain different results,
the consensus algorithm would automatically ensure that the
correct result (i.e., the one obtained by the majority of the
participants) is accepted.
Conformance checking consists in the techniques that com-
pare the modeled process behavior with the one evidenced
by execution data [77]. To this end, the gathered event data
are replayed on the process model, so as to detect deviations
from the expected behavior. Given a process model and event
data, Conformance checking produces conformance-related
diagnostic information.

With conformance checking, the stakeholders can verify
whether the execution is in line with the process description.
In particular, the nature of the model plays an important role
in defining the degrees of freedom that are left to the pro-
cess executors. A collaboration diagram (e.g., the complete
collaboration diagram in Fig. 1) will force the whole process
to strictly adhere to the specifications. A process diagram
(e.g., only the portion of the process inside a specific pool)
will force the process portion belonging to that stakeholder
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to adhere to the specifications. Finally, a choreography dia-
gram will force only the interactions among stakeholders to
adhere to the specifications, leaving the stakeholders free to
alter their internal processes.

As for BAM and runtime performance analysis, con-

formance checking would benefit from the usage of a
blockchain too [36,54]. Indeed, storing the process model
in the blockchain would allow the participants to agree on
the structure of the process, to be taken as input by the
conformance checking algorithms. In addition, a blockchain
that offers advanced programmability would allow for the
encoding both of the process model and the conformance
checking logic as smart contracts, thereby guaranteeing that
conformance checking is actually performed as agreed by the
participants. In addition, the smart contract could be used to
raise and propagate alerts among all the participants in the
process if a discrepancy between the modeled behavior and
the actual process execution is detected.
Compliance checking encompasses the techniques aimed at
verifying that constraints representing regulations, guide-
lines, policies and laws, are fulfilled by the process [33]. It
differs from conformance checking because constraints focus
on process rules, rather than on entire process runs.

Through compliance checking techniques, it is possible
to define complex constraints on the process that predicate
both on the structure and on non-functional aspects. Instead
of relying on a process model, compliance checking relies
on compliance rules that describe only the elements of the
process that are useful to assess the constraint. For example, a
compliance rule related to our running example could check
whether the container is delivered to C within two days since
when M finished preparing it. Another compliance rule could
check if less than 1 % of the shipments were carried out
without inspecting the container. To this aim, according to
[46], several compliance checking techniques and languages
exist. Since constraints predicate on specific portions of the
process, rather than on the process as a whole, it is much
easier for stakeholders to agree on monitoring them. In fact,
only activities required for the assessment of such constraints
have to be disclosed, thus overcoming one of the issues of
conformance checking.

As for conformance checking, compliance checking
would benefit from the blockchain. Indeed, storing compli-
ance rules in the blockchain would allow the participants to
agree on the constraints that hold for the process. In addition,
a blockchain that offers advanced programmability could
encode compliance rules as smart contracts, thus making
them executable on the blockchain itself and, consequently,
guaranteeing that compliance checking is actually performed
as agreed by the participants [34]. The smart contract could
be the source of alerts for all the participants in the process
whenever a compliance check fails.
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4.3 What to monitor

Depending on the monitoring technique and on the underly-
ing representation of the process to monitor, different kinds
of events have to be logged for the monitoring to be reliable.
Conformance checking techniques typically require events
notifying the start or termination of activities, or the trans-
mission and receipt of messages among participants. BAM,
runtime performance analysis and compliance checking tech-
niques usually require more complex events, also indicating
when artifacts were manipulated or who performed a task
(e.g., starting an activity or modifying an artifact).

Depending on the scope of the monitoring and on the
visibility of the running processes, different scenarios can
happen as a combination of three main corner cases: mon-
itoring (i) the activities performed by an organization, (ii)
all the activities performed by all the organizations involved
in the multi-party business process, or (iii) the interaction
among the participants.

In case (i), the reference model adopted for process mon-
itoring is a process diagram and only events belonging to
the owner of the process are collected and analyzed. When
the process consists only of either automated activities or
form-based ones, obtaining events is a relatively easy task.
In fact, event logs can be retrieved from the Business Process
Management System (BPMS) in charge of executing the pro-
cess. Furthermore, since users are required to interact with
the BPMS to perform business activities, event logs contain
accurate information on who performed which task, when the
task was performed, and which artifacts were involved during
its execution. However, when the process also involves man-
ual activities, that is, activities that are performed by users
without interacting with the BPMS (e.g., activity Ship con-
tainer in the process in Sect. 3), collecting reliable event logs
becomes challenging. In fact, users may forget to notify the
BPMS when they perform activities, they may incorrectly
indicate in the notifications when the activities were per-
formed, they may indicate that they performed an activity
which was not done or which was done by another user.
These issues can be partially solved with IoT-based solu-
tions, such as artifact-driven monitoring [50] or Unicorn [8],
which autonomously collect events from the artifacts being
manipulated, to be then analyzed to infer which activity was
executed.

In case (ii), when the events belonging to all the involved
organizations have to be logged and shared among partici-
pants, the process to monitor is represented as a collaboration
diagram. This is a challenging task both from the organi-
zational and technical standpoint. From the organizational
standpoint, the participants may be reluctant to share events
on the activities being performed, as it may allow com-
petitors to uncover their operations. In case of BAM and
runtime performance analysis, sharing such events may

even violate privacy regulations, such as the General Data
Protection Regulation (GDPR), since information on the
employees performing activities may be shared to the other
organizations. From the technical standpoint, sharing events
typically requires either individual information systems to be
federated, or a centralized cross-organizational information
system to be deployed and adopted by all the partici-
pants. To partially overcome these issues, organizations can
autonomously monitor their own portions, and then share
aggregated monitoring data to the other participants. How-
ever, this approach reintroduces the problem of trust between
organizations, moving it from the execution to the moni-
toring of the processes. In fact, for this approach to hold,
organizations are required to trust each other, assuming that
monitoring data reflect the actual behavior of the process.

Finally, if events related to the transmission and recep-
tion of messages between organizations have to be logged
(iii), the process can be represented as a choreography dia-
gram. From the technical standpoint, as long as the message
exchanges are performed digitally (e.g., email, web service
invocations), it is relatively easy to log and distribute events.
In fact, it is sufficient to passively monitor the communica-
tion channels, generating events whenever communication
activity is detected. On the other hand, if physical objects are
exchanged, generating event logs is a more complex task. In
fact, an active agent is required to observe the real world and
produce an event whenever some physical object is either
received or sent. Originally, this was done by relying on
human operators, but it suffered from the same limitations
as the ones outlined for manual activities. Therefore, IoT-
based solutions to track physical objects are adopted as long
as the contents of the messages are kept confidential, and only
events relevant for the process being monitored are disclosed.

In case compliance rules have to be monitored, depending
on the language and technique adopted, events related to mes-
sages, activities, or artifacts have to be logged. Consequently,
compliance checking has the same technical limitations as all
the conformance checking techniques. However, not every
event related to the process has to be logged, but only
the ones required for the verification of the compliance
rules. Therefore, monitoring has a much lower footprint on
the organizations. Also, since organizations can selectively
choose which events are logged and made available to the
other participants, they can agree on not to share information
that discloses their know-how.

5 Monitoring with the blockchain: a
reference architecture

To take into consideration all the characteristics of moni-

toring platforms described in Sect. 4, we build upon the
BPMS reference architecture proposed in [61]. This archi-
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tecture reflects the main functionalities adopted in the BPMS
tools nowadays present in the literature and, in addition to
elements specific to the process engine, the Business Intel-
ligence and Analytics Suite (BPI&BPA) is identified as the
component in charge of providing the monitoring facilities.
As shown in Fig. 2, the BPI&BPA sub-system is composed
of tools for Data Ingestion, an Information Repository, and
tools for Data Analysis and Data Management. Generally
speaking, Data Ingestion Tools are connected to the process
engine to obtain information about the process execution and
to store them, in predefined and agreed formats, into the Infor-
mation Repository. The Data Management Tools access this
repository to enrich the information (e.g., by enriching and
correlating the information). Lastly, the Data Analysis Tools
supports the post-processing and run-time monitoring func-
tionalities as discussed in Sect. 4.

Then, to understand how the capabilities offered by a
blockchain are relevant for business process monitoring, we
identify the following requirements that the reference archi-
tecture of a blockchain-based monitoring platform should
meet. We identify these requirements based on the charac-
teristics that a business process monitoring system should
expose, as previously discussed in Sect. 4.

R1. Event support: The capabilities to collect information
about events is fundamental for business process moni-
toring (see Sect. 4.2, “How to monitor”’). Moreover, the
architecture should be independent from the monitoring
techniques and from the representation of the process to
monitor. Therefore, it should support events related to
the execution of business processes, to the condition of
the artifacts, and to the messages exchanged among the
involved parties.

R2. Pluggability of participants: As the process to be
monitored can involve different parties in different con-
figurations (see the corner cases listed in Sect. 4.3, “What
to monitor”), the architecture should be flexible enough
to allow both long-term and short-term collaborations
among participants. In particular, participants that estab-

@ Springer

lish a collaboration for the first time should easily and
safely join the monitoring platform. Similarly, once a
collaboration is over, participants should be able to leave
the monitoring platform.

R3. Differential access to information: As illustrated by
the corner cases described in Sect. 4.3, the architecture
should allow participants to decide which monitoring
information on their own processes and artifacts should
be shared among the other participants, and which infor-
mation should be kept private.

R4. Access to contextual data: The architecture should
allow the monitoring platform to access data that are
not contained within events, but are required to inter-
pret them. In fact, event data can be complemented with
data obtained from human interventions or from IoT-
based solution to provide contextual data, as discussed
in Sect. 4.3. For example, traffic or weather data could be
required by a compliance rule to determine if the ship-
ment is taking an excessive amount of time.

R5. Auditing-oriented data provisioning: The architec-
ture should allow for the distribution of monitoring data
to external auditors, that is, subjects who do not take part
in the process being monitored (see Sect. 4.1, “Why to
monitor”). These data should be structured, enriched and
aggregated to let auditors access readily usable informa-
tion with limited further preprocessing needed.

To support these requirements, and take inspiration from
the reference architecture of the BPI&BPA sub-system pro-
posed in [61], we propose the architecture shown in Fig. 3.

This architecture is organized along three main layers, i.e.,
monitoring, trust, and auditing layers, and summarizes how
the different elements composing a blockchain can be com-
bined to provide a trusted monitoring platform. In addition to
the usual data collection—which is needed to know whether
the process is behaving correctly or not—the blockchain
provides a platform to guarantee that the monitored data can-
not be counterfeited. With respect to the usual approaches,
the adoption of a blockchain eliminates the need to involve
third-party actors, making a blockchain-based solution more
flexible.

The monitoring layer is fundamentally composed of both
traditional and innovative tools and technologies adopted by
a participant to monitor its business process. The number
of instances of the monitoring layer depends on the number
of participants actively involved in the business process that
has to be monitored. There are situations in which a single
party aims to certify the information about the behavior of
its process for other actors not directly involved in the pro-
cess. For example, let us suppose that the manufacturer M of
our running example (Sect. 3) wants to verify that, for every
process execution, the container is properly sealed at the end
of the loading activity—so as to guarantee to the customer
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Fig.3 Blockchain-enhanced BPMS monitoring reference architecture

that nobody can access the goods while they are traveling. In
a different setting, where a choreographed process is estab-
lished, it is assumed that each participant offers the services
included in the monitoring layer.

To address R1, the monitoring layer is responsible for
the collection of process status data (i) and artifact sta-
tus data (ii). The former concerns the control flow (e.g.,
when activities start or end, what events are raised during
the execution, when messages are sent or received among
the participants). These data are obtained by querying the
event logs maintained by a process orchestrator or, in less
process-aware organizations, by the systems in charge of exe-
cuting the various activities. To address R3, the architecture
distinguishes process status data obtained from event logs
into public and private data. Public data refer to the status
of the process, which is directly related to the agreed chore-
ography or the process aspect that should be certified. Thus,
these data have to be shared with the involved partners or the
interested actors in order for them to verify if the process is
running as specified in the agreed contract. Conversely, pri-
vate process status data concern the execution of activities
that are not seen by the other parties. The same distinction
applies to artifact status data, which could rely on IoT-based

applications to continuously sense the status of the goods
managed during a process execution [32]. In some cases, the
information collected by the paired smart devices is inter-
nally managed by the company that owns the artifact and,
consequently, controls the smart devices. Conversely, when
considering artifacts exchanged among the participants in a
choreography, information about the status should be shared
by the involved participants. For instance, let us consider the
logistics scenario of Sect. 3 again and add that the cold-chain
must be preserved. In that setting, when a package moves
from the manufacturer M to the courier S, information about
the temperature of the package must be shared for an effec-
tive monitoring. To conclude the features of the monitoring
layer, we remark that it might happen that the public data,
both about the process and the artifact, are stored on a shared
space (e.g., cloud storage) easily accessible by the partici-
pants who have interest in them.”.

The trust layer, where the blockchain has the major
involvement, includes the set of functionalities that are used

7 For the sake of simplicity, here we assume that a proper access control
system is in place to make the data visible only to the parties interested
in the specific portion of the process.
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to guarantee the reliability of the data collected by the partici-
pants about the process and artifact status. Indeed, these data
are intended to be used to check and demonstrate whether
the process is running as planned or not, thus to increase the
trust in the process owner. In traditional approaches, trust is
ensured by third parties, which are in charge of collecting—
on behalf of the participant, or supervising the collection
performed by the participant—data on the process and arti-
fact status [50]. With the blockchain, this actor is no longer
required, as the infrastructure provides by definition a trusted
data management or, as defined in [69], the blockchain can
create a trust environment even if the participants do not trust
each other, thereby addressing R2. In particular, smart con-
tracts can be defined based on the agreements among the
participants to regulate the way in which the collected data
are stored in the blockchain. Thus, they guarantee that the
data are collected at the right time, in the right way, and that
once stored in a block they cannot be modified. As these smart
contracts operate on off-chain data (i.e., the data coming from
the monitoring layer), oracles are required to enable the com-
munication with the on-chain environment. It is worth noting
that two classes of oracles are considered. On the one hand,
the process-specific oracles concern the elements to obtain
information about the status of the process and the artifact
from all the participants involved to address R1 (e.g., con-
sidering the process in Sect. 3, the position of the truck, and
when the container has been opened and closed). On the other
hand, context-related oracles are included to obtain informa-
tion on the context where the process is being executed, thus
addressing R4.

Finally, the auditing layer provides the perspective of
whom is interested on how the process is running. Thus,
auditors are the participants in the process itself which are
interested in how the other participants are behaving. To this
aim, they rely on the blockchain as a trusted source of infor-
mation. In some cases, auditors can be the final customers,
who are not involved in any of the activities, but are inter-
ested in how the goods they have bought (i.e., an artifact) are
managed by the participants. In some other cases, depend-
ing on the nature of the process, auditors can be institutions
(e.g., the environmental protection agency) who must be kept
informed about the process being executed. When auditors
are connected via a blockchain client, the blockchain sup-
ports by default a request-to-response interaction. To address
RS, in case different messaging patterns are required, proper
oracles can be established on purpose following the guide-
lines suggested in [54]. In this way, auditors can be informed
about specific events or status changes.

Compared to the architecture of the BPI&BPA sub-system
in [61], it is relevant to see how the elements of the proposed
blockchain-based monitoring reference architecture fits with
that (see Fig. 4). Notably, the elements of the monitoring
layer, along with the process-specific and context-related ora-
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cles, cover the functionalities required by the Data Ingestion
tools. The Data Management tools corresponds to the smart
contracts which drive the storage of the relevant data into
the blockchain which itself, corresponds to the Information
Repository. Finally, for the Data Analysis Tools, the pro-
posed architecture offers only the auditing oracles as a way
to access the data stored in the blockchain to perform any
type of analysis relevant for the auditors.

6 Monitoring with the blockchain:
challenges

In light of the proposed reference architecture, we identify
three main component types whose design, realization and
tuning can have an impact on the effectiveness and efficiency
of the adoption of blockchain platforms to support business
process monitoring: smart contracts, oracles, and monitor-
ing data. In Fig. 4, they are enclosed in dark-blue, green and
pale-yellow boxes, respectively. Smart contracts, in particu-
lar, reflect the monitoring capabilities. The expressiveness of
the language used to define them affects the richness of these
capabilities. Oracles identify the data sources that can be
considered as trusted, since they are meant to be produced or
managed on the blockchain platform. Monitoring data relate
to the core information to be analyzed —we particularly
focus on the balance between the data to be stored on-chain
and the data to be archived off-chain. In addition to the need
for a proper design and implementation of these components,
particular attention must be paid to the analysis of strategies
that guarantee interoperability among blockchains. This is
relevant especially in the case of multi-party business pro-
cesses, wherein involved actors could already adopt their own
blockchain solutions, thereby making the replacement (or
addition) of platforms potentially counter-productive.

For each of these perspectives, we elicit a series of aspects
that call for particular attention to be paid when using
blockchains for business process monitoring, based on exist-
ing work on blockchain and our own experience. Figure 5
depicts the aspects that we analyze from the aforementioned
perspectives. The remainder of this section discusses them
in detail.

6.1 Challenges about smart contracts
6.1.1 Monitoring transparency

To improve the transparency of compliance checking, espe-
cially in the case of multi-party business processes, smart
contracts hold a crucial role. In fact, based on the infor-
mation that can be made accessible through oracles and
on the relevant transactions mined in the blockchain, a
smart contract can analyze the current status of the pro-
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cess enactment and verify if the control flow (in the case
of orchestrated processes) or the message exchange (in the
case of a choreographed process) behaves as expected. As
the code composing the smart contract is executed on all the
blockchain clients to reach consensus, it is extremely hard
for a single party to alter it in order to counterfeit the result.
As a consequence, the logic that drives compliance becomes
publicly available to all the parties interested in the sound-
ness of the process, even if they are not directly involved in
the enactment (e.g., auditors). Especially in multi-party busi-
ness processes, information about the obligations involving
the parties can be produced and observed with smart con-

6.2.1 I}:ﬁggemm 6.3.1 Data quality 6.4.1 Migration
6.2.2 Reliability 6.3.2 Data size 6.4.2 Bridging
6.2.3 Flexibility 6.3.3 Side effects

6.2.4 Alignment 6.3.4 Data

erasability

tracts. For example, given the process in Sect. 3, if each of
the three sub-processes modeled in the pools in Fig. 1 is
implemented as a smart contract, M, S and C agree on how
the process should be carried out. As the constraints become
public, none of them can complain that they expected the
process to be executed differently. Moreover, if the parties
agree that the visibility should be limited only to the proto-
col governing the message exchange, then the smart contract
will reflect only the choreography.

The transparency offered by the smart contracts heavily
impacts on the monitoring platform. On the one hand, it
increases the trust in process execution. On the other hand, it
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requires careful implementation of the monitoring and trust
layers in order not to undermine the control that participants
have on the data being provided to the platform, which is
required to address R3. In particular, it requires smart con-
tracts to be properly designed in order to rely only on the
information that could be made available to external actors
[10]. Moreover, the ability for a smart contract to verify pos-
sible deviations in the process enactment is strictly related
to the monitoring data that are available through the oracles.
As a consequence, the availability of proper data sources that
can be accessed by the smart contract is fundamental. With
single-party business processes, this issue can be less critical,
as the party is responsible for designing the smart contracts
and the oracles, as well as for choosing the necessary data
sources. Multi-party business processes, instead, may require
an agreement that includes the possibility to make some of
the data about the process and artifact status available to the
other involved parties. This opens an additional issue about
the accessibility of those data. For instance, to determine if
the process portion carried out by S is correctly performed, S
should expose the information on the position and speed of
its trucks.

6.1.2 Observability

Smart contracts and the invocations of their methods are
stored in the blockchain. Their execution can thus be per-
formed and analyzed by any participant. Additionally, most
blockchains require smart contracts to explicitly define meth-
ods to retrieve their state information. In other words,
variables that are used by smart contracts may be made acces-
sible only by the smart contract itself, unless methods to make
their contents available are explicitly defined in the smart
contracts [2,40].

Observability issues in smart contracts could arise when
implementing the auditing layer to distribute monitoring
data to the process auditors, in order to address R5. Indeed,
auditors may be unable to access valuable monitoring infor-
mation, if mechanisms to access this information were
not explicitly designed when the smart contracts were put
in place. As a consequence, before putting in place a
blockchain-based monitoring platform, care should be taken
defining which information can be retrieved from the smart
contract.

For example, suppose that, to monitor the process in
Sect. 3, a smart contract is implemented that has an inter-
nal representation of the process and of the status of each
activity. That smart contract may expose a function to check
whether the process conforms to the model or not, without
providing information on the activities. As a consequence,
although the smart contract internally knew that, e.g., Ship
container is running and Attach container to truck is com-
plete, it would lack a way to communicate this information to
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other smart contracts or other participants, who cannot rely
on it to determine the status of the process and its activities.

6.1.3 Lack of reactivity

A smart contract lacks the capability of independently mak-
ing calls or invocations to endpoints outside the blockchain
upon the verification of certain conditions [13,62].

When implementing the auditing layer to keep the pro-
cess stakeholders informed on the process execution (in order
to address RS), this limitation may significantly impact the
monitoring platform. Indeed, especially in case of deviations,
it would be desirable that the process owner and the involved
parties could promptly react to such a deviation. However,
due to the lack of reactivity in smart contracts, it is not possi-
ble for a smart contract to automatically and autonomously
trigger any off-chain counteraction to process deviations. For
example, suppose that the smart contract monitoring the pro-
cess in Sect. 3 detects that activity Inspect container was
performed while the container was being shipped. In light
of the above, it cannot autonomously contact S off-chain to
request a justification for that action.

6.1.4 Execution cost

The execution of a smart contract is generally more compu-
tationally intensive than the execution of code deployed as
a centralized, stand-alone application [1]. The higher expen-
siveness is due to several reasons. First, the code that the
smart contract consists of must be executed by multiple par-
ticipants in order for them to reach consensus. Second, a new
block containing one or more smart contract invocations must
be created for its effects to be persisted on the blockchain.
Finally, the changes in the state of the blockchain caused by
the invocation of a smart contract must be propagated and
applied by all participants. As a consequence, the inner com-
plexity of a smart contract is amplified by the way in which
it is meant to be executed. In particular, loops and function
invocations within a smart contract can significantly increase
its complexity, which translates to higher execution costs
in terms of hardware utilization and, consequently, actual
money. In addition, to avoid a single invocation to consume
all the available resources and lock-up the whole blockchain,
the number of instructions executed within a single smart
contract invocation is typically bound to a threshold value
(e.g., the gas limit in Ethereum). If that threshold is exceeded,
the corresponding invocation is terminated and any change
made by that invocation on the blockchain is discarded.
When implementing the trust layer to analyze the events
that occur during process execution (in order to address R1)
and to integrate them with contextual information (in order to
address R4), the potentially high and bounded cost of smart
contract execution may force participants to either simplify
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the monitoring logic or offload it to external oracles. There-
fore, care should be taken when designing smart contracts
in order to balance their complexity and the guarantees that
on-chain code execution provides.

6.2 Challenges about oracles
6.2.1 Time management

Among the several aspects that are interesting to monitor
about a business process, one of the most pivotal ones is
checking if an activity is performed on time. Unfortunately,
a blockchain lack the notion of absolute time, with the par-
tial exception of the coarse-grained block time [39,54,71].
As a consequence, smart contracts are not readily suitable
for checking that an execution occurs within a given times-
tamp. Although a blockchain sorts the transactions, it cannot
deal with timers. This is due to the fact that the expiration of
a timer, or more simply a clock-ticking event, would be an
action that originates from the smart contract itself. However,
as a smart contract can only perform actions that are exter-
nally invoked, such actions cannot be performed without the
help of an external entity.

This limited support for time management becomes an
issue for the trust layer. Indeed, to promptly detect issues
during process execution, the monitoring smart contract
may require accurate time information among the contextual
information needed to address R4. For instance, consider-
ing the process in Sect. 3, a smart contract should not be
employed to notify a delay if activity Ship container is not
completed within 24 hours from its start. That smart contract
cannot determine that activity Ship container took longer
than a day until it receives a notification that the activity was
completed, unless it is actively polled by an external entity.

For this reason, time has to be managed externally to the
blockchain by means of specific oracles, which must be con-
figured by the smart contract to send a trigger whenever a
timeout expires. It is also important to consider that those
oracles are external to the blockchain by definition, hence
outside the chain of trust managed by the blockchain. There-
fore, when designing a time oracle, the situation in which
the oracle experiences a failure or produces fake data (e.g.,
it goes out of sync) has to be taken into due account.

6.2.2 Reliability

The goal of an oracle is to allow the smart contracts to acquire
information from the real world. Thus, oracles are required
to guarantee the correctness of the data they emit. However,
this may not be the case for two reasons. First, the oracle may
deliver data that are wrong or even forged (e.g., by a man-
in-the-middle attack) before being sent to the smart contract.
Second, the oracle may not be reliable and the data produced

could be accidentally inexact [42]. Both circumstances ham-
per the trust in the gathered data.

Reliability issues in oracles become particularly relevant
for the trust layer, as it requires to trust events related to the
process (in order to address R1) and contextual information
(in order to address R4). Indeed, incorrect data provided by an
unreliable oracle may lead to misleading monitoring results.
For instance, considering the process in Sect. 3, if the truck’s
GPS receiver is breached or broken, the related oracle could
send incorrect information on its location.

Although this issue could be partially addressed by relying
on multiple oracles [7] to obtain information about a phe-
nomenon occurring in the real world, it may not always be
feasible or affordable, especially when monitoring human-
based activities.

6.2.3 Flexibility

Adopting oracles to allow smart contracts to check the behav-
ior of a process implies that all the phenomena relevant for
monitoring should be exposed through oracles. The smart
contract should know in advance the addresses of the oracles
providing the needed data then. However, this could result in
alack of flexibility. Adding new oracles after the monitoring
has been designed could turn out to be worthless, if there is no
possibility to inform the smart contract about their existence
[11].

When implementing the trust layer, the impossibility
to change at runtime the oracles providing off-chain data
could significantly impair the flexibility of the monitoring
platform. Indeed, supporting changes in the involved stake-
holders would be required to address R2, and the inability
to change the sources providing event data and contextual
information could impair the fulfillment of, respectively, R1
and R4

For example, suppose that the monitoring platform relied
initially on manual notifications to determine when the con-
tainer was filled in, and references to that oracle were
hard-coded in the smart contracts. If later on containers are
equipped with scales to automatically infer if they are full or
empty, it is not possible for the platform to rely on that infor-
mation, unless smart contracts are redesigned and deployed
anew. Mechanisms for enabling late binding of oracles to
smart contracts are thus desirable for a proper design. Notice
that, without that mechanism in place, an oracle that is no
longer available could not be replaced.

6.2.4 Alignment
As the blockchain alone has no visibility on the events that
occur off-chain, and it is the oracle’s responsibility to notify

such events, a misalignment between the off-chain world
state and its on-chain representation may occur.
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In particular, such a misalignment may affect the ora-
cles responsible for reporting events related to the process
execution (in order to address R1) and the ones that pro-
vide contextual information (in order to address R4) to the
trust layer. Consequently, as stated in [38], such a misalign-
ment may lead to misleading monitoring results, especially
when multiple events have to be combined in order to detect
changes in the execution of the process.

6.3 Challenges about monitoring data management
6.3.1 Data quality

Information sources queried by the oracles could be inaccu-
rate or untrustworthy. In particular, if the data sources being
used in the monitoring layer to provide events related to the
execution of the process (in order to address R1), or the data
sources that provide contextual information to the trust layer
(in order to address R4) are poor quality ones, the monitoring
platform may provide misleading results. For instance, in the
case of a manual activity, e.g., the oracle is not connected to
any automatic sensor thus the notification of status change
for the activity is manually inserted by the operator. Conse-
quently, the operator could mislead the system by declaring
that an activity is concluded even though it is not yet the case,
or by delaying the notification as an end-of-the-day opera-
tion, in which all the notifications are batched together [16].

We remark that this is a well-known problem in business
process monitoring, and even the utilization of a blockchain
may not be beneficial to solve it. In fact, if erroneous data
are stored in the blockchain, they can be amended only by
appending the correct information, as the blockchain does
not allow for the alteration of data in a mined block.

6.3.2 Datasize

In a blockchain, the larger the amount of stored data is,
the more expensive the transaction gets. This simple rule
has a significant impact on monitoring costs. Indeed, initial
approaches for process data extraction [36,54] assume that
the necessary information is entirely stored on-chain.

To reduce the costs, though, care should be taken in the
design of the smart contracts to minimize the amount of
on-chain information to the sole data that are required to
enable monitoring and provide a handle to external sources
for deep-diving into richer information. As a consequence,
this limitation impacts on the way events related to the pro-
cess execution and contextual information should be handled
by the trust layer (and, consequently, could hinder the ful-
fillment of R1 and R4).
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6.3.3 Side effects

Most blockchain platforms are prone to soft forks, i.e.,
branches in the chain of blocks caused by two or more blocks
pointing to the same predecessor [9]. To solve ambiguities,
blockchain clients such as those of Bitcoin and Ethereum
consider the longest chain as the valid one (that is, they retain
the one having the highest number of subsequent blocks orig-
inating from the point of forking).

From a monitoring standpoint, this lack of information
consistency is an issue, since valid monitoring data may not
be considered as the block containing them happen to lie on a
discarded post-fork branch. As a consequence, soft forks may
have a negative impact on the trust layer. In particular, they
may cause the monitoring platform to have a partial view on
the events related to the process and on the contextual infor-
mation, which could hinder the fulfillment of, respectively,
R1 and R4.

Aside from soft forks, public blockchains such as
Ethereum are also prone to so-called hard forks [48]. In case
a change in the consensus protocol is made—for either tech-
nical or political reasons—some participants may not accept
it. Unlike soft forks, hard forks cause a split in the blockchain
network, which hampers interoperability. From the monitor-
ing standpoint, hard forks may have a negative impact on the
trust layer. In particular, they may break the platform if some
participants decide not to migrate to the new protocol. Also,
they may prevent participants that use different branches of
the fork from joining the platform, thus affecting the plug-
gability of participants, which is required for R2.

6.3.4 Data erasability

By design, the blockchain impedes nodes to erase or alter
data already stored in it [65]. This infrastructural charac-
teristic allows for tamper-proof monitoring solutions, which
is particularly valuable when disputes between participants
arise, or when the processes must be assessed by external
auditors.

However, the inability for participants to decide when
monitoring information should no longer be accessible by
the platform may become an issue that affects the trust layer
by hindering the fulfillment of R3. Indeed, some monitoring
applications require old data to be purged once their retention
period is over. For example, the GDPR regulations explicitly
state that any sensitive information belonging to a person
should be permanently destroyed on request by that person,
once the trade obligations are over [35]. In these scenarios,
the inability to erase information would be a serious issue.
Therefore, a trade-off between the immutability of moni-
toring information and the so-called right-to-be-forgotten is
necessary.
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6.4 Challenges about interoperability among
blockchains

6.4.1 Migration

As the blockchain ecosystem is in continuous evolution, a
considerable number of blockchain and DLT platforms have
been proposed so far. Some of them have gained little success,
and thus they have been abandoned by the community of
developers and users alike.

Therefore, it may happen in the future that the blockchain
adopted for the frust layer of the monitoring platform will
eventually no longer be supported. This will have a negative
impact on the trust layer, as the lack of support may prevent
other participants from joining the platform, thus hindering
the fulfillment of R2. Thus, to avoid a monitoring solution to
be locked-in to a platform that is no longer used, a strategy to
easily migrate the solution over a different blockchain should
be defined when designing that solution [5].

Defining such a migration strategy is not trivial, as each
blockchain may implement its own consensus algorithm,
block structure, data representation, and smart-contract lan-
guages at times. Therefore, a transition to a different platform
canrequire a refactoring of several components in the original
architecture, potentially involving not only software connec-
tors and gateways but also the business logic itself.

6.4.2 Bridging

A blockchain considers as trusted only those data and smart
contracts that are internal to its own environment. It is then
unable to directly invoke smart contracts or access data that
reside on a different deployment [64].

This limitation may have a negative impact on the frust
layer. Often, the execution of a process can trigger or influ-
ence the execution of other processes. Therefore, platforms
that are responsible for the monitoring of interrelated pro-
cesses should be able to communicate with one another.
However, when monitoring information is stored in two dif-
ferent blockchain platforms, they cannot directly interact
with each other, which is required to address R2.

7 Mitigation and applicability of challenges

The challenges identified and discussed in the previous
section can have higher or lower impact on the process
monitoring solutions depending on the characteristics of
the adopted blockchain. For instance, the lack of reactivity
challenge affects only the blockchains with advanced pro-
grammability (e.g., Ethereum, HyperLedger Fabric and R3
Corda), while the observability affects a subset of them with
accessibility as public (e.g., Ethereum and Corda). Yet, time

management and reliability are relevant challenges when
providing a blockchain-based business process monitoring
platform, regardless of the specific adopted technology.

In this section, we link the aspects used to classify the
blockchain platforms as in Table 1 with the challenges iden-
tified in Fig. 5 and illustrate the strategies currently available
in the literature to mitigate the effects, if any. Table 2 sum-
marizes the results of our investigation. Being it at its early
stages, the adoption of blockchain for supporting the mon-
itoring activities in business process management does not
provide a significant number of work available in the lit-
erature. Nevertheless, we hope that the proposed reference
model and the identified challenges could provide a useful
roadmap for researchers working in this topic.

Access control mechanisms To address the challenge of
controlling access to the blockchain and its assets, several
solutions have been proposed [31]. However, most of them
focus on on-chain access control mechanisms, as their main
purpose is to prevent unauthorized users from storing data
or invoking smart contracts. Unfortunately, they are scarcely
effective for monitoring transparency (Sect. 6.1.1), as anyone
who has access to the global state of the blockchain can recon-
struct the on-chain data. Conversely, off-chain access control
mechanisms, such as the ones that are typically implemented
in private blockchains, can effectively prevent unauthorized
users from accessing on-chain information. However, the
granularity of the on-chain information that can be protected
is often either too coarse (e.g., a subset of the nodes) or too
fine (e.g., a single transaction).

Encryption Another alternative to address the challenge
of monitoring transparency (Sect. 6.1.1) is represented by
encryption [37]. By storing on-chain data in an encrypted
form, and providing decryption keys only to the users who
are authorized to access monitoring data, it is possible to pro-
tect them also when they are stored in a public blockchain.
In addition, key exchanges can happen while the monitoring
platform is running, as soon as a specific participant has to
access monitoring data. However, this approach suffers from
several limitations. First, encryption is limited to data, so
the logic that governs the smart contracts remains publicly
visible. Second, encrypted data can be stored and retrieved
by smart contracts. However, for a smart contract to pro-
cess them, they must be unencrypted first, either by passing
the decryption key to the smart contract, or by decrypting
them off-chain and then passing the unencrypted data to the
smart contract. In both cases, anyone who has access to the
blockchain can access monitoring data, as all the informa-
tion required to decrypt them would be available on-chain.
Finally, as on-chain data are permanently stored, in case the
decryption key or the encryption algorithm gets compro-
mised, a new encryption scheme cannot be applied to already
stored monitoring data, nor data can be deleted or be made
inaccessible. Thus, anybody could be able to decrypt and
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Table 2 Currently available strategies to address the challenges in blockchain-based process monitoring

Available strategy

Programmability Accessibility Mining strategy Remuneration

Aspect Challenge Applicable blockchain
Smart contracts ~ Monitoring transparency Advanced Private
Advanced Any
Observability Advanced Public
Lack of reactivity Advanced Any
Execution cost Advanced Any
Oracles Time management Any Any
Reliability Any Any
Flexibility Advanced Any
Alignment Any Any
Data management Data quality Advanced Any
Data size Any Any
Side effects Any Public
Data erasability Any Any
Interoperability ~ Migration Any Any
Bridging Any Any

Any Any Access control mechanisms [31]
Any Any Encryption [37]

Any Any Transaction mining [19]

Any Any Outbound oracles [53]

Any Any Certified off-chain offloading [22]
Any Any Certification schemes [57]

Any Any Certification schemes [57]

Any None or Support for late binding [43]

Cooperation

Any Any Invocation patterns [38]

Any None or Data quality smart contracts [12]
Cooperation

Any Any On-chain digest [51]

Permissionless Any ——

Any Any On-chain digest [51]
Any Any Blockchain gateways [23,29]
Any Any Blockchain relays [25]

access all monitoring information that was stored before the
encryption was changed.

Transaction mining To address the challenge of smart con-
tract observability (Sect. 6.1.2), process mining techniques
can be applied to trace the execution of each transaction since
when the deployment took place [19]. In this way, they can
identify how the state of the smart contracts (i.e., the value
of their internal variables) changes over time. The downside
of this approach is that, even though it processes on-chain
data, it has to be performed off-chain. Consequently, if the
discovered information is required by a smart contract, this
information must be provided off-chain, with consequent
trust issues and the need to rely on an oracle. Also, this
approach is only applicable for public blockchains, as it
requires all transactions committed to the blockchain to be
publicly announced.

Outbound oracles To address the challenge of the lack of
reactivity in smart contracts (Sect. 6.1.3), oracles conform-
ing to the outbound pattern can be deployed [53]. Indeed,
this pattern has been explicitly designed to provide on-chain
information to the off-chain world. To do so, smart contracts
should be designed to either expose public methods that can
be periodically called by an oracle to retrieve information, or
emit events and require the oracle to constantly monitor the
blockchain in order to catch them as soon as they fire.
Certified off-chain offloading To address execution cost
(Sect. 6.1.4), a strategy could include the relocation of the
most computationally expensive operations off-chain. In this
way, the smart contract would solely trigger an off-chain
computation and receive the results. To guarantee that the off-
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chain computation is performed correctly, mechanisms such
as zero-knowledge proof [22] can be adopted. In particular,
zero-knowledge proofs allow for a quick verification of the
correctness of the results without the need to redo the compu-
tation. The downside of this approach is that its applicability
and effectiveness depend on how the original computation is
conducted. Alternatively, a mitigation strategy can resort to
an oracle that performs the off-chain computation. This, how-
ever, would bring the challenges related to oracles (Sect. 6.2).
Certification schemes for oracles To address the correct
time management (Sect. 6.2.1) and the reliability of ora-
cles (Sect. 6.2.2), a possible solution could be provided by
the introduction of certification schemes for oracles. One of
such schemes is the usage of a Public Key Infrastructure
(PKI) to authenticate oracles and prove that they are reliable.
However, such a scheme would require a manual, periodical
verification. Consequently, it would not enable a prompt reac-
tion in case an oracle gets compromised. Another alternative
would be the usage of zero-knowledge proof to constantly
verify the behavior of oracles. However, this scheme may suf-
fer from the same issues we discussed for certified off-chain
offloading. Also, it would require a dedicated protocol that
publicly notifies the subscribers when an oracle gets com-
promised. A third option would be to rely on decentralized
oracles [57], where several nodes composing the oracle per-
form the same operation, and common agreement is reached
with voting mechanisms. With such a design, the effort to
cheat on the smart contract would become significant as it
would require to forge several independent nodes. Moreover,
the voting mechanism can determine which nodes cannot be
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trusted—under the assumption that only a minority of them
incurs into problems.

Support for late binding of oracles To increase the flexibility
in oracles’ invocations (Sect. 6.2.3), a possible solution is to
decouple the oracle invocation logic from the off-chain data
retrieval one. In this way, it would be possible to create a
late binding between the on-chain logic and the oracle, sim-
ilarly to what has already been proposed for resources [43].
Thereby, an oracle would become dynamically interchange-
able while the monitoring platform is running. To that end, a
possible approach would include two smart contracts: one
for the invocation of the oracle (henceforth, router con-
tract), and one for the actual data processing (henceforth,
processor). In particular, the processor contains a reference
to the router, which is invoked whenever off-chain data
are required. Changing the oracle would require to change
the reference to the router in the processor. The reference
change would be performed at runtime without causing any
service interruption, provided that the processor has been
properly designed. The downside of this approach is that it
is applicable only for blockchain platforms with advanced
programmability. In addition, the complexity introduced by
late binding mechanisms may have an impact on the cost
of the platform, especially when remuneration is based on
cryptocurrency.

Invocation patterns for oracles To mitigate the issues related
to the alignment between the off-chain world and its on-
chain representation (Sect. 6.2.4), one can implement diverse
strategies to interact with the blockchain in the oracles [38].
In this way, depending on the requirements of the monitoring
application, it is possible to choose the strategy that provides
the best trade-off between the need for timely off-chain data
and the overhead (and consequent cost) to obtain them.
Data quality smart contracts To mitigate data quality issues
in the blockchain (Sect. 6.3.1), a possible solution is the
implementation of data quality assessment mechanisms in
smart contracts [12]. To increase flexibility, data quality
mechanisms can be defined as library functions or as exter-
nal smart contracts. Such libraries and contracts would be
referenced or invoked, respectively, from within the smart
contracts that are part of the monitoring platform. In this
way, low-quality data can be identified and dealt with as
soon as they are introduced in the platform. The limitations
of this approach are its applicability, which is limited to
blockchain platforms with advanced programmability, and
the increased on-chain computational requirements that data
quality controls require, which are particularly relevant when
a blockchain relying on a cryptocurrency-based remunera-
tion scheme is adopted.

On-chain digest for off-chain data To address the challenges
related to the size of monitoring data (Sect. 6.3.2) and their
erasability (Sect. 6.3.4), care should be taken in the design
of the smart contract to minimize the amount of on-chain

information to the sole data that are required to perform mon-
itoring [36]. To this aim, monitoring data can be left in an
externally accessible storage such as IPFS®, and only a ref-
erence to those data, together with their digest, be stored
on-chain [51]. In this way, the authenticity of monitoring
data is preserved. By computing their digest and compar-
ing it against the hash code of the off-chain data, participants
can determine if the monitoring data have been altered. Also,
when the off-chain data have to be deleted, the digest alone
cannot be used to reconstruct them, thus ensuring erasability.
This approach alone can only detect if monitoring data were
altered. Conversely, it cannot protect data against intentional
or accidental corruption. Therefore, it should be combined
with traditional techniques, such as distributed storage sys-
tems, Redundant Array of Independent Disks (RAID) or
Error Correction Code (ECC). Another limitation of this
approach is that it cannot rely on smart contracts to pro-
cess monitoring data. Since smart contracts cannot retrieve
and process off-chain data, those data must be first stored on
chain, thus reintroducing all the issues related to data size
and erasability.
Blockchain gateways To address the challenges posed when
migrating a blockchain-based monitoring platform (Sect.
6.4.1), a possible strategy is the use of blockchain gate-
ways [23,29]. A gateway provides a blockchain-agnostic
protocol to deploy and invoke smart contracts. Thereby, the
monitoring application does not need to interact with the
blockchain and to understand its protocols and smart con-
tract languages, as those tasks are carried out by the gateway.
The limitations of this approach are the need for participants
to trust the gateway, and the impossibility for it to migrate
data that have already been stored in a blockchain.
Blockchain relays To mitigate the issue of accessing data
across different blockchains (Sect. 6.4.2), relay schemes have
been introduced [25]. In particular, the relay acts as a bridge
between two blockchain deployments, and the way relays
work is similar to that of oracles. When a method is to be
invoked or data is to be accessed, the blockchain deployment
requesting that information emits an event. That event is then
intercepted by the relay, which performs the requested opera-
tion on the target deployment, and then sends the result to the
source deployment via a callback mechanism. As for oracles,
relays suffer from similar issues: guaranteeing their reliabil-
ity and the possibility for them to be replaced at runtime is
challenging. O
It is worth observing that, to the best of our knowledge, no
approach has been proposed thus far to mitigate issues related
to side effects caused by forks in public or permissionless
blockchains (Sect. 6.3.3). Therefore, for a monitoring plat-
form to be immune from the side effects caused by forks,

8 Interplanetary File System (IPES), https:/ipfs.io. Accessed: Novem-
ber 26, 2021.
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the only solution currently applicable is to rely on a private
permissioned blockchain, which is not subject to forks by
design.

8 Related work

Mendling et al. [49] outline the challenges and opportuni-
ties of applying blockchain technology to Business Process
Management (BPM). Garcia-Garcia et al. [28] also discuss
the benefits of adopting blockchains for BPM, and provide a
thorough review of the current research work in that direction.
Concerning process monitoring, both papers see the chal-
lenge of integrating on-chain events related to the execution
of a process with external data sources, in order to obtain
complete and reliable event logs. They outline the advan-
tages that a blockchain-based monitoring platform would
bring too, especially when performing compliance and con-
formance checking of distributed business processes.

Regarding the implementation of process monitoring plat-
forms, to date, preliminary attempts have been proposed that
can be the basis to be built upon for process monitoring in
the blockchain. Smart contracts allow for the codification of
business process logic on the blockchain, as shown in the
seminal work of Weber et al. [74]. Later, a similar approach
has been applied within the Caterpillar [45] and Lorikeet
[72] tools, as well as by Madsen et al. [47] and by Corradini
et al. [15]. As several modern BPMSs do, those approaches
adopt a Model-driven Engineering (MDE) paradigm to let
the process analysts provide graphical representations of the
process and turn it into executable code enacting it [17].
Lépez-Pintado et al. [44] propose a blockchain-based BPMS
that relies on an interpreted process model. Instead of being
transformed into a smart contract, the process model is parsed
by existing smart contracts, as it would typically happen with
a traditional BPMS.

From the monitoring perspective, the efforts have been
mostly devoted to event data logging thus far. To this aim, two
complementary strategies have been proposed in the litera-
ture: (i) collecting events originating outside the blockchain
to create on-chain execution logs, and (ii) creating off-chain
execution logs by analyzing events that occurred on the
blockchain.

Concerning strategy (i), Meroni et al. [51] rely on the
blockchain and on the IoT to collect information on the
execution of multi-party processes. In particular, the smart
objects in the process use the blockchain to communicate
events on their own conditions with each other. Those events
are then analyzed by off-chain monitoring techniques, such
as artifact-driven monitoring. Similarly, Alves et al. [3]
and Sturm et al. [67] extend a BPMS with a connector
which stores the process state in the blockchain. Viriya-
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sitavat et al. [73] exploit the blockchain to perform service
selection by collecting Quality of Service (QoS) parameters.

As for strategy (ii), the main rationale is to extract and pro-
cess the payload of transactions to turn them into event logs
that are readily available for process mining tools. The order-
ing of events is based upon the ordering of the transactions in
the ledger, whereas the attributes of the event (activity name,
timestamp, resource, and the like) are identified based on the
signature of the invoked function on the smart contract [54],
a user-defined descriptor (manifest) [36], or the change of
the smart contract’s attribute value [19]. Thereupon, pro-
cess mining techniques (including conformance checking)
are held to analyze the generated event logs.

Other approaches have been applied to analyze blockchain-
mediated communications among peers, such as Graph-
Sense [30]. Filtz et al. [24] studied the graph of addresses
in Bitcoin and thereby examined the transaction behavior of
users, taking into consideration exchange rates between vir-
tual and fiat currencies. Prybila et al. [63] focus in particular
on the transposition of handovers of tasks in a process to
Bitcoin transactions. With their software prototype, they are
thus able to verify the execution flow of a process by tracking
the transactions exchanged among peers.

Concerning the impact of blockchain in the design of
applications, Lo et al. [41] propose a guided method to iden-
tify whether blockchains fit the application requirements.
Similarly, Xu et al. [80] define a taxonomy to classify
blockchains and propose a model to guide the designers
in choosing the blockchain that best meets their needs.
In [6,21,78], design patterns are proposed to help soft-
ware architects in designing blockchain-based applications.
Miiller et al. [55] provide a discussion on how the blockchain
can improve trust in collaborative processes, and introduce
design patterns specifically devised to increase trust. To our
knowledge, save from our previous work [18], we are not
aware of any other publication that specifically addresses the
challenges and provided mitigation strategies for blockchain-
based process monitoring.

9 Discussion and threats to validity

Although the adoption of blockchain to achieve trusted BPM
has been investigated by the scientific community and the
industry for a few years, it has mostly focused on process
execution. Conversely, few research works aiming at process
monitoring exist. Therefore, this work is to our knowledge
the first to propose a reference architecture for trusted process
monitoring, as well as to provide a systematic analysis of the
challenges that blockchain introduces. However, this work is
not immune from threats to validity. Taking inspiration from
the seminal classification of Zhou et al. [81], we acknowledge
that the following ones apply to our work:
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Restricted time span: The inability of the researcher to
anticipate relevant studies outside the time span defined
and prepared in the planning phase. As the blockchain is
a continuously evolving technology, several new applica-
tions and technologies are introduced every day. There-
fore, this article may have not taken into consideration
some blockchain implementations or other studies that
managed to mitigate or solve the challenges we identi-
fied, simply because they were not publicly available at
the time of writing.

Bias in study selection: The subjective conjecture that
researchers have when selecting research work relevant
for a publication. This may result in excluding research
work that may be relevant for this publication, or in
including unrelated research work. In particular, this may
have occurred due to the different knowledge, experience,
and expectations that we have in the field of blockchain.
To minimize this threat to validity, each finding was ana-
lyzed by all the authors of this paper and included only
when general agreement was reached.

Bias in data extraction: The subjective conjecture that
researchers have when interpreting findings in the related
work. Being most of the available blockchain implemen-
tations either described at a very high level for marketing
purposes, or at very low level for developers to implement
custom solutions, we may have missed some details or
incorrectly understood them. As for bias in data extrac-
tion, this threat to validity was minimized by having all
authors check all notions and concepts and include them
only when all agreed on their description and categoriza-
tion.

Primary study generalizability: The impossibility for the
research study to be applicable to contexts other than the
one where the study was taken. This may resultin the find-
ings of this publication to be inaccurate or irrelevant for a
monitoring platform relying on a blockchain implemen-
tation different from the ones analyzed in this publication.
To minimize this threat to validity, we applied the fol-
lowing strategies. First, we verified that each identified
challenge affected all the most adopted blockchain imple-
mentations. Second, we verified for each challenge that
no blockchain implementation specifically aiming at
addressing that challenge exists.

Lack of expert evaluation: Conclusions or results should
be evaluated by an expert who understands and inter-
prets the outcome. In this study, an evaluation by experts
in academia and industry would be particularly valu-
able to assess the introduced concepts especially from
two standpoints: verification (i.e., checking whether the
proposals and notions are practically applicable and the-
oretically of factually supported) and validation (i.e.,
dictating whether challenges, constraints or alternative
solutions were overlooked) [26]. To decrease the foresee-

able impact of this threat to validity, we have followed
an approach inspired by architecture design in soft-
ware engineering [58]. We have based this study on the
joint examination of the scientific literature in the fields
of process monitoring and blockchain technologies and
applications. We elicited the requirements from the char-
acteristics a process-monitoring system should expose,
and synthesized in an architecture blueprint the abstract
system that would meet them resorting to the blockchain,
also guided by the expertise of the authors of this article
and the precious contribution by the reviewers in the pro-
cess of writing and revising this paper. Nevertheless, the
involvement of more experts is key and draws our plans
for future work.

10 Conclusion

In this article, we provided a thorough discussion on
blockchain-based process monitoring, outlining its advan-
tages and the research challenges it brings. In particular,
we explained the need for process monitoring in distributed
business processes, and we outlined the insights that a pro-
cess monitoring platform should provide, together with the
information they require. Starting from those elements, we
discussed the advantages that blockchain would bring, and
we designed a reference architecture for blockchain-based
process monitoring. We then focused on the research chal-
lenges that a blockchain-based monitoring platform would
face, and we discussed how existing research work can mit-
igate some of them under certain conditions.

Future work will focus on how to address the research
challenges we identified along two complementary direc-
tions. Firstly, we aim at extending the applicability of
existing techniques to other blockchains. As we observed,
the concept of smart contract is key in our setting and mul-
tiple blockchain platforms are evolving toward the support
of highly expressive dedicated languages, including Algo-
rand [14] and IOTA [59]. Secondly, we plan to propose
entirely new techniques to mitigate or possibly solve the
issues that have been currently not addressed yet.

Also, we plan to validate the reference architecture by
implementing a prototype monitoring platform that realizes
it. We aim to highlight how existing blockchain-based moni-
toring platforms can be framed inside this architecture. This
investigation will make it possible to quantify the overhead
of a blockchain-based monitoring platform with respect to a
traditional one, both in terms of costs and performance , and
conduct an informed cost-benefit analysis for the adoption
of the former.

We hope that researchers and practitioners will become
aware of the opportunities and challenges to be faced when
designing a blockchain-based process monitoring platform,
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and of the currently available strategies to circumvent the
hurdles or mitigate their effect. By taking inspiration from
this article, they could discover and propose additional
workarounds or highlight further issues that may arise from
specific use cases. Similarly, we expect alternative archi-
tectures to be proposed in the future for blockchain-based
process monitoring or new mitigation strategies that exploit
future advancements both in blockchains and process moni-
toring.

Domain experts in vertical sectors (e.g., logistics, health-
care, etc.) who may want to consider the adoption of a
blockchain to support the monitoring of their processes could
also benefit from the reading of this article. Indeed, by becom-
ing aware both of the advantages brought by the blockchain
in process monitoring and of the challenges it presents,
they could exploit these additional criteria to support their
decision, which is often driven by strategic reasons and tech-
nology push.
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