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Protecting Cyber-Physical Systems (CPSs) from cyber attacks requires properly allocating defense resources.
These can be selected by defend-attack and Adversarial Risk Analysis (ARA) models, which search for the
optimal allocation based on specific assumptions. In particular, the defend-attack model assumes that each player
is fully aware of the preferences of the opponent, considering complete information, whereas the ARA model
assumes incomplete information and subjective probability distributions of the defender utilities, improving the
realism of the modelling but still lacking a proper management of the uncertainties of the results it provides. In
this work, we complement the ARA model with a multi-criteria decision model based on Value-at-Risk (VaR)
measures to support the defender in identifying the optimal defense portfolio among alternatives, considering
budget constraints and accounting for the uncertainties which the ARA model is subjected to. For demonstration
purposes, an application is carried out concerning the digital control system of the Advanced Lead-cooled Fast
Reactor European Demonstrator (ALFRED).

Keywords: Cyber-Physical System; Cyber attacks; Weak knowledge; Adversarial Risk Analysis; Value-at-Risk;
Multi-criteria decision making; Nuclear Power Plant.

1. Introduction information about utility functions, payoffs, and
strategies, expressed by subjective probability
with tight combination of (and coordination distributions of the occurrence of the defend-

between) the physical and cyber processes (Alur, ~ attack outcomes and consequences.
2015; Khaitan & McCalley, 2014; Lee, 2008). In the present work, we complement the
As such, they are vulnerable to failures due also ARA model with a multi-criteria decision model

to cyber breaches (Wang, Di Maio, & Zio, 2017, to support the defender task of identifying the
2020; Zio, 2018), which can compromise the best defensive barriers under budget constraints
CPS functionality. Defensive resources against ~ nd accounting for the uncertainties which the
cyber attacks can be allocated by applying AR.A. model is .subjected to. The mu%tl—crlterla
defend-attack models (Hausken & Levitin, 2012; decision model is based on Value-at-Risk (VaR)
Lallie, Debattista, & Bal, 2017) and Adversarial ~ Measures (Rockafellar & Uryasev, 2002) for
Risk Analysis (ARA) models (Banks, Aliaga, & trading off the level of risk and the uncertainty
Insua, 2015; Rios Insua, Rios, & Banks, 2009) associated to the potential loss arising from the
with the objective of minimizing the impacts of ~ occurrence of the extreme-risk scenarios.
the attacks on the CPS functionality and, hence, For demonstration purpose, an application is
maximizing their reliability and survivability. carried out concerning the digital
In a previous work, an ARA model has been Instrumentation and Control (I&C) system of the

built by the authors (Wang, Di Maio, & Zio Advanced Lead-cooled Fast Reactor European
i ; ’ Demonstrator (ALFRED) (Ponciroli, Cammi,

Cyber-Physical Systems (CPSs) are systems

2019). The model is based on incomplete

Proceedings of the 30th European Safety and Reliability Conference and

the 15th Probabilistic Safety Assessment and Management Conference

Edited by Piero Baraldi, Francesco Di Maio and Enrico Zio

Copyright (© ESREL2020-PSAM15 Organizers.Published by Research Publishing, Singapore.

ISBN: 978-981-14-8593-0; d0i:10.3850/978-981-14-8593-0 1331



Proceedings of the 30th European Safety and Reliability Conference and
the 15th Probabilistic Safety Assessment and Management Conference

Bona, Lorenzi, & Luzzi, 2015). In this system,
multiple failures can be induced by external
cyber attacks, and the defender needs to choose a
defense strategy (Wang et al., 2019).

The remainder of the paper is organized as
follows. Section 2 presents the ALFRED digital
1&C system and the ARA model of the attacker-
defender behavior. In Section 3, a multi-criteria
decision model based on the VaR measures is
built, complementing the ARA model, to identify
a best compromise solution of defensive resource
allocation. Results on the ALFRED case study
are presented and discussed in Section 4, and
conclusions are drawn in Section 5.

2. ALFRED and ARA Model

ALFRED is a concept of a small-size (300
MW) pool-type fast reactor, cooled by molten
lead. At full power nominal conditions, the
dynamics of the ALFRED primary and
secondary cooling systems is controlled by a
multi-loop PI (Proportional and Integral) control
scheme (see Figure 1), i.e., a decentralized
control scheme (Ponciroli et al., 2015). Both
feedback and feedforward digital control
schemes are adopted (see Figure 1 yellow
shadowed part). The PI-based feedback control
configuration employs four SISO (Single Input
Single Output) control loops independent of each
other.

2.1. Uncertain cyber attacks

We consider a pool of A=15 cyber attack
strategies (of 4 types, as listed in Table 1,
namely, a1 (attacks to different sensor
databases); a» (attacks to commands of different
actuators); a3 (attacks to changes of PI gain
values); a4 (attacks to changes of set point values
of controlled variables)). These strategies are
constrained by the resources available to launch
a single attack to hit a single CPS component.

Table 1. Cyber attack strategies

Attack type (a;) Attack target, (a;,)
(a;) sensor (a1,1) Steam Generator (SG) outlet
databases temperature (7yeam)

(a1.2) SG pressure (psc)

(a1 3) Coolant SG outlet
temperature (77, o)

(a14) Thermal power (Pr,)

(a2,1) Height of control rods (%¢r)
(a2,) Feedwater mass flow rate
(Guater)

(a23) Turbine admission valve
coefficient (kv)

(as1) PLy

(a32) PL,

(a33) PL3

(a34) Pl

(a4,1) Tsteam set point (Tyeam,ser)
(a4,2) psa set point (psg,ser)
(@43) T coia set point (77, coidser)
(as,4) Pry set point (Pry,ser)

(a2) commands of
actuators

(a3) changes of PI
gain values

(as) changes of set
point values
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Figure 1. ALFRED reactor control scheme
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2.2. Defensive resources

The digital 1&C system features numerous
hardware and software elements interfacing the
monitoring and control system with the physical
process, for controlling it and, at the same time,
protecting it from cyber attacks. Defensive
resources are deployed with the aim of (d))
preventing cyber attacks and (d») recovering
from a successful cyber attack. Table 2 lists the
defensive resources considered, with their
relevance to the different cyber attacks (Column
3), and their minimum and maximum deployable
quantity (Column 4) as assessed by expert
judgment.

Considering a maximum defense budget B,
equal to 2,000 k€ (for sake of illustration), a set

of R = 4834 alternative defense portfolios d” =
{dI, d;} = {nI,l' n;,Z' Tl;3, n{Ar n;,lr n;,zr n;,S} €
R are yielded withni; =0, 1,n{, =0, 1,2, 3, 4,
ni3=1,23,4n7,=0,1,2,3,n;,=0,1,2,3,
ny,=0,1,2and ny; =0, 1, 2, with considering
the mean values of the annual costs of the
defensive resources taken from (Wang et al.,
2019). The resulting R = 4834 deployable
portfolios are hereafter referred to by the rule of
successively increasing one countermeasure at a
time, beginning with nj ; and ending with nf ,,
and, thus, lead to the permutations d! =
{0,0,1,0,0,0,0} , d* ={0,0,1,0,0,0,1}, ..., and
d*83* = {1,4,4,3,2,2,2}.

Table 2. Defensive resources with properties

Defense type, d; Countermeasures, X; Relevance Min.-Max., n;;
(dy) Prevention (x1,1) firewall High 0-1

(x12) Intrusion Detection Systems (IDSs) Moderate 0-4

(x1,3) operators Moderate 1-4

(x1,4) security software Moderate 0-3
(d») Recovery (x2,1) mainframe computers High 0-3

(x2,) database servers High 0-2

(x2,3) security engineers High 0-2

2.3. The ARA model

The defender objective is to choose the best
defense strategy d” = {d], d}} among R = 4834
available, for protecting the digital I&C system
from an attack to one single element a;,, among

the A = 15 possible ones, given limited resources.

Both defender and attacker want to maximize
their expected utilities, which are used to
characterize the defender and attacker uncertain
behaviors in the decision analyses. It is assumed
that the defender has no information about the
attacker’s actions and the attacker has no
knowledge about the specific configuration of
the digital I&C system. Using the ARA model to
describe the attacker-defender behavior, different
combinations of defense and attack strategies
(dr, aj,y) = (d{, dy, aj_y) lead to uncertain
outcomes and consequences, with uncertain costs
for both the defender and the attacker (Hausken
& Levitin, 2012; Wang et al., 2019).

An ARA model has been built by the authors
in a previous work (Wang et al.,, 2019). The
general idea is shown in Figure 2: the defender
seeks for the optimal allocation of resources for
the defensive barriers d* , according to a
subjective expected utility model that considers
that the defender only knows his/her own beliefs
of costs, utilities, and consequences of his/her
decisions, and only speculates about those of the
attacker. For example, mj (aj,y|dr) , is the
defender (uncertain) estimation of the probability
of occurrence of attack a;,,, launched against the
system that is defended with resources d”.

Consider the outcomes s = {s;,s,} of the
game generated in Section 2.3, where s; =
s;(d], a; ) defines the successful prevention of
di to an attack a;,, and s, = s,(d}|s;) the
successful recovery of d} in case of successful
attack (i.e., s;, =1 ), the optimal defensive
strategy d* can be obtained by the defender
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expected utility ¥,(d) maximization with
reference to each defensive portfolio d”:
d* = argmax¥,(d") (1)
dTeR

where ¥}, (d") is defined as in:

o) = )

ajy€A

[z o (aiy]d") - po(s) - up|  (2)
se{0,1}

where up is the utility describing the defender
cost of consequence and pp(s) denotes the
probability of the defender outcome (i.e., s).

,F: 1Defender beliefs on Attacker decision analysis

i @ Attacker
{ assessment

a,EA

occurrence of a; , given d" ;
wr(ayd) |

S Biectiva fid

\\/é@\> Defender su?jective expected utility moggl -

L assessment g4,
deD

fender beliefs and preferencL;s
Figure 2. ARA framework (Wang et al., 2019)

For further details on the ARA model, the
interested the reader may refer to (Wang et al.,
2019).

3. Multi-Criteria Decision Model for
Defensive Resource Allocation

A multi-criteria decision model is here
proposed to identify the best compromise
solution of the defensive resource allocation,
complementing the results of the defend-attack
ARA model of Section 2.3.

Notice that the weak knowledge of the
defender, modelled by the subjective probability
distributions of the uncertain parameters of the
ARA model may reduce the persuasiveness of
the optimal strategy d* (Eq. (1)). To deal with
this, in this section we propose a VaR-based
multi-criteria decision model to provide the
defender with a best compromise solution among
many portfolio alternatives in R, for trading off
the level of risk and the uncertainty associated to
the potential loss arising from the occurrence of
the extreme risky scenarios in the decision
portfolio against possible cyber attacks.

A loss function L (d") is here defined as the
opposite value of ¥, (d"), expressed in Eq. (3),

indicating the loss that may come from a
defensive decision:

Lp(d") = =¥p(d) (3)

A Monte Carlo (MC) simulation with a total of
N runs embedded into the ARA model of Eq. (2)
can generate N values of ¥,(d"), thus, of
Lp(d™) with respect to each d" , to be
fundamental for the estimation of the risk and the
uncertainty that d” may be subjected to.

Value-at-Risk (VaR) measures can be used to
quantify and control the level of risk, that is the
extent and occurrence ratio of the potential
losses in the decision portfolios (Dabbagh &
Sheikh-El-Eslami, 2015; Mena, Hennebel, Li, &
Zio, 2016; Rockafellar & Uryasev, 2002). As
shown in Figure 3, given a discrete
approximation of the probability function of
Lp(d™) obtained from the resultant N values,
VaR,[Lp(d")] indicates the smallest value of the
loss Lp(d"), for which the probability that
Lp(d"™) does not exceed a predefined threshold
value (e.g., infinity) is larger than or equal to an
a percentile, as expressed:

VaR,[Lp(d")] = inf{z: F 4y (2) > a}  (4)

whereas, a conditional VaR measure, i.e.,
CVaR,[Ly(d")], defines the expected value of
Lp(d™) that is larger beyond or equal to
VaR,(Lp(d)):

CVaRy[Lp(d")] = E[Lp(d")]Lp(d)
> VaR,(Lp(dD))] (5)
CVaR,[Lp(d")] indicates the extent of the loss
L, (d"™) originating from the occurrence of the
extreme risky scenarios, quantifying the level of
risk associated to the potential loss in the
decision portfolio d” against all possible cyber
attacks.
DEVaR[Lp(d")]

Probability function

FAT A & Lp(d”)
%'\\m “U\w m\\,w
g o

Figure 3. The VaR measures
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A non-symmetric deviation CVaR measure,
DCVaR,[Lp(d")], is defined to take account of
the uncertainty associated to the loss Lp(d"),
which exceeds its expected value in the decision
portfolio d” against all possible cyber attacks:

DCVaR,[Lp(d™)] = CVaR,4[Lp(d")]
—E[Lp(d")] (6)

A multi-criteria decision model is developed
to identify the best compromise solution of the
defensive resource allocation d, by minimizing
both the CVaR and the DCVaR values as
expressed in Eq. (7), where CVaR,[Lyp(d")] and
DCVaR,[Lp(d")] for each d" are calculated
according to the N values of Ly(d") resulted
from the MC simulation.

d = argmin{CVaR,[L,(d")],DCVaR,[L,(d")]} (7)
dTeR

4. Results

A total of N =1000 runs of the MC
simulation are performed to operationalize the
ARA model with respect to the ALFRED case
study, resulting in the calculation of
CVaRys[Lp(d™)] and DCVaRqys[Ly(d™)] for the
defensive portfolios d” among the R = 4834

available, given the assumption of 95" percentile.

portfolios with smallest CVaR values, i.e.,
d*®07 ={1,4,4,2,2,2,2}, d*372 = {1,3,4,3,2,2,2},
d*83* = {1,4,4,3,2,2,2} (which is the defender
best response d,’(,ash(aj‘y) of Nash equilibrium
solution obtained from a classical defend-attack
model in (Wang et al, 2019)), d*’*° =
{1,4,4,02,2,2} , d*??=1{1,43,3,2,22} and
d*’7° = {1,4,4,1,2,2,2} (which is the optimal
defense decision d* obtained from the ARA
model in (Wang et al., 2019)). These portfolios
are allocated with the most amount of
countermeasures deployable, such that the extent
of the probability of occurrence of the extreme
risky scenarios of loss becomes relatively low,
thus, resulting in a relative low level of risk.

The results of DCVaRqgs[Lp(d™)] are
reported in Figure 4(b), which also highlights the
six portfolios with smallest DCVaR values,
namely, d37 ={0,0,1,1,0,0,0} d?159 =
{0,4,2,1,0,0,0} , d*={0,0,1,0,0,1,0} , d°8 =
{0,1,2,1,0,1,03 , d°'** ={0,1,1,0,0,2,0} and
d?*? =1{0,0,2,2,1,0,0} . These portfolios are
allocated with few countermeasures deployable,
such that the uncertainty associated to the loss
exceeding its expected value becomes relatively
low, probably due to the cost saving of their
annual budget.

(a) CVaR%(Ln(d')) with respect to each d"

Figure 4(a) shows the results of
CVaRgs[Lp(d™)] and highlights the six
1.07 — T

CVaR QS(LD(d‘))

q! 41000 42000

portfolio

43000

. "
DCVaR (L, (d")

(b) DCVaR“(LD(d')) with respect to each d"
T

0.005 L
d 1 d 1000

43000

44000

portfolio

Figure 4. Results of (a) CVaRqs[Lp(d")] and (b) DCVaRyg[L,(d")] with respect to each d”

Figure 5 shows the mapping of all the
defensive portfolios d”, where the horizontal

axis sorts d” by ascending CVaRqs[Lp(d™)] and
the wvertical axis sorts d” by ascending
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DCVaRgs[Lp(d™)]. The map is divided into 16
zones, in which the boundaries define that a
portfolio d” drops in a zone of 55 g, where § (=1,
2, 3, or 4) represents the CVaR value of d” ranks
in the § out of 4 ascending part and 6 (= 1, 2, 3,
or 4) means the DCVaR value ranks in the 6 out
of 4 ascending part. Thus, a smaller § represents
a lower level of risk of d” once deployed, and a
smaller 0 represents a lower level of uncertainty
associated to the loss that the deployed d” may
occur. The criteria lead to the expectance of the
defense decision d when dropping into the zone
of 2 ;.

d" with ascending D('V;lR%(L(dr)l value

d" with ascending ('\"ukkﬁll.(d‘ )) value

Figure 5. The mapping of d” obtained from the ascending
sorts of CVaRqs[Ly(d™)] and DCVaRgs[Ly(d")]

It is shown in Figure 5 that the only portfolio
d = d*?’® = {1,3,4,0,1,2,0} (marked as dot)
falls into the zone of z; ;, which is identified as
the best compromise solution among R = 4834
available portfolios, in case of the assignment of
the subjective probability distributions of the
uncertain parameters based on the defender weak
knowledge, which may result in the unacceptable
level of uncertainty of the loss that the so-called
optimal results d*®3* = {1,4,4,3,2,2,2} (i.e., the
defender best response d,’(,ash(aj,y) of Nash
equilibrium solution, marked as triangle in
Figure 5) and d*"7° = {1,4,4,1,2,2,2} (i.e., the
optimal defense decision d* of the ARA model,
marked as diamond in Figure 5) struggle for. By
so doing, d enables the trade-off that leverages
the acceptable levels of risk with uncertainty,
which the loss of the defensive resource

allocation faces with. It is worth pointing out that
compared to the very low level of risks of
d*®3* = {1,4,4,3,2,2,2} and d*’7? =
{1,4,4,1,2,2,2} (although very high level of
uncertainty falling into the zone of z;,), the
relatively high level of risk of d arises from the
fact that the efficacy of the defensive resource
allocation is reduced while not considering any
security software (moderate relevance) or
security engineer (high relevance).

5. Conclusions

In this study, we have proposed a multi-
criteria decision model to complement the
defend-attack Adversarial Risk Analysis (ARA)
model, in case that the subjective probability
distributions of the uncertain parameters are set
based on the defender weak knowledge, aimed at
guiding the identification of the best compromise
solution for the defensive resource allocation
against cyber attacks to Cyber-Physical Systems
(CPSs). Value-at-Risk (VaR) measure has been
considered in the multi-criteria decision model,
to quantify the levels of risk and of uncertainty
associated to the potential losses arising from the
occurrence of the extreme risky scenarios with
respect to the cyber security decision.

For demonstration, we have taken the digital
Instrumentation and Control (I&C) system of the
Advanced Lead Fast Reactor European
Demonstrator (ALFRED) as the object of the
study, where a cyber defend-attack game is
generated between a security defender choosing
the defense strategy among alternatives and an
attacker launching an uncertain cyber attack
against a single element of the digital control
system. The proposed model provided the best
compromise portfolio that leverages the levels of
risk with uncertainty that the defense decision is
subjected to, which is fundamental to an
effective protection design of CPSs against
uncertain cyber attacks.
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