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Risk-Aware Control and Games in Engineering

Julian Barreiro-Gomez Hamidou Tembine

Abstract— We present a brief tutorial on risk-aware control
and game theory applied to engineering problems by solving a
backward-forward partial-integro differential system composed
of the Hamilton-Jacobi-Bellman and Fokker-Planck coupled
equations. First, we discuss about the role that risk terms
play in the engineering field. Then, both the risk-aware control
and game problems are stated and the computation of the
corresponding solutions is presented. We mainly focus on a
basic propagation regulation of the coronavirus disease by using
mean-field-type control. Hence, we discuss other engineering
applications that can be addressed by using the same risk-
aware perspective. Among such applications, we discuss about
the electric vehicles, and the bio-inspired collective decision-
making.

Index Terms— Risk-aware control and game theory, mean-
field-type control and game theory, COVID-19, engineering
applications

I. INTRODUCTION

Risk-aware control and game theory studies the design
of strategic interactions under risk considerations. The main
theory to solve these types of problems is known as mean-
field-type control or mean-field-type game theory depending
on the number of decision-makers in the setup. This theory
is tightly related to the mean-variance paradigm and risk-
averse problems in economics introduced by the Markowitz
(1990 Prize in Economic Sciences) [1].

Mean-field-type games are a class of stochastic games
that incorporate the distribution of the system states and/or
control inputs into the problem. In this regard, the mean-
field-type games might involve risk terms such as the mean,
variance, and higher order moments (e.g., skewness, kurto-
sis). In this class of games, either a finite or infinite number
of decision-makers might take place. The interaction of a
finite number of decision-makers can be analyzed in the
context of atomic games, and the players’ decisions can
affect the mean-field term. When there is a unique decision-
maker, then the problem becomes a mean-field-type control
problem, which is also known as a risk-aware controller due
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to the risk terms that are taken into account. An extensive
discussion about these approaches is developed in [2].

A very well known approach is the so-called mean-
field games. Under this perspective, which could be either
deterministic or stochastic, quite large or infinite number of
homogeneous decision-makers are considered in the strategic
interaction. Then, it is suggested to consider that each
decision-maker plays against the entire mass of decision-
makers in the large population. To this end, it is assumed
that each decision-maker interacts against an aggregative
term coming from the remaining decision-makers. Such
aggregated behavior is normally computed by an average
and it is known as the mean-field term, which is associated
to the empirical expectation [3], [4], [5], [6].

Regarding the mean-field-type game theory, it is not indis-
pensable to consider a large or infinite number of decision-
makers since the mean-field terms are given by means of
the distribution of the variables. It is relevant to mention
that real engineering applications are characterized by hav-
ing a finite number of interactive entities, components, or
decision-makers. In fact, the mean-field-type control theory
involves a unique decision-maker. Several methods have
been studied to solve this class of mean-field-type (risk-
aware) game problems. Solutions for mean-field-type control
problems have been discussed by using methods based on
either Hamilton-Jacobi-Bellman and Fokker-Planck coupled
equations or stochastic maximum principle in [7]. In [8] and
[9], optimal control problems, involving systems governed
by mean-field-type Stochastic Differential Equations (SDE),
are studied by applying the Stochastic Maximum Principle
(SMP); in this work, both the system dynamics and cost
functional are allowed to be of mean-field-type. Other re-
ported works studying the SMP method to solve control
and game problems of mean-field-type are [10], [11], [12],
[13], [14]. In contrast, [15] proposes to solve mean-field-
type control problems by applying dynamic programming
method. Hence, new results on risk-sensitive mean-field-
type games have been reported in [16] extending the control
work presented in [13], and sufficient optimality equations
are established via infinite-dimension dynamic programming
principle. Indefinite mean-field stochastic linear-quadratic
control is studied in [17]. In [18], mean-field problems in
discrete time are addressed. Other method, known as direct,
has also been succesfully applied to the solution of these risk-
aware problems [19]. Other works following this approach
has been reported. For example, the incorporation of jump-
diffusion processes and switching regimes has been presented
in [20]. Recent works on mean-field-type games are [21]
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Asset 1 Asset 2
Expected return Expected return
E[X]=r E[X]=r
Standard deviation Standard deviation
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Fig. 1. Diversification problem with two assets and a total investment
denoted by “$”.

and [22], discussing non-linear continuous-time problems,
and discrete-time settings involving information limitations,
respectively.

The contribution of this paper consists on presenting a tu-
torial on risk-aware control and games in engineering. First,
we present the role that risk terms play in the engineering
field. We introduce the mean-field-type problems correspond-
ing to risk-aware control and game problems, and present
their solution by means of a backward-forward partial-
integro differential system composed of the Hamilton-Jacobi-
Bellman and Fokker-Planck coupled equations. Hence, we
analyze the modeling and control of the coronavirus disease
(COVID-19), and other engineering applications where the
presented theory can be implemented are also exhibited.

The reminder of this paper is organized as follows. Section
II introduces the risk terms from the economics perspective
and motivates the analysis, measurement and minimization
of risk terms in the engineering field. Sections III and IV
introduce the risk-aware control and game problems together
with the computation of their solutions, respectively. Section
V presents a simple virus propagation model and risk-
aware control, and Section VI introduces other engineering
applications that can be addressed by using a risk-aware
technique either with control or games. Finally, concluding
remarks are made in Section VII.

II. ROLE OF RISK IN ENGINEERING

Let us discuss about the role that the risk terms play in
an optimization problem. To this end, we firstly introduce
the risk concept from the economics perspective. Suppose
you are about to invest a certain amount of money, denoted
by “$”, pursuing to obtain a revenue. For simplicity, let us
consider there are two different assets where such money
can be invested: asset 1 and asset 2 as presented in Figure
1. The assets are mainly characterized by two parameters,
i.e., the expected return denoted by E[X;], and its volatility
expressed by means of a standard deviation o;. As an
example, and for simplicity, let us consider both assets to
have the same expected return given by » € R*, but with
different volatilities 01 < o5. Therefore, the actual return

0.9 T :
[ Behavior 1
0.8 Behavior 2

Frequency

accumulative error

Fig. 2. Comparison of the behavior of two different controllers.

that can be obtain from assets 1 and 2 belong to the ranges
[r — 01,7 + 01] and [r — 02,7 + 02|, respectively. As a
conclusion to highlight, the asset 2 can potentially return
much more money than asset 1. However, asset 2 involves
also a higher risk.

This problem is known as a diversification introduced
by Harry Markowitz (Nobel Memorial Prize in Economic
Sciences 1990) in [1] where the objective consists in maxi-
mizing the total expected return whereas minimizing the risk,
i.e., for n assets we have the following optimization problem:

max

x A zﬂ: (E[Xi] - Var(Xi)) )

Once the interpretation of the volatility in economics has
been presented, then we are interested in investigating how
this risk concept can be used in the design of controllers
and/or game theoretical mechanisms in order to solved
engineering problems. Consider the behavior of two different
stochastic controllers for the same system state © € R to be
driven towards a desired set point denoted by d € R, and let
e = d — x be the error. Figure 2 shows the comparison of
the two behaviors by means of the accumulative error along
the time exhibiting different volatilities, i.e., the behavior
1 shows that the variation around the desired set point
is higher than the variations obtained with the behavior
2. Equivalently, the volatility/risk in the behavior of the
controller 2 is smaller than in the behavior of controller 1.

The risk terms in the optimization-based controllers and
games are captured by means of the distribution of the
variables-of-interest either for the system states or for the
control inputs. These latter mentioned distribution terms are
known as mean-field terms and the resulting optimization
problems are known to be of mean-field-type [7].

III. RISK-AWARE CONTROL THEORY

Risk-aware optimal control problems are a class of
stochastic techniques that take into consideration the distri-
bution of the variables-of-interest in both the cost functional
and in the system dynamics. As a first alternative to deal with
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stochastic behaviors, the expectation can be used, e.g., E[z].
However, this measurement fails to take into consideration
the volatility. To overcome this limitation, the variance can
be introduced, e.g., E[z — E[x]]?, which is able to capture
the volatility [20]. Hence, higher order moments could also
be incorporated into the analysis and design of risk-aware
control and games [13], [23]. Let us consider a scalar-valued
system whose dynamics are given by a stochastic differential
equation as follows:

dz(t) = b(xz,m,u)dt + o(x,m,u)dB(t), (D)

where = € X denotes the system state, u € & = R denotes
the control input, m(¢,-) is the probability measure of x
on R, and B is a standard Brownian motion. Moreover,
b: X XxRxU - Rand 0 : X X R xU — R are state
and control-dependent drift, and diffusion terms, respectively.
The control objective consists in minimizing the following
cost functional:
/ (o

where h : X x R — R denotes the terminal cost and ¢ :
X xR xU — R denotes the running cost. Then, the risk-
ware control problem is as follows:

L(z,m,u) = h(x( ,u(t))dt,

min B [L(z,m, u)], 2)
subject to (1) with z(0) £ x. The problem in (2) is of mean-
field-type, or equivalently, it is a risk-aware control problem
involving mean-field terms, which are computed by using the
probability measure of the system state and the the optimal
control input is expressed in terms of the system state and its
probability measure. The solution of the risk-aware control
problem is found by solving the following backward-forward
partial-integro-differential system as presented in [7], [24]:
(3a)

1
my = —(mb), + i(maz)m,

o:wwm+/Hmm%mwmmwm (3b)
R

with initial boundary condition m(0) = my making
the Fokker-Plank-Kolmogorov equation in (3a) go for-
ward, and with terminal boundary condition V(T,m) =
fR m(T,dy) making the Hamilton-Jacobi-Bellman
equatlon 1n (3b) go backward. Hence,

V(t,m) = Lnelgll E[L(xz, m,u))

denotes the optimal cost and
H(JU, m, Vwma Vaum) = uuel{t {E + bvxm + V£z7rz}

denotes the Hamiltonian. Existence and uniqueness of equi-
libria is studied in [5] for the infinite population case in the
context of linear-quadratic systems [25], non-linear systems,
PDE methods [26] and the master equation method [27]; and
in [24] existence and uniqueness is discussed also by incor-
porating jumps and regime switching (random coefficients).

Besides, there are several problems for which it is possible to
find a semi-explicit, or even explicit, solution for the system
in (3), e.g., [28], or for non-linear and non-quadratic cases,
e.g., [21].

IV. RISK-AWARE GAME THEORY

The risk-aware game can be studied in either an atomic or
non-atomic context, i.e., it is possible to have a risk-aware
problem in which there are a finite number of decision-
makers whose decisions are non-negligible, or to have a large
number of decision-makers with risk-aware terms divided
into classes where some of their decisions might be non-
negligible in the individual mean-field terms but negligible
in the population mean-field terms.

We focus on the atomic game case. Let AV = {1,...,n}
denote the set of n decision-makers in a risk-aware strategic
interaction. Let us consider now that the system state is being
affected by all the decision-makers A as follows:

dz(t) = b(z,m, {u;}jen)dt + o(x,m,{u;}jen)dB(t).

Each decision-maker plays in a strategical manner pursuing
to minimize its cost functional given by:

up) = hi(z(T),m(T))

[ e .mo), (s 0)ex

Let U; be the set of feasible control inputs corresponding to
the decision-maker ¢ € A. The risk-aware game thepretical
problem is stated as follows:

Li(xamaulv RS

min E[L;(x,m,uy,...,u,)],

u; EU;

subject to

dz(t) = b(x,m, {u;}jen) dt + o (x,m, {u;}jen) dB(t),
z(0) £ xq.

Once the risk-aware game problem has been stated, we
define the set of best-response strategies. Any feasible u; €
U; such that

u; € arg min E [L;(x,m,u1,...,uy)]

u; EU;

is a mean ﬁeld type best-response strategy of i € N, i.e.,
uf € BR;(u*,), against u_; = {1, ..., Ui—1, Uit1,---,Un}
by N\ {i}. Moreover, the game theoretical solution concept
for the aforementioned problem is known as a risk-aware
Nash equilibrium. Any feasible strategy profile

[y ... wi]l e H Uj,
JEN

such that u} € BR;(u*;), forall i € N, is a risk-aware Nash
equ111br1um of the mean-field-type game (risk-aware game).
Similar to the computation for the risk-aware control
counterpart, the solution of the risk-aware game problem
is found by solving a backward-forward partial-integro-
differential system for all the decision makers with the

following Hamilton-Jacobi-Bellman system:

0 = Vi(t,m) (4a)
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+ / Hi(xama‘/i,lmv‘/i,wwm)m(t7d$)7 Vi € N,
R

Vi(T,m) = / ha(y, mym(T, dy), Vi € N, (4b)
R

where

Hi(x7 m, Vzma szm) = inf

u; EU;

2

denotes the Hamiltonian corresponding to the decision-maker
1 € N. The Hamilton-Jacobi-Bellman system for the risk-
aware game is deduced in the same manner and following
the same reasoning as it was done for the risk-aware control.

In the next sections we discuss about some engineering
problems that can be addressed by using risk aware tech-
niques, either control or game theoretical perspective. First,
we present a problem that has earned special interest in the
recent months due to its worldwide impact, i.e., the propa-
gation control of the COVID-19 by designing appropriate
governmental policies. To this end, we propose a simple
and standard SEIRD-based model. Next, we discuss other
applications where the risk quantification and minimization
must be considered. We present the electric vehicles and bio-
inspired collective decision-making applications.

V. COVID-19 PROPAGATION CONTROL

At the end of 2019, coronavirus disease (COVID-19)
appeared in Wuhan, China. After very few months, by April
23rd 2020, more than 2,500,000 infected cases have been
reported in the entire globe affecting about 200 countries
throughout all the continents. This COVID-19 pandemic has
left near 200,000 deaths so far, and only about 750,000
people have been recovered. Among the most affected coun-
tries we find the following: The US, Spain, Italy, France,
Germany, United Kingdom, Turkey, Iran, and China. In
order to reduce the propagation of the virus and achieve
an effective monitoring of its progress, governments have
imposed some rules/policies such as cancelling both interna-
tional and domestic flights, imposing lockdowns, decreasing
the congestion in the public transportation systems, and/or
recommending social distance/isolation. All these decisions
have a tremendous economic implications and, in some
cases, are not effective enough [29]. There is a quite urgent
necessity in studying how to model and control the spread
of the virus. Several studies have been already reported
worldwide as presented next.

Regarding the behavior of the virus, some researchers have
studied its response against different temperature conditions
in order to identify in which regions the virus could spread
in an easier manner [30]; and in [31], the relationship
between the exposition with the pollution and the COVID-
19 infection is studied. Other studies are oriented to identify
how the immune system mechanisms and response against
the COVID-19 can be improved [32]. In contrast, there are
other reported analysis focussing on the economic impact
of the virus. For instance, in [33], it is studied if the
COVID-19 affects the stock market and how the amount of
infected and death cases have a negative implication over

the stock returns. In [34], the economic and social impact
of the COVID-19 in the financial markets and institutions
is analyzed by considering either a direct or indirect way.
Finally, as a third main approach, researchers are working
on the appropriate modelling for the propagation of the
COVID-19 by using, adapting and/or enhancing pandemic
mathematics. For instance, the different types of SIS and SIR
stochastic epidemic models presented in [35], or the Auto-
Regressive Integrated Moving Average (ARIMA) models,
which are used to predict the epidemiological tendency of
the virus as in [36], where the study is mainly focused on the
Italian, Spanish and French cases. Hence, some deterministic
and stochastic SI models considering a transmission rate
[37], or the so-called Kolmogorov-forward equation as it
is made in [38] by means of several methods oriented to
stochastic disease dynamics modelling. Other models based
on ordinary differential equations have been presented for
specific regions as in [39], where the Italian case is consid-
ered. In [40], a data-driven COVID-19 propagation model is
proposed in the context of mean-field-type games. The author
in [40] incorporates more states in comparison to the existing
SIR and SEIRD-based models in order to capture further
details about the behavior of the pandemic. As an example,
and to motivate the importance of modeling and studying
how to control the propagation of a pandemic, Figure 3
shows the quick propagation of the virus in Colombia when
some domestic flights are allows throughout the country
during just 400 iterations representing possible interactions
in the population.

A. Single-Player Problem

In order to model the propagation of the COVID-19 we
consideration that the individuals can belong to any of the
following possible states:

o Exposed: in this state the individual is healthy and
exposed to get the disease

o Quarantined: in this state, we assume that the individual
is healthy and is in quarantine in order to reduce the
probability to get infected

o Infected: in this state the individual is sick by the
COVID-19 and is susceptible to either passing away
or recovering from the disease

« Recovered: in this state, the individual is healthy after
having suffered from the disease

o Death: this state indicates that the individual has passed
away because of the COVID-19

Let us consider a Markov process {X(¢)}:>o with the
discrete state space S given by the possible states previ-
ously introduced, ie., S = {F,Q,I,R,D} corresponding
to Exposed, Quarantined, Infected, Recovered, and Death,
respectively. Let P(X (¢) = s) € [0, 1] denote the probability
that the state X (¢) is s € S at time ¢. Hence, let

ms(t) = [P(X(t) = 5)],5 € [0,1]°]

denote the probability distribution of X (¢), from which an
histogram may be constructed.
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(a)

Fig. 3.

Propagation of the virus in Colombia with migration constraints among the 32 departments without quarantine prevention (orange = infected, red

= dead, blue = recovered). (a) initial condition, (b) spread of the virus after 400 iterations (interactions), (c) allowed air traffic.

qQE

Fig. 4. Transition rates among the finite states S.

The government and/or authorities impose some laws
and/or policies in order to control the propagation of the
virus, e.g., close the borders, cancel domestic and interna-
tional flights, close restaurants, suspend concerts, impose
compulsory quarantine, etc. These decisions are given by
means of control inputs denoted by u € R!S! and are
normally economically costly.

Let gss(m(t),u(t)) > 0, denote the transition rate (also
known as jump intensities) from state s € S to state s’ €
S such that q,, = —ZS,GS\{S} qss'- Figure 4 shows the
transition rates among the different states in the COVID-19
modeling. The transition rates qyy : [0, 1]151 x RISI — R+,
for all s,s" € S, are functions depending on the probabilities
of being occupying a state from S at certain time ¢, and the
imposed policies and/or laws form the government in order
to mitigate the propagation of the virus. Next, we introduce
two different approaches. First, we present the atomic case
that models an individual changing from one state to another
according to the transition rates. Second, we present a mean-
field-type approach that models the probabilities of being
occupying a certain state. Notice that if a large (or infinite)
number of individuals is considered, then the probabilities
can be interpreted as a proportion of individuals and the
mean-field term is given by the distribution throughout the
finite states S.

The authorities are interested in having control over the
propagation of the virus by imposing laws/policies by means

of the signals u € RISI, which directly affect the transition
rates among the states S in the Markov chain as shown in
Figure 4. At the same time, it is important to guarantee that
the designed policies do not considerably affect the economy
of the country/region under study. There is therefore a
dilemma, or in other words, there are two contradictory
objectives that have to be appropriately balanced. On one
hand, even though it is well known that, so far, the isolation
is the best strategy to mitigate the propagation of the virus,
it implies the freeze of the market affecting the whole popu-
lation from the economic point of view. Let us consider the
Kolmogorov-forward equation, which describes the evolution
of the probabilities to be occupying a certain state along the
time. In fact, when considering a large population with finite
number of individuals, these probabilities can be interpreted
as the proportion of individuals occupying a certain state in
S. The problem is given by

i LOm(0), u(t), (52)
subject to
D)= Y2 aualmlt),u0) ()
vES\(s)
= D g (m(t),u(t) ms(t),
s’eS\{s}
Vs €S, (5b)
Ges(m(t),u(t) == > qew(m(t),u(t), (50
s’eS\{s}
m(0) = my. (5d)

Once the control problem has been introduced. The mit-
igation of the COVID-19 can be studied by considering
multiple decision-makers. When there are multiple entities
deciding then we call the problem to be a game or a
strategic interaction. Next, we address the game theoretical
perspective.
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B. Multiple-Player Problem

The problem with several involved players in the inter-
active decision is analyzed, e.g., multiple regions, states,
countries or continents. The set of players is denoted by
P = {1,...,n}, and the system dynamics describing the
evolution of the COVID-19 for the different players are
coupled to each other. The evolution of the COVID-19 for
each player is modeled by means of a Markov chain with a
finite number of states S? = {EP, QP,I?, RP, DP}, for all
pEP.

The transit of an individual among the regions, which are
given by players, is made by means of a connected undirected
graph, i.e., exposed, infected and recovered individuals can
travel from one region to another following a constrained
graph denoted by GF = (VE £F), gI = (V! &1), and
Gl = (VB £R), respectively. The nodes in the graphs and
sets of edges are given by

v = {Ep}])epa g {( Z)] € VE}7 (63.)
V= {I"}ep, T {(, ) i,j €V}, (6b)
B ={R"}pep, R {(i,j):i,j € VE}. (60

Thus, there is a new bigger aggregated Markov process
emerging denoted by { X (t)}+0, where the set of finite states
is given by S = Up673 SP. Besides, there are some migration
constraints representing the air-traffic restrictions among the
players. Let A € [0,1]2»<7 S| be the adjacency matrix for
the aggregated graph G = (J s G° with V = . S? and
ECUses €

The transition rates (jump intensities) in the overall
Markov process {X (t)};>0 satisfy the following condition.
For two states s € SP, and s € 89, with p # g,

=0 (s,8') ¢ €&,
s > 0 otherwise.

In addition, each player imposes local policies in order
to have control over the COVID-19 and also assigns het-
erogeneous prioritization to the factors composing the cost
functional, i.e., the balance between the minimization of the
virus and the economical crisis.

Each player establishes policies in order to minimize its
own cost functional denoted by LP(m,u), where m =
(mP),, and mP, denotes the probability measure correspond-
ing to the player p, for all p € P. Similarly we denote

U= (up>17’

L2 (m(t) u(t)) = b ({mP(T)}pep) + / @ (m(t), u(t)) dt,

where h?(m) € R denotes the terminal cost, and P (m,u) €
R denotes the running cost. The non-atomic game problem
is

u{jnel{{lp LP(m(t), u(t)), (7a)
subject to
fmp = D db(m),u(t)) mL (1)

s'eSp

@3%
Ty s

Population of EVs. assimilated to capacitors

Iy !

Fig. 5.

= > @ (m(t),ult) mE(t), Vs €SP, (Tb)
s'eSp
mP(0) =my, VpeP. (7c)

The solution of the problem in (7) is given by a Nash
equilibrium as introduced in Section IV.

VI. OTHER ENGINEERING APPLICATIONS

Generally speaking, any engineering application involving
risk terms can be addressed by using the mean-field-type
theory. In fact, due to the presence of uncertainties in plenty
of the engineering problems we have to solve nowadays,
there is a large spectrum where the risk-aware techniques
discussed in this paper can be performed.

Applications of the mean-field-type game theory in con-
crete engineering systems are: blockchains [41], water dis-
tribution systems [42], [43], storage in microgrids [44],
modeling of pedestrian [45], financial engineering [12],
production of an exhaustible resource [46], power networks
[47], filtering [48], network security [49], smart grids [50],
electricity price [51], opinion dynamics [52], evacuation [53].
To name some other examples, we describe some engineering
applications next.

A. Electric Vehicles

In this section, we introduce responsive loads for a popula-
tion of electric vehicles (EVs). There is no pre-programming
of the EVs to implement specific charging policies. On
the contrary, the EV’s are designed to obtain their optimal
charging policies in an autonomous fashion by calculating
best-responses to the population behavior. The population
behavior is measured by the each appliance through the
mains frequency state. We formulate the problem as a mean-
field game and discuss mean-field equilibrium points and
investigate ways in which we can obtain an approxima-
tion of such equilibrium point via simple calculations. The
methodology involves turning the game into a sequence of
data-driven infinite-horizon receding horizon optimization
problems that each EV solves online.

1) When electric vehicles (EVs) are large in number:
Let us view EVs as capacitors and model their charging and
discharging policies, as depicted in Fig. 5. The idea is to
design a mean-field game to obtain social optimal behaviors
on the part of the EVs.

Let us model each EV by using a continuous state z(t) to
indicate the level of charge, and a binary state 7 (t) € {0,1}
to represent whether the EV is charging or discharging for
each time ¢ € [0, T], where [0, T'] is the time horizon window.
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In the first case, we say that the EV is in on state and 7 (t) =
1, whereas in the second case the EV is in of f state and
m(t) = 0. When in on state, there is an exponential increase
of the charge up to a fixed maximum level z,,. Differently,
in the of f state one observes an exponential decrease of the
charge to a minimum level of charge z,r;. We can model
the level of charge of each single EV in [0,7T) as:

o —ala(t) —aen) ifw(t) =1
@(t) = { —B(z(t) —zopf) ifm(t)=0" ®)

where 2(0) = x is the initial state, and where «, 3 > 0 are
the charging and discharging rates respectively.

In the spirit of stochastic models as provided in [54], [55],
[56], each EV is in states on or of f with probability m €
[0, 1]. Then, the controlled input represents the transition rate
Uon from state of f to state on and the transition rate u, ¢
from state on to state of f.

Let y(¢) = 7(t) and consider any z,y in the

“set of feasible states” S :=|z s, Zon[x]0,1][.
The model of each EV is then
i(t) = (v | - al(t) ~ 2]

+ (1= y(®) | = Bla(t) — zap)]

=: f(z(t),y(t), t€[0,T), =x(0)=uz, 9
§(6) = (tan(t) = wag(®))
=:g(u(t), t€[0,T), y(0)=y.

To capture the macroscopic evolution of the population let
us consider the probability density function m : [Tor, Toff] ¥
[0,1] x [t,T] — [0, +0o0[, (z,y,t) — m(z,y,t), for which

it holds oy
/ / m(x,y,t)dedy =1
T 0,1]

on

for every t in [0,T). Furthermore, let

Tofy
/ / ym(z,y,t)dzdy.
[0,1]

Analogously, let mqff(t) :=1 — mop(t).

Note that the mains frequency is a linear function of the
deviation between the population of EVs in state on and a
nominal value. Such deviation is referred to as error and is
denoted as e(t) = myn(t) — Mon. Also we denote by My,
the nominal value. The physical intuition is that when more
EVs are in state on than the ones indicated by the nominal
value, the grid frequency presents negative deviation from the
nominal value. The error captures the difference between the
power supplied and consumed. In the following we make the
simplifying assumption that the power supply is constant and
equal to the nominal power consumption all the time.

2) Forecasting based on Holt’s model: The EVs adapt
their charging policies as best responses to the measured
error e(t) available at discrete times ¢;. Forecasting is then
based on the Holt’s model. Based on the latest sampled
error the players forecast the future value of the error

mOTL

and compute their best-response strategies over an infinite
planning horizon. In other words they solve the asymptotic
case for T' — oo. In doing this, the players also assume that
the forecasted error remains fixed throughout the planning
horizon. This procedure returns a sequence of optimal con-
trols. Then, the players implement their first controls until
a new sample becomes available. This procedure resembles
receding horizon techniques involving a multi-step ahead
action horizon.

3) Receding horizon: Let the length of the interval be-
tween consecutive samples be § = tx41 — tx. For sake of
simplicity and without loss of generality we can take § = 1.
At each sampling time ¢, the Holt’s model returns é(tj41),
i.e., the forecast of the error at time ¢x4;. The running cost
for each player introduces the dependence on the distribution
m(x,y,t) through the error é(tx,1). Then for the running
cost we have:

(27, th), 9(7, th), (T, tr), €(thg1))
= %(Qi'(T, t1)2 + Tontion (T, 1) + Tof pllog (T, tk)2)

+ ﬂ(T7 tk)(Sé(tk+1) + W)u (10)

where ¢, Ton, Tors, and S are opportune positive scalars.

Cost (10) involves four terms. The first term is a penalty
when the EVs’ levels of charge deviate from the nominal
value, which we set to zero. The second and third terms are
a penalty on fast switching. The last term penalizes the EVs
that are charging in peak times and discharging in off-peak
times. We also consider a terminal cost g : R — [0, +00],
x +— g(x) to be yet designed.

Let the following update times be given, t = to + 0k,
where k =0,1,.... Let &(7,t), 4(7,tr) and é(tgy1), T >
ty, be the predicted state of player ¢ and of the error e(t) for
t > ty, respectively. Then, for all players and times ¢, k =

0,1,..., given the initial state z(tj), and y(t;) and é(tx+1)
find
ﬂ*(ﬂ tk) = arg min L(i'(tk)z y(tk)a é(tk’-l-l))’ ﬁ(T, tk))v
where
L(&(tk), §(tr), e(ter), a7, tr))
T
= Tlim (Z(1,tg), 9(7, tr), G(T, tg), E(tky1))dT
—o0 Jy,
1D
subject to the following constraints:
B(r ) = (17(7, tk)[ a(&(7, t) — xon):|
(1= g(r, ) | = BT, ) = ag)]
=t f(&(7,tk), 9(7, k), T € [tr, T),
?(7-7 tk) - (aon(Ty tk) - ﬁoﬁ“(T7 tk))
=: g(a(r,tr)), 7 € [t, T). (12)

The above set of constraints are based on the forecast state
dynamics of the individual player and of the rest of the
population through é(¢j41). The constraints are characterized
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by boundary conditions at time ;. Each player assumes that
the error is constant over the planning horizon. When a new
sample arrives at t;4; the players update their best-response
strategies, which we refer to as receding horizon control
policies. The resulting problem for each player is described
by the closed-loop system

i(r,te) = (90r,t0)| = (@ (7, ta) = 2an)|

+ (L= 9(r, 1) | = Be(r,te) = ap)|
ST t),9(n, 1), 7 € [t T),
57 ) = (ultf () =l (7))

= g (7)), 7 € [t0 T),

(13)
where the receding horizon control law /¥ (1) satisfies

uRH(T) = ﬁ’*(T7 tk)7 TE [tkatk-‘rl)-

B. Bio-inspired Collective Decision-making

Motivated by honeybee swarms, the bio-inspired collective
decision-making considers a population of homogeneous
players that have to reach an agreement on two equally
favourable options and where risk terms can also be con-
sidered. The problem results in a continuous-time discrete-
state mean-field game model in which the players optimize
their transition rates to minimize a cost functional. Model
misspecifications are accounted by an additional adversarial
disturbance. We present a consistent micro-macro model and
solve it as an initial-terminal value problem (ITVP). We also
discuss the existence and computation of stationary solutions.
The framework can be extended to a structured environment
with interaction topology.

We consider a large population of players. Let the prob-
ability vector z(t) = [z1,72,23)" € S be the population
distribution across three states and let 3(t) € R3*3 be the
transition rate matrix, which depends on the state x(t), for
the corresponding continuous-time Markov process. Each
element of matrix 3(t), i.e. 5;;, represents the transition rate
from state i to state j, for 7,7 € Z°, and each column can be
expressed in terms of two components as 3; = p; + w;.
The players have control on the first component, namely
pi € (Ry)3, whereas the second one, i.e. w; € (RY)3, is
controlled by an adversarial disturbance. In the mean-field
limit, the corresponding macroscopic model is described by
the following Kolmogorov equations:

1 = w3031 — 21513,
Ty = 230332 — T2323,
&3 = 1513 + 2823 — 23831 — T3032.

(14)

We study the mean-field response for a reference player,
and model the microscopic dynamics under the assumption
that the population distribution over the time horizon is
given. The state of the reference player is denoted by
i € I% and its evolution is described via a continuous-
time Markov chain, depicted in Fig. 6 (top). The reference
player chooses the transition rates in order to minimize a
cost, which consists of two components: a running cost and a

P13 Bas
51+ B5171 Bl + Biaxe

51 T 85122 Bis + Biaz1

Fig. 6. Markov chain representations corresponding to the macroscopic
model in (14) (top), and to the specialised honeybee model in (25) (bottom),
describing the transition rates for each model.

terminal penalty. The running cost is defined as to match the
conditions in [57] to ensure contractivity of the mean field
game, namely ¢(i,x,p;) = %Z#i p3Rij + fi(x), where
pi = [pi1 piz P¢3]T, pi; is the transition rate and R;; > 0.
Let the terminal penalty be defined as ¥ (i, z) : I3 xS> — R,
and assume it is Lipschitz continuous in z € Ss. The cost
functional that each player seeks to minimize is:

Li(p,w, 1)
pyw T . 1 2
= Eit:i |:g(l-,—,x(7'), plr) - 5 Z szJFlT_]i| dr
t -
J#ir

+ iz, z(T))|, (15)

where T';; > 0 and EJ’“; is the expectation for the
event ¢y = ¢. The positive term on the control vector
pi = |pi1, pia, pis] T € (RY)3, and the negative term on the
disturbance vector w; = [w;1, wi2, wi3] " € (Ry)? give the
functional the structure of a robust mean-field game in spirit
with H . -optimal control, see [58].

Given z(t) : [0,T] — S3, the problem for the reference
player is to find the optimal control which minimises the
cost functional as:

vi(x,t) = infsupL;(pi,wi,t), (16)

Pi w;
where v;(x,t) is the value function, in the rest denoted also
v;(t) or v; for brevity, and the minimization is performed
over the Markovian controls for the reference player control
problem, i.e. fi;. = pij, + wij,. i # jr
The corresponding Hamiltonian function is given by

H(x,v,4) = infsup g(-) — % > wl T+ (pi + wi) T A
oo i
17
where Ajv = (vy — v;,v2 — v, v3 — v;) | is the difference
operator on i. Because of the superlinearity and uniform
convexity of the cost function ¢(-), the function

. . 1
n; (x,v,1) = argmin sup g(')fi E w?jrijJr(PHrwi)TAw
Pi ws vy
J#i
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is well defined and its solution is unique. We can now intro-
duce the Hamilton-Jacobi-Bellman ODEs as in the following:

{ —0; = H(x,v,1),
vi(T) = (i, 2(T)).

A system of coupled ODEs with a terminal condition like
the one in (18) is referred to as terminal value problem. When
v is the value function associated with the distribution x, then
optimal Markovian control is 5] = pf + w;:

(18)

1 - R’_l (on —ve)
PPN s

] ) (19)
Ry (vs —vi)”
wi = F;l[Aivr_ = [

Tl (o — o)t
ot (v —wv)t |, (20)

1";31 (vs — i)t

where R; = diag(Rij) and I'; = diag(T';;), for j = 1,2,3.
For values where ¢« = j, we use the following formu-
lae: pfi(x,v,i) = _Zjﬂpfj(%%i) and wj(z,v,9) =

s 3y (0 0,1).

When background players use strategy px and the best
response for the reference player is also p*, we say that this
solution is a mean-field Nash equilibrium and we can for-
mulate a consistent micro-macro model by bringing together
(14) and (18) as in the following:

@i(t) = (1 —xy — x2)B3i — w3, Vi € I*  (2la)
i3(t) = —iy — o, (21b)
—0;(t) = H(z, Ao, t), Vie T (2lc)
2(0) = xo, (21d)
ip (T) = Y(ir, 2(T)) (21e)

The above system is called initial-terminal value problem
(ITVP) for the mean-field game. The macroscopic dynamics
are modelled by (14), while the microscopic best response
of each player is given by (18).

Let us consider the collective decision-making problem in
honeybee swarms as in in [59]. The proposed mean-field
model is a more general case of the classic bio-inspired
collective decision-making, when the parameters are chosen
in an appropriate way. Indeed, let the difference in the value
function between the uncommitted state and state 1 and 2 be
given by (19) as:

1 !
V1 — U3 ﬁ31 - 631331
* _ 1 !
pPg=—1| 2—U3 | = 51— Bair2 |
0 0

when Rgsp, R3o = 1. Likewise, from (20), we get:

0 0
wi = 0 = 0 , @)
Iy (vs —o1)* I5 + Biaw2
where the second equality is obtained by setting
Tiz = (851 + B3121)/ (Bl + Bisza). (23)

coincide with the transition rates from 3 to 1 and 2,
respectively, Furthermore, when R3q, R3o = 1, from (19),
we have

V] — Vg - 5:’31371
py=—| vo—v3 | = — 5,2 (24)
0 0

We provide a physical interpretation of the above parame-
ters and link it to the symmetric case studied in [60], whose
model can be rewritten in light of the previous calculations
as:

1 (x2fis + 13),
wa (2113 + F13),

&y = x3(x1P5, + B3)) —
To = x3($2531 + 5 )
T3 = —&1 — @,

(25)

where (3%, represents the so-called waggle dance, which
is used by the scout bees to convince others to choose
their option i; B%; considers the spontaneous commitment
of bees to option 7; /3], models the so-called cross-inhibitory
stop signal that bees committed to an option different from
i use to stop the waggle dance of bees committed to ¢;
and Bj5 considers those bees that spontaneously leave their
commltment to option ¢. The corresponding Markov chain is
depicted in Fig. 6 (bottom).

Finally, we derive a microscopic model with a finite num-
ber of players interacting by means of a network topology.
This model approximate system (14), of which system (25)
represents the evolutionary dynamics of the honeybee swarm
model. To avoid confusion between the number of the state
and the number of the player, we denote the probability of
player ¢ to be in states 1, 2 or 3 as r;, s;, z;, respectively.
The networked model involves a population of N players,
where each player corresponds to a node of the network.
The interaction topology is described by a fully connected,
undirected and complete communication graph G = {V, £},
with adjacency matrix A, i.e.

1
A= —— (1y1}
N1 (vly
Similarly to what done before, we indicate with 3, ¥ the linear
transition rates and with 3;’; the constant transition rates. The
model describing the time evolution of the players’ state is
given by the following system of equations:

~Iy).

— B3 E aijs; + By 2i E Qg7

Jj=1
ﬁ137“z + 53121

— B335 E aijj + B2 E Q58

J=1 Jj=1
52331 + B3a%i;

= B1a7i E QijSj — By 2i E :CLUTJ

+5235z§ QijTj — /332275 QijS;

Jj=1
By zi + Bassi —

(26)

+B157i — 532%
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We are ready to study the impact of the interaction topology
to the collective decision-making process, in the case

51/31 = kﬂi:’w 31 = 513, 5:/32 = kﬂé:’,a 32 = kﬂ23,

where k is a parameter that corresponds to a measure of the
connectivity in terms of the strength of the waggle dance
and the committed states. It can be proved that all the players
converge to the same asymptotically stable equilibrium point
defined as

k k

_:71 _:71 _:71
TN ST oYM PN

if the following condition holds true:

_ PisBas > k
 Bsbh T A+ 1)

Remark 1: 1Tt is possible to formalise a problem for a dif-
ferential game for system (26) similar to the initial-terminal
value problem studied before, with the main difference that
the control parameters are linked by k.

Example 1: Given N = 20 players and N = 20 random
initial conditions such that 7;(0) + s;(0) 4 2;(0) = 0, let

27)

(28)

Bl = 1,015=1, =1,
5/3 = 1 ﬁ31—05 631—
Bhy = 05,85 =05 k= 0.5.

The networked system (26) has an asymptotically stable
equilibrium given by (28) as:

F=0251y, 5=0251y, 2z=0.51y.

Figure 7 depicts the time evolution of the states for N =
20 players. Each player is represented by 3 lines, one for
each state, of the same color: dashed lines correspond to
r;(t), dashed-dotted lines to s;(¢) and solid lines to z;(t), a
triple for each player.

VII. CONCLUSIONS

We have presented a brief tutorial on risk-aware con-
trol and game problems in engineering. These risk-aware
problems have been presented by means of the mean-field-
type control and game theory. We have shown that the
solution for such problems can be obtained from an emerging
backward-forward partial integro-differential system that is
composed of both the Hamilton-Jacobi-Bellman and Fokker-
Plank equations, which are coupled. Furthermore, we have
presented several applications, i.e., the propagation control of
the COVID-19 in a region and /or several coupled regions
by means of a simple SEIRD-based model, electric vehicles,
and bio-inspired collective decision-making.
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