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Abstract

Industry 4.0-based manufacturing systems are equipped with Cyber-Physical Systems that are
characterized by a strong interlinkage between the real world and the digital one: actions in one
world have an impact on the other. In this paradigm, Digital Twins (DT) are defined as simulation
models that are both getting data from the field and triggering actions on the physical equipment.
However, most of the claimed DT in literature are only replicating the real system in a
synchronized fashion, without feeding back actions on the control system of the equipment. In
literature, these are referred to as Digital Shadows (DS). The paper proposes a way to integrate a
DS simulation model with the Manufacturing Execution System (MES) in this way creating a DT.
The MES-integrated DT is used for decision making thanks to the presence of an intelligence layer
that hosts the rules and the knowledge to choose among alternatives. The paper proposes two
frameworks based on the MES-integrated DT: one for managing error states and one for triggering
disassembly processes as a consequence of low assembly quality. The DT simulation is developed
and integrated with the MES of the Industry 4.0 Laboratory at the School of Management of
Politecnico di Milano, where the proposed frameworks have been tested and validated.

Keywords: Manufacturing Execution System (MES); Cyber Physical Systems (CPS); Digital Twin;
Industry 4.0; intelligence layer; Error States Detection.

1. Introduction

During the last decade, a rampant process of digital transformation of production plants has taken
place, referred to as Industry 4.0 [1] [2]. This paradigm is vastly studied and practiced by
researchers and practitioners, and it fosters the concept of “smart factory”, a flexible environment
that creates the conditions for a highly modular and digitalised production facility [3].

Under the Industry 4.0 paradigm many enabling technologies can be included. These can be used
to aid manufacturing companies in many levels, from the corporate aspect to the shop-floor [4,5].
The frameworks proposed in this work are designed for production systems based on Cyber
Physical Systems (CPS), that are defined as “physical and engineered systems whose operations are
monitored, coordinated, controlled and integrated by a computing communication core” [6]. CPS are also
featured by several characteristics like: real-time capability to detect any change in the physical
process, and to react to them; intelligence meant as the capability to identify and sense relevant
events [7]. The “cyber” side of the CPS are typically the hosting environment of the so-called
Digital Twin (DT), that is defined as a digital copy of a physical asset, being conceived as a system
that can replicate, plan, control and directly interact with its physical side [8]. A univocal definition



of DT does not exist, and no common understanding concerning this term can be found since it is
used differently over disparate disciplines [9]. Thanks to the use of simulation techniques, DT not
only are linked to the physical object in the digital world and emulate it, but also include
algorithms and sensor-based data gathering in order to provide tools that enable performing
experiments in certain environments [10-13]. Overall, a DT typically leverages on the bridging
between the digital and real worlds inside the CPS and “exploits sensed data, mathematical models and
real-time data elaboration in order to forecast and optimise the behaviour of the production system at each life
cycle phase, in real time” [14,15]. In alignment to the Industry 4.0 paradigm, it transforms data into a
business advantage and added value for the enterprise; all of this in real-time [16].

Another crucial aspect to be discussed lies in the magnitude of integration and connectivity of a DT in
the physical world [17] [18]. According to Kritzinger et al. a new perspective based on integration
level permits to fully understand how a DT should be defined [9]. In fact, a DT can be either highly
or poorly integrated to its physical counterpart, generating three possible levels of digital replicas

[9]:

e Digital Model (DM): a digital representation of an existing physical object that does not use
any form of automated data exchange between the physical object and the digital one;

e Digital Shadow (DS): it is a DM with an additional automated one-way flow between the
state of an existing physical object and a digital one; therefore, if the state of the physical
object changes, then the state of the digital object automatically changes as well, but not
vice versa;

e Digital Twin (DT): if the data flow between an existing physical object and a digital one is
fully integrated in both directions — from physical to digital and vice versa — the object can
be referred to as DT; accordingly, the digital object might also act as a controlling instance
of the physical object; therefore, a change of state of the physical object leads to a change in
state of the digital object and vice versa.

Based on this distinction, most of the publications found in literature that claim to have built DT,
actually fall in the DM [19] [20] [21] and DS [22] [23] [24] categories [9].

The proposed work aims at contributing to this understanding, by constructing a DT according to
the definition of Kritzinger [9], using communication protocols in order to connect the digital to
the physical side of a given equipment in a manufacturing environment in a full bilateral
communication. Specifically, the work proposes two general DT-based communication
frameworks that are applicable in multiple production facilities. These conceptual models exploit
communication protocols in order to integrate the DT and the control layer of the shop floor, i.e.
the Manufacturing Execution System (MES). As expected benefits, the application of such a DT-
based tool to a production system, if properly designed, helps streamlining production by
exploiting the reactive nature that a MES integration functionality provides to feedback actions on
the control system of the equipment.

The remainder of the paper is organised as follows. In Section 2, background on DT and MES is
provided in terms of their possible applications in the industrial environment; the possibility to
integrate the MES into a DT simulation model is also elaborated; the definition of the research

objectives of the paper is eventually set out. In Section 3, two MES-DT bilateral communication
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frameworks are proposed. Section 4 reports the implementation of the DT through a
MATLAB/Simulink modelling and the integration with a MES software. Section 5 follows with the
application case in the Industry 4.0 Lab at the School of Management of Politecnico di Milano.
Section 6 is devoted to discussing the results of the application case and Section 7 sets out some
concluding remarks placing the contribution into a wider research perspective.

2. Research framework

In this Section some background information on the use of DT is given together with the
possibility to use it in an integrated way with a MES software. This leads to the definition of a set
of research gaps that, in the end, will define the research objectives of this paper.

2.1 Background information

Being the CPS generally reckoned as a tool that bridges between physical and computing levels of
a resource at the same time, [25], its concept must be mapped against the classical Automation
Pyramid (ANSI/ISA-95, IEC 62264) [26]. This normative separates a generic manufacturing
company information and control systems into 5 different levels — starting from level 0 and ending
at level 4 — that compose a structured reference model [27,28].

Monostori et al. [29] suggest a novel definition of the control architecture basing on the
characteristics of CPS, that are typically more flexible and knowledge-based [7,30-33]. By
exploiting CPS, the hierarchical setting of a production system can be disrupted, enabling the
possibility to reach more than one level of the pyramid (up to the point of reaching all five of them)
from any data source of the CPS, like depicted in Figure 1 [34] [35] [36] [29].

Enterprise resource
planning level

Plant management
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Process
control level
LY .
(PLC) level T

i Realtime
relsle(: D D D O D O critical

Automation hierarchy CPS-based Automation

Figure 1: CPS-based automation pyramid [29]

The MES is the level in which the contribution of the present paper is operating. It has been well
described by the Manufacturing Enterprise Solution Association (MESA) [37] and in CPS-based
systems it embodies a completely new role. The MES can be developed both as proprietary and/or
as open-source system and can communicate with external software tools. This whole procedure
usually exploits communication protocols that, in turn, use specific programming languages. In
the industrial perspective, the main communication protocol that seems to be mostly used to reach
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the MES from external software packages is the Industrial Ethernet. From a language point of
view, several standards exist also regarding the used languages, like eXtensible Markup Language
(XML) — that, for instance, run on MTConnect — and Structured Query Language (SQL) [38] [39].
This element is crucial for the proposed research work, since the implementation is established on
communication between MES and external engineering tools, such as e.g. MATLAB & Simulink
(www.mathworks.con), where the DT simulation can be implemented.

DT have in fact the simulation and computing capabilities to support industrial decision making
and, potentially, to act on the MES directly. It is worth, then, making a reflection based on the
decision-making solutions in literature currently claiming the exploitation of technologies and
enablers that fall into the Industry 4.0 paradigm, in particular CPS-based automation, to enhance
the MES functionality.

e A first scenario regards solutions that deal with error states, downtimes or quality issues
that might affect manufacturing plants. These exploit a lean manufacturing paradigm,
specifically with respect to avoidance of dead times and scraps throughout all the
production flow. Therefore, even if merely theoretical, the possibility to create a middle
ground between a MES and a set of lean objectives is put forward by Cottyn et al. [40] [41].
Indeed, MES is reckoned to be better in acknowledging the real-time perspective, in
accordance with the continuous improvement offered by the lean manufacturing paradigm:
the use of a MES is more appropriate than Enterprise Resource Planner (ERP) systems, that
are, in turn, more “batch-oriented” and with less granularity. As a matter of fact, multiple
MES vendors have developed lean concepts in their software tools. Still, the adoption of a
lean-based framework reaching the shop floor level — that considers and exploits extensive
information coming from CPS - is still lacking [42] [43].

e Another scenario that can be studied, in order to have a stronger decision-making
capability on production management, is the use of CPS to enhance human-machine
interfaces. A MES-based measure can effectively regulate the behaviour of employees within
manufacturing processes [18]. Furthermore, MES interfaces can be used also for data
insertion and data visualisation; this can be validated according to a CPS point of view. In
fact, according to Lee et al. CPS have a high level of self-awareness [44]; this translates into
a new improved capability for the MES coming precisely from the CPS. Besides another
important insight on the topic has been brought forward by Zhou et al. in terms of Human-
Cyber-Physical Systems (HCPS) [45]. In fact, in contrast with the traditional view of
manufacturing, where a considerable amount of activities is performed by the human, a
new “digital” and “digital-networked” manufacturing paradigm is proposed for the future
of production environment. HCPS are proposed as a composite intelligent system, with
three main actors: humans, Cyber Systems and Physical Systems [46]. This kind of
intelligent manufacturing systems are designed to achieve specific manufacturing goals
under an optimised point of view. Here, activities such as sensing, analysis and decision
making migrate from the human to the CPS, enhancing both work efficiency and human
knowledge management, transfer and application [45].

e Other scenarios lie in re-scheduling and re-working possibilities. At the moment, the
execution process inside companies is usually relying on manual activities, leading to low
automation of the process [47]. CPS permit a more distributed control architecture where
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many resources of a device can be used for multiple tasks inside the facility; subsequently
decision making can be performed also at the CPS level [48]. This new vision is also in
contrast with the old MES-based central control architecture. Proposals of event-driven re-
scheduling have been performed, for the use cases of metal sheet production lines [49].

e Lastly, a further scenario regarding disassembly can be brought forward. Endeavours are
carried out in research, in regards of the possibility to tackle high-quality issues using
intelligent techniques [50] [51] [52]. Anyway, when in a production or assembly system
some specific quality requirements still cannot be met, in order not to scrap materials, some
research endeavours address also the possibility to disassemble a workpiece. As a matter of
fact, the plant itself can be reconfigured for this specific aim, integrating disassembly
methodologies and frameworks to enable them into different phases of a product lifecycle
[53]. In line with Iarovyi et al., also in this case the use of different devices to enable a
distributed CPS-based control architecture can be validated [48].

The works presented in literature that apply the scenarios explained above do not present a
capability to actuate any action on the field, for example through the MES, only supporting the
monitoring side of the aspect. To this end, other works endow a DT with a direct control decision-
making functionality within industrial systems. For instance, Zhang et al. developed a DT-driven
methodology for a rapid individualised design of automated flow-shop manufacturing systems
[54]. Zhang's work paves the way to possible integrations of a MES to the DT in order to generate
detailed work instructions, and also provide a more robust decision-making support [54]. Other
proposals come from the research environment to integrate the DT to a concept of “smart factory”
in order to cope with operational issues on production lines and to enrich connectivity, proactivity
and agility of production, see e.g. [54] [55].

Autonomy is also one of the core characteristics of a DT, in order to have a deeper understanding
and control in the whole product lifecycle, especially in the production phase [56]. As a matter of
fact, the challenge is to create autonomous systems that are able to control the production
processes and to react to variations during the course of action. In general, several endeavours are
addressed in order to combine data during service runs and simulation models in order to have
systems that might support operators and planners during operations [56]. This leads to the
possibility for a DT to become a more and more integrated system to the production environment.
This integration might happen both under a data point of view — for example by using data
analytics and deep learning approaches that increase interoperability within the apparatus — or by
physically linking the model via sensors etc. Though, research efforts are to be performed in this
way for the formalization and experimental setting of this version of the DT [57] [58] [59].

2.2 Research gaps

On the whole, the just reviewed applications strongly lack in autonomy and real-time supervision
capability of production tasks, especially in terms of shop-floor events management et similia. To
tulfil this gap, more power could be given to a DT by integrating not only the MES, but also
several control and decision-making models. Thus, two relevant open questions are addressed by
the present work:



1. Which is an appropriate architecture to connect physical and digital levels in order to apply
DT for decision-making in an industrial environment?

2. How to enable autonomy and real-time supervision based on the adoption of a DT,
integrating an independent and self-governing control decision-making functionality to the
current developed models?

The first question relates to the need of a communication in both directions with respect to the
physical world, as conceived by [9]. The second question assumes that DT are a means to bring the
decision-making support, integrating existent models and MES functionality.

2.3. Research objectives

Literature has been found to widely lack, concerning the application of autonomous integrated DT
with control systems in production environments, as discussed by Cimino et al. [60]. Subsequently,
a main objective for the proposed work is here showcased with the aim of fulfilling the topics in
which the existent research endeavours fall short.

The objective of the work is then creating a DT, able to allow communication between the digital and
physical side of manufacturing assets in both directions. In terms of research background, digital
models commonly found can be reckoned as shadows (i.e. DS) which gather data, but do not have
any control or decision-making ability over physical systems and equipment. In spite of this, most
of the applications and use cases found in literature fall in this limited category. This paper
proposes to overcome this limit with two frameworks that leverage on a digital model that
communicates in a bilateral way between the digital and physical side of the manufacturing assets.
This paves the way for a better and enhanced integration level between the two sides of the CPS,
transforming the DS into a DT according to Kritzinger et al. definition [9]. Furthermore, the
functionality, that enables the supervisory control over the physical system, should pass through
an intelligence layer. This entity takes the information coming from the monitoring level and
elaborates them in order to be able to make the upper level decisions, acting as a controlling agent.
This is all located in an intelligence layer, that is per se separated from the DT layer, but that
factually enables the controlling feature of the DT, making it possible to close the control loop. The
two DT-MES bilateral communication frameworks are implementable in a CPS environment and
are later demonstrated through an application at the Industry 4.0 Laboratory of the School of
Management of Politecnico di Milano.

Accordingly, the work contributes to enhancing the management of a production system by
endowing it with a reactive nature, together with autonomous control and decision-making ability.
In particular, comparing with the current scenarios found in the background (Section 2.1), this
research work proposes a DT:

e to have a better real-time grasp of what is taking place in the field level, considering the DT
as the most suitable CPS-based tool to support such an integration work;

e that enhances human-machine interaction, in compliance with the HCPS theory [46];

e to have event-driven reactive scheduling, with decision making performed on CPS level;

e that proposes integrated disassembly methodologies.
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3. Proposed DT-MES bilateral communication frameworks

This part of the work aims at defining two reactive DT-MES bilateral communication frameworks
that work combining the physical and digital level of a certain asset, with the aim of streamlining
the production within the manufacturing facility it is placed in. The models are based on CPS
capabilities of bilateral communication between the physical and digital sides, thus leading to
exploit a full DT in Kritzinger’s view [9]: this means a DT which forces actions to the MES
according to what the intelligence layer defines.

The following features can be pointed out for the intelligence layer:

e it is built to be able to communicate densely and to be integrated with the DT model;

e itisenabling a decision-making ability that is conceptually detached from the DT;

e itis designed with the purpose to make decisions on whether to apply the aforementioned
frameworks.

The intelligence layer, and its role with respect to the DT model, are in line with the proposed
reference architecture by Valckenaers [61] [62].

3.1 Framework 1: Error states management

PHYSICAL WORLD CYBER WORLD
Decision Making Level MES integration Level MES Level
DT Layer I feiﬁfyznrce

ORDER ARRIVES

‘f

NO

YES SENSOR

COMBINATION

COMMUNICATE TO MES
ACTION TO SOLVE ERROR

MES ACTION TO
SOLVE ERRCR

COMMUNICATE TO MES
ACTION TO SUPPORT
HUMAN

MES ACTION TO

v
CHECK ON MES ACTION TO
SENSOR COMMUNICATE TO MES

PROCESSING RESUME
REAINNG, CONDITIONS ERRORIS SOLVED PRODUCTION

\ 4

ORDER IS
PROCESSED

Figure 2: Error states management framework

The first proposed framework deals with error states management (see Figure 2). The overall
objective for this framework is to deal with error states that stop the production flow by solving
them either with a fully automated method or with the help of an operator. The DT and the
intelligence layer on top of that, by exploiting the sensors embedded in the line, identify those
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error states and either solve them right away (error states of type B in the figure) or support the
human operator in solving them, if an external intervention is mandatory to resume production
(error states of type A in the figure). As it is shown in the figure, there are many levels on which
the framework can operate, that are named differently according to their specific nature and their
structural function in the framework functioning. However, the overall structure is inspired by the
classical CPS structure [44].

The main macro-areas of the framework are the Physical World, that stands for the actual physical
infrastructure, and the Cyber World. The latter is made of different and more detailed levels and
sub-levels (called layers) that work as follows:

- there is a Decision Making Level, composed of:

o a DT layer where the simulation model is used for detection purposes; as a matter
of fact, sensor reading/overwriting takes place in this level;

o an intelligence layer that makes decisions based on the nature of the error states
identified in real-time [62];

- the MES integration Level, which takes as inputs the decisions made by the intelligence
layer and practically represents the bridge between the DT simulation and the MES; the
MES integration level is hosted in the same simulation environment as the DT;

- in the end, the MES Level represents the MES and its functions that are automatically called
thanks to the MES integration level.

The flow starts in the physical level with the arrival of the order at a workstation, and a check on
whether it is processable or not. If it is not processable, an error state that blocks the production
tflow arises at physical level. At this point the DT, by reading the sensors embedded in the facility
in real time, is aware of what is happening and replicates it in a synchronized simulation model
(i.e. the actual DT). At this point the intelligence layer, by receiving the values of a combination of
sensors provided by the DT layer, identifies them as a specific error state that is getting the
production blocked, according to their specific nature and to embedded rules in this level. The
error states can be classified by the intelligence layer according to the necessity of human
intervention to solve them (type A: human is necessary; type B: human is not necessary). The
actions of the intelligence layer are diversified according to the type of error state:

e for type A error states, the intelligence layer communicates with the MES software through
the MES integration level, making it follow a series of actions aimed at helping operators in
solving the error (as an example: alert messages on the Human Machine Interface screen -
HMI - or automated movement of materials); it is lastly responsibility of the operator to
solve the error;

e for type B, the error state can be automatically solved by instantly communicating from the
DT to the MES - passing through intelligent and MES integration levels — the action to be
performed to solve the issue.

In both cases, the DT makes the intelligent layer recognise the type of error that, in turn, triggers
the MES to perform the required actions (either as support to human or physical action on field)
through the MES integration. Besides, in terms of helping humans in the solving process, this
framework proposes a practical translation of the HCPS view [45,46].
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Downstream of the error solution, the DT gathers sensors values in order for the intelligent layer to
both verify if the processing conditions are met and eventually trigger the MES to resume the
production process.

3.2 Framework 2: Reactive disassembly

The second proposed framework deals with reactive disassembly during assembly of products that
do not respect specified quality standards. As it is shown in the graphical representation of the
framework (see Figure 3), the same four-level structure of the framework is again exploited.

PHYSICAL WORLD CYBER WORLD
Decision Making Level MES integration Level MES Level
DT Layer !nfeﬁd‘;g;r;ce

SENSOR
READING
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Figure 3: Reactive disassembly framework

In order to be applied, this framework needs the presence of processing steps that are carried out
by physical resources in the plant:

e an assembly step, made by assembly machines or equipment (e.g. robotic arms);

e a quality check step, made by a resource able to check pieces” quality (e.g. visually, via
proper sensors) that are being assembled;

e adisassembly step made by a disassembly machine or equipment that could in certain
cases also coincide with the assembly one (e.g. flexible robot arm able both to assemble and
disassemble).

Moreover, it is necessary to have specified quality criteria which require the assembled product to
be disassembled to rework the piece or to re-use its components.

As in Figure 3, the DT runs a synchronized simulation in parallel to the physical assembly of
products and is continuously updated according to sensors that detect assembled product quality.
According to the sensor readings provided by the DT layer, the intelligence layer understands —
through its embedded rules — whether the quality standards are met or not. In the first case, the
assembly process can proceed, while in the second case the subsequent set of actions are
automatically triggered by the intelligence layer. Specifically, the DT must collect information



about the order in question, for instance it understands which is the wrongly assembled
component. Then, the MES is automatically triggered to abort the current assembly order, and
automatically schedules a customised disassembly order on the aborted product.

4. Simulation models for Digital Twins

PHYSICAL WORLD CYBER WORLD
Decision Making Level MES integration Level MES Level
DIGITAL TWIN
DIGITAL SHADOW
b3 b 2
N N
= DIGITAL = MES

MODEL INTEGRATION

INTELLIGENCE
LAYER

Legend: . Computational/Digital . Physical
Figure 4: DT vs. DS model basic architecture

Both aforementioned frameworks can lead back to an architecture that shows how the DS and the
DT interact with other levels including also the computational models that have been developed in
order to work properly. The idea is represented by a block-like schema (see Figure 4), where the
functions at the basis of the model are shown. In Figure 4, like the legend suggests, the colour of
the blocks describes their nature. Blue blocks refer to computational and digital entities; the orange
block stands for physical resources. By grouping the elementary blocks/functions differently, a DS
or a DT can be generated. The following list describes the blocks in the Figure 4.

e DM - Digital Model, that is at the basis of the DS itself. This is a simulation model designed
to read and overwrite in real time sensors values that are embedded in the production
facility (i.e. the field devices). However, as long as this block is not connected to the field
devices, it is nothing but a digital copy of the physical resource that does not vary its status
in an autonomous way, consistently with Kritzinger’s definition [9].

e  When the DM is linked to the physical resources, like in Figure 4, a DS — Digital Shadow is
built. This is characterized by a real-time reading of what is taking place and therefore an
automated and real-time synchronization of the simulation with respect to the physical
status changes (one-sided communication). This model is explained in Section 4.1.

e The DS communicates to an intelligence layer, that is the place where higher-level decisions
are made, about the actions to be taken in order to react to physical events. The intelligence
layer takes as an input a combination of sensors values readings coming from the DS. This
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allows the identification of a set of states that automatically trigger a set of solving
techniques that were previously studied, modelled and embedded in the code. This kind of
decision making is the core of the intelligence layer and can be reckoned as its output.

e The DS communicates with the MES through the MES integration level. By integrating this
connection with the DS, a DT — Digital Twin is created. In particular, the MES integration
function is used in both the error states management framework and the reactive
disassembly one. It is designed to communicate with the MES software in order to manage
the communication with the MES and to trigger the desired MES behaviour that is decided
by the intelligence layer, in order to solve the incurred error (framework 1) or to force the
customized disassembly of the assembled product, downstream to the occurrence of
quality discrepancies that the model is designed to autonomously identify (framework 2).
This functionality is described in sections 4.2 and 4.3.

The novelty proposed by the two reactive DT-MES bilateral communication frameworks lies in the
fact that the DT can control the physical system, according to rules embedded in the intelligence
layer (i.e. forcing it to do certain actions through the MES). The proposed functionalities of the DT
do not only give the possibility to create a bilateral communication, but also streamline production,
decreasing considerably the impact of error states and production quality issues.

The chosen simulation software to implement the DT is Simulink, following the methodology by
Fumagalli et al. [63], that allows to exploit the MATLAB coding embedded capabilities in order to
model the system and to mimic the behaviour of the manufacturing assets as physical resources in
question.

4.1 The Digital Shadow simulation model

According to Figure 4, the first step for the development of a DT is the creation of the DS, which
implies communication between the field level of a production facility and a simulation model
(which is the simple DM).
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This model can be created by exploiting a communication methodology that essentially extracts in
real-time the values of the sensors that are embedded in a certain facility. The connection between

Level-2 Matlab S-Function function setup (block)

% Register the number of ports.

_— block.NumInputPorts 0;
| l block.NumOutputPorts = 1;
»| CarrierlD | I—b@ % Set output port dimensions
| block.OutputPort (1) .DatatypeID = 0; %double
‘E’ @ block.OutputPort (1) .Complexity = 'Eeal';
| block.OutputPort (1) .Dimensions = 1;
SNE | L'@ function Start (block)

%connection

l l » iRetCode | I—b@ serverList = opcuaserverinfo('10.48.134.10:4840")

uaClient = opcua(serverList)
N SF5 connect (uaClient)
! * %find IDCarrier
1 f=getNamespace (naClient)
1 »  xPF1 | I_. I:I b=findNodeByName (f, 'plcManual','-once')
I | L c=findNodeByName (b, 'DataBlocksGlobal','-once")
d=findNodeByName(c, 'dbRfidData','-once')
‘I xPF3 | 1 e=findNodeByName(d, 'IDl','-once')
f } g=findNodeByName (e, 'iCarrierID','-once’)

l >| *BG5 | » |:| set param(block.BlockHandle, 'UserData’, q)
l [ function Outputs (block)
l data = get_param(block.BlockHandle, 'UserData’);

drilling_station

stored g = data(l);
double g=double (readValue (stored g)):
block.OutputPort (1) .Data = double g;

Figure 5: Level-2 MATLAB S-Function (left-hand side); Related code (right-hand side)

the two levels presented in Figure 4 may be done with communication protocols like Open
Platform Communication (OPC) Unified Architecture (UA), or with other machine-to-machine
(M2M) protocols such as Robot Operating System (ROS), Message Queue Telemetry Transport
(MQTT), Data Distribution Service for Real Time Systems (DDS), Transmission Control Protocol
(TCP)-based [64] [65]. The choice of a protocol depends on the features of the physical equipment
that the DS mirrors [66].

These protocols enable the real-time reading of values, thanks to the use of specific Simulink
MATLAB functions. Specifically, in Simulink, the choice falls in the use of Level-2 MATLAB S-
Functions. This specific function allows to use the MATLAB language to create custom blocks with
multiple input and output ports, capable to handle any type of signal produced by a Simulink
model. The function itself comprises a set of callback methods that the Simulink engine invokes
when updating or simulating the model (https://it. mathworks.com/help/simulink/sfg/writing-

level-2-matlab-s-functions.html). In this specific case, the Level-2 MATLAB S-Functions are used in
the simulation environment to read, use and overwrite the values of the sensors of interest also in
terms of identification of machine states, such as idle, working, error etc. [60]. The function, thanks
to the use of OPC UA protoco], is able to create inside the simulation environment, a client/server
connection, allowing the model to know the value of a certain sensor at a given time. Inside
Simulink environment, the Level-2 MATLAB S-Function is represented on the left-hand side of
Figure 5. The code inside the block function is built as on the right-hand side of the Figure. The
nature of the code is modular and highly customisable; as a matter of fact, the user can choose
whichever number of input and output ports in order to respectively overwrite and read the
sensors values. As the graphical part of Figure 5 suggests, the output sensors values (i.e. the names
of the sensors are ‘CarrierID’, ‘xBG1’, ’xQA1_A1"...) are linked, combined and then exploited for
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subsequent scopes in the remainder of the simulation tool. The ways in which these operations are
carried out is explained in the next paragraph.

Specifically, a DS simulation model with embedded field-connections through the Level-2 MATLAB
S-Function has been fully designed and proposed by Negri et al. [67]. More specifically, an
automatic update of the machine states of the shop-floor equipment, starting from the identification
and combination of the values of the sensors on the production system is provided. This specific
functionality of the work has paved the way for the implementation of the work proposed in this
paper. Besides, in the work of Negri et al., additional features have been provided to the DS, such
as calculation of energy consumption of the physical resources, and some specific KPIs of the
production system; for more details, please refer to [67].

4.2 The MES integration level of the Digital Twin

By integrating the DS to the MES, it is possible to talk about DT since communication becomes
bilateral between physical and digital sides, [9], allowing the latter to take corrective actions when
the physical side is in need.

This additional capability can be given to the DT always by exploiting M2M communication
protocols that, in turn, are based on certain languages, that may either be proprietary or open
source (i.e. XML). These protocols allow external sources to communicate with software tools; in
this peculiar case, MES software tools. In the present work, according to the schema proposed in
Figure 4, based on events that are taking place in the physical level the DT will interact with the
intelligence layer to know what should be done and then will autonomously communicate it to the
MES.

The protocols in question make it possible for the DT to either request or send information to the
MES server, opening the possibility to create a communication channel between the two levels.

However, communication between the simulation environment and the MES software needs a
precise language and syntax. The protocols used by the vendors of industrial equipment can either
be proprietary or open source, in order to aid integration with other instruments. In both of these
cases, commands must be sent via communication channels like TCP/IP or Industrial Ethernet [38]
[39]; in turn, commands can be sent to the MES server using strings or similar syntactic structures.
Information stored in the exchanged commands need to be properly parsed in order to be useful
for the implemented algorithms.

4.3 The Digital Twin simulation model with the MES integration

As presented in section 4.1 and section 4.2, the proposed DT may read sensors values and
eventually overwrite them (i.e. via OPC UA) and communicate autonomously with the MES
software when needed (i.e. via TCP/IP).

Based on these channels, Simulink function blocks can be properly designed to tackle technical
issues on the shop-floor. In fact, real-time synchronized simulated sensors can be used to identify
“trigger states” that, in turn, — according to the rules dictated by the intelligence layer — activate the
MES communication channel by creating communication ports to send commands to take the
desired measures. In other words, these trigger states basically enable the intelligence layer in a
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computational way, in order for it to decide the solving measure to be applied; this becomes then
an actionable information to be sent through communication ports to an external software tool as
MES, in order to finally take the measure in the physical world.
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MES integration functionality

Level-2 Matlab S-Function
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Figure 6: DT model in Simulink environment
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In Simulink environment, the modelling of the MES-integrated DS, that is now referred to as DT, is
graphically represented like in Figure 6. The left-hand side of the Figure is featured with the Level-
2 MATLAB S-Function, typical of the DS functions previously described (in section 4.1). On the
right-hand side, instead, the MES integration functionality stands for the computational link
between the digital model and the MES software. Specifically, the inputs to the MES integration
functionality block are the sensors that are needed to detect a specific error state (in case of Error
states management framework) or a specific non-compliance with quality standards (in case of
Reactive Disassembly framework), while the outputs are specific commands to be sent to the MES
server. As it can be seen in the Figure, a dense web of branches between the simulation blocks
related to the sensor values determine the aforementioned set of “trigger states”. Both this aspect,
and the related code will be described in the Application Case paragraph.

This whole proposed model has been in fact validated in the application case that is showcased in
the next section, together with the reached results coming from the application of the reactive DT-
MES bilateral communication frameworks.

5. Application Case

A proof of concept of the proposed DT model has been developed at the Industry 4.0 Laboratory of
the School of Management of Politecnico di Milano. The laboratory is endowed with a prototypical
assembly line, used for research and didactic activities [68].

The assembly line in question is configured and installed with a mix of modular resources and
machinery by Festo, Mitsubishi Electric, and Siemens. The line assembles a simplified mobile phone,
that can be tracked in every processing step thanks to RFID-tagged carriers that follow a standard
conveyor path. The production line is embedded with a set of sensors, for each module of the line,
that can be reached and read in real-time via OPC UA protocol.

Figure 7: Plant view of the assembly line of the 4.0 Lab

The production is integrated with two servers that connect the line to a MES software and to an
energy monitoring platform. The MES in question is called MES4 and it is provided by Festo; this
makes it a proprietary software. Besides, its server can be reached from external software tools
using a string-based communication protocol that runs on TCP/IP channels [69].
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5.1 The Digital Twin in the laboratory

The line is made of seven workstations, each dedicated to one or more assembly steps for the
mobile phone. The stations are here listed, following the numeric reference of Figure 7: Manual (1),
Front Cover (2), Drilling (3), Robot Assembly (4), Camera Inspection (5), Back Cover (6), Press (7).

iii
Wanm
110 i
!

Ll

VAL TR AR
]

UL

peronnnn

ma

1
Monoooenn

]

i

LLLLL

i
i
LR
I
1 -nimfanonnin
i

UL

Figure 8: DT simulation model for a production facility

DT of the single workstations were modelled in Simulink environment, and then put into the
overall DT of the production line, as shown in Figure 8Errore. L'origine riferimento non e stata
trovata. and as described in detail in [67].

More specifically, to respect the communication channels relative to Figure 4, the work proceeded
as illustrated in the reminder.

- For the sensors data reading and overwriting made by the DS, the Level-2 MATLAB S-
Function has been used and modelled following a structure that enables the creation of
input/output ports to which a specific sensor value was associated. The inputs allow the
overwriting of sensors; the outputs, in turn, make it possible to read the sensors values.
Accordingly, Figure 9Errore. L'origine riferimento non é stata trovata. shows graphically
how the block-based model is made. On the other hand, the code respects the structure
shown in Figure 5.

- For the MES integration functionality, exploiting the sensors values coming from the DS, a
set of “trigger states” has been identified for each workstation. When one of these trigger
states is active, according to the rules decided in the intelligence layer, a connection channel
is automatically created with the MES software through the creation of a TCP/IP object. A
string-based command related to the specific trigger state is sent to the MES, exploiting the
just created communication channel. More specifically, trigger states were identified to
apply both DT-MES bilateral communication frameworks, i.e. for error states management

and for reactive disassembly.
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Figure 9: Level-2 MATLAB S-Function inputs/outputs example on drilling station

Based on this, the trigger states of the Robot Assembly workstation are shown in Table 1. The
sensors that are being considered in this workstation, with their relative meaning, are the
following:

- xG1_BGbH0: it senses the pallet at the working position;
- xG1_BGb51: it senses the front cover at the working position;
- xDisableMenu: it indicates when an error is being displayed at the HMI.

Basically, for each combination of sensors on the columns, an error type is identified: the trigger
states are the corresponding computational side of the error states, that are therefore read by the
DT.

Table 1: Example of Trigger states IDs for the Robot Assembly workstation

Error ID - Trigger State  xG1_BG50 xG1_BG51 xDisableMenu
6 1 1 1
7 0 1 1

Similar tables have been elaborated for all the other workstations of the assembly line.

if (xDisableMenu == 1)
if (Gl BG50 == 0 & xGl BG5Sl == 0) %condition in which we have PCB missing
ErrorID = 5;
t=tcpip('10.46.134.1",2000);
fopen(t);
fprintf (t, sprintf ('444;RequestID=0;MClass=150;MNo=71;ErrorState=0; #MaxRecords=

Figure 10: Extract of code that verifies the "trigger states” in the MES integration block of the Robot Assembly
In computational terms, Table 1 translates in the extract of code shown in Figure 10Errore.

L'origine riferimento non e stata trovata.: when the condition is met, the communication port is
opened, and the string relative to the solving technique is sent to the MES. Then, right after solving
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the error — either automatically or by human intervention — the output values to the MES
integration block are looped back to the Level-2 MATLAB S-Function in order to overwrite the
sensors values that hold the piece in working position. Once these sensors are overwritten, the
pallet is released, and the workstation is cleared.

Similarly, the reactive disassembly framework exploits the value of a specific sensor to be
triggered. More specifically, the sensor ‘xResult’ of the Camera Inspection workstation indicates if
the assembly process is compliant with the workplan so far (i.e. it senses the presence of a fuses, if
the workplan includes the assembly of fuses).

Table 2: Possible values of the xResult sensor, with relative meaning, at the Camera Inspection workstation

xResult Meaning ‘
0 The workpiece is not compliant with the workplan
1 The workpiece is compliant with the workplan

As in Table 2 and in Figure 11, if the sensor xResult is 0, the workpiece is not compliant with the
workplan, so two strings are sent to the MES: the first one to abort the current assembly workplan;
the second one to schedule a customized disassembly order to that specific workpiece.

if (xResult == 0)
t=tcpip("10.48.134.1",2000) ;
fopen(t);

fprintf (t, sprintf(’444;RequestID=0;MClass=101;MNo=21;ErrorState=1;
#ONo=%d; #0Pos=%d\r’ ,diONo, i0Pos)) ;
if (diONo~™=0)
tl=tcpip("10.48.134.1",2000);
fopen (tl);
fprintf (tl, sprintf(’444;RequestID=0;MClass=101;MNo=2;ErrorState=0;
#PNo=1231; #Rux1Int=1\r"));%$set new order

Figure 11: Extract of code that verifies the workpiece compliance in the MES integration block of the Camera Inspection

To grant a common understanding between the MES server and the Simulink model, a proper
parsing technique has been developed. In fact, information can be either sent or received from the
MES to the DT. If the DT just sends information to the MES when certain conditions are met, no
parsing is needed. On the other hand, if the DT sends an inquiry to request information to the
MES, the latter stores it back in a string form. Subsequently, the string needs to be parsed for the
information to be readable in computational terms by the DT. For this aim, MATLAB functions
like textscan and cell2mat were used in the code.

5.2 Application of the DT-MES bilateral communication frameworks

The application of the error states management framework consisted in the identification of a set of
eleven error states that stop production, for all the workstations in the production line. Each of
these states can be, in turn, separated into two sub-categories, according to the need of human
intervention to solve the issue; the type A error states do need human intervention for solving,
while the type B error states can be fully solved in an automated way. The error states found in the
assembly line and subsequently considered are summed up in Table 3.
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Table 3: Error states list

Error ID Machine Description Type
1 Front cover Buffer of front covers is empty A
2 Front cover Front cover already assembled on the piece B
3 Front cover Pallet not available on the carrier B
4 Drilling Front cover not assembled on the piece B
5 Robot Assembly PCB not available in the PCB Box A
6 Robot Assembly Pallet not available on the carrier B
7 Robot Assembly Front cover not assembled on the piece B
8 Back cover Front cover not assembled on the piece B
9 Back cover Buffer of back covers is empty A
10 Back cover Back cover already assembled on the piece B
11 Press Back cover not assembled on the piece B

Each one of these errors was identified by using a combination of sensors, in order to univocally
understand whether an error is occurring. For instance, with reference to Table 1, the ErrorID 5 is
taking place when xGI1_BG50" and ‘xG1_BGb51’ sensors are equal to 0 and the “xDisableMenu’
sensor is equal to 1. With the DT running, when one of these errors occurs, it is tackled right away
through the error states management framework.

For type A error states, the DT supports the operator in charge of controlling the line to notice the
error states by making it more evident. When the error state condition is solved by the operator,
the DT autonomously makes the MES resume the production.

For instance, the error state number 5 consists in the lack of Printed Circuit Boards (PCB) in the
PCB box of the Robot Assembly workstation. In this specific step the assembly process includes the
placement of a PCB inside the front cover of the smartphone; the PCB are stored in a physical box
inside the Robotic cell, called PCB box. If the box is empty at the assembly moment in the Robot
workstation, the processing step interrupts, and cannot resume until the box is filled. When this
peculiar error state occurs, based on the five levels of the previously described framework (cf.
Figure 2), the DT takes actions in an automatic fashion, like in Table 4.

Table 4: Framework 1, type A error example

Level Action

Physical Level | The carrier arrives at the Robot Assembly and production blocks.

DT layer The DT identifies the combination of sensors that are read in real-time. The
error is taking place when xG1_BG50" and ‘xG1_BGb51’ sensors are equal to 0
and the ‘xDisableMenu’ sensor is equal to 1. The first sensor is 0 if there is a
pallet in working position; the second is 0 if the front cover of the smartphone
is detected on the pallet in working position. The last sensor is 1 if there is an
error message displayed on the HMI.

Intelligence The intelligence layer acknowledges that an error state is happening and

layer associates it to a specific classification and triggers a solving technique to be
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operated. In this case the error is due to the lack of PCB in the physical box,
that must be refilled by the operator (error of type A).

MES The simulation model follows the instructions given by the intelligence layer
integration and automatically triggers the button that expels the physical PCB box from
level + MES the Robot cell, thanks to sensor overwriting, and fills up the virtual PCB box on
level the MES platform.

(For the sake of completeness, it must be said that, in addition to the physical
PCB box, there is a virtual PCB box encoded on the MES software, that gets
emptied when a physical PCB is used for assembling a piece, and needs to be
filled up manually on the MES software when the physical PCB box is filled. In
this case, one of the MES integration actions done by the DT is the automatic
filling of the virtual PCB box.)

Physical level | The physical PCB box is autonomously expelled from the Robot cell, and the
operator notices more easily that the production got blocked.

Also, the operator fills up the physical PCB box, and presses the button to put
it back in working position, inside the Robot cell.

DT layer After, the DT updates in real-time the value of the sensors.

Intelligence This level checks if the PCBs have been refilled and that the physical box is
layer back in working position.

DT layer When the intelligence layer states the proper working conditions are met, the
DT communicates to the MES to resume the work order that has been idling
the Robot.

Physical level | The work order resumes the assembly process with the newly filled PCBs in
the box.

For the type B error states, the DT solves the error in full autonomy by forcing the MES to clear the
workstation by ignoring the production step (if the assembly step was already performed) or to
abort the order in question (if the production step was not performable).

As an example, in error state number 4, when the pallet arrives at the Drilling station to perform
the drilling operation, the production interrupts since there is no front cover present on the pallet
due to assembly errors upstream on the line. The way the DT tackles this kind of error is explained
in the list reported in Table 5.

Table 5: Framework 1, type B error example

Level Action

Physical Level The pallet arrives at the working position at the Drilling station and
Y production gets blocked since there is no front cover.

The DT automatically provides a sensors combination in order for the
intelligence layer to interpret them. In this case if the xCL_BG4' is equal to 1,
and ‘iErrNo’ is equal to 4, the error is taking place. The first sensor detects

DT layer whether the front cover is on the pallet, when in working position, and it is
equal to 1 when there is no front cover. The second sensor is equal to 4 when
the HMI is displaying an error message.

The sensors combination provided by the DT is elaborated and associated

Intelligence automatically to the solving action. In this case the order in question must be

layer aborted and, for that specific semi-assembled product, a customised

disassembly order must be planned.
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MES

integration The DT communicates to the MES to abort the work order, since there is no
level + MES way to resume the assembly of the piece in a compliant way.
level

The workstation is cleared from the aborted work order, and production of

Physical level .
other pieces can resume.

Notice that, in case the order is aborted, all the phases of the branch downstream to the “Error
Solved” block in the Framework 1 (cf. Figure 2), are skipped.

For the reactive disassembly framework, the DT exploits two particular workstations: the Robot
Assembly and the Camera Inspection. Table 6 reports the actions performed by the five levels of the
Framework 2 (cf. Figure 3).

Table 6: Framework 2 example

Level Action

One of the sensors of the Camera Inspection workstation acknowledges that the

Physical Level | = . .
piece is not compliant to certain standards.
DT layer The DT provides the sensor value to the intelligence layer.
. The sensor value provided by the DT is elaborated and associated
Intelligence . . . . . .
automatically to the solving action. In this case the order in question must be
layer . .
aborted and a customised disassembly order must be planned.
MES The DT communicates to the MES to abort the work order and to reactively
integration schedule a disassembly order on that piece when the carrier passes again

level + MES through the Robot Assembly station (N.B. the conveyor belt is a loop in the
level laboratory).

The workstation is cleared from the aborted work order, and production of

Physical level .
other pieces can resume.

6. Results and Discussion

A set of simulation runs were performed to quantify the magnitude of the impact of the
application of the DT in regards of both frameworks. In fact, specifically for the error states
management, the magnitude can be effectively computed by measuring the mean downtime before
and after the application of the reactive DT-MES bilateral communication framework.

Both 6.1 and 6.2 paragraphs are aimed at validating and discussing the fulfilment of the objective
of the work stated at the beginning of the paper. As a matter of fact, the formulation of the MES-
DT bilateral communication frameworks with related validation has paved the way to the creation
of a DT. This model reaches a reactive nature and an autonomous decision-making capability
thanks to the formulation of an intelligence layer that is conceptually separated.

6.1 Results and discussion on Framework 1: Error states management

The performed simulation runs are here reported and described; they are meant to prove that,

thanks to the application of the DT-MES bilateral communication framework, the mean downtime

for each of the eleven error states is reduced. Thus, the chosen KPI to prove this is the percentage
22



downtime reduction. 30 observations were performed for each of the error states in two separate

scenarios.

e SCENARIO 1: running of work orders without the application of the DT-MES bilateral
communication framework; error states are tackled only thanks to the intervention of an
operator.

e SCENARIO 2: running of work orders with the application of the DT-MES bilateral
communication framework; error states are solved thanks to the integrated intervention of
human resources and automated DT-MES actions.

The results of the tests are summarized in Table 7. The time spent in each of the error states was
greatly reduced thanks to the application of the DT-MES bilateral communication framework.

Table 7: Mean Downtime reduction for the error states

Error Type Mean Mean Mean "

ID Downtime Downtime Downtime § §
Scenario  Scenario  Reduction § §
1[s] 2 [s] [%] ~ &

1 A 16.28 12.12 25.55 226 042

2 B 12.86 1.59 87.54 - -

3 B 13.23 1.39 89.53 - -

4 B 13.86 1.69 87.83 - -

5 A 66.75 27.00 60.64 101.3 0.86

6 B 14.89 2.40 83.83 - -

7 B 11.84 2.10 82.18 - -

8 B 14.39 2.09 85.55 - -

9 A 19.74 13.96 29.27 477 15

10 B 13.05 2.09 85.55 - -

11 B 13.81 2.13 84.59 - -

Errors of type A have a downtime percentage reduction lower in magnitude with respect to those
of type B. This is due to the fact that the unpredictability of human behaviour is still relevant in type
A errors. In fact, the specific task to be performed by the operator to solve a type A error can be
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Figure 12: Histogram of the solved downtimes of ErrorlD no. 5

executed in a variable and occasionally long time, affecting the stopping time of the production
line, and subsequently downsizing the reduction of the error state time. The occasional long time
of the humans to solve manually the error also leads to a high variance. That is why a rough
quantification of both variance and skewness of the out-coming statistical distributions of mean
downtime for type A errors is provided in Table 6. The out-coming statistical distributions for type
A errors have a positive skewness, hence they are asymmetrical to the left. This further validates
the long time that sometimes is required to solve the error by the operator; the graphical
representation of the downtimes of Scenario 2 for ErrorID =5 is given in Figure 12.

On the other hand, for type B errors, the error is solved in a very short time, that is almost
deterministic for all of them. This is because the computational time to process the solving
operation by the DT is almost the same for all the analysed error states. Furthermore, for all the
type B error states, because of their semi-deterministic solving time, no indication of variance or
skewness of the solved scenario results was interesting to report.

Overall, the application of this framework to the laboratory case grants the possibility to
streamline the production and contextually reduce the dead times that may occur during
production and, in turn, the overall lead time of production as well. Everything is performed in an
autonomous and reactive way by the DT framework. Also, a better human-machine interaction is
proven, in line with the path opened up by the HCPS studies [45,46]. Peculiarly, in the Error State
Management framework, the improvements were validated by successfully managing to make the
error states more noticeable to the eyes of the operators in charge of controlling the line.

6.2 Discussion on Framework 2: Reactive disassembly

The main objective and benefit of this framework is the ability of the proposed DT to reactively
schedule disassembly work-plans, according to quality non-compliances. The validated industrial
outcomes of the application of this framework can be summarised as follows:

- the possibility to react to shop-floor events that, differently from the error states
framework, do not block the production flow;
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- the possibility to avoid useless and costly further assembly steps on a defective product,
provided thanks to the ability to immediately notice the quality error, and automatically
abort the order;

- the possibility to reactively schedule the disassembly of the mis-assembled component and
the assembly of the new component in substitution of the mis-assembled one;

- the possibility to place back for re-use the disassembled component, in a quick way in
order to avoid non-added value work in progress in the shop-floor.

In practical terms, the lack of fuses in the PCB assembly on the phone was an example of quality
problem that was occurring at the lab operations and that was managed by the proposed
framework, that enabled to detect all such cases. In fact, if the Robot Assembly station does not
assemble a planned fuse inside of the PCB for any reason, and the assembly continues nonetheless,
the carrier arrives at the Camera Inspection station. Here the DT-MES integration proposed
framework identifies the ongoing non-compliance in the assembly process and aborts
automatically the order; therefore, the scheduling procedure is done immediately in real-time since
there are no computational burdens. So, the customised disassembly order is associated in an
automated fashion to that specific carrier.

Benefits coming from the application of this framework are measurable in terms of lead time as a
result of downtime reduction. For a given work order inside the assembly line, in fact, lead time is
for certain reduced. As a matter of fact, if incompliances are autonomously detected and reactively
managed via scheduling of disassembly tasks, the work orders will spend for sure less time inside
the production plant.

Besides, in the totality of the cases, by applying the reactive disassembly framework, disassembly
is planned for pieces that do not comply with the standards.

7. Conclusions

The objective of the research work was to elaborate a DT — Digital Twin, starting from a DS — Digital
Shadow, since the majority of the claimed DT in literature do not present the bilateral
communication of information from physical to the digital worlds and vice versa, limiting them to
be simple DS in the paradigm by Kritzinger [9]. The objective has been reached by connecting the
CPS-synchronized simulation (i.e. the DS) to the MES, in this way closing the control loop and
achieving a real DT [9]. Therefore, the DT not only mimics the behaviour of the real physical asset,
but also enables autonomous and real-time two-way communication between the physical and
digital sides, thus turning the bilateral communication into action by triggering some actions on
the MES. This capability translates into the possibility to not only monitor the physical asset in
real-time, but also to react to shop-floor events that might affect the supervised production

environment.

The proposed contributions in this regard are two DT-MES bilateral communication frameworks
that can be used to streamline production by proper decision making.

e The error states management framework exploits the DT to solve error states that might affect
a manufacturing facility. This requires the MES integration functionality, besides the
identification of the error state and the decision on the way to solve it. This framework
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enhances also the human-machine interaction, based on the view proposed by Zhou et al.
[45,46].

e The reactive disassembly framework schedules disassembly orders for assembled products
that do not comply with quality standards. This is applicable only if the facility is endowed
with tools that can assemble, control, and disassemble work pieces.

In both frameworks the decision making relies on an external layer strictly connected to the DT,
the so-called intelligence layer, that embeds the rules and the knowledge to select the proper action
to be done and have the DT triggering it to the MES through its bilateral connection.

The proposed frameworks were validated in laboratory environment, for a didactic assembly line
located at the Industry 4.0 Laboratory of School of Management of Politecnico di Milano. Here the
running of a tailored DT, modelled and implemented following the proposed frameworks, makes
it possible to improve production performances. In fact, the mean downtime due to a set of
identified error states regarding the assembly line is proven to be considerably reduced thanks to
the DT integration with MES that, when a certain error state is taking place, sends command
strings directly to the MES to tackle the issue. Also, the possibility to reactively schedule
disassembly programs is validated by exploiting a robotic arm that can perform both assembly and
disassembly actions - if properly configured — and a camera that checks on assembly standards.

This work contributes to the research on DT by proposing examples of the possible decision
making that can be obtained using the combination of DT and intelligence layer. The proposed
contribution wants to claim the role of the DT into the decision-making frameworks. In particular,
the intelligence (i.e. the rules and the knowledge to choose between alternative options) is hosted
on a separated layer with respect to the DT, while the DT remains a replica that is able to
communicate in two ways with the physical world. For more details on this, the ARTI (Activity
Resource Type Instance) architecture proposes a very interesting perspective on the topic [62]. This
may also pave the path for distributed DT architectures, composed of various DT modules. The
single DT modules may be hosted by the single physical resources and may be used for various
functionalities, mainly related to a local decision making (e.g. monitoring and forecasting of the
behaviour of the physical twin [61] or may be used as a means to populate data repositories to be
used on higher levels [70]). When integrating the various DT modules into a system architecture,
this could be used for a global decision making and integrated into a higher-level control system,
such as the MES [71,72].

Future research directions may investigate the distributed DT architectures and the related local
and global decision making that they enable, assessing their impact on production and on further
decisions to be made on the operations. Another future direction may enlarge the basis of
functionalities of the DT and intelligence layer, through other frameworks of integration with the
MES; some examples are (i) the reactive scheduling of orders that embed maintenance actions
according to predictive models elaborated through the data available from the DT synchronization
with the field, in line with [73]; (ii) the monitoring of energy consumption anomalies of the
production operations that may be considered as symptoms of future failures or quality
deviations, or may offer a basis to evaluate actions to reduce environmental impacts; (iii) the use of
DT during the production phase of a product to ease the end-of-life of the product itself (e.g. the
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DT of the assembly process may encounter phenomena that may impact the disassembly of the

same product).
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