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Abstract—Heterogeneous  Multiprocessor  System-on-Chip
(MPSoC) architectures allow designers to achieve energy
efficiency and high performance, especially when tailored for
the target applications. This specialization requires to select
the MPSoC components and define their interconnections (on
the architecture side), and also to determine the mapping and
scheduling of tasks and communications (on the application
side). This problem is exacerbated by the growing privacy and
security concerns when these architectures elaborate sensitive
data. We propose a co-design solution based on Ant Colony
Optimization that also protects the exchange of private data
among components. Our solution generates architectures with
secure communications with systematically better performance
than architectures with pre-defined security solutions.

I. INTRODUCTION AND RELATED WORK

With the end of Moore’s law and Dennard scaling, heteroge-
neous multiprocessor System-on-Chip (MPSoC) architectures
are becoming the reference solution to achieve energy effi-
ciency and high performance [1]. Fig. 1 shows the design
process of a classic heterogeneous MPSoC architecture. The
target MPSoC includes several general-purpose processors and
specialized hardware accelerators. To reduce design costs,
these components are usually intellectual property (IP) cores
deployed as part of the chip or on FPGA devices [2]. The
resulting architectures allow designers to exploit task-level
parallelism and hardware acceleration [3]. So, the designer
has to determine the best assignment (mapping) and ordering
(scheduling) of application tasks and communications con-
sidering the available hardware resources, maximizing the
performance, and respecting resource constraints (e.g., the
maximum available area) [4]. Since these problems are NP-
complete [5], exploration methods are usually preferred [4],
[6], [7]. Often, these algorithms are based on the observation
of natural behaviors: for example, simulated annealing (SA) is
inspired by annealing in metallurgy to create perturbations and
move around the design space, while ant colony optimization
(ACO) is based on the behavior of the ants when searching
for food to identify good solutions and avoid unfeasible ones.

Security is becoming a critical issue in the design of em-
bedded systems [8]. Secure SoCs are hard to generate because
there is no clear metric for evaluating hardware security. Most
of designers focus on the generation of secure components [9],
while the integration of insecure components mostly targets
attacks on the supply chain [10]. While several methods aim
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Fig. 1. Example of heterogeneous MPSoC architecture (on the left) and

partitioned application with private and public data (on the right).

at optimizing also data communications on standardized bus
systems (e.g., AMBA, LIN, CAN, etc.) [4], [6], none of
them takes into account security concerns. Designing unpro-
tected MPSoCs force to exchange data and instructions in
plain form, making the system vulnerable to eavesdropping
attacks (e.g., with bus probing) to steal private information.

However, protecting the exchange of private data is an open

challenge [8], [11], [12], demanding efficient methods for co-

optimizing architecture and application.

We propose an automatic method to efficiently secure
communications in heterogeneous MPSoCs. Our exploration
method is based on Ant Colony Optimization (ACO) [13] and
efficiently solves the combined problem: it refines the target
architecture (i.e., it selects both processing and communication
components) and determines the mapping and scheduling of
tasks and communications to (1) improve the performance of
the given application and (2) respect security constraints.

After formalizing the problem addressed in this work (Sec-
tion II), we present our main contributions:

« acomplete solution that considers, for the first time, security
implications in the mapping and scheduling of tasks and
communications (Section III);

« an ACO-based heuristic for co-optimizing also secure com-
munications on the available bus protocols (Section IV);

« an evaluation of the security-enhanced MPSoC architectures
generated by our method (Section V).

Our approach is a first step towards the automatic generation

of secure SoCs with several layers of protection.

II. PROBLEM DEFINITION

We provide security extensions to a state-of-the-art solution
for mapping and scheduling in heterogeneous MPSoCs [4].

A. Architecture Model

Fig. 1 shows an example of target architecture that is
created starting from a set P of available processing elements



IEEE EMBEDDED SYSTEMS LETTERS, VOL. XX, NO. X, OCTOBER 2019

(e.g., programmable cores or specialized-hardware accelera-
tors) and a set C' of available communication components
(e.g., networks-on-chip or busses). Thanks to the abstraction
of hardware and software services [14], these architectures can
be composed without taking care of the low-level implemen-
tation details. Specialized accelerators are data-intensive and
loosely coupled with hardware-based DMA bursts to exchange
data between components [15]. In this case, accelerators are
known to achieve high-throughput by adopting a non-coherent
memory model [16]. On the contrary, tasks executing on the
same processing element exchange data through data caches
or private local memories, without requiring external data
transfers. Each component offers a set of resources R that
can be used by the application tasks (e.g., data memory space
or physical hardware resources).

Security Extensions. We provide a security-related version
for each communication component based on the algorithm
used for securing the data transfer (e.g., cryptographic func-
tion). For example, it is possible to implement a secure
and trusted execution with mutual authentication and secure
encryption over a Controlled Area Network (CAN) bus based
on a Physical Unclonable Function (PUF) [17]. So, each
component ¢; € C is characterized not only by its capacity
(transmission rate) and latency (transmission time), but also in
terms of area/time overhead to implement the corresponding
secure data transfers. The overhead depends on the processing
elements attached to the component.

B. Application Model

We model the partitioned input application as a Directed
Acyclic Graph (DAG). A DAG is a finite directed graph
G = (T,C) with no cycles. The vertices T are the tasks,
i.e., parts of the application, while the edges C' C T' x T are
the data transfers among the tasks. An edge c(t1,t2) € C
implies that task ¢, cannot start until task ¢; is terminated
and the related amount of data «(c) has been transferred.
We characterize each computational element k (either task
or communication) with respect to the available elements of
the architecture. An implementation point iy, is defined as
the cost (i) required to execute the computation element
k on the component a. The cost is defined as the specific
combination of hardware resources (e.g., silicon area for ASIC
devices or heterogeneous resources for FPGA devices) and
time required for execution. Implementation points are defined
only when the computational element can be implemented and
executed by the component. For example, when an application
task cannot be synthesized in hardware, the corresponding
implementation point is not generated. On the contrary, a
computation element can have multiple implementation points
(trade-offs) for the same processing element [18].

Security Extensions. We mark each data transfer with
appropriate tags to represent the security level of the data.
In particular, pvt. and pub. represent the amount of private
and public data necessary to complete the transfer ¢ € C),
respectively («(c) = pvt.+pub,). Private data represent sensi-
ble information to protect. We also specify an implementation
point for each available method of transferring secure data.
This allows us to explore and combine alternative solutions.
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Fig. 2. Overall organization of the exploration methodology.

C. Security-aware mapping and scheduling

The mapping and scheduling problem with secure communi-
cations can be decomposed into the following interdependent
sub-problems: (1) selection of the processing and communica-
tion elements; (2) mapping of the computational elements onto
the selected components; (3) scheduling of the computational
elements. Solutions have to satisfy the design constraints,
avoid resource conflicts, and maximize the performance. The
solution is defined as a ftrace, i.e., a sequence of mapping
decisions. Each decision associates a computational element
(either task or communication) with an admissible implemen-
tation point. The order in the trace represents the scheduling
decisions, i.e., the precedences among the computational el-
ements. A task can be assigned to a component as long as
its resource requirements can be satisfied by the component
at every execution time. The performance is defined as the
latency of the application DAG, i.e., the total execution time
of all computational elements.

Security Extensions. From the application viewpoint, com-
munications must be implemented in a way that prevents
bus probing attacks on private data. From the architectural
viewpoint, resource utilization must be optimized to achieve
the best performance without compromising system security.

III. METHODOLOGY OVERVIEW

Fig. 2 shows our exploration methodology, which extends
the approach proposed in [4] with security information. The
exploration is based on the ACO heuristic search methodology.
Ants start from their nest going in random directions, deposit-
ing a trail of pheromone that motivates other ants to follow the
same path. The ants moving on the shortest paths will reach
the food and come back faster than the others, proportionally
depositing more pheromones and reinforcing the trails. As time
passes, the oldest trails evaporate, and, at some point, only the
shortest path will remain with a strong reinforcement.

The exploration algorithm receives as input the task graph
G, and the set I of implementation points for both tasks
and communications. The fully-software solution is used to
initialize the values of the pheromone matrix to the same initial
probability. The pheromone matrix represents the probability,
for each decision, to lead to a good solution. Each ant is
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launched to explore the search space, taking a sequence of
decisions to compose a trace, i.e., an alternative solution. At
each step, the sets of available computational elements (tasks
and communications) are updated based on the decisions taken
in the previous steps. As in [4], tasks are added when all
predecessors have been mapped, while communications are
added when both source and target tasks have been mapped in
order to verify whether the data transfer is effectively required.
The procedure is repeated until the entire solution is built,
i.e., all tasks and communications have been analyzed. At the
end of each generation, all solutions (i.e., all traces generated
by the corresponding ants) are evaluated and ranked, and
the ACO reinforces each decision in the pheromone matrix
proportionally to the quality of the corresponding solution. In
this work, we target performance optimization of the resulting
task graph, so we schedule each solution to estimate its total
execution time. Also, the current best solution is replaced
if a better is found. A new ant colony is launched until
the exploration is terminated (i.e., the maximum number of
generations is reached).

IV. ACO EXTENSIONS FOR SECURING COMMUNICATIONS

At each step x, an ant generates the set of admissible deci-
sions (i.e., pair of computational elements and implementation
points that satisfy the constraints). Each admissible decision
(i.e., combination of combinational element and implementa-
tion point) is generally associated with a probability [13] that
is computed as follows:

_ [Tx,y]a * [nz,y]ﬁ 1
Py = S el * Ined]? M

where y is the candidate decision, 7 is a problem-related local
heuristic (i.e., calculated every time a probability is generated),
and 7 is the global heuristic associated with the pheromone and
stored in the pheromone matrix. Both contributions, weighted
through « and 3, influence the decision of the ant. €2, contains
all choices (i.e., candidate decisions) at the current step. This
approach has a two-fold objective. On one hand, generating
probabilities only for admissible choices allows us to take
only admissible moves. On the other hand, the specialization
of the local heuristic 7 allows us to include problem-related
information to better drive the exploration process.

To include the security extensions considered in this work,
we revise the decision process of each ant by specializing the
problem-related local heuristic for both tasks and communica-
tions. The former allows us to select mapping configurations
that aim at reducing the exchanges of private data on the bus,
while the latter aims at selecting the proper communication
protocols. The local heuristic for tasks is computed as:

1+ indegreepy:(ty)

2

ey = latency(iy)

where indegreep,;(t,) represents the number of edges with
private data incoming to the task ¢ associated with the given
candidate decision y. On the contrary, the local heuristic for
communications is computed as

M,

latency(iy) )

Ne,y =

where i, is the implementation point associated with the given
candidate decision (i.e., the specific implementation for the
communication), while M, is the number of secure commu-
nications already added between the same source and target
tasks. By considering the inverse of the latency, this metric
prefers short communications which are easier to accomodate
in the schedule. By considering the already-existing secure
communications, the procedure prefers to reuse the same se-
cure communication element also for public communications.
While this method allows for resource reduction, it can intro-
duce a performance overhead since parallel communications
must be serialized. However, the solution will be discarded
(i.e., the corresponding choices will be penalized) if a better
and feasible solution with parallel communications is found.

V. EXPERIMENTAL EVALUATION

We evaluated our methodology in the following scenarios:

¢ S0: the DSE is performed by excluding secure implemen-
tations for the communications. This solution achieves the
best performance but is vulnerable to attacks.

o S1:the DSE is performed by pre-selecting the implemen-
tation of the bus to be used for secure communications.
We created three variants (B0, B1, and B2), one for each
available bus (CAN, LIN, and AMBA, respectively).

o S2: the DSE selects also the communication infrastruc-
ture for secure communications. This corresponds to the
complete solution proposed in this work.

We considered an architecture composed of hardware and
software components. We designed ten task graphs used to
model realistic applications. These graphs have from 5 to
500 nodes and from 4 to 602 edges, as reported in Fig. 3.
Each task requires 800,000-3,000,000 cycles for hardware
execution, while 800,000-3,100,000 cycles for software ex-
ecution. Each task requires a different amount of hardware
resources (up to 50,000 slices) representative of realistic
hardware implementations, while the maximum number of
available hardware resources is set to 70,000 slices. Each
edge is annotated with a quantity of data to exchange and
it is marked with PVT if it requires a secure implementation.
We consider three communication protocols (CAN, LIN, and
AMBA), each of them with a secure implementation. The
corresponding performance overhead (50,000-80,000 cycles)
and resource overhead (6,000-8,000 slices) are based on real
implementations [17], [19], [20], [21].

To validate our method, we evaluated the scenarios men-
tioned above with two exploration strategies: the proposed
ACO and the tabu search (TS) implemented also in [4]. The
ACO colony is composed of 50 ants that iterate for 100
generations. We use large « values and small 3 values at
the beginning of the exploration, updating the values every
20 generations so that the two factors are inverted towards
the end. This favors a better exploration in the initial phase,
progressively increasing the importance of the metric in the
final phase. The evaporation rate has been set to p = 0.015.
For the TS, at each iteration we generate 10 neighbors with a
tabu list composed of 5 sets of solutions each. All experiments
have been executed on an Intel CPU (i7-5500U at 2.4GHz)
with 16GB of RAM running Windows 10.
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Fig. 3 Comparlson of performance results, normalized with respect to the unprotected solutions SO. Each benchmark reports also the number of nodes/edges.

Performance Evaluation: Fig. 3 shows the performance
results obtained in the different scenarios and with the dif-
ferent exploration methods. These results show that securing
the communications with a predefined protocol requires an
additional overhead compared to unprotected solutions (SO0).
This overhead is smaller when using ACO, but results with
TS are comparable. Conversely, when exploring also the
communication protocols, our approach (S2 - ACO) is able
to obtain significantly better solutions (more than 10% on
average) than the case with pre-defined secure protocols for
the communications (S1), while they are only 4% worse than
insecure ones (S0). Also, TS is not able to efficiently search
this highly-constrained design space and obtains solutions that
are on average about 24% worse than the corresponding ACO
ones. These results are consistent when increasing the size of
the benchmarks, demonstrating the scalability of our approach.
Concerning execution times, ACO is on average 4x slower
than TS due to the constructive and stochastic method to
generate solutions, requiring up to almost 2 hours for the
largest graph. So, we performed an analysis on the largest
graph (T10) where the two methods are execute for the same
time. In this case, ACO already obtains a better solution (more
than 14%) than TS, showing that our method is also faster to
reach a good solution.

Analysis of Secure Communications: We also defined a
metric to evaluate the data protection in the resulting solutions.
Specifically, we assume that private data exchanged on the
same processing element can be considered secure. So, we
define a communication security metric as the ratio between
the total amount of bytes that are still exchanged between
processing elements (even if they are on a secure bus) over
the total amount of exchange data. This metric ranges between
0 and 1, and lower values are preferred. S2 solutions (i.e., the
one proposed in this work) obtain an average communication
security metric of 0.29, while the S1 solutions obtain a metric
of 0.63. This means that our solution is able to reduce the
communication security metric by more than 50% on average.
It is worth noting that, in case of T1, tasks exchanging private
data are mapped onto the same processing elements, without
exposing any private communications on the busses and thus
obtaining a full protection of the communications.

VI. CONCLUSIONS

We propose a hardware/software co-design methodology
for heterogeneous MPSoCs that considers also the problem
of secure communications. Our exploration methodology is
based on Ant Colony Optimization (ACO) and identifies the
best architecture and application implementation to 1) satisfy

the design constraints, 2) optimize the execution time, and 3)
perform each transfer of private data on the properly secured
solution. Our solutions achieve better performance compared
to architectures with pre-defined security solutions.
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