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Abstract: Defenders have to enforce defense strategies by taking decisions on 

allocation of resources, to protect the integrity and survivability of CPSs from 

intentional and malicious cyber attacks. In this work, we propose an Adversarial Risk 

Analysis (ARA) approach to provide a novel one-sided (i.e.,) prescriptive support 

strategy for the defender to optimize the defensive resource allocation, based on a 

subjective expected utility model, in which the decisions of the adversaries are 

uncertain. This increases confidence in cyber security through robustness of CPS 

protection actions against uncertain malicious threats, compared with prescriptions 

provided by a classical defend-attack game-theoretical approach. We present the 

approach and the results of its application to a nuclear CPS, specifically, the digital 

Instrumentation and Control (I&C) system of the Advanced Lead-cooled Fast Reactor 

European Demonstrator (ALFRED)). 
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ABBREVIATIONS 

ALFRED Advanced Lead-cooled Fast Reactor European Demonstrator 

ARA Adversarial Risk Analysis 

CPS Cyber-Physical System 

CR Control Rod 

HMI Human-Machine Interface 

I&C Instrumentation and Control 

IDS Intrusion Detection System 

IP Internet Protocol 

MC Monte Carlo 

NPP Nuclear Power Plant 

PI Proportional and Integral 

R&D Research and Development 

SISO Single Input Single Output 

 

NOMENCLATURE 

PTh Thermal power 

hCR Height of control rods 

TL,hot Coolant core outlet temperature 

TL,cold Coolant SG outlet temperature 

Г Coolant mass flow rate 

Tfeed Feedwater SG inlet temperature 

Tsteam Steam SG outlet temperature 

pSG SG pressure 

Gwater Feedwater mass flow rate 

Gatt Attemperator mass flow rate 

kv Turbine admission valve coefficient 

PMech Mechanical power 

aj Cyber attack type 

aj,y Cyber attack strategy, 
,j y

a A  

cprep Attack preparation cost 

cAq Monetized attack consequence 

di Defense type, i.e., d1 for prevention and d2 for recovery 

xi,k k-th countermeasure of the i-th defense type  

ci,k Annual cost of xi,k  

,

j

i k  xi,k relevance with respect to aj 

1

j

s  Probability of attack success (probability of prevention failure) 

2

j

s  Probability of recovery failure (if attack success) 

BM Maximum defense budget 

rd  Defense portfolio,  1 2,r r rd d d   

,

r

i kn  Quantity of xi,k deployed in the 
rd  

s  Outcome set, i.e.,    1 1 , 2 2 1
{ , , | }

r r

j y
s s d a s d s  
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 1 1 ,,r

j ys d a  Successful prevention of the 
1

rd  to an aj,y 

 2 2 1|rs d s  Successful recovery of the 
2

rd  in case of successful attack (i.e., 

 1 1 ,
, 1

r

j y
s d a  ) 

p  Probability set of s , i.e.,       1 1 , 2 2 1
, , |

r r

j y
p p s d a p s d s  

  1 1 ,
,

r

j y
p s d a  Probability of the  1 1 ,

,
r

j y
s d a  

  2 2 1
|

r
p s d s  Probability of the  2 2 1

|
r

s d s  in case of successful attack (i.e., 

 1 1 ,
, 1

r

j y
s d a  ) 

 ,
| ,

r

Dl j y
c s d a  Defender cost of the l-th consequence of s  

 ,
|

l j y
p s a


 Conditional probability of s  to the occurrence of aj,y with the α-th 

effect of the l-th consequence 

Dlc  Defender cost of an attack with the α-th effect of the l-th 

consequence 
r

annualc  Defender annual cost 

 ,
| ,

r

D j y
c s d a  Defender total cost 

 ,
| ,

r

D j y
u s d a  Defender utility 

 ,
| ,

r

A j y
c s d a  Attacker total cost 

 ,
| ,

r

A j y
u s d a  Attacker utility 

 r

D
d  Defender expected utility 

 ,
|

r

D j y
a d  Defender estimation of the probability of occurrence of any aj,k 

attack, given that the d r is deployed 

*d  Defender optimal defense strategy 

 ,
|

r

A j y
a d  Attacker expected utility of aj,k conditioned on the d r 

 r
a d
  Attacker optimal attack strategy, conditioned on the d r 

 ,
|

r

j y
a d  Number of the aj,k being the optimal attack strategy at MC runs, 

conditioned on the d r 

 r

D
d  Frequency of the d r being the optimal portfolio at MC runs 

 r
d  Number of the d r being the optimal portfolio at MC runs 

 r

Nash
a d
  Attacker best response with respect to the d r 

 ,Nash j y
d a


 Defender best response with respect to the aj,k 
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1. INTRODUCTION 

Cyber-Physical Systems (CPSs) combine and coordinate physical processes with 

high automation level through interconnections via the cyber domain (Jazdi, 2014; Lee, 

2008; Colombo et al., 2017; Wan et al., 2016). They are increasingly operated in 

aerospace, automotive, transportation, medical and health-care, and energy (Lee, 2008; 

Khaitan and McCalley, 2015; Bradley and Atkins, 2015). Specifically to nuclear energy, 

the introduction of digital Instrumentation and Control (I&C) systems allows Nuclear 

Power Plants (NPPs) to take advantage of CPSs (IAEA, 2009), for improved control 

and safety. However, while digitalization enhances smart systems, it can also bring new 

cyber risks. For example, in 2009, a malware manipulated the speed of centrifuges in a 

nuclear enrichment plant, causing them to spin out of control. This malware, known as 

Stuxnet (Langner, 2011), was introduced into a stand-alone network via flash-drives 

and, then, autonomously spread across the network. Attackers can pinpoint the weakest 

link of the system and target the most vulnerable components of a CPS to maximize the 

loss of system functionality (Levitin, 2007; Wang et al., 2017b). 

Risk assessment of CPS must address both safety and security issues (Aven, 2009; 

Aven and Krohn, 2014; Zio, 2016; Zio, 2018; Kriaa et al., 2015; Piètre-Cambacédès 

and Bouissou, 2013; Zalewski et al., 2016; Wang et al., 2017a). Safety concerns 

stochastic components failures that can result in accidental scenarios leading the system 

towards unacceptable consequences. Security concerns malicious and intentional 

attacks that can impair both the physical and cyber parts of the system, and lead to 

unacceptable consequences. Developing a fully integrated risk assessment approach to 

safety and security is fundamental to address all possible failures and threats in a 

comprehensive and holistic way (Zio, 2018). While safety analyst relies on consolidated 

approaches to identify, analyze and take decisions to counteract hazards (Zio, 2016; 

Aven and Zio, 2011), cyber threats identification and analysis methods (including 

defend-attack models) are still under development.  

The minimization of attacks impacts on CPS functionality and the maximization 

of CPS reliability and survivability are sought by defenders decisions on the allocation 
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of defensive resources (Bier et al., 2007; Levitin, 2007; Levitin and Hausken, 2009; 

Fang and Sansavini, 2017; Chen et al., 2018). A variety of defend-attack models have 

been proposed for this scope, focusing on the strategic interactions between defenders 

and attackers or/and the effectiveness of optimal defense resource allocations against 

adaptive cyber attacks. Graphical models (e.g., attack graphs (McQueen et al., 2006; 

Polatidis et al., 2018)) have been used to illustrate to a defender the proper security 

measures for defending the system. Potential system vulnerability paths that the 

attacker could exploit to gain access to a targeted cyber domain need to be identified 

and defended (Sheyner and Wing, 2003; McQueen et al., 2006; Shandilya et al., 2014; 

Ingols et al., 2006; Ge et al., 2018; Bi and Zhang, 2014). Mathematical models (e.g., 

Copula-based models (Hu et al., 2017), a trilevel planner-attacker-defender model 

based on min-max-min optimization (Fang and Sansavini, 2017)) generally rely on a 

game-theoretical analysis and apply it to many areas (such as economics, political 

science, psychology, biology, computer science, and so on (Roger, 1991; Kreps, 1990; 

Nisan et al., 2007)), with the goal of advising the defender on the optimal allocation of 

defensive resources against attackers (Chen et al., 2018; Xiang and Wang, 2017; Sun et 

al., 2017; Backhaus et al., 2013; Wang et al., 2017; Ezhei and Ladani, 2017; Fielder et 

al., 2016; Zhang J., et al., 2018; Ma et al., 2013).  

However, all models mentioned above are developed from the viewpoint of a 

neutral opponent governing the attack/defense loss, under the strong assumptions of 

mutually consistent knowledge, rather than from the viewpoint of an intelligent 

adversary (attacker or defender) exploring the impacts of malicious (or self-interested) 

actions under uncertainty (Cox Jr, 2009; Rios Insua et al., 2009; Banks et al., 2015; 

Rothschild et al., 2012). Adversarial Risk Analysis (ARA) addresses this limitation by 

modeling and analyzing intelligent actors (attackers or defenders), for which the 

outcomes (or losses) in the game-theoretical model are uncertain (Rios Insua et al., 

2009; Banks et al., 2015; Rios and Insua, 2012).  

ARA has been applied to counter terrorisms, natural disasters, bidding and 

corporate competition. (Banks and Anderson, 2006) combined statistical risk analysis 
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with a zero-sum game with random payoffs to evaluate defense strategies that have 

been considered for the threat of smallpox. (Zhuang and Bier, 2007) applied game 

theory and highlighted the assumption of endogenous attacker effort to identify Nash 

equilibrium strategies in a defend-attack model of resource allocation for countering 

terrorism and natural disasters. Critical infrastructures have been the focus in (Cano et 

al., 2016a; 2016b) and in (Quijano et al., 2016; Insua et al., 2016), for devising security 

resource allocation plans from the attacks of intelligent adversaries in airports and 

railways, respectively. In the context of military combat modelling, the effects of 

military deceit and of gaining insights into aggregating longer chains of military events 

were modeled (Roponen and Salo, 2015). Recently, (Busby et al., 2017) analyzed the 

effects of cyber attacks to industrial control systems. 

In this work, we propose an ARA model to advise the CPS defender, with his own 

beliefs and preferences, for identifying the optimal defense resource allocation that 

would minimize the system integrity loss when constrained by limited defense 

resources against (unknown and uncertain) cyber attacks. The proposed approach is 

illustrated, without loss of generality and for demonstration purpose, with respect to the 

prescriptive support it can provide to a defender within a defend-attack game, whose 

opponents resources and decisions are uncertain. The system considered potentially 

under attack is the digital I&C system of the Advanced Lead Fast Reactor European 

Demonstrator (ALFRED) (Alemberti et al., 2013; Ponciroli et al., 2014; Ponciroli et al., 

2015). 

The rest of the paper is organized as follows. Section 2 presents the main 

characteristics of the ALFRED with its digital I&C system, the cyber attacks it may 

suffer and the deployable defensive resources. Based on the proposed ARA framework, 

the cyber defend-attack model with respect to ALFRED is built in Section 3. In Section 

4, the optimized resource allocation among the available portfolios of alternatives is 

provided; as a comparison, the Nash equilibrium optimal result of a classical game-

theoretical analysis is also given. Conclusions are drawn in Section 5. 
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2. THE ADVANCED LEAD-COOLED FAST REACTOR EUROPEAN 

DEMONSTRATOR 

We consider the protection of the ALFRED against potential cyber threats. The 

ALFRED reactor with its full power mode control scheme is briefly described in 

Section 2.1, whereas, cyber attacks and the deployable defensive resources are 

presented in Sections 2.2 and 2.3, respectively. The game originated between the 

defender and the attacker is described in Section 2.4. 

 

2.1 The ALFRED and its digital I&C system 

ALFRED is a small-size (300 MW) pool-type lead-cooled fast reactor, cooled by 

molten lead to ensure the favourable physical features and realize a simplified plant 

layout (Alemberti et al., 2013). In the ALFRED core, Control Rods (CRs) systems 

adjusting the heights of CRs hCR have been foreseen for thermal power (PTh) regulation 

and reactivity swing compensation during the cycle, and for scram purposes with the 

required reliability for a safe shutdown (Grasso et al., 2013). 

At full power nominal conditions, the dynamics processing of the ALFRED 

primary and secondary cooling systems is controlled by a multi-loop PI (Proportional 

and Integral) control scheme (see Fig. 1), i.e., a decentralized control scheme, because 

of its simplicity of implementation and robustness to malfunctioning of the single 

control loops (Ponciroli et al., 2014; Ponciroli et al., 2015). Both feedback and 

feedforward digital control schemes are adopted for ALFRED (see Fig. 1 shadowed 

part). The PI-based feedback control configuration employs four SISO (Single Input 

Single Output) control loops independent of each other. The parameters specification 

of ALFRED at full power nominal conditions are reported in Table 1. 

 

 

 

 

 

 



8 
 

Table 1 ALFRED parameters values, at full power nominal conditions 

Parameter Parameter Description Value Unit 

PTh Thermal power 300·106 W 

hCR Height of control rods 12.3 cm 

TL,hot Coolant core outlet temperature 480 oC 

TL,cold Coolant SG outlet temperature 400 oC 

Г Coolant mass flow rate 25984 kg·s-1 

Tfeed Feedwater SG inlet temperature 335 oC 

Tsteam Steam SG outlet temperature 450 oC 

pSG SG pressure 180·105 Pa 

Gwater Feedwater mass flow rate 192 kg·s-1 

Gatt Attemperator mass flow rate 0.5 kg·s-1 

kv Turbine admission valve coefficient 1 - 

PMech Mechanical power 146·106 W 

 

Condenser

Turbine

TL,cold

TL,hot

Gwater

kvhCR pSG

PTh

Tsteam

Water Pump

Attemperator
GattCore

Steam 

Generator

Header

Control System
Tsteam

pSG

TL,cold

PTh

kv

Gatt

Gwater

hCR

PI1

PI2

PI3

PI4

Tfeed

Feedforward

Turbine Admission Valve
Control Rods

PMech

Physical System

Note:               - Sensor

 

Fig. 1. ALFRED reactor control scheme 

 

2.2 The cyber attacks 

Besides components failures, CPS functionality can also be compromised by 

malicious attacks. Responses of the digital I&C system of ALFRED to 15 different 

cyber attack strategies aimed at altering sensors, actuators and PI regulators (i.e., PI 

gains and set point values) have been investigated in (Wang et al., 2017b). It is shown 

that cyber attacks to actuators challenge the most the entire system functionality, along 

with the attacks to the lead temperature sensor, whereas, functionality is negligibly 



9 
 

affected by attacks that alter the values of PI gains. This is ascribed to the PI controller 

capability of regulating the errors of controlled variables close to zero even if the 

(relatively small) gain values are changed to 3 or 4 orders of magnitude larger than the 

reference settings (Wang et al., 2017b). It is worth pointing out that the prioritization of 

cyber threats in terms of their impact on the ALFRED functionality, as proposed in 

(Wang et al., 2017b), are usually unknown (i.e., uncertain) to attackers, or not equally 

perceived by attackers and defenders, at least in reality.  

In this study, a poor attacker cognitive awareness on cyber threats prioritization is 

assumed, resulting in a pool of A=15 different cyber attack strategies (of 4 types, as 

listed in Table 2, namely, a1 (attacks to different sensor databases); a2 (attacks to 

commands of different actuators); a3 (attacks to changes of PI gain values); a4 (attacks 

to changes of set point values of controlled variables)) that the attacker can undergo, 

constrained by resources that allow him/her to launch a single attack to target a single 

CPS component. 

An intentional attack can be launched either from an outsider or from an insider 

(e.g., a bribed operator) with probabilities out   and in   (hereafter taken equal to 

0.99out   and 0.01in  , respectively) with preparation cost (Mehetre et al., 2018; 

Noureddine et al., 2017): 

 
, if outsider attacker

, if insider attacker

out

prep

in

c
c

c


 


 (1) 

where, cout and cin are the front money for financing an outsider attacker and the bribery 

cost of an insider operator (hereafter assumed to be distributed as truncated normal 

distributions TN(5e1, 1e1) (k€) and TN(2e2, 5e1) (k€), respectively, according to the 

statistics listed in (Ponemon Institute, 2017)). 

Attack consequences can be monetized in terms of attack loss due to cA1 (attacker 

arrest) and cA2 (cyber attacker remunerations of launching an attack), and attack 

revenues from cA3 (radiological effect), cA4 (public panic effect) and cA5 (media effect). 

The total attack cost becomes: 
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2 5

1 3

A prep Aq Aq

q q

c c c c
 

     (2) 

Notice that:  

(1) Loss cA1 (i.e., cost for an attacker arrest by a security personnel (e.g., police 

office)) is here estimated by: 

 1A arrest arrestc c   (3) 

where, 
arrest  is the arrest probability hereafter assumed to be distributed as a 

Uniform distribution U(0.0, 0.5), and 
arrestc  is equal to 3e2 (k€) (Quijano et al., 

2016; Viscusi and Aldy, 2003; Viscusi, 2009).  

(2) The attacker remunerations cA2 are usually deliberated between the attacker 

and the employer before launching an attack, according to uncertain factors 

such as attacker experience, attack technical means, etc.; thus, cA2 is estimated 

to be several times larger than the front money, hereby distributed as a 

truncated normal distribution TN(1e3, 2e2) (k€). 

(3) cA3, cA4 and cA5 are the attacker revenues induced from the launched attack and 

mainly depend on the confrontation between the attack and any possible 

defensive countermeasures. 

 

2.3 The defensive resources 

A typical digital I&C system is a SCADA system that features numerous 

hardwares and softwares, interfacing the monitoring and control system with the 

physical process, aimed at controlling it and, at the same time, protecting it from cyber 

attacks, from which recovery is needed (in case of attack success) to maintain the 

system in normal operation conditions (Nazir et al., 2017; Abdo et al., 2018; Xiang et 

al., 2018). 

Defensive resources are, therefore, aimed at: (d1) preventing from cyber attacks 

and, (d2) recovering when suffering a successful cyber attack.  

Prevention can be enforced by (Nespoli et al., 2017; Xiang et al., 2018; Wang et 

al., 2017a; Yang et al., 2014): 
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 Firewall that prevents intrusions and blocks unauthorized or unwanted 

communications; 

 Intrusion Detection Systems (IDSs) that identify common patterns of unwanted 

network access or malicious activities, and alert operators; 

 Operators that monitor the process status through sophisticated Human-

Machine Interfaces (HMIs) that embed IDSs distinguishing cyber attacks from 

stochastic component failures; 

 Security software that prevents from operators unauthorized access and 

information leakage by password authentication, communication encryption, 

or/and access authorization; 

Recovery from successful cyber attacks can rely on (Nespoli et al., 2017): 

 Mainframe computers that allow the digital I&C system to run interrupted and 

provide correct commands to actuators, even under some types of cyber attacks 

(such as Internet Protocol (IP) spoofing); 

 Database servers that store clean databases and can be used for recovery of data 

in case of some types of cyber attacks (such as false data injection); 

 Security engineers that maintain the digital I&C system once exposed to cyber 

attack, to guarantee a secure network communication and service. 

Table 3 lists the defensive resources considered, with their relevance to cope with 

the cyber attacks discussed in Section 2.2 (Column 3) and their minimum and maximum 

deployable quantity (Column 5), both assessed by expert judgment (Yang et al., 2014; 

Nazir et al., 2017; Xiang et al., 2018). 

The annual costs of deployment of defensive resources (Column 5) are estimated 

on salaries (for operators and security engineers), software research and development 

(R&D) (for firewall and security software), and equipment costs (for IDSs, mainframe 

computers and database servers). In details, salaries correspond to annual base wages 

and pay incentives, whereas costs of software R&D and equipment are estimated as in 

Eqs. (4) and (5), respectively (De Roze and Nyman, 1978): 

 
&

,

, ,

R D

i k M

i k i k

NPP

c
c c

T
  , if ci,k = c1,1, c1,4 (4) 
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,

, ,

Buy

i k E

i k i k

equipment

c
c c

T
  , if ci,k = c1,2, c2,1, c2,2 (5) 

where, 
,i kc  is the annual cost of the k-th resource of the i-th defense type, &

,

R D

i kc  is the 

R&D cost, NPPT  is the lifetime of a ALFRED NPP, 
,

M

i kc  is its annual maintenance cost, 

,

Buy

i kc  is its purchase cost, amortized for its lifetime 
equipmentT  (without depreciation), and 

,

E

i kc  is the annual cost of electricity needed to run the resource. 
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Table 2 Cyber attack strategies: types and targets 

Attack type (aj) Probability of attack 

success (probability of 

prevention failure), 
1

j

s  

Probability of recovery 

failure (if attack 

success), 
2

j

s   

Attack target, (aj,y) 

(a1) sensor databases 0.65 0.40 (a1,1) Tsteam (a1,2) pSG (a1,3) TL,cold (a1,4) PTh 

(a2) commands of actuators 0.55 0.45 (a2,1) hCR (a2,2) Gwater (a2,3) kv / 

(a3) changes of PI gain values 0.40 0.80 (a3,1) PI1 (a3,2) PI2 (a3,3) PI3 (a3,4) PI4 

(a4) changes of set point values 0.40 0.50 (a4,1) Tsteam,set (a4,2) pSG,set (a4,3) TL,cold,set (a4,4) PTh,set 

 

Table 3 Defensive resources with properties 

Defense 

type, di 
Countermeasures, xi,k Relevance 

xi,k relevance with respect to (aj), ,

j

i k  
Min.-Max., ni,k 

Annual cost distribution, 

ci,k (k€) (a1) (a2) (a3) (a4) 

(d1) 

Prevention 

(x1,1) firewall  High 0.25 0.25 0.25 0.25 0-1 TN(80,20) 

(x1,2) Intrusion Detection 

Systems (IDSs)  
Moderate 

0.10 0.10 0.01 0.05 
0-4 TN(15,2) 

(x1,3) operators Moderate 0.10 0.10 0.01 0.05 1-4 Tri(35,50,60) 

(x1,4) security software  Moderate 0.06 0.06 0.10 0.10 0-3 TN(80,10) 

(d2) 

Recovery 

(x2,1) mainframe computers High 0.17 0.45 0.35 0.35 0-3 TN(520,2) 

(x2,2) database servers  High 0.25 0.25 0.05 0.15 0-2 TN(70,2) 

(x2,3) security engineers  High 0.50 0.35 0.25 0.25 0-2 Tri(90,100,110) 

Notes: Tri(a,b,c) denotes a triangular distribution with lower limit a, upper limit c and mode b, and TN(μ,σ) denotes a normal distribution with mean value μ and standard 

deviation σ, truncated at zero. 
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Considering a maximum budget BM generates a set of    alternative defense 

portfolios    1 2 1,1 1,2 1,3 1,4 2,1 2,2 2,3, , , , , , ,r r r r r r r r r rd d d n n n n n n n     characterized by an annual cost 

r

annualc , r = 1, 2, …,  : 

 
1 2

, ,

r rd dr r

annual annual annual i k i k M

i k

c c c n c B      
(6) 

where, 1
rd

annualc   and 2
rd

annualc   are the annual costs of the d1 and d2 types of defensive 

resources of the portfolio d r. Assuming a BM equal to 2,000 k€ (for sake of illustration), 

Eq. (6) yields    = 4834 alternative defensive resource allocations with 1,1 0,1rn   , 

1,2 0,1, 2,3, 4rn   ,  1,3 1, 2,3, 4rn   , 1,4 0,1, 2,3rn   , 2,1 0,1, 2,3rn   , 2,2 0,1,2rn    and 

2,3 0,1,2rn   , and ,i kc   are taken to be the mean values of the annual costs of the 

defensive resources. The resulting    = 4834 deployable portfolios are hereafter 

referred to by the rule of sequentially increasing the values of 

2,3 2,2 2,1 1,4 1,3 1,2 1,1, , , , ,  and ,r r r r r r rn n n n n n n   and, thus, lead to the permutations 

 1 0,0,1,0,0,0,0d  ,  2 0,0,1,0,0,0,1d  , …, and  4834 1, 4, 4,3, 2, 2, 2d  . 

 

2.4 The game 

The defender needs to choose a defense strategy d r

r from the    available, to 

optimally protect the digital I&C system from an (unknown) attack strategy aj,k among 

the A that can threaten the system, originating a game between the defender and the 

attacker. Different combinations of defense and attack strategies 

   , 1 2 ,, , ,r r r

j y j yd a d d a   would result in different outcomes and consequences, with 

different costs for both the defender and the attacker.  

Since the scope of the work is to prescriptively support the defender with an 

optimal resource allocation, outcomes and consequences generated from each 

 1 2 ,, ,r r

j yd d a  are hereafter described only with focus on the defender decision making. 
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2.4.1 The outcomes probabilities 

Each combination  1 2 ,, ,r r

j yd d a   originates the outcome set 

   1 1 , 2 2 1{ , , | }r r

j ys s d a s d s , where  1 1 ,,r

j ys d a  defines the successful prevention of 
1

rd  

to an attack aj,y: 

 𝑠1(𝑑1
𝑟 , 𝑎𝑗,𝑦) = {

1, 𝑝𝑟𝑒𝑣𝑒𝑛𝑡𝑖𝑜𝑛 𝑓𝑎𝑖𝑙𝑢𝑟𝑒 (𝑎𝑡𝑡𝑎𝑐𝑘 𝑠𝑢𝑐𝑐𝑒𝑠𝑠)
0, 𝑝𝑟𝑒𝑣𝑒𝑛𝑡𝑖𝑜𝑛 𝑠𝑢𝑐𝑐𝑒𝑠𝑠 (𝑎𝑡𝑡𝑎𝑐𝑘 𝑓𝑎𝑖𝑙𝑢𝑟𝑒)

 (7) 

and  2 2 1|rs d s   the successful recovery of 
2

rd   in case of successful attack (i.e., 

 1 1 ,, 1r

j ys d a  ): 

 𝑠2(𝑑2
𝑟|𝑠1) = {

1, 𝑟𝑒𝑐𝑜𝑣𝑒𝑟𝑦 𝑠𝑢𝑐𝑐𝑒𝑠𝑠
0, 𝑟𝑒𝑐𝑜𝑣𝑒𝑟𝑦 𝑓𝑎𝑖𝑙𝑢𝑟𝑒

 (8) 

The outcome set comes with a probability set       1 1 , 2 2 1, , |r r

j yp p s d a p s d s  , 

where   1 1 ,,r

j yp s d a  defines the probability of the prevention outcome  1 1 ,,r

j ys d a , 

and   2 2 1|rp s d s   the probability of the recovery outcome  2 2 1|rs d s   in case of 

successful attack (i.e.,  1 1 ,, 1r

j ys d a  ). As proposed in (Quijano et al., 2016), the values 

of   1 1 ,,r

j yp s d a   and   2 2 1|rp s d s   are calculated as in Eqs. (9) and (10), 

respectively, 
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(10) 

where, 
1

j

s  is the probability of prevention failure when the j-th type attack is occurring, 

2

j

s  is the probability of recovery failure when the j-th type attack is successful (see 

Table 2), 1,

j

k   is the estimated relevance of the k-th prevention countermeasure in 

decreasing the attack success probability, and 2,

j

k  is the estimated relevance parameter 

of the k-th recovery measure in increasing the recovery success probability (see Table 
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3). 

Being all these parameters estimated by the defender on his personal judgment, 

Eqs. (9) and (10) are the defender opinion on the outcomes probabilities, i.e., 

  1 1 ,,r

D j yp s d a   and   2 2 1|r

Dp s d s  . However, the defender ignores the attacker 

assumptions on the probabilities of the outcomes, i.e.,  2 2 1| ,r

Ap s d s   and 

 1 1 ,| ,r

A j yp s d a  , and can only speculate assuming them to be distributed as normal 

distributions with  2 2 1| ,r

Dp s d s   and  1 1 ,| ,r

D j yp s d a   as mean values, and Eqs. (11) 

and (12) as standard deviations (Quijano et al., 2016), 

    2 2 1 2 2 1| , min( | , ,0.05)r r

A Ds d s p s d s   (11) 

    1 1 , 1 1 ,| , min( | , ,0.05)r r

A j y D j ys d a p s d a   (12) 

 

2.4.2 The attack consequences 

Consequences of attacks are monetized in terms of economic loss (i.e., for cD1 

system integrity loss and cD2 decrease of PMech) and compensation for post-attack 

impact (i.e., cD3 radiological effects, cD4 public panic and chaos, and cD5 media impact) 

(see Table 4) (Zou, 2017; Wurm et al., 2017). 

 

Table 4 Consequences of attacks 

Consequences Description 

(cD1) System integrity loss CPS recovery and protection improvement 

(cD2) Decrease of PMech Business interruption 

(cD3) Radiological effects Compensation for radiation pollution 

(cD4) Public panic and chaos Social network reconstruction 

(cD5) Media impact Public relation management 

 

For simplicity, and in line with (Wang et al., 2017b; Cano et al., 2016a), the costs 

of the l-th consequence  ,| ,r

Dl j yc s d a , l=1, 2, …, 5, that depend on  ,,r

j yd a  and on 

the outcomes s , is calculated according to the law of total probability (Modarres, 2016): 

    , ,| , |r

Dl j y l j y Dlc s d a p s a c 



   
(13) 

where, 
Dlc  is assumed to be the cost of a negligible (α=N), medium (α=M) and severe 
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(α=S) attack (listed in Table 5),  ,|l j yp s a
  is the conditional probability of the 

outcome s  to the occurrence of aj,y with the α-th effect of the l-th consequence, and: 

The defender assesses  ,|l j yp s a
 according to the effects an attack aj,y may have on 

the system functionality. For this scope, in this work, we rely on the safety margins 

estimates of the ALFRED under different cyber attacks (listed in Tables 9, 11 and 13 in 

(Wang et al., 2017b)). In general terms, the smaller the safety margin to cyber attack, 

the more probable a l-th consequence with severe (α=S) effect. In Table 6, the defender 

assumptions for  ,|l j yp s a
  (for system integrity loss (I), decrease of PMech (II), 

radiological effects (III), public panic and chaos (IV) and media impact (V)) are listed. 

 

Table 5 Defender’s assessment of base costs of the consequences 

Consequences 

Cost of each level (k€) 

Negligible Medium Severe 
N

Dlc  M

Dlc  S

Dlc  

(cD1) System integrity loss 1e1 4e2 1e3 

(cD2) Decrease of PMech 91.11 91.11*24 91.11*1e2 

(cD3) Radiological effect 0 1e4 1e6 

(cD4) Public panic and chaos 1e1 1e3 1e4 

(cD5) Media impact 1e1 1e3 1e4 

Notes: 91.11 (k€/h) is an estimate of the economics profit per hour for a 300MW nuclear 

reactor. 

  ,| 1l j yp s a



  (14) 
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Table 6 Defender assessment of the probabilities of occurrence of each consequence level 

(I) System integrity loss 

Probabilities 
Attack strategies 

a1,1 a1,2 a1,3 a1,4 a2,1 a2,2 a2,3 a3,1 a3,2 a3,3 a3,4 a4,1 a4,2 a4,3 a4,4 

 1 1 ,0 |N

j yp s a  1.00 0.80 0.75 0.70 0.75 0.65 0.75 1.00 1.00 1.00 1.00 1.00 0.85 0.80 0.85 

 1 1 ,0 |M

j yp s a  0.00 0.17 0.20 0.25 0.20 0.30 0.22 0.00 0.00 0.00 0.00 0.00 0.15 0.20 0.15 

 1 1 ,0 |S

j yp s a  0.00 0.03 0.05 0.05 0.05 0.05 0.03 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 1 2 1 ,1, 1|N

j yp s s a   1.00 0.55 0.40 0.35 0.50 0.30 0.50 1.00 1.00 0.90 1.00 1.00 0.65 0.40 0.65 

 1 2 1 ,1, 1|M

j yp s s a   0.00 0.40 0.50 0.55 0.50 0.50 0.50 0.00 0.00 0.10 0.00 0.00 0.35 0.50 0.35 

 1 2 1 ,1, 1|S

j yp s s a   0.00 0.05 0.10 0.10 0.00 0.20 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.10 0.00 

 1 2 1 ,0, 1|N

j yp s s a   1.00 0.99 0.99 0.99 0.99 0.99 0.99 1.00 1.00 1.00 1.00 1.00 0.99 0.99 0.99 

 1 2 1 ,0, 1|M

j yp s s a   0.00 0.01 0.01 0.01 0.01 0.01 0.01 0.00 0.00 0.00 0.00 0.00 0.01 0.01 0.01 

 1 2 1 ,0, 1|S

j yp s s a   0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 

(II) Decrease of PMech 

Probabilities 
Attack strategies 

a1,1 a1,2 a1,3 a1,4 a2,1 a2,2 a2,3 a3,1 a3,2 a3,3 a3,4 a4,1 a4,2 a4,3 a4,4 

 2 1 ,0 |N

j yp s a  1.00 0.80 0.75 0.70 0.75 0.65 0.75 1.00 1.00 1.00 1.00 1.00 0.85 0.80 0.85 

 2 1 ,0 |M

j yp s a  0.00 0.17 0.20 0.25 0.20 0.30 0.22 0.00 0.00 0.00 0.00 0.00 0.15 0.20 0.15 

 2 1 ,0 |S

j yp s a  0.00 0.03 0.05 0.05 0.05 0.05 0.03 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 2 2 1 ,1, 1|N

j yp s s a   1.00 0.55 0.40 0.35 0.50 0.30 0.50 1.00 1.00 0.90 1.00 1.00 0.65 0.40 0.65 

 2 2 1 ,1, 1|M

j yp s s a   0.00 0.40 0.50 0.55 0.50 0.50 0.50 0.00 0.00 0.10 0.00 0.00 0.35 0.50 0.35 

 2 2 1 ,1, 1|S

j yp s s a   0.00 0.05 0.10 0.10 0.00 0.20 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.10 0.00 

 2 2 1 ,0, 1|N

j yp s s a   1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 

 2 2 1 ,0, 1|M

j yp s s a   0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 2 2 1 ,0, 1|S

j yp s s a   0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 
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(III) Radiological effects 

Probabilities 
Attack strategies 

a1,1 a1,2 a1,3 a1,4 a2,1 a2,2 a2,3 a3,1 a3,2 a3,3 a3,4 a4,1 a4,2 a4,3 a4,4 

 3 1 ,0 |N

j yp s a  1.00 0.95 0.95 0.95 0.95 0.95 0.95 1.00 1.00 1.00 1.00 1.00 0.95 0.95 0.95 

 3 1 ,0 |M

j yp s a  0.00 0.05 0.05 0.05 0.05 0.05 0.05 0.05 0.00 0.00 0.00 0.00 0.05 0.05 0.05 

 3 1 ,0 |S

j yp s a  0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 3 2 1 ,1, 1|N

j yp s s a   1.00 0.75 0.60 0.80 0.50 0.50 0.50 1.00 1.00 1.00 1.00 1.00 0.95 0.60 0.95 

 3 2 1 ,1, 1|M

j yp s s a   0.00 0.20 0.30 0.15 0.40 0.40 0.40 0.00 0.00 0.00 0.00 0.00 0.05 0.30 0.05 

 3 2 1 ,1, 1|S

j yp s s a   0.00 0.05 0.10 0.05 0.10 0.10 0.10 0.00 0.00 0.00 0.00 0.00 0.00 0.10 0.00 

 3 2 1 ,0, 1|N

j yp s s a   1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 

 3 2 1 ,0, 1|M

j yp s s a   0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 3 2 1 ,0, 1|S

j yp s s a   0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 

 

(IV) Public panic and chaos 

Probabilities 
Attack strategies 

a1,1 a1,2 a1,3 a1,4 a2,1 a2,2 a2,3 a3,1 a3,2 a3,3 a3,4 a4,1 a4,2 a4,3 a4,4 

 4 1 ,0 |N

j yp s a  1.00 0.90 0.85 0.90 0.70 0.75 0.70 1.00 1.00 1.00 1.00 1.00 0.95 0.90 0.90 

 4 1 ,0 |M

j yp s a  0.00 0.10 0.10 0.07 0.25 0.20 0.25 0.00 0.00 0.00 0.00 0.00 0.05 0.10 0.10 

 4 1 ,0 |S

j yp s a  0.00 0.00 0.05 0.03 0.05 0.05 0.05 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

 4 2 1 ,1, 1|N

j yp s s a   1.00 0.80 0.70 0.80 0.50 0.40 0.40 1.00 1.00 1.00 1.00 1.00 0.95 0.60 0.60 

 4 2 1 ,1, 1|M

j yp s s a   0.00 0.15 0.25 0.17 0.40 0.50 0.40 0.00 0.00 0.00 0.00 0.00 0.05 0.20 0.20 

 4 2 1 ,1, 1|S

j yp s s a   0.00 0.05 0.05 0.03 0.10 0.10 0.20 0.00 0.00 0.00 0.00 0.00 0.00 0.20 0.20 

 4 2 1 ,0, 1|N

j yp s s a   1.00 0.98 0.98 0.98 0.95 0.95 0.95 1.00 1.00 1.00 1.00 1.00 0.98 0.95 0.95 

 4 2 1 ,0, 1|M

j yp s s a   0.00 0.02 0.02 0.02 0.04 0.04 0.04 0.00 0.00 0.00 0.00 0.00 0.02 0.04 0.03 

 4 2 1 ,0, 1|S

j yp s s a   0.00 0.00 0.00 0.00 0.01 0.01 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.01 0.02 
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(V) Media impact 

Probabilities 
Attack strategies 

a1,1 a1,2 a1,3 a1,4 a2,1 a2,2 a2,3 a3,1 a3,2 a3,3 a3,4 a4,1 a4,2 a4,3 a4,4 

 5 1 ,0 |N

j yp s a  0.99 0.85 0.60 0.60 0.50 0.50 0.60 0.98 0.98 0.98 0.98 0.95 0.95 0.80 0.70 

 5 1 ,0 |M

j yp s a  0.01 0.12 0.30 0.25 0.30 0.35 0.30 0.02 0.02 0.02 0.02 0.05 0.05 0.15 0.25 

 5 1 ,0 |S

j yp s a  0.00 0.03 0.10 0.05 0.20 0.15 0.10 0.00 0.00 0.00 0.00 0.00 0.00 0.05 0.05 

 5 2 1 ,1, 1|N

j yp s s a   0.99 0.30 0.20 0.30 0.10 0.10 0.10 0.98 0.98 0.98 0.98 0.90 0.90 0.60 0.60 

 5 2 1 ,1, 1|M

j yp s s a   0.01 0.65 0.70 0.65 0.70 0.70 0.70 0.02 0.02 0.02 0.02 0.10 0.10 0.30 0.30 

 5 2 1 ,1, 1|S

j yp s s a   0.00 0.05 0.10 0.05 0.20 0.20 0.20 0.00 0.00 0.00 0.00 0.00 0.00 0.10 0.10 

 5 2 1 ,0, 1|N

j yp s s a   1.00 0.99 0.99 0.99 0.95 0.95 0.95 1.00 1.00 1.00 1.00 1.00 0.98 0.95 0.95 

 5 2 1 ,0, 1|M

j yp s s a   0.00 0.01 0.01 0.01 0.04 0.04 0.04 0.00 0.00 0.00 0.00 0.00 0.02 0.04 0.03 

 5 2 1 ,0, 1|S

j yp s s a   0.00 0.00 0.00 0.00 0.01 0.01 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.01 0.02 
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In conclusion, with respect to a generic  ,,r

j yd a  the total cost to be considered 

for decision-making consists in the defenses deployment cost r

annualc  of Eq. (6) plus the 

sum of all possible consequences costs  ,| ,r

Dl j yc s d a , l=1, 2, 3, 4, 5: 

    
5

, ,

1

| , | ,r r r

D j y annual Dl j y

l

c s d a c c s d a


   (15) 

The attacker must sustain the attack impact (i.e., cD3, cD4 and cD5), that has to be 

justified in light of the speculated costs resulting from the game, i.e., cA3, cA4 and cA5, 

by: 

    , ,| , | , 3,4,5r

Aq j y q j y Aqc s d a p s a c q 



    
(16) 

where 
Aqc  is the cost of a negligible (α=N), medium (α=M) and severe (α=S) attack (see 

Table 7 their personal distributions) and  ,|q j yp s a
 is the conditional probability of 

the outcome s  to the occurrence of aj,y with the α-th effect of the q-th consequence. 

Thus, the attacker costs of Eq. (2) become: 

    
5

, 1 2 ,

3

| , | ,r r

A j y prep A A Aq j y

q

c s d a c c c c s d a


     (17) 

 

Table 7 Assessment of the distributions of base costs of the consequences 

Consequences (q) 

Cost of each level 
Aqc  (k€) 

Negligible Medium Severe 
N

Aqc  M

Aqc  S

Aqc  

(iii) Radiological effect 0 TN(1e4,5e3) TN(1e6,5e5) 

(iv) Panic effect 0 TN(1e3,5e2) TN(1e4,5e3) 

(v) Media effect 0 TN(1e4,5e3) TN(1e5,5e4) 

 

In decision analysis, it is common to map the cost into a utility function that 

measures the decision maker preference on alternatives with uncertain outcomes 

(Bernoulli, 2011; Von Neumann and Morgenstern, 2007). The decision maker aims at 

optimizing his/her portfolio by maximizing his/her own utility function (Grechuk and 

Zabarankin, 2016; Bricha and Nourelfath, 2013). In our case, the defender may use the 

exponential utility  ,| ,r

D j yu s d a  of Eq. (18), that is a risk averse function that lowers 
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the uncertainty of consequences (i.e., costs) assuming constant absolute risk with the 

coefficient of risk aversion    , ,| , | , 0p p

D D j y D j yu s d a u s d a       (Hershey and 

Schoemaker, 1985; Banks et al., 2015): 

     , ,| , exp | ,r r

D j y D D j yu s d a k c s d a    (18) 

where, kD (here taken distributed as U(1e-5, 2e-5)) is defined according to 

   , ,| , | , 0p p

D D j y D j yk u s d a u s d a    , whose absolute value is constant with respect to 

costs and larger than 0 (Pratt, J.W., 1964; Cox and Sadiraj, 2006). 

Relying on the concept of exponential utility with attacker’s risk proneness 

attitude and coefficient of risk proneness    , ,| , | , 0r r

A A j y A j yu s d a u s d a      

(Hershey and Schoemaker, 1985; Banks et al., 2015; Pratt, J.W., 1964; Cox and Sadiraj, 

2006), the defender can assess the attacker’s utility  ,| ,r

A j yu s d a  as:  

     , ,| , exp | ,r r

A j y A A j yu s d a k c s d a   (19) 

where, kA is estimated based on the absolute risk proneness constant with respect to 

costs and    , ,| , | , 0r r

A A j y A j yk u s d a u s d a   , judged to be distributed from a uniform 

distribution U(-3.0e-5, 0) with the aid of experts. 

 

3. THE DEFEND-ATTACK MODEL 

An ARA model (Rios Insua et al., 2009; Banks et al., 2015; Rios and Insua, 2012) 

is here tailored to a problem of cyber security assessment of the digital I&C system of 

the ALFRED, for supporting the defender to allocate the optimal defenses under 

uncertain adversarial strategies and consequences of attacks. The resulting ARA model 

is also compared with a Nash equilibrium optimal solution of a classical game-

theoretical analysis (Osborne and Rubinstein, 1994; Zhuang and Bier, 2007; Zhuang 

and Bier, 2011), where uncertainties are neglected. 

 

3.1 The ARA model 

ARA builds on game theory and statistical risk analysis, in order to advise one 
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player/agent on some uncertain adversarial decision situations against the other(s) (Rios 

Insua et al., 2009; Banks et al., 2015). ARA can realize a more realistic game, thanks to 

the weakened common knowledge assumption that the player/agent can only know 

his/her own beliefs of costs, utilities and consequences of the game, and only speculate 

those of the other(s) via statistical risk analysis. 

In particular, a defender is given advice on the optimal defense portfolio against 

cyber attacks, when only acquainted with subjective (partial) knowledge on attacker 

decisions. 

Considering the outcomes of the game    1 1 , 2 2 1{ , , | }r r

j ys s d a s d s  in the decision 

making, the defender seeks for the optimal resource allocation  1 2,d d d     that is 

expected to optimally prevent the digital I&C system from unknown cyber attacks and, 

at the same time, minimize the system functionality loss in case of successful cyber 

attack. The d

 is obtained by maximizing the defender expected utility  r

D d : 

  arg max
r

r

D
d

d d



  (20) 

where  r

D d  is defined as in Eq. (21): 

          
  , 2 1

, 2 2 1 1 1 , ,

0,1 0,1

| | , | , | ,
j y

r r r r r

D D j y D D j y D j y

a A s s

d a d p s d s p s d a u s d a 
  

 
    

  
    (21) 

where  ,| ,r

D j yu s d a  is the defender utility of possible consequences costs, estimated 

by Eq. (16),       1 1 , 2 2 1, , |r r

D D j y Dp p s d a p s d s  defines the defender assumptions 

on the probabilities of the outcomes (i.e.,  1 1 ,,r

j ys d a   and  2 2 1|rs d s  ), obtained 

according to Eqs. (9) and (10), and  , | r

D j ya d   is the defender estimation of the 

probability of occurrence of any aj,k attack, given that the defense resources d
 r are 

deployed. 

To cope with the uncertainty on the type of attack (unknown to the defender) the 

Monte Carlo (MC) approach sketched in Fig. 2 is used for (a) estimating the 

 , | r

D j ya d   that is fundamental for (b) estimating the defender optimal defense 
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strategy *d . 

(a) Estimation of  , | r

D j ya d  

The shadowed loop of Fig. 2 (left) allows to mimic Nm different attacker decisions, 

and propagate the defender uncertainty on these decisions, with respect to a specific 

deployable 
rd  (from  1 0,0,1,0,0,0,0d   to  4834 1, 4, 4,3, 2, 2, 2d  ). At the m-th 

run, m = 1, 2, …, Nm: 

(a1) For each combination  1 2 ,, ,r r

j yd d a  given a 
rd , sample the values of cprep, cAq 

and kA from the defender subjective distributions in Section 2, to calculate the 

attacker consequences of costs  ,| ,r

A j yc s d a   of Eq. (17) and the 

corresponding utilities  ,| ,r

A j yu s d a  of Eq. (19); 

(a2) After sampling  1 1 ,| ,r

A j yp s d a   and  2 2 1| ,r

Ap s d s   from the defender 

subjective distributions in Section 2.4, calculate the attacker expected utility 

of aj,k conditioned on the 
rd ,  , |m r

A j ya d , by:  

        
  2 1

, 2 2 1 1 1 , ,

0,1 0,1

| | , | , | ,m r r r r

A j y A A j y A j y

s s

a d p s d s p s d a u s d a
 

     
(22) 

(a3) Find the optimal attack strategy  ,m ra d , with respect to the 
rd : 

    
,

,

,arg max |
j y

m r m r

A j y
a A

a d a d



  
(23) 

(a4) Run Nm = 1000 time steps (a1) to (a3), to calculate  , | r

j ya d  the number 

of aj,k being the optimal attack strategy at all the Nm runs, given the 
rd ; 

(a5) Estimate  , | r

D j ya d  by:  

  
 ,

,

|
|

r

j yr

D j y

m

a d
a d

N


   (24) 

 (b) Estimation of 
*d  by a MC simulation 

At the v-th run, v = 1, 2, …, Nv, of the MC simulation of Fig. 2 (right), 

(b1) For each one of the set of  (=4834) defense portfolios, 
rd , take the values 
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of  , | r

D j ya d  (see (a)), with respect to each type of attacks aj,y. 

(b2) For each combination  1 2 ,, ,r r

j yd d a   given the 
rd  , sample the values of 

r

annualc  ,  ,| ,r

Dl j yc s d a  , and kD from the defender subjective distributions, 

respectively; taking the values of  , | r

D j ya d   of (a) and  

      1 1 , 2 2 1, , |r r

D D j y Dp p s d a p s d s  of  Eqs. (9) and (10), calculate the 

defender expected utility  v r

D d  by Eq. (21); 

(b3) After calculating  v r

D d  for all the portfolios 
rd  at the v-th run, find the 

optimal one by Eq. (20) that is equivalent to: 

  , arg max
r

v v r

D
d

d d



  
(25) 

(b4) Run Nv = 1000 times steps (b1) to (b3) to build the empirical  r

D d , which 

is the frequency of 
rd  being the optimal portfolio in all Nv runs; 

(b5) Obtain the defender optimal resource allocation *d  that is: 

  
 

arg max arg max
r r

r

r

D
d d v

d
d d

N




 

   (26) 

where,  rd  is the number of times the 
rd  is the optimal portfolio in all Nv runs. 
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Set m=1

Sample pA(s1|d 
r
1,aj,y) and pA(s2|d 

r
2,s1)

Calculate                      .

j=4 & y=4?

j=j+1 or y=y+1, 

and select the 

corresponding 

aj,y

Find

m = m + 1

set r=1 and d r ={0,0,1,0,0,0,0}

r = r + 1, and 
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Fig. 2. The flowchart of the ARA approach for obtaining the optimal defense allocation
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3.2 The classical defend-attack model (Nash equilibrium) 

In most applications of traditional game theory (Zhuang and Bier, 2007; Hausken 

and Levitin, 2009; Zhang J., et al., 2018; Zhang C., et al., 2018; Moayedi et al., 2012; 

Piccinelli et al., 2017), the attacker and the defender are assumed to share common 

knowledge regarding utility functions and probabilities of outcomes. Such assumption 

allows combining defender and attacker decision analysis into a coupled (balanced) 

model. 

As proposed in (Zhuang and Bier, 2007), taking either player strategies and beliefs 

as given in the coupled defend-attack model, decision analysis allows reaching one 

player best response with respect to each of the opponent strategies and seeking an 

intersection point, namely, a Nash equilibrium,  ,Nash Nashd a  , that satisfies: 

        
,

,, max , & , max ,
r

j y

r

D Nash Nash D Nash A Nash Nash A Nash j y
a Ad

d a d a d a d a        


   

(27) 

where,  r

Nasha d  is the attacker best response with respect to a defender decision 
rd  

and  ,Nash j yd a
 is the defender best response with respect to an attacker strategy 

,j ya , 

and they are obtained by Eqs. (28) and (29), respectively: 

    
,

,max |
j y

r r

Nash A j y
a A

a d a d


  

(28) 

    , ,max |
r

r

Nash j y D j y
d

d a d a



  (29) 

The Nash equilibrium  ,Nash Nashd a    is commonly obtained as a combinatorial 

solution at which the defender and the attacker find a balanced strategy with the other, 

whereas, neither the defender nor the attacker can benefit from changing strategy with 

the other keeping the strategy unchanged (Rios Insua et al., 2009; Zhuang and Bier, 

2007; Osborne and Rubinstein, 1994). 

 

4. RESULTS 

4.1 Optimal defense allocation by ARA 

In ARA assessment, defender’s beliefs on the launching of an attack aj,y given a 

defense portfolio 
rd ,  , | r

D j ya d , can be estimated by MC simulation as in Fig. 2(a). 



28 
 

On this basis, the defender optimal defense portfolio *d  is assesses by MC simulation 

as in Fig. 2(b), for taking into account the defender uncertainty on his/her predictive 

judgment on the countermeasure annual costs, the monetized consequences after 

attacks and the probabilities of outcomes.  

As illustrative example, Fig. 3 shows one run of the Nv estimates of the defender 

expected utilities of rd   (dots): the optimal defense portfolio is estimated as 

 , 1,3, 4, 2, 2, 2, 2vd     (diamond) with the (absolute) lowest value of expected utilities 

 ,v

D d    equal to 1.0753 (i.e., the defender reaches the setting of lowest expected 

investment against the uncertain attacks, with an attitude of risk aversion) and the 

countermeasures annual costs equal to 1,865 k€. 

It can be seen that many other portfolios reach expected utilities close to  D d  . 

In Table 8, the top five defense portfolios with highest utility values are listed. As a 

matter of fact, even though the utility estimates are similar, countermeasures portfolios 

change much, supporting the need of a robust approach (as that described in Section 

3.1(b)) to provide the optimal result with the needed confidence.  

 

Table 8 The optimal defense portfolios with annual costs 

rd  

x1,1 x1,2 x1,3 x1,4 x2,1 x2,2 x2,3 

 r

D d  
r

annualc  

(k€) 1,1

rn  1,2

rn  1,3

rn  1,4

rn  2,1

rn  2,2

rn  2,3

rn  

d4345 1 3 4 2 2 2 2 -1.0753 1,865 

d4834 1 4 4 3 2 2 2 -1.0773 1,960 

d4779 1 4 4 1 2 2 2 -1.0780 1,800 

d4260 1 3 3 3 2 2 2 -1.0846 1,895 

d1997 0 3 4 3 2 2 2 -1.0843 1,865 
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Fig. 3. The defender’s expected utilities with respect to each portfolio 

 

In line with the proposed approach, therefore, the Nv runs of MC simulation lead 

to  4779 1,4,4,1, 2,2,2d d    (diamond in Fig. 4) with the largest value of  *

D d  equal 

to 7e-3 for the optimal defense portfolio, that is taken as confidence measure for the 

result provided, leveraging the robustness of the protection actions on the ALFRED 

digital I&C system with uncertain malicious threats characteristics.  

It is worth mentioning that  4342 1,3, 4, 2, 2,1, 2d   ,  4749 1,4,4,0,2,2,2d    and 

 4345 1,3, 4, 2, 2, 2, 2d   turn out to be sub-optimal portfolios since they are estimated as 

,vd    among the Nv runs for 6, 5 and 5 times, as listed in Table 9, respectively. This 

suggests that the development and maintenance of a security software is usually time-

consuming but may impair the CPS security level (if properly designed) (for example, 

the security analyst would be more likely to select 4779d  (equipped with 1,4 =1rn  security 

software (x1,4)) but not 
4749d   (without security software (i.e., 1,4 =0rn  ) for defense 

resource allocation), whereas, operators devoted to real-time monitoring of physical 

processing are more likely prone to human errors (for example, it is impossible to 

recruit only one operator in NPPs, as shown in 3998d  (i.e., 1,3 =1rn )). 
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Table 9 The optimal defense portfolios with annual costs 

rd  

x1,1 x1,2 x1,3 x1,4 x2,1 x2,2 x2,3 

 r

D d  
r

annualc  

(k€) 1,1

rn  1,2

rn  1,3

rn  1,4

rn  2,1

rn  2,2

rn  2,3

rn  

d4779 1 4 4 1 2 2 2 7 1,800 

d4342 1 3 4 2 2 1 2 6 1,795 

d4749 1 4 4 0 2 2 2 5 1,720 

d4345 1 3 4 2 2 2 2 5 1,865 

d3998 1 3 1 2 2 2 2 4 1,715 

 

 
Fig. 4. Optimal defense portfolio from ARA assessment 

 

4.2 Nash equilibrium solution from the classical defend-attack model 

In the model of Section 3.2, the attacker beliefs, i.e., probabilities of outcomes, 

costs, risk aversion coefficient, are known to the defender, and assumed to be mean 

values from the corresponding distributions mentioned in Section 2.4. 

Fig. 5 shows the Nash equilibrium solution  ,Nash Nashd a   obtained by finding the 

intersection node between the defender best responses with respect to aj,y and the 

attacker best responses with respect to 
rd . On one hand, the attacker calculates his/her 

expected utility of each attack decision aj,y (of the pool of A)  , | r

A j ya d  and obtains 

a best response  r

Nasha d  with respect to a defender strategy 
rd  (out of 4834  

portfolios). The solutions of Eq. (28) turn out to be the constant attacker best response 
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a2,1 (attack to control rod actuator) with respect to different defense strategies (see dot 

line in Fig. 5). Whereas, on the other hand, the defender calculates his/her expected 

utility of each rd   (out of 4834   portfolios)  ,|r

D j yd a   and obtains a best 

response  ,Nash j yd a
 with respect to an attack decision aj,y (of A). The solutions of Eq. 

(29) vary with the attack decisions (see stars in Fig. 5). Notably, the attacker best 

responses  r

Nasha d  and the defender best responses  ,Nash j yd a
 intersect at the point 

of  4834

2,1,d a , and Nash equilibrium is  ,Nash Nashd a   (see diamond in Fig. 5), where 

 4834 1, 4, 4,3, 2, 2, 2d   is equipped with all deployable defensive resources under the 

restriction of BM equal to 2,000 k€.  

It must be noticed that the Nash equilibrium solution 

 4834 1, 4, 4,3, 2, 2, 2Nashd d   , obtained from the classical model that assumes that the 

defender and the attacker share common knowledge, differs from 

 4779 1, 4, 4,1,2,2,2d d    by two sets of security softwares (i.e., 
4834 4779

1,4 1,4 2n n  ). 

Even if surprisingly marginal, there is indeed a fundamental difference between 

the two solutions: the Nash equilibrium solution  4834

2,1,d a  (shown with a circle in Fig. 

4) in practice assumes the maximum quantity of defense resources to be installed with 

the maximum allowed budget BM, whereas, the optimal decision of the ARA d

 (i.e., 

4779d   highlighted in diamond in Fig. 4) reaches the one-sided prescriptive optimal 

decision against all possible uncertain cyber attacks without reaching the maximum 

budget. Moreover, as shown in Fig. 4, the allocation strategy 
4834d   gives a value of 

 *

D d   equal to 2e-3 and, therefore, less effective in protecting the CPS from the 

uncertain attacks than 
4779d . 
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Fig. 5. Estimation of Nash equilibrium solution from the classical defend-attack model 

 

5. CONCLUSIONS 

In this study, we have proposed an Adversarial Risk Analysis (ARA) approach for 

analyzing decisions between intelligent adversaries provided a novel one-sided (i.e., 

defender) prescriptive support strategy for optimizing the defensive resource 

allocations based on a subjective expected utility model.   

A Monte Carlo (MC) approach has been embedded into the ARA model for 

treating uncertainties in the decisions of the adversaries, for improving confidence in 

obtaining the optimal defense resource allocation, leveraging robustness of protection 

actions on the Cyber-Physical System (CPS) with uncertain malicious threats. 

For demonstration, we have illustrated the proposed ARA framework to a cyber 

defend-attack game in the digital I&C system of the Advanced Lead Fast Reactor 

European Demonstrator (ALFRED). With respect to the prescriptive support, the ARA 

framework advised the defender the optimal portfolio of defense resource allocation, 

minimizing the system integrity loss against uncertain cyber attacks. The result has also 

been compared with the Nash equilibrium solution from a classical defend-attack model, 

in which the attacker and the defender share common knowledge regarding utility 

functions and probabilities of the outcomes of the game, showing that a stable status 

(Nash equilibrium) can be reached between the defender and the attacker, as a two-
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sided prescriptively balanced strategy profile. 

Future work will concern a sensitivity analysis aimed at identifying the most 

relevant uncertainties affecting the defend-attack model and its results, with the scope 

of limiting the subjectivity and/or conservatism of expert judgment in the assessment 

of the uncertainties considered. 
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